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ABSTRACT

Decoupling the physical world and providing standardized service interfaces is still challenging when
developing Location Based Services (LBS). This lack also hinders the possibility of developing
Intelligent services on top of LBS architectures. In this paper, we propose a multi-layer Digital Twin-
based architecture that aims to enable the development of machine learning-based Intelligent LBS
(I-LBS) that are able to adapt, evolve, and perform Continual Learning (CL). The platform uses
Digital Twins to ensure physical abstraction and provide cyber-physical knowledge to the I-LBSs,
which is defined as an execution graph of operation modules. Finally, we simulated a use-case for
this platform in the complex scenario of Healthcare organization and management where the I-LBS
classifies allowed/not allowed trajectories of users inside a real-existing hospital scenario depending
on their role in the organization. The use case is implemented as a Deep Learning-based reconstruction
task of high-resolution trajectories processed by the DT architecture that also deploys the I-LBS. The
platform is evaluated in terms of physical complexity and computational time on the DT side and
on both a traditional machine learning setting and a replay-based CL one for the intelligence side
to demonstrate the flexibility and adaptability features introduced by the components for dynamic or

unseen scenarios.

1. Introduction

During the last decades, Indoor Positioning Systems
(IPS) represented one of the main challenging industrial
and research topics within the context of Location Based
Services (LBS). The possibility to locate people or phys-
ical assets through a network of deployed sensing devices
represents an appealing opportunity in multiple application
scenarios where GPS (Global Positioning System) or other
satellite technologies provides reduced precision fail (e.g.,
inside buildings and underground locations). At the same
time, the Internet of Things (IoT) revolution brought a new
wave of technologies, protocols, and architectural patterns
that revitalized IPS and LBS applications through the use of
distributed, connected, and intelligent Smart Objects (SOs).

Notwithstanding this evolution, the massive heterogene-
ity of physical devices and the presence of domain-specific
vertical solutions (custom protocols and data formats) rep-
resent one of the main issues in the IoT ecosystem, directly
affecting the adoption and exploitation of Indoor Location
Based Services. Each vendor provides its own implementa-
tion in terms of APIs (Application Programming Interfaces),
data structures, and architectural deployments ranging from
cloud-only approaches to the possibility of running services
also on edge.

This issue has a direct impact not only in terms of inter-
operability among devices and services but it is also limiting
deployment longevity and modularity and the possibility of
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designing intelligent and cognitive LBS applications on top
of the physical layer without the concrete risk of keep rein-
venting the wheel and create isolated interesting solutions.
This issue also hinders the adoption of the recent develop-
ments in Machine Learning (ML) and Deep Learning (DL)
to the development of intelligent LBS, given the complexity
of realizing such algorithms while taking into account the
heterogeneity and variability of the underlying IoT system.

Recently, IoT revitalized the concept of Digital Twin
(DT), originally introduced between 1999 and 2002 (Tao
et al. (2019)) as a virtual clone of a physical object. A DT is
able to map and replicate relevant properties and function-
alities (all of them or a subset according to the context) and
mutually cooperate and co-evolve with its physical counter-
part through bidirectional interactions and communications.
DTs represent an interesting tool for effectively decoupling
the physical complexity and heterogeneity with the need for
abstraction and uniformity of the digital layer. Digital Twins
decouple the physical layer by offering a single uniform
interface to data that enables the development of ML-based
intelligent LBS. A key factor with models that learn from
data is providing clean, accurate, consistent, and complete
data as input. This aspect becomes even more challenging
when data ingestion is performed starting from physical
and heterogeneous contexts. Indeed, data sources can be
different in terms of sampling rates, format, and features.
As a consequence, a Digital Twin architecture that acts as
a middle layer, providing abstraction and uniformity, may
enable the development of intelligent services by leveraging,
on one side, data and information coming directly from the
environment, and on the other side, the machine learning
techniques and paradigms currently available.
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On the other hand, ML processes should be automated
and operationalized to be brought into a production envi-
ronment. Digital Twins represent a key factor in enabling
and implementing the so-called Machine Learning Opera-
tions (MLOps) that aim to solve the issue of designing and
maintaining productive ML models. MLOps aims to provide
tools and functionalities to achieve Continuous integration
(CI), Continuous delivery and deployment (CD), and model
monitoring. Moreover, ML models require maintenance and
updates to better fit changes in the environment and to
improve their performances and thus need uniform access
to features and data but also reusable execution pipelines for
fast and automated re-deployment of Models (AutoML).

Moving further, these AutoML requirements become
even more crucial when considering the Continual (Life-
long) Learning (CL) paradigm: It provides solutions to learn
continuously and adaptively about the external world and
enables an autonomous incremental development when data
and tasks become available only during the time (Parisi
et al. (2019)). CL makes it possible to smoothly update
the intelligent model to consider different tasks and data
distributions unseen in the past training steps without losing
the acquired useful knowledge. To achieve this goal in a
real scenario, CL might benefit from a virtual abstraction
that provides uniformity and transparency with respect to
the physical layer and collects and prepares data depending
on the needs of the intelligent model or service, enabling
intelligent LBS as a service.

The Digital twin architecture we propose in this paper
sets itself apart from existing solutions through its emphasis
on flexibility and modularity. In contrast to existing solutions
that depict DTs as passive components, lacking a broader
ecosystemic vision and resulting in limited dynamic ac-
tivity resembling a monolithic data repository, our design
takes a different perspective. We view DTs as independent
and active software components, facilitating an effective
cyber-physical digitalization process and empowering the
enhancement of capabilities offered by the deployed physical
entities. Moreover, the decoupling of the physical world
from the cyber-intelligence level is achieved by providing
uniformity of data and AutoML capabilities in order to
enable continual learning of intelligence-based new tasks
whenever they emerge over time.

To validate and prove the benefits of our architecture, we
focused on a use case that consists in an intelligent location-
based service that aims to recognize normal and anomaly
trajectories of users inside a real hospital ward. The intel-
ligent service is based on a ML model that is trained with
unlabelled data coming from a Digital Twin architecture,
where unlabelled in this context means that the Digital Twin
is unaware of anomaly trajectories but only knows what
the role of the user that is performing the trajectory is. In
order to deal with this context, we decided to leverage a
self-supervised learning paradigm where the model learns
how to reconstruct normal trajectories from trusted users,
and it is then applied to a test set with normal and anomaly
trajectories to prove its ability to recognize anomalies.

The main contributions of this paper are the following:

e A DT-based MLOps platform that handles and solves
heterogeneity of the physical layer through the adop-
tion of DTs aiming to develop intelligent LBS by
exploiting cyber-physical knowledge.

e We show in a simulated hospital environment how
this platform enables the development of an intelligent
LBS that aims to automatically recognize anomaly
trajectories of users, depending on their roles in the
organization, by continually learning from their tra-
jectories during the time.

¢ Finally, we evaluate the benefits introduced by the en-
tire architecture, both in terms of system-level perfor-
mance and application complexity and performance
of the learning and anomaly detection tasks.

2. Related Works

The availability of novel technologies such as Mo-
bile Computing and Internet of Things made LBS a fast-
developing research field in the last years with several in-
dustrial and research product applications. However, several
challenges are still considered open questions, especially at
the core of LBS development: positioning, modelling, the
analysis of LBS-generated data, as well as social, ethical,
and behavioural issues (Jiang et al. (2021)). According to
(Huang et al. (2018)), LBS still lacks standardization of
the service interface, especially for indoor positioning so-
lutions that yield different levels of accuracy and reliability,
notwithstanding they rely on similar sensors, infrastructures,
and positioning techniques. This latter is often related to
different modelling of the indoor environments and the
lack of use of metadata to characterize and specify the
service interface with a transparent application layer able to
effectively decouple the physical layer from the application
layer. In most cases, indoor LBS applications often require
more semantic than purely geometrical information and
strongly depend on the indoor space model and on the
particular use case (Afyouni et al. (2017)). In addition,
data analysis and knowledge discovery from LBS-generated
data are becoming fundamental for different applications in
several research fields. However, the increasing amount and
complexity of LBS-generated geospatial data require addi-
tional modelling and appropriate storage to provide analytics
and to be exploited by the recent advantages of Machine
Learning. Most of the literature on this topic focuses on
location-based social media data with the main challenge
of privacy-preserving (Gupta and Rao (2017); Jiang et al.
(2021)). On the other hand, another research branch focuses
on the application of ML techniques to LBSs to increase the
accuracy, precision, and reliability of data from sensors by
also exploiting Digital-Twin-based architectures Zhao et al.
(2021).

The scientific and industrial communities recently worked
to define and re-shape the role of Digital Twins and their

G. Lombardo et al.: Preprint submitted to Elsevier

Page 2 of 19



Digital Twins and Continual Learning for I-LBS

responsibilities among different application domains, partic-
ularly in relation to IoT-oriented use cases (Tao et al. (2019);
Barricelli et al. (2019); Koulamas and Kalogeras (2018)).
Some studies have also started to discuss general-purpose
frameworks to enable cross-domain applications, but they
mainly envision DTs as passive components (represented,
for instance, as description documents (Autiosalo et al.
(2021))) or isolated entities (lacking the vision of DTs as
an ecosystem (Eramo et al. (2021).)) Ricci et al. (2021)
introduces an ecosystem and Web-oriented point of view:
in particular, its authors propose a pervasive and distributed
abstract model for DT environments. In addition, for the
industrial application domain, an appealing perspective has
been introduced by Radanliev et al. (2022) by proposing a
new approach to design DTs of physical devices/processes
represented through conceptual diagrams. Furthermore, the
recent combination between DTs and edge computing tech-
nologies opened the possibility of deploying and executing
twins as close as possible to physical assets in order to
enable new real-time cyber-physical interactions (Bellavista
et al. (2021); Picone et al. (2021b)). In this evolving and
revitalized Digital Twin ecosystem, the experimentation and
integration of DTs within the context of LBS application is
at an early stage, and the possibility of exploiting them as
an effective enabler for intelligent location services is still
under exploration.

In addition, DTs may play several roles in filling the cur-
rent gap between the physical world and MLOps principles
with several benefits (Fujii et al. (2021)). Indeed, the MLOps
field has emerged as a discipline to help bridge the gap
between the development of ML models and their operations
with several principles and technical components (Kolltveit
and Li (2022)), most of which are related to Data manage-
ment and abstraction for ML models auto-deployment and
update when external factors occur or when performance
degrades because of external changes.

According to Kreuzberger et al. (2022), an MLOps ar-
chitecture should guarantee at least the following function-
alities: (i) Continuous integration, delivery and deployment
(CI/CD), (ii) Workflow orchestration to coordinate the tasks
of an ML workflow pipeline according to directed acyclic
graphs that define the execution order by considering rela-
tionships and dependencies, (iii) Reproducibility and trace-
ability by storing the necessary metadata (such as hyper-
parameters and performance), (iv) Continuous ML training
and evaluation when more recent data are available, (v)
Continuous Monitoring to evaluate if performance degrades
during the time and if any update or re-training is necessary.

The MLOps landscape is quickly growing with several
tools and platforms that aim to implement the main compo-
nents for MLOps (Matsui and Goya (2022)) notwithstanding
several open problems related to modelling how MLOps
pipelines should deal with real-time streaming of informa-
tion coming from the physical world such as the case of LBS
or in general at the edge level (Leroux et al. (2022)).

We believe Digital Twins may provide the necessary
standardization and uniformity to solve most of the open

problems in LBS. In light of this, Location-based services
Digital twin-based can offer the opportunity of developing
intelligent services that exploit Machine Learning, not only
to achieve better performance but also to learn directly from
LBS-generated data how to offer novel and smarter services.
To the best of our knowledge, this promising development
has not been already deeper explored in literature.

Our work aims to propose a general framework that
combines all the recent developments in the LBS, Digital
Twin, and Machine Learning fields. In particular, we took
into account the latest developments in the Deep Learning
literature related to Continual Learning methodologies.

The central challenge of Continual Learning generally
arises from the sequential nature of learning: when learn-
ing the k,, task from a dataset D,, the old training sets
Dy, ..., Dy of the previously learned tasks may be inaccessi-
ble for several reasons (e.g, privacy-preserving, storage costs
reduction)(Wang et al. (2023)). Therefore, it is critical to
capture the probability distributions of both old and new
tasks in a balanced manner, ensuring the so-called stability-
plasticity trade-off (Lee et al. (2020)), where excessive learn-
ing plasticity (learning new tasks with fewer regularization
mechanisms) or memory stability (giving more importance
to previously learned distribution) can largely compromise
each other (Lee et al. (2017)). Indeed, traditional deep-
learning models show a well-known forgetting mechanism
(Catastrophic Forgetting -Tadros et al. (2022)) when learn-
ing different tasks sequentially that can currently alleviate
by leveraging on the hyper-parameters considered in the
stability-plasticity trade-off (Kemker et al. (2018)).

Continual Learning techniques try to solve this issue
by leveraging algorithms that alleviate Catastrophic For-
getting. It is possible to distinguish three categories of CL
techniques: (/) Replay-based methods: When learning a
new task, the model is exposed with a variable percentage
to examples from the previously learned tasks (Buzzega
et al. (2020); Rolnick et al. (2019)). (2) Regularization-
based methods: Continual learning is performed by acting
on the parameters of the model by discouraging the updating
of the neural network’s layers that are deemed relevant
for the single tasks. Unfortunately, these methods do not
scale well when increasing the number of tasks (Zenke
et al. (2017)). (3) Architectural methods: Developing ad-
hoc solutions where different parts of the model take care
of each task exclusively (Schwarz et al. (2018); Lombardo
et al. (2022b))

Similar approaches can also be considered in the more
general context of Online learning, where the goal is learning
better a single task when new information and data are
available (Maltoni and Lomonaco (2019)). In Hashash et al.
(2022), the authors propose a continual learning approach to
preserve synchronization between real and digital entities in
a continuously growing digital twin eco-system.

To the best of our knowledge, our research work is the
first one where a Digital Twin architecture exploits a Con-
tinual Learning framework to develop intelligent location-
based services. In particular, we show how Digital Twins
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Figure 1: An example of the DT’s disambiguation is where a
tracked user is perceived by multiple heterogeneous technolo-
gies in the same area. The DT is responsible for uniforming
the representation of the received data and generating a
new abstract reference of the presence merging available
information.

supports the development of complex Continual Learning
mechanisms in LBS by hiding the complexity of dealing
with the underlying IoT system.

3. Cyber-Physical Intelligence Architecture

Digital Twins are digitalized software replicas of phys-
ical objects with the responsibility to clone available re-
sources and functionalities and to extend existing behaviors
with new capabilities. The state-of-the-art (Minerva et al.
(2020); Minerva and Crespi (2021)) identifies a set of core
properties for Digital Twins (DTs). Among them, reflection
and augmentation are two of their most important func-
tionalities allowing to create and keep the digital replica
synchronized with the target properties and functionalities
and extending the list of provided features and behaviors.

The architectural contribution and aim of the paper are
to propose a Digital Twin-driven abstraction to simplify
the definition of cross-domain intelligent and scalable I-
LBS services. DTs represent the perfect tool to effectively
merge the physical and the cyber worlds by handling as
close as possible to the assets the heterogeneity in terms
of platforms, communication protocols, and data formats
in order to provide a uniform abstraction and service level
functional to upper services and layers.

As previously anticipated, a shared and homogeneous
abstraction is required in order to properly decouple func-
tionalities between the management of localization devices
and data and the provided services by avoiding the creation
of domain-specific silos and strong bounds between a high-
level functionality (e.g., detect anomaly movements in a
target area) and a specific target deployment. For example, as

depicted in Figure 1, two localization platforms can generate
events through heterogeneous technologies (e.g., Bluetooth
and RFID) associated with the same person moving in a
monitored area. In this scenario, we can introduce an in-
termediate cyber-physical entity (e.g., a DT) handling the
disambiguation process and managing incoming data from
various tracking technologies within a given location. It can
also encapsulate the task of standardizing the representation
of the collected data and creating a new user’s representa-
tion by combining all the available information simplifying
algorithms and business logic of upper intelligent layers.

Intelligent services should be aware only of the infor-
mation required to execute their algorithms and to provide
the designed services without handling or even knowing
the underlying complexity. In a traditional architecture, the
two streams of information are collected by independent
and proprietary subsystems. Their effective integration is
possible only by introducing an additional third-party mod-
ule to disambiguate the two data streams and generate a
new augmented event. On the opposite, with the proposed
approach, this complexity is directly managed by DTs re-
sponsible for the target area managing the local physical
complexity and augmenting directly provided capabilities
through the introduction of intelligent services learning and
operating on top of a uniform digitalized layer.

3.1. Multi-Layer Blueprint Architecture

In order to achieve that challenging goal we envisioned
a new multi-layer architectural blueprint schematically de-
picted in Figure 2. The proposed approach is schematically
composed of a hierarchical structure of DTs sharing the same
high-level cyber-physical structure but with different re-
sponsibilities of managing real-time events originating from
the physical assets and coordinating ML operations such
as model training and execution. Envisioned DTs, build a
homogenous and smart layer on top of the heterogeneity and
fragmentation of the physical world to support users, system
administrators, and external digital services to effectively
exploit I-LBS solutions. The aim of the proposed solution
is on the one hand, to decouple the physical heterogeneity of
connected LBSs and on the other hand to simplify the design,
implementation, and execution of intelligent location-driven
algorithms through the use of hierarchical, distributed, and
interconnected twins. The proposed design stands out from
existing approaches, considering both research contributions
Autiosalo et al. (2021); Eramo et al. (2021) and production-
ready solutions'?, in terms of flexibility and modularity.
Unlike other solutions, which tend to adopt a monolithic per-
spective where a single centralized software entity manages
the complexity of physical objects and DTs. Furthermore,
existing approaches portray DTs as passive components,
typically represented through description documents, or as
isolated components without considering the possibility of
a broader DT ecosystem. Consequently, these frameworks

! Azure Digital Twins: https://azure.microsoft.com/en-us/products/
digital-twins/
zEclipse Ditto: https://www.eclipse.org/ditto/
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Figure 2: The schematic representation of the proposed approach where a hierarchical structure of DTs is responsible for handling
real-time events from physical monitoring platforms enabling intelligent services to operate without handling the complexity of

the physical deployment.

lack dynamic activity and resemble more of a data repository
rather than active DTs with an internal model and dedicated
behavior. Our design investigates a different and more flex-
ible approach where DTs are modeled, implemented, and
designed as independent and active software components in
charge of digitalizing a specific physical twin with also the
possibility to augment its capabilities. Involved DTs share
a common internal structure characterized by the following
primary components:

e Physical Interface: responsible for the communica-
tion with physical objects through multiple protocols
mapped into sub-modules and adapters. Generates
events from the physical world useful for the DT’s
model and the shadowing component to enable the
digitalization process and receives actions or triggers
that should be executed on the device.

e Digital Interface: exposes the status of the twin to-
gether with its capabilities and behaviors to external
digital services adopting different protocols at the
same time through multiple configurable adapters and
connectors.

e Shadowing: the core function responsible to interact
with the physical world through the Physical Inter-
face and collecting relevant data for the Model and
forwarding actions received from the digital world.

e State: defines the twin in terms of properties, events,
actions, and relationships associated with the twin
according to its model and information coming from
the Physical Interface.

e Model: a set of functional modules responsible to
shape the behavior of the DT and how it can create
a digital replica of a physical entity with respect to its
context and the designed application goals. It interacts

with the Physical Interface and the Shadowing com-
ponent to handle physical variations and with the State
to update the DT’s representation.

o Augmentation Functions: optional and additional func-
tions allowing the DT to extend its capabilities with
respect to those that are originally associated with the
bound physical objects through the interaction with
the DT’s Model and State.

Relying on this common modeling, we defined two
classes of DTs denoted as Environment DT (E-DT) op-
erating close to the physical layer and Intelligence DT (I-
DT) at the higher hierarchy to provide intelligent services.
Each of them with has specific architectural responsibility
and with the aim to effectively decouple the complexity of
managing an I-LBS cyber-physical system. At the bottom
layer, we have one or multiple E-DTs responsible to manage
a target area of interest according to the designed abstraction
granularity (e.g., an entire building or a specific floor) and
the application goal (e.g., access control, path planning etc
...). Each E-DT can be configured to communicate through
multiple protocols (e.g., HTTP, MQTT) and interaction
patterns (e.g., RESTful, Pub/Sub, Push, Polling etc ...) with
one or more LBS systems providing information belonging
to the same area of interest in order to receive live updates
about the tracked moving devices. The same physical area
can be covered by multiple localization technologies at the
same time and each E-DT is also in charge of building a
uniform abstraction of the target space and moving entities
by translating fragmented information coming from LSB
sub-systems into a uniform representation (as illustrated in
Figure 3) and directly handling the disambiguation among
multiple representations of the same asset (e.g., a doctor
moving through hospital rooms a tracked at the same time by
different platforms). The main responsibility of these E-DTs
is to map and homogenize the fragmentation of the physical
through its shadowing module in order to provide a uniform

G. Lombardo et al.: Preprint submitted to Elsevier
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digital representation to the upper layer and to support data
analysis, learning and actionability. It processes information
coming from deployed LBS sub-system with the final goal
of processing and extracting high-level knowledge coming
from the external environment. It is the first data layer that
aims to prepare data in a suitable format to feed DTs higher
in the hierarchy.

The combination of multiple E-DTs contributes to build
and provide to the overall platform with prior knowledge
of the map environment but they can also perform shallow
indoor mapping by analyzing batches of trajectories coming
from the field data. Finally, they provide a uniform layer
for the trajectories that are transformed and pre-processed
to have a uniform sampling rate depending on the function
requirements coming from the sensing device and for recon-
structing the path followed by each tracked user. Moreover, it
provides all the operations related to feature scaling, dimen-
sionality reduction, and feature selection. In this way, the
next DT can operate directly with the desired data formatin a
transparent way with respect to the physical environment. In
light of this, the E-DTs do not include ML pipelines, but they
only operate to prepare data for the next layer of intelligent
DTs.

On top of this layer, we have a composed I-DT re-
sponsible for collecting data from the E-DTs through the
use of a uniform data structure and format and a unique
standard protocol like MQTT. The shadowing function of
these digital twins directly works on homogeneous data with
the specific duty of providing users disambiguation when the
same user is detected by multiple technologies in the same
area. Distinguishing users on the basis of the technology
that performed the detection and their disambiguation is
also useful for performing simple trajectories’ labelling that
can be used, for example, to distinguish different categories
of users in the environment and their roles. However, the
core responsibility of the I-DT is to introduce in the ar-
chitecture augmented capabilities for supporting intelligent
behaviours through dedicated I-LBS ML techniques and for
managing its life cycle and adapting to physical variation
through MLOps and adaptive Al solutions. Each of these
complex functionality has been mapped into a dedicated
augmentation module integrated into the DT with the aim
to build a self-contained and augmented digitalized entity
of a physical location providing an intelligent entry-point
for observing and interacting with digital applications un-
aware of the complexity of the provided features and their
management. Introduced augmentation modules and their
capabilities have been detailed in the following sections.

4. Cyber-Physical Intelligence

Cyber-physical intelligence is achieved by leveraging the
Augmentation modules in the I-DT (Figure 2). In particular:
(i) the Intelligent LBS which provides the functionalities
related to the Continuous integration, deployment, and de-
livery of the Intelligent Location-based Service; (ii) The
MLOps module which plays the role of supervisor of all the

Indoor Tracking
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Platform Entity Id

Event Global Entity Id
Manufacturer Presence
Technology | Platform Entity Id
Type ”| Global Entity Id
Location Id
Accuracy Presence Count
Anonymous . | Entity Number In
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Access

L [Gateld
Platform Entity Id
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Figure 3: An example of the uniform data structure adopted
in the proposed solution to map location-based events into a
uniform representation.

ML models and provides functionalities for redeployment
and continual learning when performance degrades, when
there are changes in the environment or when new tasks
emerge that need to be learned.

4.1. Intelligent LBS

This model creates intelligent location-based servics
combining multiple ML tasks in a complete execution
graph. The execution graph defines the workflow (Training,
Inference, Adaption, Continual Learning) that creates the
services. An example of general Workflow orchestration is
provided in Figure 4. The I-LBS is, therefore a directed
graph that: a) defines the behavior and execution of the
location-based service; b)promotes re-usability and sharing
of intelligent nodes across different services.

This execution-graph design architecture offers several
advantages: First, it simplifies the modeling of complex tasks
that may require different steps and parallel pipelines to carry
out the result. In addition, it promotes the re-usability of
each component. This last point, although best development
practice, is also crucial when the goal is performing Con-
tinual Learning. Indeed, the I-LBS, seen as an execution
of reusable modules, enables to implement the execution of
the steps that should be performed to adapt a model to the
novelties coming from the physical world and which needs
to learn new tasks from data that become available during
the time. This is clearly possible, in particular thanks to
the uniformity over the heterogeneity that is guaranteed by
the E-DT layer, but also because training and fine-tuning of
the models can be automatically performed (AutoML) by
running a sequence of intelligent modules when requested
without any knowledge of the previous history except for
the required data format and the pre-trained model retrieved
from the register.

In terms of MLOps design, this sub-part of the Digital
Twin also acts as Model Serving Component (Kumara et al.
(2022)) for online inference for real-time prediction on new
data. It also includes a reference to the ML Model Registry,
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Figure 4: Generic Workflow orchestration to model and implement an I-LBS. Different tasks can be run in parallel, starting from
the same data and following different execution walks across the graph.

a central data layer to store the current and most recent ML
model together with its metadata (training time, best hyper-
parameters identified on the validation set at the evaluation
step). Metadata and logging storage are fundamental to
ensure model versioning for reproducibility and traceability
when the model should be updated and evaluated in terms of
performance.

Finally, it implements the Feature Store System (FSS),
which plays an important role in abstracting and exchanging
cyber-physical knowledge to the services. The FSS is a data
management system that manages and serves features to
machine learning models, especially in the case of AutoML
for automatic re-training of the ML models and to build
different models that share subsets of features. FSS has the
duty of building features from cyber-physical information,
combining features into training data, calculating and serv-
ing features in production, monitoring features in produc-
tion, and achieving consistency between training and serving
data Kreuzberger et al. (2022). A feature store understands
the data needed by a model, either for model training or to
serve a prediction, as well as how that data connects to other
data and the transformations required to get it into the right
format. The Cyber-physical Knowledge DT is the main data
source of the FSS, while the I-LBS module mainly acts as a
consumer of features.

4.2. MLOps & Adaptive Al

This module is related to Adaptive Artificial Intelligence,
which is still poorly investigated in MLOps pipelines. The
DT periodically monitors the ML models’ performance and
queries the I-DT for the redeployment of pipelines.

It also enables the models to incremental training using
more iterations and recovering from failures during the
training. Furthermore, it is the main actor that reacts in
case of changes in the environment to update the models
and perform model evolution when more recent data are
available. However, an intelligent service does not only need
updates depending on environmental changes (e.g., a new
organization of the environment, novel spaces, or more data
for learning) but also because novel ML tasks emerge or are
necessary for the organization (e.g., a novel category of users
should be recognized).

In this last case, the module provides tools and data to
perform Continual Learning by evolving the model struc-
ture or by querying a new training step with Replay-batch
(Buzzega et al. (2020)). Thus, the module benefits from
the Feature store system to extract batch of samples of the
previously learned tasks, but can also support their synthetic
generation when past data are not available anymore for
several possible reasons (e.g., in health-care privacy pre-
serving policies often permits to maintain data only for a
certain amount of time). For this last scenario, the Digital
Twin can train additional generative models once a new
task is learned for the I-LBS. More details about Continual
Learning modelling for the I-LBS are provided in Section 5.

Figure 5 shows an example of Workflow orchestration to
perform Continual Learning using replay-based methods in
the case of an I-LBS that initially leverages only a ML model
to perform a task 7; but over time needs to be updated to
also perform a new task T;(e.g., consider a new class for a
classification task). The new task T}, can be learned using
a replay method without training the entire model for all
the previous tasks already learned. Replay methods can be
summarized as exposing the ML pre-trained model on some
batches of previous tasks’ examples to avoid Catastrophic
Forgetting when learning a novel task. The architecture can
retrieve a random batch as Replay for each task when past
data are available or generate examples for task 7; while
learning how to perform that task (Generative Replay Shin
etal. (2017)). When the new task T} ; should be learned, the
model trained until task 7; is retrieved from the ML Register,
and a replay batch for the previous tasks is generated with
Generative Replay or directly queried to the ML Register.
We will further highlight this concept when discussing our
experimental case in section 5.

In summary the proposed DT-based architecture sup-
ports and simplifies the interaction with sensors and devices,
and provides intelligent components supporting and enablig
advanced I-LBS appplication like the one presented in the
following section.

5. Experimental Use-case

In this section, we present the use case we exploited to
test and validate our architecture. The main goal of the pro-
posed I-LBS is to classify allowed/not allowed trajectories of
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learned by training a traditional ML model using the same orchestration of Figure 4. At the same time, another set of nodes has
the duty of learning a Generative model that learns how to generate examples for the task T; on demand if the platform cannot
store the original examples for this task. Finally, the same pre-trained model is updated to learn the new task T,,, by leveraging
its samples retrieved by the data node and a Replay batch of each previously learned task.

users inside a real-existing hospital scenario, depending on
their role in the organization. Users can be common patients,
maintenance staff, or medical staff and are located by ex-
ploiting different IoT technologies and protocols with fixed
anchors that locate the user. Locating users and identifying
and classifying their trajectories can be useful for multiple
scopes, for example:

e For security reasons: Users are monitored to detect
possible dangerous behaviours and avoid access into
not allowed sections of the environment.

e Measuring how changes in the spatial organization
of an environment can affect the efficiency of users’
trajectories or understanding if any change in the or-
ganization induces anomaly trajectories. Management
can have direct feedback about the efficiency of the
hospital’s planned routes whenever they are changed
or detect critical points that need more attention.

e Measuring the time spent around a place for each
user’s category. This knowledge can be used to de-
velop more complex predictive tasks: such as es-
timation of waiting times and predicting how long
someone will occupy aregion of the space or a service
facility.

In the proposed use case, we deal only with the detection
and classification over the time of allowed/not allowed tra-
jectories, but the same Digital Twin architecture can be used
to design [-LBSs for the other example we reported, such as
one of our ongoing research project in healthcare * where
we are currently exploiting the architecture to learn how to
estimate intra-operative times in the surgical block for each
patient.

3“Development of a Machine Learning tool for process optimization
in the healthcare context” - FIL-Quota Incentivante, University of Parma,
Italy

Figure 7 shows a map segmentation of the real-existing
hospital ward we used for the experiments. The environ-
ment is divided according to the main operations that are
performed daily. Patients enter the ward by the waiting
room, can proceed through the back office and reception
area, and then visit the clinic areas (orange) or the areas
where treatments are provided (light pink). They cannot
access the maintenance area (violet) and the private spaces
of clinicians, and the archive. On the other hand, the medical
staff can access all the environments except the maintenance
area and can enter the ward from multiple gates. Finally, the
maintenance staff can enter from multiple gates, they can ac-
cess the private area for maintenance, but we supposed they
cannot access the archive and the private medical offices.

Each class of users is indoor-located by different tech-
nologies with different sampling frequencies and accuracy.
This last information is next exploited to recognize each
user’s role and permissions. In our experimental modeling
and implementation, we have successfully incorporated
the support for two leading commercial LBS platforms
renowned for their adoption at the same time of both WiFi
and Bluetooth indoor localization capabilities. Specifically,
we seamlessly integrated in the emulated environment the
support for Cisco Meraki* and Extreme Networks, which
are widely recognized and established platforms in this
domain. Each platform exhibits distinct characteristics in
terms of the update frequency based on the adopted tracking
technology and both platforms have been utilized and associ-
ated with the possibility to track the different identified user
types within the designed experiments. The environment
DTs of our architecture provide physical abstraction and data
representation uniformity. Moreover, they label the trajecto-
ries depending on the IoT technologies that have detected
the users (Cyber-Physical Enrichment). They also compute

4Cisco Meraki Location Analytics - https://documentation.meraki.
com/MR/Monitoring_and_Reporting/Location_Analytics

SExtreme  Networks Location  Analytics -
extremenetworks.com/product/extremelocation/

https://www.
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basic indoor mapping of the environment when collecting
new batches of users’ trajectories during the time. This
indoor mapping is subsequently used by the higher-hierarchy
I-LBS Digital twin to perform user disambiguation and to
detect changes in the environment’s organization. Finally,
they ensure a uniform sampling rate for the trajectories
depending on the physical interface available.

Therefore the first group of DTs in the architecture
provides a physical abstraction to develop an intelligent
service based on unsupervised machine learning techniques.
Indeed, in our use case, the machine learning model has
no prior knowledge about the environment and the allowed
trajectories for each category of users. Still, it learns the
allowed ones in the environment for each category as an
anomaly detection task over spatial location sequences and
exploits the information about the technology used to track
the user coming from the Cyber-Physical Enrichment.

The machine learning model learns to reconstruct the
trajectory of each user using an encoder-decoder architecture
aiming to reduce the Root Mean Squared Error (RMSE)
between the input sequence and the reconstructed one. This
is a common methodology used to detect anomalies in
sequences and time series because the model fails to recon-
struct sequences that rely on distributions that have not been
seen during the training phase with a higher RMSE. We also
provided the user category (Cyber-Physical Enrichment) as
input for the model, together with its trajectory.

This approach provides three main advantages:

e Areas that are allowed to each category are learned by
the model while training it with data coming from the
usual trajectories of each category and avoid the need
for supervised data and manual definition of different
areas in the environment.

e This system can be directly applied in other contexts
and hospitals by only collecting daily data to train the
model for a new environment without the need for
human intervention

e Adding new data sources or localization technolo-
gies and data sources, the architecture can perform
both continual learning (learning novel categories)
and online learning (updating the knowledge with
novel emerging patterns of the users)

Figure 6 shows how the coordination and deployment of
the E-DTs and I-DT, over time in our use-case and the main
events that characterize their executions. The first phase
regards the environment perception, where the generic users’
trajectories are collected. The Environment DT process the
trajectory coming from the physical interface, and associates
a label according to the Cyber-Physical knowledge acquired
that, in our use case, corresponds to associating the trajectory
to a specific user category. After that, it samples the new
trajectory in order to have a uniform length as input for
the subsequent ML model. If the new trajectory includes
unknown spatial points, the map knowledge of the envi-
ronment is also updated. After that, the second DT named

I-DT begins to process the trajectory for the intelligent
location-based service. It performs users’ disambiguation to
understand if the same user has been tracked with different
technologies and define what is the final user category to
be associated. Moreover, with the updated map knowledge
and the trajectory, it updates the FSS and it transforms the
trajectory according to the features available by also per-
forming the common ML processing steps: feature scaling,
dimensionality reduction, and outliers detection. After this
step, the trajectory is ready to be fed in a machine learning
model and added to the currently available dataset if it should
be used as a training example or directly fed to the I-LBS if
the trajectory should be classified as an anomaly or not in
inference.

In the beginning, the I-DT also runs all the software
components defined in the execution graph to train the first
model. This operation is automatically performed once a
batch of ready trajectories of trusted users is collected. At run
time, the I-DT runs a different execution graph depending
on the need of the service (Continual learning to update the
model or only inference). Finally, the I-DT ensures that the
trained model is stored in the ML Model registry. All the
hyper-parameters and logging information are also stored in
the architecture data layer.

5.1. Simulated environment

In order to develop and test this use case we built a
virtual environment able to model and simulate the common
user trajectories in the real hospital environment. We also
modelled the data collection process by simulating that the
locations visited by the members of each class of users are
collected with a different sampling rate and with random
noise. In this way, we simulate the localization of each
class of users using a different IoT technology with different
accuracy and precision. To achieve this goal, we used Agent-
Based Modeling and Simulation techniques (ABMS) based
on the Actor model Agha (1986). Each agent represents
an individual who, depending on his role (patient, medical
staff, maintenance), follows a different trajectory visiting
different locations according to his permissions. The actors
are implemented as concurrent processes using the ActoDeS
framework Bergenti et al. (2014). We exploited this dis-
tributed architecture to generate data for both training and
test-set. We simulate correct trajectories for training the
model by exploiting the Boid model Angiani et al. (2018)
to take advantage of an extended set of boid rules that allow
the agents to reach the next location by randomly following
either other agents or a set of alternative allowed paths. On
the other hand, to create a test set that also includes negative
samples (not-allowed paths for each category), we simulate
random and partially wrong trajectories for each category
in the same environment Lombardo et al. (2022a). Each
trajectory has a different length, and the individuals can visit
multiple locations.

Furthermore, as previously anticipated in Section 5 and
with the aim to increase the realism of the emulated envi-
ronment, we implemented the emulation and support for two
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daily activities that are led in its environment.

of the main existing commercial LBS platforms supporting
both WiFi and Bluetooth indoor localization respectively
Cisco Meraki and Extreme Network. Each platform uses a
different proprietary data format serialized through JSON
and exposed with a custom HTTP communication pattern
making each solution a siloed environment deployed of the
cloud infrastructure of the different providers. The designed
virtualized environment allows the generation of config-
urable indoor positioning information with respect to the
target scenario and the associated map following platform-
specific APIs and data structures with the goal of obtaining
heterogeneous physical layers where multiple platforms op-
erate at the same time in the same areas of interest.

5.2. The Anomaly detection task

The I-DT implements the intelligent service of recogniz-
ing allowed/not allowed trajectories for each user as an unsu-
pervised anomaly detection task where the ML model learns

the underlying distribution of trusted users’ trajectories.
In particular, we exploited an encoder-decoder architecture
based on Long-Short Term Memory (LSTM) deep neural
networks (Figure 8). LSTM networks have been selected
because of their ability to learn patterns on sequence data
by considering and preserving temporal dependencies Yu
et al. (2019). The anomaly detection model is trained in an
unsupervised way by minimizing a mean squared error loss
function between the input sequence (user trajectory) and the
one generated by the Decoder without any supervised infor-
mation related to anomalies of the trajectories. A trajectory is
considered an anomaly when the Root Mean Squared Error
(RMSE) of the two sequences is above a certain threshold
that is automatically estimated by the DT using a validation
set. According to the RMSE, the model classifies a trajectory
for a user as not allowed when it results to be an anomaly and
allowed otherwise.
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The encoder network queries the FSS module to get
the processed trajectory in the form of a sequence of 150
visited locations (x,y) along with the categorical variable
that identifies the user category. After that, the model learns
a compressed internal representation that is then used by the
decoder network to reconstruct the trajectory. The two net-
works are trained with the Back-propagation algorithm and
may be asymmetric with a different number of LSTM units.
Indeed, the network design is data-driven, and according
to Auto ML principles, the DT also performs an automatic
Grid-search over the network’s hyper-parameters (such as
the number of LSTM units, number of epochs, batch size,
and learning rate) and stores this information in the ML-
Metadata and Logging module.

One challenge when dealing with such tasks with un-
supervised techniques is teaching the model that the same
trajectory can be, for example, normal and allowed if the user
belongs to the medical staff but not if he belongs to another
category without supervising the training. Figure 9 shows a
subset of normal and anomaly trajectories for each class of
user inside the real hospital ward. As it is possible to see
in that figure, the anomaly trajectories performed by users
share a large part of the path with the ones performed by
normal users, especially for the doctors that are allowed to
access to most of the environment. In light of this challenge,
we provide the categorical variable that indicates the user’s
category in input to the encoder along with its trajectory to
condition the learning of such differences.

The benefits of adopting the unsupervised learning
paradigm to detect anomalies in the complex scenario of
Healthcare can be summarized in the following:

e No need of human supervision to label each tra-
jectory: Path followed by the users are only divided
on the basis of the user’s role in the organization.
Training samples can be automatically collected by
trusted users for each role.

e Generalization: The same approach can be directly
applied in a different hospital or scenario thanks to the
Digital Twin abstraction and a novel training phase.

o Flexibility: If something changes in the environment
(e.g., layout changes for organizational needs or tem-
porary changes), it is sufficient to ask the infrastruc-
ture to repeat the training using the most recent data
of trusted users.

5.3. AutoML

The intelligent DT plays a fundamental role in detecting
changes in the environment and performance monitoring
that may induce the need for a new ML training phase.
This AutoML features also have the duty of performing
an automatic neural network design procedure that aims to
identify the most promising hyper-parameters for the ML
model, for example, the number of units for the encoder
network (n) and the number of units for the decoder network

(k). These values are automatically identified by an intel-
ligent node that has the duty of performing a Grid-search
over these two parameters. The I-DT performs the hyper-
parameters search whenever a new sufficient batch of trusted
users is collected or during the evolution of the model when
the new task should be learned. In our case, a new task
is represented by the presence of trajectories from a new
category of users and, thus, data detected with another IoT
technology in the physical world. The AutoML module eval-
uates several combinations of encoder and decoder units,
trying to minimize the Root Mean Squared Error between
the input sequence and the reconstructed one. Once the best
model has been identified in terms of average RMSE for
trajectory reconstruction, all the parameters are stored by
the DT in the Metadata and Logging component for further
analysis and the next comparisons when the model requires
new training. The final number of units for the encoder and
decoder identified by the DT when all the trajectories of
trusted users were available for each category are n = 900
and k = 800.

Once the optimal structure is identified and trained to
minimize the average RMSE overall training sequences, the
I-LBS identifies an RMSE threshold on the validation set to
define when a sequence should be classified as an anomaly
or not. In light of this, the I-LBS computes the RMSE over
the Validation-set, assuming a Gaussian distribution of the
error as null hypothesis N'(u, 62).

Where u is the average RMSE on the validation set
reached during the training phase. Since the validation set
is a subset of the training set composed of only normal
(correct) behaviours from trusted users, the RMSE shows
the ability of the network to reconstruct correct trajectories.
On the other hand, we expect that the RMSE over a wrong
and anomaly trajectory is usually higher than the one on
correct trajectories. The I-LBS estimates a threshold using
the validation set as the expected value of the distribution
plus a multiplier of the standard deviation. More high the
threshold, the more good trajectories will be recognized as
normal. However, since the same path can be considered an
anomaly, for example, for a patient but not for a clinician,
some wrong trajectories could be reconstructed with RMSE
close to the expected value of the Gaussian distribution. In
light of this, the threshold selection node fits a Gaussian
distribution over the validation-set RMSE. The threshold is
then selected as T = u + m * o, where the m defines a mul-
tiplier for the o to be used as a threshold. An example of the
result of the threshold selection for this use-case is presented
in Figure 10 that shows the distribution of the reconstruction
error for the Validation-set in terms of RMSE and how the
anomalies’ threshold (red bar) is selected by the AutoML
module according to the process previously described using
the Gaussian distribution over the errors. In this case, when
a new trajectory is reconstructed with an error above the
threshold, the trajectory will be considered an anomaly. The
Neural network is trained for 1000 epochs using the Early-
stopping technique and the Adam Optimizer.Once the model
has been trained, it is stored in the ML Model Registry for
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Figure 9: (a,b,c ) are respectively examples of the trajectories performed by trusted patients, doctors and maintenance staff;
(d,e,f) are respectively examples of the anomaly trajectories performed by patients, doctors and maintenance staff.

subsequent usage in Inference or for new training if new data
become available.
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Figure 10: AutoML definition of the anomaly scores on the
reconstruction error distribution for the Validation-Set.

5.4. Continual Learning over time

As a separate subcase, we also evaluated the architec-
ture on the same anomaly detection task with a continual
learning paradigm where the I-LBS has to deal with tasks
and data that becomes available at different moments and
thus adapts to the new scenario when previous data are not
completely available anymore for new training. This subcase
corresponds to the scenario where the organization may
want to introduce a new role/category of users to be tracked
and identified and the DT implements the MLOPs pipelines
to enable the model, and thus the intelligent service, to
evolve and adapt to changes in the physical world. The
model is trained over time by adopting a Continual Lifelong
learning paradigm. At the beginning, the DT architecture is
only exposed to users belonging to the doctors’ category.
The trusted users’ trajectories are collected for training, and
then I-DT evaluates the performance on a validation set.
After that, the environment is populated with maintenance
staff users. This novelty requires the architecture to adapt
the intelligent service with new training since the number
of possible users is increased, as well as the knowledge
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about map segmentation. Finally, the environment is also
populated with patients.

In light of this, the model is first trained to only recon-
struct normal trajectories of doctors, which represents the
first task. After that, the neural network is trained to deal
with a second task: reconstructing normal trajectories of the
maintenance staff and, finally, the patients’ trajectories. The
main goal of this experiment is to avoid and reduce the so-
called Catastrophic Forgetting of the model when learning
new tasks. In our case, this goal becomes more challenging
since all tasks are learned in an unsupervised way. The I-
LBS Digital Twin implements a Replay-based method by
analyzing the performances when changing the percentage
of replay samples (Rq). The method is composed of the
following steps:

1. We first trained the model using only the 100% of doc-
tors’ trajectories available using the same parameters
and 1/3 of the epochs used in the previous training
(Traditional training) retrieved from the Metadata log-
ging component.

2. Starting from the previous model, the neural network
is trained to learn the second task (reconstruct normal
trajectories of maintenance staff), by using the 100 %
available samples for this new task and a number of
examples of the previous task equal to Ry,

3. Finally, the third task (reconstructing normal trajec-
tories of patients) is learned in the same way as the
second one: 100 % available samples for the new task
and some additional examples for the previous tasks
to avoid the Catastrophic Forgetting of the network.
Respectively, the Ry, of the available doctors’ normal
trajectories and of the available maintenance normal
trajectories.

6. Experimental evaluation

In this section, we presented the main results achieved
by experimenting with the DT architecture in our use case.
Results can be divided into two macro-categories:

e Results related to the platform in terms of perfor-
mance and reduction of physical complexity measured
with a proposed physical complexity index

e Results related to the intelligent location-based ser-
vice in terms of detection rate of allowed/not allowed
trajectories in a normal scenario and in a continual
learning one with a manually created test set that
includes normal trajectories and anomaly trajectories.

6.1. Measuring Cyber-Physical Benefits

As anticipated in previous sections, one of the main
advantages of the proposed approach is the possibility to
simplify and manage the heterogeneity and complexity of
the physical layer through the adoption of Digital Twins.
In this context and with respect to the target experimental
use case, it is important to try to estimate and measure
the physical complexity with and without the adoption of

the proposed architecture in order to better understand the
introduced benefits in terms of digitalization and decompo-
sition of responsibilities between DTs (in charge of handling
physical assets) and intelligent services (focusing only on
data processing).

In this section, we aim to measure the positive impact
of DTs in terms of their capabilities to uniform the existing
physical fragmentation providing a new digital, interopera-
ble, and homogenous representation for the designed upper
layers and I-DTs. In order to address this task, we introduce
the Physical Complexity Index (PCI) as a simple indicator
to measure the impact of a set of criteria affecting the man-
agement of the heterogeneity and complexity characterizing
a real-world deployment. With respect to our experimental
use case, we identified the following criteria:

e Required Protocols: The number of application layer
protocols adopted to talk with deployed physical as-
sets (in our scenario MQTT and HTTP);

o Communication Patterns: The number of patterns
(e.g., Pub/Sub, Request/Response or RESTful) re-
quired to interact with involved devices and platforms.
In our use case without DTs we have Pub/Sub and
RESTTful at the same time, while with the introduction
of DTs, only MQTT;

e Data Formats: The number of different data formats
and serialization/deserialization techniques required
to talk with the physical layer. In our scenario, without
DTs we have three different JSON (JavaScript Object
Notation) formats, one for each LBS platform, and
with DTs we have only one uniform data format;

e [nteraction Points: The number of different modules,
services or platforms that an application should inter-
act with to retrieve all the target data. In our use case
without DTs we have three different LBS platforms
deployed on independent cloud facilities, while with
DTs we obtain a single interaction point.;

e Disambiguation Points: The number of disambigua-
tion steps required to uniform the platform knowledge
in case the same physical entity can be represented
or mapped through multiple platforms at the same
time. In our experimental evaluation, an entity (e.g.,
a doctor) may be detected through multiple LBS plat-
forms at the same time through different physical radio
interfaces of devices (e.g., WiFi, Bluetooth, or RFID.
Without DTs, we have three different disambiguation
points, one for each LBS platform, while with DTs, the
disambiguation is managed internally, and the intelli-
gent layer does not require any additional processing
steps.

Each parameter is then associated with a specific Criteria
Importance Factor (CIF) ranging from 1 (lower) to 3 (higher)
used to increase the weight of specific criteria that may
impact the development, deployment, and maintenance of
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Criteria

CIF  Without DT  Without DT & CIF Correction

With DT With DT & CIF Correction

Required Protocols 2
Communication Patterns
Data Formats
Interaction Points
Disambiguation Points

Results -

WNWHFEDN
wwwnN

—
w

4 1 2
2 1 1
9 1 3
6 1 2
9 0 0
30 4 8

Table 1

Estimation of the Physical Complexity Index for the target use case in order to evaluate through the combination of multiple
parameters and the relative Criteria Importance Factor (CIF) the benefit for the intelligent layers provided by the introduction of

DTs to simplify the interaction with the physical world.

the solution. The PCI is directly proportional to the exposed
physical complexity that an external intelligent application
is in charge of managing in order to communicate with
deployed physical assets, collect data and send commands.

Relying on the defined PCI, we applied it to our experi-
mental scenario described in Section 5 in order to compare
the exposed physical complexity with and without the use of
the designed and deployed DTs and considering identified
CIFs according to the relevance of each factor in the target
simulated environment. Table 1 and Figure 11 report the
evaluation of the PCI and Depicted values properly depict-
ing and measuring how the introduction of DTs brings an
effective reduction of the physical complexity allowing an
intelligent service to interact with a uniform digital interface
and to focus only on data processing and the generation of
intelligent insights. In particular, even if we are conducting
experiments in a simulated and controlled scenario with
a reduced number of protocols and data formats, the im-
plementation and deployment of DTs significantly reduce
the number of disambiguation points, limit the adoption of
fragmented data formats and enable the adoption of a shared
and standard protocol for cyber-physical interactions. The
following sections will instead be focused on the evalua-
tion of the proposed platform in terms of computational
performance, introduced costs, and the effectiveness of the
provided intelligent capabilities.

6.2. Platform Performance

Relying on the defined virtualized environment we de-
signed and built two different DTs associated respectively to
Cisco and Extreme Network LBS platforms and responsible
for the management of the target locations and directly
handling incoming received messages and callbacks. At the
same time, a prototype of the I-DT has been developed in
order to handle the disambiguation of the incoming informa-
tion, provide a uniform representation of the areas of interest
and augment with intelligent capabilities. The evaluated DTs
have been implemented using the WLDT library®, a modular
Java software stack based on a shared multi-thread engine
able to effectively implement DT behavior and to define its
mirroring procedures, data processing, and the interaction
with external applications Picone et al. (2021a). The first
group of DTs receives raw information from emulated LBS

®White Label Digital Twin (WLDT) - GitHub - https://gi thub. con/
wldt

Exposed Physical Complexity

Required
Protocols

Disambiguation Communication

Points Patterns
Interaction Data
Points Formats
= Without DTs = With DT

=+ Without DTs & CIF Correction =+ With DTs & CIF Correction

Figure 11: Graphical representation of the Physical Complexity
Index for the target application scenario taking into account
results with and without the correction of the Criteria Impor-
tance Factor (CIF).

platforms using RESTful HTTP APIs and data structured
equivalent to the originals. It publishes enriched and uniform
data to the I-DT through a Pub/Sub approach implemented
through the MQTTBanks and Gupta (2014) protocol.

The intent of this evaluation step is to understand the
computational cost introduced by the DTs in terms of CPU,
Memory Consumption, and End-to-End (E2E) Delay from
the original data generation of it available on the event
communication layer. Performed tests have been executed
on a Linux node equipped with 2,3 GHz Quad-Core Intel
Corei7 and 32 GB of RAM through averaging on a sequence
of multiple runs of 15 minutes, taking into account three
different messages rates for the emulated LBS platforms of
Imsg/sec, 25msg/sec and 50msg/sec. The DT has been
executed as a native Java process with a memory limit of 64
MBytes.

Figure 12 (a) and (b) report an exemplifying timeline
with the CPU and Memory consumption over a period of
15 minutes and with respect to the three identified message
rates. Graphs show how the implemented DT is able to
properly handle the incoming data load with a limited load
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Figure 12: (a,b) Loads in terms of CPU % and Memory for the target LBS Digital Twin over an experimental timeline; (c,d)
Average CPU and Memor load with respect to different message rates; and (e) The average end-to-end delay from Ibs data

generation to DT transformation and disambiguation.

in terms of CPU and memory usage with the characteristic
trend of the Java Garbage Collector’.

The same metrics have been averaged on multiple inde-
pendent runs and reported in the histograms of Figures 12
(c) and (d). As expected, load trends are confirmed with a
limited DT resource consumption and only a slight increase
in the metrics due to the higher message rate.

Graphs in Figure 12 (d) are instead focused on analyzing
the introduced E2E Delay required by the DTs to process
incoming LBS messages (containing raw localization infor-
mation) and generate a new enriched, structured, and uni-
form message for the other architectural modules. Obtained
results show how the introduced delay is on average, around
15ms, and the DTs are able to keep the same performance
even if there is an increased message rate from the physical
layer.

6.3. Anomaly detection performances with a
traditional setting
In this section, we present the results achieved with
the I-LBS when it is deployed in a traditional setting with

7Oracle Java Garbage Collector - https://www.oracle.com/webfolder/
technetwork/tutorials/obe/java/gc@1/index.html

a prior knowledge of all the users’ categories that should
be recognized. Moreover, we provide a sensitive analysis
of the m parameter (error threshold) that is evaluated by
the AutoML module on a validation set. The test set, used
to evaluate the generalization capability of the I-LBS with
unknown trajectories, is evaluated on 50 independent runs.
For every run, the test is built according to the following
procedure:

e We collected 370 examples of allowed and normal
paths for each class of users.

e 370 examples of forced anomaly trajectories for each
class with an additional random behaviour that tries
to correct these trajectories towards a similarity to the
normal ones using the attractive methods provided by
the Boid model.

e Each trajectory is also chosen by randomly selecting
among a buffer of paths obtained with a sliding and
overlapping window mechanism. In this way, we can
evaluate trajectories also considering when the model
knows their starting point, in the intermediate steps
and in the final ones.
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e These technical choices are made up for the sake of the
evaluation, aiming to create anomaly and not anomaly
examples that can be harder to be recognized by the
model.

e We achieved the same number of examples for anomaly
and allowed trajectories, and the test set is also bal-
anced in terms of examples of patients, medical staff,
and maintenance.

The best model identified by the AutoML module reached
an average RMSE=0.03439 on the validation set with an
error distribution N'(u, 62) with g = 0.022 and 6 = 0.026.
When the reconstruction error is above that value, the
trajectory is classified as an anomaly.

Defining the multiplier m is not trivial because different
choices can be made depending on which kind of detection
error could be tolerated and which one is required to be
minimized. Remembering that these parameters are esti-
mated on a validation set built with only positive (normal)
trajectory examples, one approach to study this trade-off
is computing the Recall on that class as a function of the
multiplier m. Figure 13 (left) shows the fraction of correct
trajectories that are correctly classified as normal by varying
the multiplier for the threshold on the validation set. It is
evident that by selecting a multiplier equal to 3, most of
the trajectories are correctly classified as normal (97.8%).
However, such a high threshold would also recognize the
most difficult anomaly trajectories as normal. On the other
hand, a threshold equal to the standard deviation (m = 1)
would classify an important number of correct trajectories
in the distribution tail as an anomaly. For this reason, we
selected, as a trade-off for the I-LBS, a multiplier m = 2. In
this way, we want to deal with the importance of having a
low number of false negatives (normal trajectories that are
detected as anomalies) by keeping as much as possible the
ability of the model to detect anomalies for each role in the
organization.

With 7 = u + 20 = 0.072, the model reached an overall
accuracy equal to 91.08% on a balanced test-set, the con-
fusion matrix is reported in Table 2 (B). For sake of com-
pleteness, we also report the confusion matrix that would
be obtained with a different choice of the multiplier m,
see Table 2 (A) and (C). It is clear that the multiplier m
affects, for a small part, the final accuracy on the test set
but can be tuned for the desired behaviour depending on the
impact that false negatives and false positives may have in
the organization. Finally, Figure 13 shows the distribution of
the RMSE on the test set for normal and anomaly trajectories
and the numerical impact of the threshold.

6.4. Continual Learning performances

In this section, we analyze the results achieved with our
proposed DT architecture on the Continual Learning side.
We report the following results:

1. The I-LBS intelligence performance when users’ roles
become available only during the time and require
an adaptive Al approach with Continual Learning. At

the beginning, the model is only exposed to doctors’
trajectories. Secondly, the maintenance staff’s trajec-
tories and finally, the model should learn how to also
recognize patients’ trajectories.

2. The results achieved with the same AutoML module
when the ML model is trained with a traditional
setting where all the tasks are known at training (See
Section 6.3).

For each configuration, we report an average of over 50
different runs. We considered the Continual Learning setting
presented in Section 5.4 by leveraging the Replay-based
method, which exploits a variable amount of samples of the
previously learned tasks while learning a novel task (replay
percentage Rg). Performances are measured in terms of
Precision, Recall and F-1 score for the three binary tasks
of anomaly detection for each user’s role in the hospital
(Patients, Doctors and Maintenance staff). The accuracy is
measured over the overall classification task (anomaly/not
anomaly).

If trained with a replay percentage Rq equal to zero,
Catastrophic Forgetting occurs, and only the third task is
learned. Introducing a Rg = 1%, performances improve
with a final accuracy in the binary task (normal/anomaly)
equal to 62.7%. At the level of the single-user category, the
one that suffers mostly a bad performance is the one related
to the maintenance staff.

We then tested with Rg, = 10,30, 50%. Interestingly, by
only replaying the 10% of examples of the first two tasks,
the final binary accuracy reaches, on average, 84.5%, and the
slope of improvements at the single categories level becomes
less pronounced.

Finally, we tested using Rq, = 100 to compare the
traditional training with a pure incremental (online) one.
Recalling that the traditional model with the same parame-
ters achieved on average a binary accuracy equal to 91.08,
it is fair that the incremental one reaches, on average, an
accuracy equal to 90.8%. It is clear that there is not any
important difference in training incrementally over the single
categories if the replay involves all the available examples.

Figure 14 shows the F1-score, Precision and Recall for
the anomaly class for each task by varying the replay per-
centage Rg. Recalling that the learning order was doctors,
maintenance and at the end, the patients, Figure 14 shows
that, in terms of F-1 score, the ability to recognize anomalies
for the first learned classes (doctors and maintenance) do
not degrade when learning the third one with only a Replay
percentage equal to the 30%, if compared with the results
achieved with a traditional learning setting. However, in
terms of F-1 score, the patients’ category is slightly learned
better with a traditional learning paradigm.

7. Discussion & Future Works

In this research work, we propose a Digital Twin based
platform that aims to cover the current lacks when develop-
ing intelligent services from Location Based Services data.
We highlighted how the introduction of DTs can provide an
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Prediction outcome

Prediction outcome Prediction outcome

A) Normal | Anomaly B) Normal | Anomaly C) Normal | Anomaly
Actual class Normal 329 41 Normal 348 22 Normal 363 7

Anomaly | 30 340 Anomaly | 44 326 Anomaly | 60 310

T m Accuracy T m Accuracy T m Accuracy

0.048 1 90.4% 0.072 2 91.08% 0.097 3 90.9%

Table 2

Sensitivity analysis of the average confusion matrices and accuracies with A) m = 1; B) m = 2; C) m = 3. Elements along the

diagonal are the ones correctly classified.

Histogram for Anomaly Scores on the Test-set (RMSE)
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Figure 13: (Left): Histogram for anomaly scores on the Test-set highlighting normal and anomaly samples. (Righ): Recall for
normal trajectories on the validation set depending on the selected threshold.

effective physical abstraction to the I-LBSs by reducing the
physical complexity and allowing an intelligent service to
interact with a uniform digital interface. Machine Learning
and Deep Learning can benefit from that by focusing only on
data processing and the generation of intelligent insights by
leveraging an execution graph of ML operations. Moreover,
the platform can concretely support the development of Con-
tinual Learning tasks in this domain, providing the necessary
flexibility and generalization. Finally, we proposed a use-
case for this platform in a complex healthcare organization
and management scenario where the I-LBS classifies the

high-resolution trajectories of users inside a real-existing
hospital scenario, depending on their role in the organi-
zation. The use case is implemented as a Deep Learning
unsupervised reconstruction task thanks to the platform, and
it also enables a comparison between a traditional and a CL
approach for this task, demonstrating that it can be a solution,
especially when flexibility and adaptability of the service to
dynamic or unseen scenarios is needed. Future works are
related to improving this platform in other domains by lever-
aging other advances in Deep Learning and plan to support
the other CL methodologies and techniques for supervised

3
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Figure 14: F-measure, Precision, and Recall for each task when using a Replay method for the Continual Learning scenario. Tasks
are learned in the order: Doctors, maintenance, and finally, patients. Results are reported as an average of different runs with

respect to the replay percentage used.
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learning. Moreover, we will evaluate the applicability and
extension of the proposed approach to additional use cases
such as outdoor mobility for Smart City and anomaly detec-
tion in industrial scenarios. Nevertheless, we will investigate
the possibility of generalizing the proposed approach (or
its main component) to extend its applicability to multiple
application domains by maximizing infrastructure, modules,
and code reusability.
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