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Introduction

In recent years the research community has focused on the Internet anywhere, any-
time that is, providing network connectivity at the IP layer regardless of the time of
day and the location of users. Today, we can say that such a goal has been reached
first and foremost thanks to the many technological advances in wireless and mobile
networks. Standards bodies such as the Internet Engineering Task Force (IETF) and
the 3rd Generation Partnership Project (3GPP) have spent a substantial amount of
time standardizing technologies and protocols aimed at making IP connectivity for
mobile devices available all the time, everywhere. Work on handoff has been particu-
larly important as it has allowed users to maintain network connectivity regardless of
their movement either within the same wireless technology (i.e., horizontal handoff)
or between heterogeneous wireless technologies (i.e., vertical handoff).

Recently, the research community has enhanced the Internet anywhere, anytime
paradigm by adding the word anything. This represents a significant shift from to-
day’s Internet as it implies that things and not just humans will be “users” of the
Internet. Network connectivity will be available anywhere, at anytime to anything.
This process, however, has not just started but it is well underway. We already ha-
ve many “things” that, without any human intervention, not only consume but also
produce information and perform actions based on such information. This is exac-
tly what we refer to when we talk about the Internet of Things (IoT). Things can
now communicate with each other, perform complex actions and take decisions in
an autonomous way. Machine-to-machine communication, Radio Frequency Identi-
fication (RFID) networks, wireless sensor networks, all represent a part of the IoT.
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On the commercial side, Microsoft Home OS [1], Microsoft OnX [2] and AT&T’s
Digital Life [3], represent the first attempts to bring the concept of IoT to consumers.

How do we enable IoT? Currently, there are two approaches. The first approach
wants every object to communicate over the Internet Protocol (IP) with other objec-
ts and with the Internet, either directly or via a proxy server; the second approach
sees many objects as “dummy” thus not capable of communicating over IP. Dummy
objects would communicate with smarter objects such as gateways and proxies that
would then communicate over IP with the outside world, relaying information to and
from the dummy objects.

The first approach is largely supported by the IETF. In particular, the Internet
Protocol for Smart Objects (IPSO) alliance demoed a testbed for IoT at two IETF
meetings (i.e., IETF 84 and IETF 85), showing how it is possible to run a full IP
network stack on extremely small embedded devices by leveraging early versions
of the protocols for IoT that the IETF is currently working on. Also, until a few
years ago, assigning a unique IP address to every possible object would have been
an impossible task given the 32-bit address space of IP version 4 (IPv4) [4] and the
consequent scarcity of IPv4 addresses. Today, with IP version 6 (IPv6) [5] this is no
longer an issue. IPv6 has a 128 bit address space thus being able to provide a unique
IPv6 address for virtually every object in the world.

Choosing IP as the network protocol, however, is not always an obvious choice.
In the IoT there will be devices with extremely low energy levels and low computa-
tional power possibly deployed in very hostile environments where communication
can only be multi-hop, with very low bit-rates and with very high packet loss. Assu-
ming such devices would include a network layer at all, a network protocol with less
overhead may be required. The most realistic scenario, however, is that aside from
some very specific energy-constrained devices, most devices will use IP over diffe-
rent link and physical layers. Running IP over low-power networks presents several
challenges which the IETF is trying to solve.

Generally speaking, the main problems we have to face in the IoT are very low
energy consumption, on-off network connectivity usually in a multi-hop configura-
tion, very low computational power. Some of these problems, however, are not new as
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they are present also in existing technologies like Delay Tolerant Networks (DTNs)
and Wireless Mesh Networks, for example. The significant difference between the-
se technologies and the IoT is the low-power nature of IoT. Because of the strict
requirements on power consumption, many techniques such as “store and forward”
or “flood routing” used in other technologies, cannot be used in the IoT. Given the
limited amount of energy available, each device in the IoT will be mostly selfish in
behavior, willing to cooperate only if strictly necessary. In particular, devices will col-
laborate if there is no other choice or only on those tasks where energy consumption
can be minimized by cooperation.





Chapter 1

Activities and Research
Opportunities in the IoT

1.1 Introduction

The Internet of Things (IoT) will change the way the Internet looks today. Users of the
IoT will not just interact with documents and different media distributed on connected
server but will interact with devices interconnected in the real world. The Internet of
the future will be the Internet of things where everything is connected and “things”
can consume and produce information autonomously. In this chapter, we present a
high-level overview of the different efforts going on in the IoT research community,
pointing out the general areas of research where we think the main challenges and
opportunities are.

1.2 IoT Activities in the IETF

All the protocols standardized by the IETF over the years were not engineered for
networks with low-power requirements. Because of this, all those protocols and in
particular IPv6 would not “just work” when applied to the IoT and its low-power
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networks. Currently, within the IETF, there are several working groups that are trying
to solve many of the challenges introduced by the IoT.

The IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN) wor-
king group is defining an adaptation layer between network layer and link layer so to
be able to use the IPv6 protocol over low-power networks such as IEEE 802.15.4 [6].
When considering an IEEE 802.15.4 network, there are several issues that prevent
IPv6 from “just working”. Let us look at some of them.

• In IPv6 the minimum MTU size has been increased from 576 bytes of IPv4
to 1280 bytes. This is a problem for IEEE 802.15.4 where the frame length is
limited to 127 bytes in order to ensure low packet error rates. Furthermore, be-
cause of the different headers and depending on the type of link-layer security
enabled, the actual payload of a IEEE 802.15.4 MAC frame can be as small
as 80 bytes [7]. In order to address this issue, the 6LoWPAN adaptation layer
introduces stateless hop-by-hop header compression and fragmentation.1

• Because transmission power increases polynomially with the transmission ran-
ge, the transmission range is usually short, on the order of tens of meters or less.
This implies that low-power devices must communicate in a multi-hop fashion.
In order to address the multi-hop nature of low-power communication and the
lack of a single broadcast domain, the 6LoWPAN adaptation layer supports
both layer-two and layer-three forwarding of IPv6 datagrams.

• Lastly, in IEEE 802.15.4 networks, nodes spend a good amount of time in
sleeping mode to save energy. During this time communication cannot take
place and this creates problems for things such as routing.

The Routing Over Low power and Lossy networks (ROLL) working group is loo-
king at all those routing issues that are specific to networks characterized by a high
degree of packet loss, low-power and low bit-rate. The Routing Protocol for Lossy
networks (RPL) [8] is trying to address these very issues. RPL builds different rou-
ting graphs for the same network by taking into consideration different metrics and

1In IPv6 fragmentation is end to end in order to have high performance routers and low complexity.
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constraints. For example, we might want to know paths with the best expected tran-
smission values while avoiding unencrypted links or perhaps paths with the lowest
latency while avoiding nodes operating on batteries. Also, one key point of RPL is
slow reaction time. When some paths are lost, the routing protocol should not try
to immediately find alternative paths so to re-route around link failures but it should
wait and see if those paths recover. This is due to the fact that in lossy networks such
as the ones we have in the IoT, lossyness is very transient and reacting too fast to path
failures may introduce instability.

Finally, at the application layer, the Constrained RESTful Environments (CORE)
working group is standardizing the Constrained Application Protocol (CoAP) [9].
Similar to a binary version of the Hypertext Transfer Protocol (HTTP) [10], CoAP
has been designed considering devices with low-power constraints communicating
over a very lossy wireless medium.

1.3 IoT Devices

The Internet of Things will include different types of devices with very diverse con-
straints. On one end of the spectrum there will be devices with a powerful CPU and
no energy constraints, while on the other end of the spectrum there will be devices
with very low computational power and strict energy requirements. In this section
we look at this second class of devices. In particular, we give a brief overview on a
new type of devices that for their unique properties present their own challenges and
research opportunities.

The Energy Harvesting Networked Active Tags (EnHANTs) [11] are a new class
of networked devices with the most stringent requirements in terms of energy con-
sumption and computational power. In particular, we can think of these devices as
something in between RFID tags and wireless sensors. EnHANTs are different from
RFID tags as RFID tags can communicate, either passively or actively, with an RFID
reader but cannot communicate with each other. On the other hand, EnHANTs are
different from wireless sensors as they must operate at extremely low energy levels
and exchange only ID information.
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EnHANTs are very small, flexible and networked in a multi-hop configuration.
The key difference with other technologies is that they generate the energy they use
by harvesting it from light and movement using organic solar cells and piezoelectric
materials. Given that the only energy they can use is the energy they can harvest,
power consumption must be the smallest possible. In particular, network connectivity
is provided by Impulse Radio Ultra Wide Band (IR-UWB) technology [12]. In IR-
UWB, devices communicate by transmitting impulses with durations on the order of
nanoseconds and then sleep between impulses so to use as little energy as possible.
In doing so, energy consumption is on the order of the nano Joules per bit, range is
on the order of 1 to 10 meters and bit-rate is between 0.1 and 1 Mbps [11].

Since EnHANTs have to spend most of their time sleeping, high-precision clocks
cannot be used to coordinate transmissions. Low-precision clocks can be used but
are very inaccurate especially if we consider transmission times on the order of nano
seconds. Because of this, in order to receive data, EnHANTs have to stay awake and
“listen” to the medium for longer than a few nano seconds, thus using a significant
amount of energy. That is, the energy required for transmitting is smaller than the
energy required for receiving. This is clearly the opposite of what happens in typical
communication systems where the energy for transmitting a signal always exceeds
the energy used for receiving a signal. Because of this paradigm change, new link
and network layer protocols are required. For example, the decision of a tag to send
some data needs to be coordinated with the receiver so to consider the energy levels
of the receiver. This problem becomes even more complex if we think that network
connectivity is multi-hop and as such many tags may have to receive packets just to
forward them to other tags. How to coordinate the sending and receiving of data with
the aforementioned power constraints remains an open issue.

1.4 Research Opportunities

IoT represents a big shift from how the Internet looks today. Today the Internet is
mostly a collection of documents and media files scattered on a very large number
of servers which users can search and use. With the Internet of Things everything
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will be connected. This means that real objects will be at the same time part of the
Internet as well as users of the Internet thus opening the door to radically different
applications.

In the following we list some of the key areas where we think there are interesting
problems to solve. Security, however, will be discussed separately in the next section.

Databases. The Internet will go from some million servers connected with each other,
storing documents and media files, to billions of interconnected devices storing but
also generating content at a very fast pace. The amount of information generated by
all of these devices will represent a significant challenge from a database point of
view. The amount of information collected at any given time will be so large that it is
not clear if current systems will be able to handle such a load and, more importantly,
handle queries on such a large amount of data. Relational databases may not be the
right model and database parallelization as we do it today may not be enough. Al-
though work on this topic has already started [13], a clear solution has yet to be found.

Discovery. Given the extremely large amount of interconnected devices that IoT will
expose to users, discovery of such devices will become an important aspect of IoT.
Nobody will be able to use devices that are not discoverable. Protocols used today
for automatic discovery such as Apple’s Bonjour [14] are usually based on multicast
transmissions. Multicast packets in wireless networks (e.g., IEEE 802.11) are typi-
cally transmitted at the lowest bit-rate so to guarantee their delivery. Unfortunately,
this means that power consumption is higher for such packets hence making such
discovery protocols not suitable for devices with stringent power requirements. Fur-
thermore, a discovery protocol for IoT should take into account the fact that devices
in the IoT will spend a large part of their time sleeping and as such would not always
be reachable. Research is needed on low-power discovery protocols that can scale
over a very large number of nodes.

Search. In the search realm, IoT will enable new and exciting ways to search, al-
lowing users to search for things they could have not searched for before. For exam-
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ple, users will be able to query for “what brand of coffee was I drinking two days
ago when I went out with my friend Bob?”. This will be possible because the mug
the user drunk coffee from had IP connectivity and was able to communicate with
his cellphone sending information on the beverage he was about to drink. This was
correlated to information from his phone calendar (e.g., “Today at 2PM going out
with Bob”) and to his location-based service registering his location for that meeting.
Similarly, Alice could query for “what is the price of the shoes my friend Mary was
wearing at the party last night?”. These examples show how IoT will enable users
to do much more than what they can do today. However, it also shows how critical
privacy will become with the IoT, even more than now. We will address privacy in a
separate section.

Management. As any system administrator knows, managing a large number of ma-
chines can be very problematic to say the least. The IoT with a virtually unbounded
number of devices will bring the management issue to a whole new level. How do we
provision such devices? How do we send patches and updates without compromising
nodes functionalities or worse, draining all their power? How do we accomplish all
of this in a secure way? These are all problems that need to be addressed.

Service Interaction. Many of the devices in the IoT will not necessarily be used
by one service at the time. It is very likely that multiple services will run at the sa-
me time and in doing so, will interact with the same devices in conflicting ways. A
typical example is the home-alarm service turning on lights and TV periodically to
simulate people in a house and a power-saving service trying to save as much power
as possible by turning off lights and TV. Clearly, the two services have rules that con-
flict with each other, hence the problem. To solve this problem, priorities have been
proposed as a solution [15, 16]. Giving different priorities to different services seems
to solve this problem. Using just priorities, however, does not seem to be the best
solution as it makes every decision binary based on the service priority that is, the
service with the highest priority always wins. In a more IoT-like approach, different
services could “talk” to each other and coordinate their actions so that, for example,
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a home-alarm system agrees to turn the TV on and off only so often to partially sa-
tisfy the requirements of the power-saving service. In another example, the climate
control service “tells” the home-alarm service that it is turning on the fan so not to
trigger an alarm based on movement. These and other approaches need to be further
investigated.

Power Awareness. All services deployed within the IoT will have to be power aware.
A service should never exhaust a device by enforcing rules that would drain all the
power from that device. For example, a service enforcing a high sampling rate on a
sensor should monitor the power levels of that sensor so to make sure that the sensor
can support such a high rate without consuming too much energy and compromise
its future operations.

1.4.1 Security Research Opportunities

Communication in the IoT will be in large part between interconnected things or de-
vices, from the largest to the smallest. Devices will share information with each other
in an autonomous way, without human intervention. Because of this, it is important
to have ways to enforce what kind of information should “flow” freely between devi-
ces and what information should be kept private. Similarly, communication between
devices should be secure so that no one can eavesdrop on the communication bet-
ween devices and “steal” or modify sensitive information. This is particularly true for
multi-hop scenarios where intermediary nodes may forward information not meant
for them and where the presence of rogue devices may introduce additional risks. We
will look at these and other security-related problems in the following.

Secure Communication. How to secure communication between nodes is a very
well-known problem, however, many of the approaches used in today’s Internet may
not be applicable to the IoT. Typical encryption algorithms such as AES-based en-
cryption [17] (i.e., private key cryptography) and Elgamal [18] (i.e., public key cryp-
tography) may be computationally expensive thus draining a significant amount of
power. Further research is required in order to better understand how to enable en-
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cryption on devices with stringent power and computational constraints.

Key Exchange. In any encryption scheme, key material needs to be exchanged bet-
ween nodes. In the IoT, nodes operate on very low rate links and on low power trying
to avoid unnecessary transmissions. How to provision key material to a very large
number of such nodes in a secure way remains an open problem. For example, such
cryptographic material could be provisioned to the nodes during installation before
any network connectivity is available. This, however, would have to be done in a
tamper-proof way. A possible solution to this problem could be the use of Trusted
Platform Modules (TPMs) [19]. TPMs, however, use extra circuitry and therefore
need additional power. As such, it is not obvious that this would be a valid approach
for IoT where power is a very scarce resource.

Data Integrity. Many of the devices in the IoT will be very sensitive in nature. For
example, IoT will have a big impact on healthcare where doctors will be able to moni-
tor and treat patients remotely. In such scenarios, both doctors and patients need to be
completely confident that not only data is private but also that no malicious thing or
user can compromise data integrity. Recently, an attack against an insulin pump [20]
was shown where deadly amounts of insulin could have been injected remotely in a
patient. In order for this not to happen, the integrity of data must be guaranteed so
that the doctor is positive to be looking at the right data and patients are completely
confident that they are getting the treatment they are supposed to get without interfe-
rence of any kind taking place.

Data Availability. In the IoT not only the integrity of data must be guaranteed, but
also its availability. For example, a denial of service attack on a thermostat of a cri-
tical industrial process may cause severe damage. Similarly, a denial of service at-
tack on a heart monitor could prevent a doctor from reacting in a timely manner to
life-threatening conditions. For devices with low computational power and stringent
power requirements, denial of service attacks may be trivial to accomplish. Trigge-
ring unnecessary actions on a device so to quickly drain its battery, would not requi-
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re much effort. Similarly, overloading a device with very low computational power
could be trivial to accomplish. How to guarantee data availability and prevent attacks
such as denial of service attacks on devices with low computational power and strin-
gent energy constraints is currently an open problem.

Data Privacy. Because of the distributed nature of IoT, devices will not be single
user and single ownership. Devices will be shared between different administrative
domains and between different users. An important aspect is therefore, how to gua-
rantee privacy in such a complex setting. In particular, a way is needed to guarantee
different levels of privacy and functionality to different users and administrative do-
mains.

Access Control. Unlike with data privacy where we need to decide what data a user
should be able to access, with access control we need to decide what devices a user
should be able to access. For example, the insulin pump attack mentioned earlier
could be triggered either by changing the data readings from the pump (i.e., data in-
tegrity) or by allowing a non-authorized person to remotely access and control the
insulin pump itself. Clearly, how to enable and enforce access control in the IoT is a
very important topic.

Misconfigurations. Either because of mischievous intentions or because of the very
complex and distributed nature of IoT, misconfigurations can happen. The detection
and solution of misconfigurations is an important problem. A simple misconfigura-
tion on a few devices may trigger a denial of service attack or other undesired effects.
For example, a misconfiguration on how a user forwards calls to his mobile phone
may prevent the user from receiving any calls; similarly, a wrong geo-fencing rule
may create a situation where SMS messages get repeatedly sent at a very high ra-
te when crossing a geo-spatial boundary, thus causing the user having to pay a large
amount of money. In IoT where interactions can be of many types and quite complex,
a way to detect and resolve misconfigurations is required.
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Figure 1.1: Internet of Things deployment architecture.

Mobile IoT. With Mobile IoT we refer to a situation where a user is away from
home but all of his services and personal settings “follow” him. For example, a user
traveling abroad, would enter his hotel room and mobile IoT would have already con-
figured all of the devices in the room as if he was at home that is, the room phone
would be linked to his personal phone number, the TV would have his recorded sho-
ws, the room temperature would be set to his preferred value and the minibar would
have his favorite drinks. Finally, his credit card information would be linked to the
room. It is easy to see that the information downloaded on all the devices in the room
tells a lot about the occupant of that room. How to securely send sensitive data to de-
vices deployed in the public domain is an open problem. Furthermore, it is important
to guarantee that whatever personal information was present in the room when the
user was there, it will be completely and safely deleted once the user leaves the hotel.
How to make sure that personal content is securely deleted from a device in the IoT
remains an open problem. Verification of deletion should also be possible.

Specifically to security, we have analyzed and abstracted the classes of attacks
that are relevant to the IoT. Fig. 1.1 shows a high-level layered view of a typical IoT
deployment architecture. As we can see, we can have two different types of sensors
and actuators that is, highly constrained in energy and computational power (i.e., type



1.4. Research Opportunities 15

IoT	Apps	

Network	

IoT	
Domain	

Backend	Applica7ons	

Malware	 Unauthorized	Access	 Denial	of	Service	 Spoofing	 Fraud	

The=	of	Data	 Man	in	the	Middle	 Unauthorized	So=ware	 Inconsistent	So=ware	Versions	

Communica7ons	Network	
(Enables	communica7on	between	IoT	domain	and	backend	applica7ons)	

Man	in	the	Middle	Denial	of	Service	 Lack	of	Monitoring	 False	Base	StaCon	

Hijacking	 Spoofing	 Protocol	Tampering	 Clear	Text	CommunicaCon	

Gateways	are	considered	a	device		

Devices	or	Connected	Objects	

Lack	of	Monitoring	Side	Channel	 Device	Cloning	 Resource	LimitaCons	

Back	Doors	 Reverse	Engineering	 Unauthorized	So=ware	 Inconsistent	So=ware	
Versions	

Unauthorized	Access	

Malware	

M2M	Short	Range	Network	
(Enables	communica7on	between	devices)		

Hijacking	 Protocol	Tampering	 Denial	of	Service	 Jamming	 Spoofing	

Traffic	InjecCon	 Lack	of	Monitoring	 Man	in	the	Middle	 Clear	Text	
CommunicaCon	

Figure 1.2: Internet of Things potential threats.

1) on one end and without any such constrains (i.e., type 2) on the other. Depending
on which class of devices we consider, security requirements can be significantly
different. For example, type-1 sensors typically communicate in a multihop fashion
while type-2 sensors can communicate directly with the cellular network thus bypas-
sing local gateways and nodes. Because of this, type-1 sensors are more exposed to
man-in-the-middle attacks while type 2 sensors are less exposed to such attacks given
the mutual authentication taking place in 3G cellular network. Fig. 1.2 shows exam-
ples of different types of attacks that are possible in the IoT M2M domain. While
many solutions are known to many of the problems shown in Fig. 1.2, most of the so-
lutions are not applicable to the IoT because of the very scarce resources that devices
have at their disposal. Hence, the need for novel protocols and algorithms.

After surveying multiple technologies and architectures and looking at the state
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Figure 1.3: Top ten attacks in IoT.

of the art, we show in Fig. 1.3 what we think are the top ten classes of attacks in the
IoT space. In particular, for each class of attack, we show the type of vulnerability
exploited, possible targets in the IoT architecture, the severity of such attacks as well
as high-level mitigation techniques. Fig. 1.3 also mentions actual incidents as well as
examples of attacks that may take place in the future.

1.5 A Cellular Network Perspective on IoT

When cellular networks are used as access networks to the Internet by billions of de-
vices, problems arise in terms of load on such networks. While current cellular net-
works have been able to scale with user population, this may not be the case with the
Internet of Things given its extremely large scale. In order to support all the content
and signaling generated by such a large number of devices, the research community
needs to address several issues.

The most obvious issue is that just the signaling generated by such a large number
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of devices may overload the cellular network causing the same effects of a Distributed
Denial of Service (DDoS) attack. In an LTE network, where everything runs over IP,
this would mean that the whole communication network would be brought down and
not even voice calls and SMS messages would go through.

In the cellular network, different operations affect the network in different ways
and therefore have a different cost. For example, setting up call forwarding may be
considered an expensive operation as it involves interacting with the Home Location
Register (HLR). Given that users will be able to apply their own policies on their
deployments of IoT, misconfigurations may occur. Malicious intent might be another
reason. For example, if an IoT policy involves to automatically set up call-forwarding
on the home and office phones of a user and a misconfiguration occurs, each device
may enable and disable call-forwarding repeatedly, in a loop. This would not be a
serious problem for a single user but it could become very serious if we consider the
scale of IoT. Many misconfigurations like the one depicted earlier could trigger the
equivalent of a DDoS attack on the HLR [21]. A DDoS attack on the HLR would
be enough to prevent the whole network from operating properly. Furthermore, sin-
ce the HLR is not directly accessible by users, its deployment may have not been
dimensioned with such risks in mind.

In reality, the load on the cellular network will not grow linearly with the number
of devices in the IoT. A common architecture of the IoT is for multiple devices to
talk to a local gateway and then have the local gateway communicate with the outside
world, in our case the cellular network. Regardless, the number of devices served by
the cellular network may increase at a very fast pace, leaving no time for the network
to scale appropriately.

Many of these problems could be addressed by re-thinking the cellular network
architecture on one side and by providing more efficient signaling protocols on the
other. Re-thinking the cellular network architecture would entitle a drastic re-design
of the cellular network aimed at handling such a large number of devices that is,
optimized for such a large signaling load. How to provide minimum functionalities
such as voice and SMS messages even under high loads should be a priority for
LTE cellular networks. On the other hand, simpler signaling protocols that are easier
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to process, together with stateless servers, would help reducing the risk of DDoS
attacks. A more concise signaling protocol would also allow a more efficient use of
radio resources.

The Session Initiation Protocol (SIP) [22] has been chosen as the signaling pro-
tocol for the IP Multimedia Subsystem (IMS) [23]. Given the complexity and verbo-
sity of SIP, even if only a small subset of devices in the IoT would implement IMS
services, it could be enough to overload the cellular network. For this, a lighter or
compressed version of SIP [24] together with the use of stateless SIP Proxies would
be highly beneficial for reducing the load on the cellular network.

Finally, given the large number of heterogeneous networks available in homes and
urban environments, offloading to non-cellular networks such as WiFi (i.e., vertical
handover) might help in situations of high load on the cellular network.

1.6 Thesis Research Focus

We research two main aspects of security in the IoT. In particular, we try to answer
to the following two questions:

• “How to provide privacy and confidentiality in energy-constrained devices?”

• “How to protect infrastructure supporting the IoT from the IoT itself?”

The first question applies to IoT devices that are very limited in both energy
and computational power such as energy-harvesting devices. For such devices, the
standard protocols used in the Internet today are not suitable as they do not take
into account the very limited amount of energy and computational power available.
Furthermore, for energy-harvesting devices, new protocols should take into account
the fact that an energy-depleted device may, after some time, become operational
again.

We propose to distribute encryption and decryption operations (i.e., block cipher
computations) among a set of trusted nodes and describe a new routing algorithm that
enables such cooperation between nodes. This introduces significant energy savings
and, consequently, increases the network lifetime.
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The second question applies to IoT infrastructure such as the cellular network.
For such infrastructure, the IoT represents a highly distributed platform which can
be exploited by an attacker to perform distributed attacks (e.g., Distributed Denial of
Service (DDoS) attacks) against the supporting infrastructure. In recent years, this
type of attacks has increased as the number of inter-connected devices has increased.
A recent example of such an attack is a DDoS attack performed in September 2016
against KrebsOnSecurity.com, a website with a proven record of exposing cybercri-
minals who focus on DDoS attacks. Such an attack was performed using a botnet
of more than 1 million internet-connected cameras and other IoT devices generating
over 660 Gbps of traffic, one of the largest recorded DDoS attacks in history [25].
It is easy to see how such an attack could be directed against anything and, in parti-
cular, against the cellular network thus bringing down cellular communication (i.e.,
voice and data) for a large geographical area. Generally speaking, in the United Sta-
tes, a cellular network provider has its infrastructure distributed among few national
datacenters, typically less than 10. Different datacenters provide service to different
geographical areas, while other datacenters are used for redundancy. A DDoS attack
on all these datacenters could, potentially, bring down the service all over the coun-
try. Given the billions of inter-connected devices we are expected to have by 2020
and the highly-distributed attacks we are starting to see, large-scale attacks trying
to bring down critical infrastructure (e.g., cellular networks) does not seem to be a
remote possibility any longer.

We propose a new cellular architecture aimed at disabling distributed attacks from
happening in the first place and increase the overall security of the cellular network.
Furthermore, the new architecture enables cellular network operators to introduce
novel security and non-security services to their customers, thus creating new streams
of revenue.





Chapter 2

Distributing Data Confidentiality

2.1 Introduction

The Internet of Things (IoT) will introduce a drastic change in our society as many
common things that we use in our every-day life will stop being just objects and will
start interacting with each other, with us, and with the environment. As all of these
things talk to each other and to us, they will collect and share a very large amount of
sensitive information. For example: car engines will collect and share data about the
driver’s driving habits; people’s whereabouts will be shared and used to automatically
provide new services; and what we eat and drink could be shared with insurance com-
panies to monitor our eating habits and lifestyle. Similarly, people’s vital signs (e.g.,
heart rate, blood pressure) may be collected and shared in a completely automated
way, with privacy implications that are still not very clear. Given the capillarity of the
IoT, its pervasiveness in our lives, and given the sensitive nature of the information it
will handle, security in the IoT—and, specifically, data confidentiality—has become
of utmost importance.

The goal of data confidentiality is to prevent disclosure of information to unau-
thorized parties. When sharing sensitive data, confidentiality is usually enabled by
encryption.1 Over the years, much work has focused on improving both computatio-

1Other means include the use of file permissions and access control lists.
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nal and energy efficiencies of encryption and decryption algorithms in block ciphers
(such as AES). Alternatively, new lightweight block ciphers have been proposed try-
ing to address encryption in energy-constrained networks (e.g., wireless sensor net-
works). While all of these approaches have their merits, often they are not sufficient
to provide the energy savings that would allow them to be implemented in many
devices in the IoT and, specifically, in energy-harvesting devices.

We follow a different approach to data confidentiality which motivates the energy
measurements which will be presented in the following. In particular, we claim that a
large portion of the energy spent to provide data confidentiality can be saved, from the
perspective of a single node, by distributing the encryption and decryption operations
of a block cipher among a set of trusted nodes. This approach takes into account the
following two facts.

• In multi-hop networks, such as wireless sensor networks, nodes save energy by
transmitting at a much shorter range. Because of this, nodes have to relay each
other’s packets from the source all the way to the sink. This relaying of packets
makes multi-hop networks well-suited for performing distributed computations
on packets.

• Block ciphers have an iterative structure, which usually is either a Feistel
network or a substitution-permutation network. This iterative structure makes
their computation easy to distribute. In particular, AES uses a substitution-
permutation network and it works in “rounds”, so that a node can decide to
perform one round or multiple rounds.

Given the multi-hop nature of wireless sensor networks, where nodes already relay
each other’s packets, a distributed computation of a block cipher would just add the
burden for a node to perform one or more rounds of encryption or decryption on
packets that it has to relay. The number of rounds a node could perform would be
based on various factors, including its energy level.

Distributing block cipher operations may be useful in all those wireless sen-
sor networks deployed in a hard-to-access environment (e.g., under-sea networks,
underground networks) where replacing batteries may be extremely difficult and
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expensive—if at all possible. In such networks, having a trusted set of nodes is enfor-
ced by the very environment in which the networks operate. In particular, in such
environments eavesdropping communication between nodes, as well as hijacking
nodes, would be extremely hard.

One possible way to distribute encryption and decryption operations would con-
sist, for example, in including an appropriate metric in a multi-hop routing protocol.
In routing packets, such protocol would make sure that by the time a packet reaches
the edge of the trusted zone, the packet has been correctly encrypted. Furthermo-
re, it would build paths so that nodes with higher energy would perform, in relative
terms, more rounds of encryption. The design of such a routing protocol as well as
appropriate key-management strategies are left for future study.

Distributing block cipher encryption and decryption operations between a set of
trusted energy-constrained devices will be shown to bring significant energy savings
to a device. The advantage of such an approach is twofold: on one hand, traditional
block ciphers can now be used in energy-constrained devices; on the other hand,
the energy consumption of “lightweight” block ciphers can further be reduced, thus
increasing a node’s battery lifetime.

2.2 Current Efforts

Data confidentiality in the Internet is usually enabled by encryption. Traditional en-
cryption algorithms, however, are too slow and energy-demanding to be applied to
the IoT. In particular, the amount of energy spent in encryption and decryption is a
critical factor as we move towards wearables, energy-harvesting wireless nodes, and
the IoT.

Efforts in reducing block ciphers energy consumption can be divided into th-
ree main categories: hardware optimizations, software optimizations, and new “light-
weight” algorithms. Let us look at each one of these.

Hardware optimizations [26, 27, 28] mainly focus on reducing the number of
logic gates necessary to implement a block cipher.2 A smaller circuit consumes less

2Another important metric is the number of cycles required to process one block.
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energy than a larger one: therefore, by reducing the circuit size, the block cipher
consumes less energy. These approaches usually require the use of very specialized
hardware, making their feasibility quite difficult if not for very peculiar applications.

Software optimizations [29, 30, 31] aim at reducing both the memory footprint
and the computational power of block ciphers. Using a smaller amount of compu-
ter memory and fewer CPU cycles translates to a lower energy consumption. These
approaches achieve some energy savings which, unfortunately, are not sufficiently
significant to satisfy the strict energy requirements that some IoT nodes will likely
have. Because of this, over the years new lightweight block ciphers have been pro-
posed [32, 33, 34, 35, 36, 37] trying to address the energy requirements typical of
wireless sensor networks and the IoT. The basic idea behind these block ciphers is
to consume little energy while providing lower throughput and a moderate level of
security. In particular, the implicit assumptions behind this idea are the facts that in a
constrained environment the amount of data to encrypt will be small and an attacker
will have limited computing capabilities, so that a moderate level of security is ap-
propriate. The key length for such lightweight block ciphers is not too long, typically
between 80 and 128 bits, and they usually operate on a smaller 64-bit block size of
input data. Their low energy consumption makes them suitable for many resource-
constrained devices at the price, however, of limited protection. On the other hand, the
reduced level of protection due to the use of smaller encryption keys can be increa-
sed by introducing periodic key-changing mechanisms (whose rate strictly depends
on the amount of security targeted) in order to make it more difficult to perform brute
force attacks on these ciphers [38].

2.3 A Distributed Computation Approach

A large number of devices in the IoT will be energy-constrained and will often ha-
ve to operate using just a few micro-joules of energy [11]. Because of their limited
energy, such devices (i.e., nodes) typically form multi-hop networks. In other words,
instead of sending packets directly to a far-away gateway, which would require hi-
gher transmission power, they relay each others’ packets all the way to the gateway
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Figure 2.1: Example of block cipher iterative structure in Cipher Block Chaining
(CBC) mode.

by using appropriate routing protocols [8]. In doing so, less energy is consumed in
transmission as neighboring nodes are typically much closer than the gateway.

We propose to distribute block cipher operations among a set of trusted nodes. In
particular, this approach is motivated by two considerations. The first one is the multi-
hop nature of communication for energy-constrained nodes: as such nodes relay each
other’s packets, they can thus easily apply incremental computations on them. The
second one is the iterative structure of block ciphers, usually either a Feistel network
or a Substitution-Permutation network: an illustrative representation is shown in Fig.
2.1. For both block cipher structures, the same operations are repeated multiple times
in different stages or rounds. Because of this iterative computation and because of
the multi-hop nature of the communication protocol between nodes, it is natural to
think to distribute the rounds of encryption of a given block cipher (e.g., 10 rounds
in AES128) among a selected set of nodes in the multi-hop network.

The nodes participating to the distributed computation need to be trusted. More
precisely, they must be positioned in such a way that: (i) their communication cannot
be eavesdropped and (ii) they cannot be hijacked or tampered with. In Fig. 2.2, an
illustrative representation of such a scenario is shown. For as long as all the requi-
red rounds of encryption are completed within the trusted zone, everything is fine.
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Trusted node 

Untrusted node 

Gateway 

Trusted zone 

Figure 2.2: Multi-hop network: distributing block-ciphers computations among the
trusted nodes.

If, however, a packet reaches the boundary of the trusted zone before all rounds of
encryption have been performed, then the content of the packet, as well as the secret
key used by the block cipher, may be compromised.

A multi-hop network with a trusted set of nodes, as the one just described, could
be any wireless sensor network deployed in hard-to-reach places, such as under-sea
or underground networks. Saving energy and prolonging battery lifetime in such net-
works is very important, given the difficulty in replacing the batteries, if at all possi-
ble. For example, a critical infrastructure in the city of New York is the underground
network of steam pipes which runs all throughout the city and is meant to keep water
pipes temperatures high during winter so to prevent them from freezing and bur-
sting. In an IoT scenario, one can imagine having sensors and actuators attached to
these underground steam pipes. The sensors would monitor the temperature level of
the water pipes and communicate with nodes above ground. Such “external” nodes
would monitor weather conditions and pipes temperatures in order to “tell” the ac-
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tuators how much steam to push into the underground system: this would allow effi-
cient management of the pipes and, therefore, economic savings. Clearly, the sensors
monitoring the underground water pipes cover a very vast area and collect sensitive
information—in fact, misuse of such information may cause severe damage. It is, the-
refore, important that their communication to the external nodes is kept confidential
(i.e., encrypted) while, at the same time, using the least amount of energy. In such a
scenario, sensors can distribute block ciphers computations making sure that, by the
time packets are sent to sensors above ground, encryption has correctly completed.
Sensors operating underground fit our definition of “trusted.”

Clearly, the way packets are routed through the multi-hop network is very critical.
As part of future work, one attractive research direction is the design of a routing
protocol, operating in the trusted zone of the multi-hop network, able to maximize
the lifetime of the set of trusted nodes while making sure that packets have been fully
encrypted by the time they leave the trusted zone. This opens interesting research
questions about possible cooperation strategies among trusted nodes.

2.4 Arduino-based Experimental Analysis

AES is a block cipher that operates on 128-bit blocks of plaintext and outputs 128-bit
blocks of ciphertext. The key length in AES can be 128, 196, and 256 bits, which cor-
respond to 10, 12, and 14 rounds, respectively. There are several modes of operation
for AES. Throughout our Arduino-based experiments we consider the Cipher Block
Chaining (CBC) mode, as it is one of the most used.

2.4.1 Testbed Setup

In order to measure a node’s energy savings when distributing encryption and de-
cryption computations, we use the Arduino testbed shown in Fig. 2.3. This testbed
includes two Arduino UNO R3 boards equipped with an Atmel ATMEGA-328p mi-
crocotroller and an Adafruit INA219 board. In particular, encryption and decryption
are performed by one of the Arduino UNO boards (indicated as, namely, the Arduino
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Figure 2.3: Arduino testbed used for the experiments.

UNO (2) in Fig. 2.3). This board was powered by a 9 Volt battery. Voltage and cur-
rent used by the board were measured by the Adafruit INA219. The Adafruit INA219
was powered and driven by another Arduino board (indicated as, namely, the Arduino
UNO (1) in Fig. 2.3) which would also collect all the measurements received from the
Adafruit INA219 and would then send them to a laptop via USB. On the laptop, the
measurement readings would be cleaned up and further processed using some Python
scripts in order to compute the actual energy consumed by the Arduino board.

From a software standpoint, we modified Davy Landman’s AESLib library [39]
in order to let the Arduino node perform a custom number of rounds of encryption
and decryption per each packet sent or received.
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2.4.2 Experimental Measurements

We measure the energy consumption and savings of the AES block cipher as it is
widely used in the Internet (e.g., Transport Layer Security (TLS) protocol [40]). AES
is a block cipher that operates on 128-bit blocks of plaintext and outputs 128-bit
blocks of ciphertext. The key length in AES can be 128, 196 and 256 bits, which
correspond to 10, 12, and 14 rounds, respectively. We focus on AES with a key length
of 128 bits and, thus, 10 rounds. Furthermore, there are several modes of operation
for AES. Throughout our experiments we consider the Cipher Block Chaining (CBC)
mode, as it is one of the most used. In CBC mode, an Initialization Vector (IV) must
be used in order to make each message unique. Furthermore, as we can see from
Fig. 2.1, at each round a block of plaintext is first XORed with the previous block of
ciphertext and then encrypted.

Power Measurements

In order to measure the power used by encryption operations in AES128, we wrote
an Arduino program that encrypts a packet of 1024 bytes every 10 ms. The program
runs for 10 minutes: after this time interval has elapsed, we comment out the line of
code responsible for the encryption and reload the program onto the microcontrol-
ler of the Arduino board. Except for the one line of code that gets commented out,
everything else remains the same, so that only the presence or lack of the encryption
process affects the power measurements. This new program with “disabled” encryp-
tion runs for another 10 minutes, after which we reload the program with “enabled”
encryption and so on and so forth. We repeat this process for 50 times. Fig. 2.4 shows
the operational power of the Arduino UNO board during the encryption (crypto) and
no-encryption (no crypto) states. As one can see, every time we load the program
onto the board microcontroller there is a drop in voltage and current (i.e., power),
followed by a small positive spike. These power variations were carefully removed
during data analysis.

Current and voltage readings were collected every 100 ms. In particular, we mea-
sured the encryption power by measuring the difference in terms of operational po-
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Figure 2.4: Experimental measurements of the encryption and decryption operational
power entailed by AES128-CBC.

wer, when going from the no-encryption state to the encryption state and not vicever-
sa. This was done in order to mitigate the effect on the measurements of the natural
decay of power due to the battery drain during the experiments. Similarly, the power
used by decryption operations was measured.

The obtained results show that encryption and decryption operations use, on ave-
rage, 1.24 mW and 1.79 mW, respectively. Furthermore, these values do not depend
on the number of rounds of the block cipher that the node performs as power is the
rate at which energy is consumed.

Energy Measurements

Our first objective is to measure how much energy a node would save when using
distributed block cipher computations. In order to do this, we measure the energy
consumed by a node running AES128-CBC and compare it with the energy spent by
the same node running one single round of AES128-CBC. As previously shown, the
encryption operations in our testbed use, on average, 1.24 mW of power, while de-
cryption operations use, on average, 1.79 mW of power. In order to measure the ener-
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Encryption Decryption

# of Rounds Duration (ms) Energy (µJ) Savings (%) Duration (ms) Energy (µJ) Savings (%)

1 3.25 4.05 73 2.66 4.77 81
2 4.22 5.26 65 3.92 7.02 72
3 5.19 6.47 56 5.17 9.27 63
4 6.16 7.68 48 6.43 11.52 54
5 7.13 8.89 40 7.68 13.77 45
6 8.1 10.1 32 8.94 16.02 36
7 9.07 11.31 24 10.19 18.27 27
8 10.04 12.52 16 11.43 20.48 18
9 11.01 13.73 8 12.70 22.77 9

10 11.98 14.93 0 13.96 25.02 0

Table 2.1: Average time and energy spent for encryption and decryption of 1024
bytes for a different number of rounds of AES128-CBC. The average savings of a
node performing a distributed computation of AES128-CBC are also shown.

gy consumed, knowing the used power, one needs to measure how long encryption
and decryption operations take.

Table 2.1 shows, among various performance metrics, the duration of encryption
and decryption operations for different numbers of rounds for a 1024-byte packet si-
ze. One can first observe that while for both one-round and two-round computations
encryption takes longer than decryption, the opposite is true for a number of rounds
larger than two. In particular, for full AES128 (i.e., 10 rounds), encryption takes, on
average, 11.98 ms, while decryption takes, on average, 13.96 ms. On the other hand,
for a single round of AES128, encryption takes, on average, 3.25 ms, while decryp-
tion takes, on average, 2.66 ms. Interestingly, for both encryption and decryption, the
time required to run full AES128 (i.e., 10 rounds) is considerably shorter than ten ti-
mes the time required to run one round of AES128. Consequently, the overall energy
spent by running the non-distributed version of AES128 is much lower than the ove-
rall energy spent by running one round of AES128 ten times. As we confirmed earlier,
this difference is due to the initial overhead of AES128 caused by initialization ope-
rations such as key expansion. In particular, this initial overhead is responsible for
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an additional average consumption of 2.84 µJ for encryption and of 2.53 µJ for de-
cryption. In the Arduino AES library used in our testbed, such overhead is present at
each round of the distributed version of AES128, whereas it is present only in the first
round of the non-distributed version of AES128. This difference in the initial cost is
the reason why running one round of AES128 ten times (i.e., distributed AES128)
is much more costly, in terms of energy, than running the non-distributed version of
AES128. This clearly shows that one of the optimizations required in distributing
block cipher computations is to make sure that any initialization cost incurs only
once, at the first round, and does not get propagated to subsequent rounds of com-
putation. By taking this into account, the total amount of energy spent by running
distributed block cipher computations must match the amount of energy spent when
running the non-distributed version of the same block cipher.

As shown in Table 2.1, in our measurements we have observed that the node
running the first round of distributed encryption consumes, on average, 4.05 µJ of
energy. However, nodes performing subsequent rounds of encryption spend, on ave-
rage, 1.21 µJ per round of encryption due to the lack of initialization costs. Similarly,
for decryption, the node running the first round of decryption would consume, on ave-
rage, 4.77 µJ, while nodes running subsequent rounds would consume, on average,
2.24 µJ.

Naturally, energy savings reduce as nodes run an increasing number of rounds
of block-cipher computations. In Table 2.1, we also show the energy savings of a
node when performing a different number of rounds. As one can see, from energy
savings of 73% in encryption and of 81% in decryption, when performing 1-round
computation, a node reduces its energy savings to 48% in encryption and 54% in
decryption when performing 4-round computations of the same block cipher. Such
savings drop down to 8% in encryption and 9% in decryption when performing 9-
round computations. As expected, the larger the number of computed rounds, the
lower the energy savings—obviously reaching zero for 10 rounds (i.e., full AES128).

We now investigate the impact of the packet size on AES128 power consumption.
In Fig. 2.5 and Fig. 2.6, the encryption and decryption times are shown, respectively,
as functions of the packet size. In both cases, full AES128 (i.e., 10 rounds) and one
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Figure 2.5: Encryption time as a function of the packet size.

single round of AES128 are considered. In particular, we measure the time required
by encryption and decryption operations for packet sizes between 8 bytes and 1024
bytes. It can be observed that the duration of encryption and decryption decreases
linearly with the decrease of packet size. However, below 16 bytes (i.e., 128 bits),
encryption and decryption times tend to remain constant. This behavior is due to the
fact that in AES128-CBC packets smaller than 16 bytes are padded to the block size
of 16 bytes.

In Fig. 2.7, the energies consumed by (a) encryption and (b) decryption are shown
as functions of the packet size, considering full AES128 and one round of AES128. In
both encryption and decryption, one can see that by using a distributed block cipher,
the highest energy savings are obtained with large packet sizes. As the packet size
decreases, so do the energy savings, down to a point where performing full AES128
takes almost the same amount of energy as performing a single round of AES128.
This result is very surprising, as one would expect the savings to be roughly the same,
in relative terms, for any packet size. By comparing Fig. 2.7a and Fig. 2.7b, it can
also be concluded that such savings are greater for decryption than for encryption.
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Figure 2.6: Decryption time as a function of the packet size.

Table 2.2 shows the energy savings that a node would have by using a distributed
block cipher and computing a single round of AES128 as opposed to running full
AES128. As can be seen, for larger packet sizes one can save up to 73% and up
to 81% of the energy usually spent during encryption and decryption, respectively.
For decreasing packet sizes, the energy savings decrease as well, although they still
remain quite significant. For packet sizes smaller than or equal to 16 bytes, the savings
remain constant due to padding.

In wireless sensor networks, as well as in many IoT applications, packet sizes
tend to be quite small. There is, however, a vast literature on the use of data fusion,
data aggregation and other techniques to combine multiple packets together, before
sending them to the sink, in order to save transmission energy. Some proposals use
clusterheads to combine packets together before sending them to the sink [41] or to
other clusterheads [42], while others combine packets together as they travel through
the multi-hop network on their way to the sink [43]. The reason for combining packets
together is that while sending a short packet consumes less energy than sending a
large one, sending many small packets is less efficient due to the packet headers that,
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Figure 2.7: Comparison, in terms of consumed energy as a function of packet size,
considering full and 1-round AES128-CBC.
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Size (Bytes) Encryption (%) Decryption (%)

1024 73 81
512 72 80
256 69 78
128 65 74

64 59 68
32 49 58
16 36 45
12 36 45

8 36 45

Table 2.2: Average energy savings (in both encryption and decryption), for different
packet sizes, when using AES128-CBC as a distributed block cipher and performing
1 round.

overall, reduce the goodput. Therefore, the following observations hold:

• just by looking at the packet size, more energy is spent to transmit large packets
than smaller ones;

• considering the transmission energy spent per bit of payload (i.e., excluding
headers content), the opposite is true and more energy can be saved by sending
a few larger packets.

A data fusion approach thus goes well together with our findings of higher ener-
gy savings, in terms of encryption and decryption energy costs, for larger packet
sizes. By using data fusion together with a distributed block cipher computation,
transmission energy costs, as well as encryption and decryption energy costs, can be
simultaneously reduced.

Lifetime Increase: a Single Node’s Perspective

As we discussed earlier and shown in Table 2.1, a node performing one round of
encryption can save 73% of the energy normally spent in encryption. For an Ardui-
no UNO board powered by a 9 Volt alkaline battery, this means about 9 minutes of
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extra battery lifetime, which roughly corresponds to 3% of the total battery lifetime.
While this may seem like a modest energy saving, one needs to keep in mind that we
are reducing the energy consumption of encryption and decryption operations which
use between one and two milliwatts of power, while the Arduino UNO board has an
operational power of hundreds of milliwatts, that is, two orders of magnitude higher
than both the encryption and decryption powers. Given this huge difference in power
consumption, a 3% battery lifetime increase achieved by reducing only the ener-
gy consumption of encryption operations is quite impressive. For energy-harvesting
devices, where the power used in cryptographic operations has the same order of
magnitude of the operational power, significantly greater savings are expected.

Another cause of significant energy consumption is transmission power. In our
measurements, a Digi XBee S1 802.15.4 RF module, connected to an Arduino UNO
board, used about 71 mW of power to send a 1024 byte packet at 9.6 kbps. This
power is roughly one order of magnitude higher than what is required by encryp-
tion and decryption operations. In the IoT, however, a large class of devices will be
energy harvesting devices. For such devices, operation and communication costs, in
terms of energy, become comparable to computational cost and, as such, to the co-
st of cryptographic operations. For example, Energy Harvesting Active Networked
Tags (EnHANTs) [44] use a few microjoules of energy to transmit a packet. For
such devices, great savings in encryption and decryption translate to great savings in
overall node energy consumption, as the energy spent in encryption and decryption
represents a large part of the node’s energy budget.

Lifetime Increase: a Multi-hop Network Perspective

Up to this point we have discussed energy savings from a single node’s point of view,
without taking into account network dynamics. When we consider not just one node
but the whole multi-hop network of trusted nodes (i.e., trusted zone in Fig. 2.2), some
important observations can be carried out.

We have seen that a single node performing one round of encryption can save
73% of the energy normally spent in encryption operations. If, however, this node
performs multiple rounds of encryption, then its energy savings decrease as per Ta-
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ble 2.1. In a multi-hop network, a node can generate its own packets but can also relay
other nodes’ packets. For example, if a node generates one packet and receives nine
packets from other trusted nodes, since on each of these ten packets one round of
AES128 encryption3 is performed, it will then consume an amount of energy equal
to ten rounds of encryption. This is the same amount of energy the node would ha-
ve consumed by just encrypting its own packet with “traditional” AES128 (i.e., in a
non-distributed manner). Therefore, apparently, there would be no savings in using a
distributed computation approach in such a scenario. To make things worse, if the no-
de receives packets from twenty trusted nodes and performs one round of encryption
on each one of those, it would spend twice the amount of energy that it would have
spent by encrypting only its own packets with “traditional” AES128. More generally,
if the trusted zone of the multi-hop network generates and processes a given amount
of packets, it will consume, overall, the same amount of energy with or without distri-
buting encryption computations. So, why using a distributed approach for encryption
and decryption?

The energy savings obtained by distributing encryption and decryption computa-
tions, at a network level, depend on two important factors: battery residual energy di-
stribution among the nodes in the network and network topology. Taking into account
those factors, various challenges emerge.

In a wireless sensor network, for example, nodes will detect events, thus gene-
rating traffic, with distributions that are not spatially uniform. Because of this, some
nodes will generate a large amount of traffic, while others may not generate any traf-
fic at all, but act only as relays. This asymmetry in traffic generation contributes to
creating a non-uniform battery residual energy distribution among the nodes in the
network—under the implicit assumption that all nodes have the same initial batte-
ry energy. Furthermore, if the nodes are energy harvesting nodes, the different rate
at which each node can harvest energy will further accentuate the difference in the
available energy among nodes. In such a scenario, a routing protocol, as the one de-
scribed in Chapter 3, would make it possible to route packets so that nodes with a

3The first, more energy demanding, round for its own packet and a subsequent round for other nodes’
packets.
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larger amount of available energy would perform more rounds of encryption while
nodes with less energy could save it for routing purposes. In doing so, the overall li-
fetime of the network would increase as nodes with a small amount of energy would
prolong their lifetime by delegating encryption to nodes with a higher energy budget.
In other words, a routing protocol using distributed encryption computations would
increase the network lifetime by distributing encryption operations in a non-uniform
way among nodes, following the non-uniform energy distribution. In multi-hop net-
works, network topology is very important. In particular, because of various reasons
(e.g., physical obstructions, nodes layout), there could be a few nodes that have to
relay a large amount of traffic between different parts of the network or between the
network and the gateway. This is especially true in network topologies considered in
IoT scenarios, such as those created by the use of the IPv6 Routing Protocol for Low-
Power and Lossy Networks (RPL) [8]. Such nodes are extremely important since, if
they die, large parts of the network, if not the whole network, are likely to remain
isolated and packets will not reach the gateway any longer. Therefore, it is important,
for such nodes, to live as long as possible regardless of their initial energy budget. In
such a scenario, by distributing encryption computations, the routing protocol could
take this into account and would not assign any encryption computations to such no-
des in order to maximize their lifetime and, thus, the lifetime of the network of trusted
nodes.

Battery Discharging Profile

As shown above, nodes participating in a distributed block cipher will be able to
encrypt and decrypt packets at a much lower energy level. Because of this, a battery
used by such nodes will reach a discharged state with a residual energy lower than
that of a node operating the full block cipher.

Fig. 2.8 shows the tails of the discharging profiles of (a) a battery powering a node
performing full AES128 encryption and (b) a battery powering a node performing
one round of distributed AES128 encryption. In both cases, the same battery type
was used (i.e., 9 Volt alkaline battery) and nodes were encrypting a 1024 byte packet
every 10 ms. When the encryption time goes to zero, the node has no longer enough
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Figure 2.8: Tail of the battery discharging profile.
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energy to work properly and cannot encrypt or decrypt packets correctly. As can be
seen, while discharging for full AES128 is slow and gradual, in the case of 1-round
AES128 more energy can be “squeezed out” of the battery, which lasts longer but
dies abruptly.

2.5 Zolertia-based Simulation Performance Analysis

While measurements on the Arduino testbed have already proven the very high ener-
gy savings our approach can provide, we want to explore what kind of energy sa-
vings can be expected when distributing computations of lightweight block ciphers
that have been engineered specifically for low-power devices. In particular, in the fol-
lowing simulations we focus on the energy spent during encryption by the Scalable
Encryption Algorithm (SEA) [32] and the Tiny Encryption Algorithm (TEA) [35].
Furthermore, we compare such savings with the ones achieved by AES128-CBC.

2.5.1 Simulator Setup

Simulations have been conducted on Contiki OS-based constrained devices [45],
using the Cooja simulator [46]. Contiki OS is a specialized low-power operating sy-
stem for constrained devices that provides implementations of the IPv6 stack and
RPL routing, as well as several MAC protocols. The version of Contiki OS used is
2.7. The experimental platform is based on Zolertia Z1 nodes, with nominal 92 kB
ROM (when compiling with 20-bit architecture support) and an 8 kB RAM. In prac-
tice, the compilation with the Z1 nodes has been performed with a 16-bit target ar-
chitecture, which lowers the amount of available ROM to roughly 52 kB. The energy
consumption of the CoAP server has been evaluated using Powertrace, a tool for
network-level power profiling of low-power wireless networks. Powertrace determi-
nes the energy consumption by estimating the amount of time each operation mode
of the device is being used. We refer to the current consumption of each compo-
nent indicated in the Z1 datasheet. In particular, the MSP430f2617 microcontroller
consumes 0.515 mA in active mode (CPU) and 0.5 µA in low-power mode (lpm),
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Full Encryption 1-Round Encryption

Block Cipher Duration (ms) Energy (µJ) Duration (ms) Energy (µJ) Energy Savings (%)

AES 18.68 28.87 4.9 7.58 73.74
SEA 20.58 31.79 3.1 4.79 84.93
TEA 20.04 30.96 1.9 2.88 90.69

Table 2.3: Average time and energy spent by AES, SEA and TEA for full encryption
and 1-round encryption of 16-byte, 12-byte and 8-byte payload packets, respectively.
The average energy savings of a node performing a distributed computation are also
shown.

respectively. Similarly, the CC2420 radio transceiver consumes 17.4 mA in transmit-
ting (TX) mode and 18.8 mA in receiving (RX) mode. In order to obtain the total
consumed energy for the node, the following conversion formula has been used:

E = ∑
j∈M

i j · v ·∆t j (2.1)

where: M is the set of all operation modes of the node (active, lpm, TX, and RX);
v is the nominal voltage of the node; and ∆t j is the time the node was in the j-th
operation mode j. A linear topology has been used to deploy simulated nodes.

2.5.2 Simulation Results

Table 2.3 shows the results of our simulations. As we can see, when doing a full en-
cryption, AES performs much better than SEA and TEA. This is due to the fact that
SEA and TEA have been designed to be extremely efficient when implemented using
dedicated hardware. In software, however, they do not perform very well and AES
represents a better option. On the other hand, by distributing block cipher compu-
tations, a single round of SEA and TEA performs better, energy-wise, than a single
round of AES. This apparent contradiction is due to the fact that while each round of
either SEA or TEA consumes less energy, the total numbers of rounds for SEA and
TEA are 51 and 32, respectively: these values are much larger than the 10 rounds of
AES. Moreover, in this case we can see that the energy spent by a block cipher when
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Block Cipher RX Energy (mJ) TX Energy (mJ)

AES 1.12 0.37
SEA 0.94 0.5
TEA 3.24 0.88

Table 2.4: Average energy spent in RX and TX

performing the full encryption is much lower than the product of (i) the energy spent
by a single round of encryption and (ii) the number of rounds. This, as discussed for
the Arduino measurements, is due to a higher energy cost of the first round of en-
cryption, which takes into account an initialization phase not present in subsequent
rounds. As mentioned earlier, when distributing block cipher computations, we have
to make sure to incur in this initialization cost only once so that the total amount of
energy spent when distributing the computations equals the amount of energy spent
in the non-distributed case.

For all three block ciphers, we have very large energy savings. In particular, from
a single node’s perspective, with TEA the energy saving for a single node reaches
90.69%, followed by SEA with saving equal to 84.93%, and, lastly, by AES with
73.74%. We remark that, for AES, our simulation results perfectly match, in terms of
energy savings, our experimental results. At the network level, however, things are
different since the larger number of rounds of SEA and TEA translates into a larger
amount of energy spent by the network as a whole. Moreover, routing becomes more
challenging given that a larger number of rounds means that a packet may need to
be routed through a larger number of nodes (i.e., longer paths). In such cases, there
are tradeoffs between route complexity, nodes energy savings and overall network
energy level.

Table 2.4 shows the average energy consumption of AES, SEA, and TEA for
packet TX and RX. Given that the packets sent and received by the three block ci-
phers have different sizes, we cannot compare their TX and RX energy consumptions.
However, we can see how, for all three block ciphers, RX energy is higher than TX
energy. This is consistent with the observations in [11]. In particular, this is due to the
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fact that in low-power applications, such as those in the IoT, for packet transmission
the radio needs to stay on only for the duration of the transmission; at the opposite,
for packet reception the radio needs to stay on for a longer amount of time. Since per-
fect node synchronization consumes much energy and is, therefore, not implemented,
the exact arrival time of a packet is, in fact, unknown



Chapter 3

An Encryption-aware Routing
Protocol

3.1 Introduction

With the approaching of the Internet of Things new scenarios emerge where very
low power sensor nodes (e.g., energy-harvesting nodes) need to collect information
while operating in “unusual” environments such as under the oceans or underground.
Sensor nodes collect data, encrypt it and send it to a sink node for further processing.
Usually, communication is multi-hop given the low power requirements. Given the
distributed nature of the encryption computations, packets need to be routed accor-
dingly in the multi-hop network. In particular, a new routing protocol using distribu-
ted encryption computations would increase the network lifetime by distributing en-
cryption operations in a non-uniform way among nodes, following their non-uniform
energy distribution.

3.2 Overview

Data confidentiality prevents disclosure of information to unauthorized parties. This
is usually achieved through encryption by means of a block cipher (e.g., AES 128).
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Block ciphers have an iterative structure (i.e., Feistel network, Substitution-Permutation
network) that allows for an easy distribution of their computation. In general, howe-
ver, data confidentiality is reached only at the very end of the block cipher compu-
tations that is, at the very last computation. If data had to be intercepted before the
final computation takes place, the original plaintext could be easily recovered and en-
cryption compromised. Because of this, we consider the distribution of block cipher
computations in those scenarios where sensors security is provided by the physical
environment they are in. For example, intercepting data shared between sensor no-
des deployed at the bottom of the ocean would be very hard, if at all possible. In
such a scenario, distributing block cipher computations would be considered safe
and would assure information to be fully encrypted by the time it reaches the surface.
Distributing block cipher computations increases sensor nodes’ lifetime therefore re-
ducing the frequency of battery replacements, operation that can be very expensive.
In the previous example, we refer to the part of the sensors at the bottom of the ocean
as the “trusted zone”. Generally speaking, the trusted zone is the part of the sensor
network that is physically unreachable to unauthorized users. Other examples whe-
re distributing block-cipher computations would be both safe and beneficial include:
underground sensors, space sensors, sensors deployed in secure facilities (e.g., the
Pentagon).

Given the distributed nature of the encryption computations, packets need to be
routed accordingly in the multi-hop network formed by the sensors. In particular, a
new routing protocol using distributed encryption computations would increase the
network lifetime by distributing encryption operations in a non-uniform way among
nodes, following their non-uniform energy distribution.

The basic idea behind the new routing protocol is to attempt to maximize network
lifetime by forwarding data along an appropriate path, while accounting for the con-
straint of every packet needing to undergo M rounds of encryption (e.g., M = 10 for
AES128) before reaching either the sink or a node in the untrusted zone. If the net-
work energy levels are high and nodes can do more than M rounds of encryption each,
then the routing protocol routes packets according to the Best Minimum-Energy Path
(BMEP) irrespective of the cumulative transmission energy consumed along such
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path (i.e., number of hops). By doing so, the routing protocol tries to “protect” the
nodes with lower energy at the expense of using potentially longer paths (i.e., spen-
ding more energy overall). If the network energy levels are low, however, the path to
follow is chosen according to the number of rounds of encryption that nodes on the
path can perform (i.e., depending on their energy levels). The path satisfying the con-
straint on the rounds of encryption is picked. If multiple paths satisfy such constraint,
the one with the best tradeoff between Minimum Energy (ME) and number of hops
to the sink is picked.1 Unlike traditional routing protocols, when the nodes energy le-
vels are low and the rounds of encryption are a routing constraint, a node may decide
to send a packet back to one of its preceding neighbors (i.e., node with high energy
but further away from the sink) for performing additional rounds of encryption. This
loop-back behavior can repeat itself multiple times, until all the required rounds of
encryption have been performed or a TTL has expired. Once encryption completes,
the cycle is broken and the loop-free path with best minimum energy is selected for
forwarding the encrypted packet to the sink. If the TTL has expired, the packet is
dropped.

In our protocol, the control plane carries signaling traffic while the data plane
carries packets with any amount of application-layer data. In particular, packets with
application-layer data that include piggybacked signaling data belong to the data
plane.

In designing our routing protocol, we opted for a distance-vector protocol, rather
than a link-state one, in order to reduce the size of control packets and minimize the
amount of topology information stored at each node. Given that forwarding loops in
the data plane waste transmission energy, we seek to avoid them on any given path.
However, a distance vector protocol with only split horizon2 or split horizon with
poison reverse3 does not resolve all scenarios where a control plane count to infinity

1The BMEP may satisfy the constraint on the rounds of encryption (R) but have a number of hops
larger than that of another path that still satisfies R but consumes less energy overall as it is closer to
the sink. The downside being that this second path may have a worst minimum energy link hence the
tradeoff.

2Not allowing a router from advertising a route on the same network interface it learned it from.
3A variant of split-horizon where the router explicitly advertises a route as unreachable over the
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Parameter Description

ME Minimum Energy
Ri Num. of rounds of encryption Node i can perform

RBMEP Num. of rounds of encryption that can be performed by all the nodes on the BMEP
M Total number of rounds of encryption required to fully encrypt a packet (i.e., M=10 for AES128)

K1,K2,K3,K4,ε1,ε2,ε3,ε4 Protocol parameters

Table 3.1: Notation used in the routing protocol description.

can occur (count to infinity can result in several control messages going back and
forth which is bad for a low-energy system). Hence, we use a path-vector protocol,
wherein a node advertises entire routes, and drops advertisements of those routes that
include the node itself (i.e., routes with loops).

In the rest of the protocol description we use the notation described in Table 3.1.
Each nodes can be in one of the following three phases:

• Phase 1 (high-energy). The Best ME Path (BMEP) known by the i-th node
satisfies: Ri +RBMEP > K2 ∗M;

• Phase 2 (average-energy). The Best ME Path (BMEP) known by the i-th node
satisfies: M < Ri +RBMEP < K2 ∗M;

• Phase 3 (low-energy). The Best ME Path (BMEP) known by the i-th node
satisfies: Ri +RBMEP < M.

Furthermore, nodes can also be in one of the following four states:

• INITIAL: at time t→ 0 when nodes do not know of any paths to the sink;

• AWAKENING: at time t > 0 when nodes do not know of any path to the sink;

• AWAKE: at time t > 0 when nodes do have at least 1 path to the sink;

• SLEEP: at time t > 0 when a node’s energy goes below the sleep threshold or
the node does not receive any packet for a certain amount of time.4

network interfaces it learned it from. This is done by setting the metric for that route to infinity.
4From SLEEP state a node can only go to AWAKENING state.
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A node in the INITIAL state is becoming operational for the first time ever, the-
refore, it is assumed to have enough energy to do all M rounds of encryption that
is, the node is assumed to be in Phase 1. A node in either AWAKENING or AWA-
KE state may be in any of the 3 phases, leading to a total of 7 possible state-phase
combinations.

We define 3 kinds of paths in the routing protocol: (i) the Best ME Path (BMEP),
(ii) the 2nd Best ME Path (2BMEP), (iii) the Best Path as per number of rounds of
encryption R (BPR). BMEP is always relevant in all phases; while the other two paths
may or may not be relevant depending on the phase the node is in. A path is a list of
nodes (or route) with one or more metrics associated with it. In particular, for BMEP
and 2BMEP we consider the minimum energy node of the route that is, the energy
value of the node with lowest energy level among all the nodes in that route. For BPR,
we consider the sum of all the rounds of encryption that each node in a route can do
at any given time, given its energy level. In particular, some nodes may do multiple
rounds of encryption, others may do zero.

Also, each node builds a cache and a neighbors table. In the cache a node stores
its routes to the sink and for each route the associated ME value and R information.
In the neighbors table, a node stores information about its 1-hop neighbors such as
their identity, the phase they are in, their Highest 2BMEP (H2BMEP) and their αR

i

value.

3.3 Initial Neighbor-and-path Discovery

When nodes get deployed they need to discover paths to one or more sinks. Sinks
broadcast their presence differently, depending on their energy levels. If they are not
energy-constrained, sinks broadcast their presence periodically. If, on the other hand,
they are energy-constrained, they broadcast their presence only after a certain time
has passed (i.e., discovery timeout) since they started hearing path solicitations by
the nodes.

Nodes boot up in the INITIAL state, so that their phase is set to 1. In such state
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they broadcast path solicitations if they have a loop-free5 path to the sink and listen
for announcements by the sink as well as by other nodes.

Once nodes have heard at least one loop-free path to the sink, they transition to
the AWAKE state. In such state they broadcast their BMEP whenever it changes, and
send a BMEP unicast update when receiving a path solicitation message by another
node. In order to avoid updating BMEP too often, for small improvements in ME
values, a node will update its BMEP to a New Path (NP) only if NP has an ME value
significantly better than the one of the current BMEP. In particular, the definition of
BMEP is changed to be the best path as per ME subject to a fudge factor of K1. That is,
a newly heard path NP will replace the existing BMEP only if MENP > K1 ∗MEBMEP

thus reducing signaling overhead. For clarity, when the K1 fudge factor is used, the
“best” path as per ME is denoted by BMEPK1 .

Eventually, all nodes in the network should transition to the AWAKE state. In a
scenario where 50 nodes are added to an existing network on day 2, it is assumed that
these 50 nodes can be deployed to wake up in INITIAL state.

3.4 Phase 1: High energy

A node in Phase 1 has only to forward data packets along the BMEPK1 . This is be-
cause, given the high energy level of each node, the rounds of encryption are far from
being a constraint in making forwarding decisions. Each node has enough energy to
perform M or more rounds of encryption by itself that is, each node can fully encrypt
its own packets. In such a phase, control plane operations are as follows.

Each node tracks its own BMEPK1 . Any changes in the BMEPK1 are advertised
to neighboring nodes in order to avoid loops and so to ensure the use of an optimal6

path at all times.

5Entire routes are advertised. Loops are avoided on all forwarding paths by not considering any path
that involves the node itself as a valid path for that node. This is true in all phases of operation at every
node, irrespective of the network wide energy.

6Except for the fudge factor K1 introduced to reduce signaling overhead.
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Figure 3.1: Example of BMEP routing.

Each node also tracks its 2nd best ME path (2BMEPK1) and monitors the Highe-
st 2BMEPK1’s ME value (H2BME) among all of its downstream neighbours7 (i.e.
neighbours it receives data packets from). This last task is accomplished by having
each node piggyback their 2BMEPK1’s ME value on data packets sent to their up-
stream neighbour (i.e. the next hop on their BMEPK1). The purpose of this is to avoid
the overhead of having periodic updates of BMEPK1’s ME values and instead use
H2BME to trigger control plane updates. Specifically, when a node sees that a down-
stream neighbor’s H2BME > K1 ∗MEBMEPK1 , it sends a unicast advertisement with
its own current MEBMEPK1 to that neighbor so that the neighbor can either switch
immediately to its 2BMEPK1 with higher ME or forward this advertisement further
downstream until the correct node is reached. Once the correct node is reached, it can
decide to switch to its 2BMEPK1 or not.

Let’s look at two examples.
In Fig. 3.1, node A routes packets sent by nodes B and C i.e., the path from node

A to the sink is the BMEP for both nodes B and C. Nodes B and C also piggyback,

7The sink is the most upstream node.
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Figure 3.2: A second example of BMEP routing.

on their data packets to node A, information about their 2BMEPK1’s ME. If node A
sees that node C, for example, has a 2BMEPK1’s ME value better than that of its own
BMEP, then it sends a unicast update to node C with its BMEPK1’s ME value. In this
way, node C knows that its 2BMEPK1 is now better than the BMEP via A and can
switch to its 2BMEPK1 , which is now promoted to BMEP for node C. In doing so,
node A does not have to send periodic updates to nodes B and C about its BMEPK1’s
ME value as this continuously changes due to energy consumption.

In Fig.3.2, nodes B and C piggyback, on their data packets to node A, information
about their 2BMEPK1’s ME values. Node A computes the maximum between the ME
values it just received by the two nodes and its own 2BMEPK1’s ME value (i.e., it
computes H2BME1) and it piggybacks it on its data packets to node D. Node D will
do the same (i.e., computes H2BME2) and so will do subsequent nodes in the path.
At some point in time, node E realizes that its BMEPK1’s ME value is now lower
than H2BME2 and so will inform node D of this. If H2BME2 is equal to node D’s
2BMEPK1’s ME value, node D will switch to its 2BMEPK1 and will advertise this
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change in BMEP as mentioned earlier. If, on the other hand, H2BME2 is equal to the
2BMEPK1’s ME value of some other downstream node (i.e., H2BME1), node D will
inform node A of the change in ME value on the BMEP. If H2BME1 is equal to node
A’s 2BMEPK1’s ME value, node A will switch to its 2BMEPK1 and will advertise
this change in BMEP. If not, it behaves as in the previous example. In doing so, we
avoid periodic updates in BMEP’s ME values and send only triggered updates when
needed.

To ensure loop free operations: a) the 2BMEPK1 must be loop free, and b) when a
node starts using its 2BMEPK1 (i.e., now becoming the node BMEPK1), it advertises
such change in BMEP to its neighbors via a broadcast packet. This advertisement
allows other nodes to make sure that such a change in best path does not create a loop
for them. If it does, nodes discard their BMEP with this node, as it now contains a
loop, and search for a different (loop-free) BMEP. Furthermore, by the time a node
switches to its 2BMEP, information regarding this path may be stale and there may
be other paths that are now better. This is a direct consequence of having triggered
updates instead of periodic updates. In order to avoid switching to a 2BMEP with
stale information, the node does not only advertise the change in best path as descri-
bed earlier, but it also advertises that such new best path is its second, possibly stale,
best path. When the node’s neighbors receive this advertisement, knowing that the
node has switched to its 2BMEP, they will inform the node of their current BMEPK1

if this is better, in terms of ME, of the second best path the node just switched to. In
receiving such information, the node may then decide to switch to one of these paths
instead of continuing using the stale 2BMEP.

As data and control packets keep flowing through the network, nodes consume
energy. Eventually, the energy levels of some nodes will reduce to the point where
the rounds of encryption may soon start becoming an active constraint on the routing.
This is Phase 2.
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3.5 Phase 2: Moderate energy

As soon as Ri+RBMEPK1 at the i-th node drops below K2∗M, the i-th node enters Pha-
se 2. In such a phase, the node operates as in Phase 1 in terms of data forwarding and
control plane advertisements, but it also begins collecting data that will be relevant
when it enters Phase 3. Specifically, nodes in Phase 2, in addition to their BMEPK1

and 2BMEPK1 , also begin caching the Best Path as per R (BPR) and up to additional
N-3 paths.8 Nodes will also start to piggyback their own αR

i (i.e., the amount of node
energy allotted exclusively to encryption operations) in both control and data packets
so to pass them to their 1-hop neighbors. At the same time, they begin to track nei-
ghbors’ encryption energy levels (αR) by listening to both control and data packets
and recording αR information, if available. Collecting such additional data does not
consume extra energy as the data is piggybacked and nodes are not forced to stay
awake just to collect this data.

Eventually, some nodes will have paths with Ri +RBMEPK1 < M, at which point
R becomes an active constraint on the routing. When this happens, the notion of
upstream and downstream neighbors breaks down9 and the nodes move to Phase 3.

3.6 Phase 3: Low energy

When R begins to become a constraint, we start triggering updates based on R. Spe-
cifically, in Phase 3, broadcast updates based on R are triggered when nodes get
packets with pending rounds of encryption greater than what they can handle. Since
2BMEP is no longer tracked in Phase 3, BMEP advertisements cannot be triggered
based on that. Instead, BMEP updates are now sent along with BPR advertisements.
However, the αR advertising behavior from Phase 2 continues also in Phase 3. Fur-
thermore, as in Phases 1 and 2, the BMEP is advertised via broadcast whenever it
changes.

8We assume a cache of size N.
9Each packet can be routed in a different direction, even backwards, as a function of the number of

rounds of encryption needed.
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More specifically, when Ri + RBMEPK1 < M, node i enters Phase 3 and data-
plane forwarding, path caching, and advertising, are done in a slightly different way
than before. In particular, all N paths in the cache can be used to forward data.
Furthermore, a node uses and advertises BMEP and BPR as described below.

On the control plane front, a node in Phase 3 acts according to the following
behavior.

Receiving a packet that needs more rounds of encryption than Ri+RBPR is treated
by a node as a symptom of stale information at the sender node and triggers the
broadcasting of the node’s BPR to its neighbors. In doing so, neighboring nodes will
receive an update on the current value of R for that node’s BPR.

On the data plane (packet-forwarding) front, a node in Phase 3 acts according to
the following behavior.

It looks at all paths in its cache that satisfy the R constraint for the received
packet (i.e., how many rounds of encryption are left to be performed on such packet).
If there is only one path satisfying R then that one is used; if there are multiple
paths, however, for each pair of paths the node looks at the difference in ME (∆MEi j)
and in the number of hops to the sink (∆#Hi j) between the paths. After doing so,
the node picks the path u that maximizes ∆MEuv ∗K4−∆#Huv ∗T x, where Tx is the
transmission energy expended for a single-hop transmission of one packet. If no paths
satisfying the R requirement exist, the node tries to do the extra rounds of encryption
by itself (i.e., a total of Ri +Rextra) and, if that is feasible, it then forwards the packet
along its BPR where the remaining rounds will be done. If the node, however, cannot
do the extra rounds of encryption, it does the planned Ri rounds and then loops the
packet back to a neighbor that is present in its neighbors table but not present in its
cache. Specifically, the neighbor with the highest αR is picked as the next hop. If,
however, Ri = 0 and the chosen highest αR neighbor is the original sender, the packet
is dropped as looping it back may lead to a forwarding back and forth of the packet
between the two nodes. When deciding to loop a packet back, the node ensures the
packet has been marked as a “loopback” packet and adds or updates the TTL field.

In the next section we will discuss the loopback behavior in more detail.
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3.7 Best-Effort Forwarding: Loopback

In Phase 3, when a node receives a packet that requires a number of rounds of en-
cryption beyond the capabilities of the best R path known by the node (RBPR) plus the
node’s own Ri, the packet is not immediately dropped. There is still a chance that such
packet can be encrypted if higher energy nodes in the system can be leveraged. On the
other hand, however, transmitting a packet back and forth for an excessive number
of times is also not desirable as it may consume a significant amount of transmission
energy. There are, therefore, two scenarios.

If the node receiving such a packet, Nodei, has enough encryption energy (αR
i >

ε3) to do some extra rounds of encryption, it does the extra rounds (i.e., beyond the
advertised Ri +RBPR) required by the packet. This avoids the need to send the packet
“backwards” for encryption rather than forward towards the sink. Furthermore, even
though the node spends more energy on this packet than what it originally allotted for
encryption, it treats such an event as an indication of stale information at one or more
of its neighbors and, therefore, triggers a BPR update. In doing so, neighbors now
know the updated number of rounds of encryption a packet can undergo when routed
through Nodei’s BPR. In other words, downstream nodes are not explicitly trying to
exploit an extra rounds of encryption, they just have stale information on R for that
path and since such information being stale can now create problems (i.e. beyond the
capability of RBPR +Ri), it is immediately resolved by triggering an update.

If, on the other hand, Nodei does not have enough energy (αR
i < ε3) to perform the

extra rounds of encryption beyond Ri, it attempts to “loopback” the packet to nodes
further away from the sink. Specifically, after doing its fair share of Ri rounds, Nodei

tries to send the packet to one of its neighbors, which is not a next hop in its cache.
The assumption is that next-hop nodes (i.e., hierarchically higher nodes) in the cache
are important for connectivity to the sink, hence should not consume more energy
with extra rounds of encryption beyond what they have advertised. In order to pick
the appropriate neighbor for loopback, Nodei looks at the available encryption energy
αR of all candidate neighbors in the neighbors table. In particular, among all eligible
nodes, the node with the highest αR is picked as it has the maximum encryption
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energy.10 The packet, if not already so, is marked as a “loopback” packet and a TTL
value is added to the packet. The TTL value is equal to the number of remaining
rounds of encryption (after Nodei has performed Ri rounds) divided by 2 and then
rounded up. Once the loopback process begins, the packet TTL is decremented by 1
at each node until either encryption completes or the TTL expires, in which case the
packet is dropped. Thus, packets requiring a number of rounds of encryption above
Ri +RBPR are dropped only when either no eligible “loopback” node can be found or
the TTL has expired.

The value of αR
i is sent to one-hop neighbors when they are in Phases 2 and

3. Specifically, all control packets, except going-to-sleep advertisements, include αR

values. Furthermore, data packets can also piggyback αR values if the current αR has
either increased or decreased by a factor of K3 since the last time it was advertised.
All neighbors hearing the packet check for an indicator field in the packet to see if an
αR value has been piggybacked on the packet or not and, if it has, they store it.

3.8 Sleeping Nodes

Generally speaking, when a node’s energy goes below the sleep threshold or the node
does not receive any packet for a certain amount of time, the node broadcasts to its
one-hop neighbors a control plane message indicating that it is going to sleep and sets
its state to SLEEP and phase to UKNOWN. Once the energy level of the sleeping
node increases (i.e., by harvesting energy) and crosses a certain threshold, the node
will go back to the AWAKENING state. Nodes receiving going-to-sleep notifications
from neighbors, delete such neighbors from their cache and neighbors tables.

In particular, a node decides to go to sleep when its total energy α drops below a
certain threshold ε4. Once a node decides to go to sleep, it broadcasts this decision in
a Going to Sleep (GTS) control packet. Upon receiving this GTS packet, its neighbors
clear all entries for that node in both their cache and neighbors table. Similarly, the
node going to sleep clears its cache and neighbors table, and resets all variables to
their default values. The node will continue harvesting energy while sleeping and

10Ties are broken randomly.



58 Chapter 3. An Encryption-aware Routing Protocol

will wake up once it detects that its total energy α is above a certain value ε1. When
this happens, the node sets its state to AWAKENING, sends out path solicitations and
processes them identically as when in the INITIAL state. The only difference here is
that the node is not assumed to be in Phase 1. The actual phase is determined after
identifying the BMEP and computing Ri +RBMEPK1 .

A node may also decide to go to sleep if its cache is empty (i.e., it has no valid
path to the sink) and its current total energy α is below a threshold ε5 where ε5 > ε4.

When nodes that have been sleeping because of low energy wake up, they send
a broadcast advertisement with a NULL route to all their neighbors so to request
information on all available routes to the sink. Neighbors reply to this advertisement
with their current BMEP and, if they are in Phase 3, with their BPR. If no response is
received to such a request, neighboring nodes are assumed to not have any path to the
sink hence the requesting node must re-probe after a timeout. The use of a re-probing
timeout allows nodes that currently do not have any path to the sink to ignore route
requests by other nodes (i.e., they do not reply with “I do not have any route” and
waste transmission energy).

3.9 Triggered Advertisements

When, for some reason, a node ends up directly transitioning from Phase 1 to Phase
3 without having had the benefit of collecting R paths in Phase 2, the node solicits
BPR from its neighbors via broadcast packets. In this case re-probing is not required
for these nodes since their cache is not empty. Also, the change in BMEP, that caused
the transition from Phase1 to Phase 3, must be immediately advertised to avoid loops
and should not be suppressed or delayed.

3.10 Fudge Factor

The general intuition behind the fudge factor is to use it in order to prevent needless
advertising and churn while not causing unnecessary staleness. Accordingly, K1 is
only applied when a node is deciding whether or not to switch to a new path and
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Figure 3.3: Use of the fudge factor.

whether or not to unicast the latest BMEP to a downstream node (except when swit-
ching to 2BMEP); K1 is not used when a downstream node is deciding whether or
not to piggyback ME2BMEP information upstream. Not applying it to the piggybac-
king case prevents the scenario where both downstream and upstream parties apply
the fudge factor of K1 when updating each other, resulting in an overall fudge factor
of (K1)

2.

As mentioned earlier, a node does not apply the fudge factor when it is deciding
whether or not to send a unicast advertisement of its BMEP in response to a broadcast
advertisement indicating that a neighbor is switching to its 2BMEP. Although this
may increase churn, the rationale behind this behavior is that, in this scenario, the
additional churn is tolerable in the interest of updating the neighbor with current
information. In particular, the neighbor should have up-to-date information regarding
other relevant paths to the sink, in view of the fact that our system does not have
periodic updates. Note that in this scenario both nodes in question are in either Phase
1 or 2 (i.e. have high to moderate levels of energy). An example of the scenario
described above follows.
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In Fig. 3.3, solid lines indicate neighbor relationships, while dashed lines indicate
the existence of a path from the node towards the sink that does not involve any of
the other nodes in the picture.

Say that at time t = T1, node C ends up picking the path via node A as its BMEP,
and the path via node B as its 2BMEP. Now at time t = T2, node C switches to the
path via node B and promotes it to BMEP. Then, node C will send out a broadcast
advertisement announcing the path via node B as its new BMEP and also turns on
the indicator that it is switching to its 2BMEP. When node X hears this broadcast, it
realizes that its BMEP has a better ME value than the path node C has chosen via B.
Then, irrespective of the K1 fudge factor, node X will advertise its BMEP to node C
as a unicast. At that point, node C will decide if to switch to the path via node X or
not.

3.11 Caching Algorithm

The CACHE algorithm is designed for a node to store the most useful paths as a
function of its phase.

In Phase 1, the CACHE has only two entries and merely consists of the BMEP
and the 2BMEP. In Phases 2 and 3 the CACHE has size N. In particular, in Phase 2, it
consists of BMEP, 2BMEP, the BPR and additional N-3 paths. In Phase 3 it consists
of the BMEP, BPR and additional N-2 paths. In other words, the following is true:

• In all three phases the best path as per ME is always cached irrespective of R;

• in phases 1 and 2, the 2nd best path as per ME is always cached irrespective of
R;

• in phases 2 and 3, the best path as per R is always cached.

Paths are added until either the cache is full or there are no more paths left to
consider. In phases 2 and 3, for the remaining slots (N-3 and N-2, respectively), the
preferred order for caching paths is as follows:

1. Add paths with R > M in descending order as per ME;
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2. if cache is not full, add paths with R > Rstat , in descending order as per ME;

3. if cache is not full, add paths in descending order as per R.

Here, Rstat is a statistical quantity based on the per-packet number of rounds of
encryption that a node has been doing in the (recent) past. For example, Rstat could be
the number of rounds of encryption needed by the packets that the node has encrypted
that fall within 1 standard deviation above the mean number of rounds.

The justification for the priority ordering described above is, respectively, that:

1. If there exist paths that can do M rounds of encryption per packet, all packets
can be routed along them (since no packet requires more than M rounds), so
we keep the highest ME paths;

2. when paths with fewer than M rounds of encryption have to be stored, look for
paths that can do enough rounds to satisfy a substantial chunk of the packets
the node seems to receive (e.g. 1 standard deviation above mean covers 6̃6% of
the packets, if the distribution is Gaussian), and among them pick as per ME;

3. when neither of those two conditions holds, we optimize over R.

Details about nodes energy states, energy computation and translation from αR
i

to Ri are presented in Appendix A.





Chapter 4

Cellular Networks

4.1 Introduction

Over the years, the cellular network has evolved from a wireless and mobile alternati-
ve to making and receiving phone calls, to a complex system providing phone service
and Internet connectivity as well as interworking with other technologies (i.e., WiFi),
while providing a seamless experience. Generally speaking, we can identify the fol-
lowing two parts in a cellular network: the access network, which comprises the air
interface, and the core network. Over the years, the performance of the air interface
has increased drastically, leading to high throughput and low latency hence keeping
up to speed with consumers’ expectations. On the other hand, changes in the core net-
work have been slower and incremental, with an increased complexity accentuated
by the business necessity to continue supporting older technologies such as 2G (i.e.,
GSM). Because of this, today’s core network architecture resembles what is shown
in Fig. 4.1: a combination of multiple core networks from different technologies such
as 2G, 3G and Long Term Evolution (LTE). All these technologies include different
“boxes” with different names and similar functions. The basic architecture, however,
has not significantly changed over the years. In particular, with LTE, the signaling
and data planes have been decoupled but the overall architecture has remained the sa-
me: a monolithic architecture where we have a limited number of servers, gateways
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Figure 4.1: A typical cellular network architecture.

and databases serving all User Equipments (UEs).

In the following, we give an overview of LTE basic concepts and operations.

4.2 Core Network Architecture

Fig. 4.2 shows a high-level simplified view of the LTE architecture and its main net-
work elements. We focus mostly on the 4th Generation (4G) Core Network (CN),
also known as Evolved Packet Core (EPC). Due to historical reasons, going back to
circuit-switched networks, the EPC has been designed as an IP-over-MPLS (Multi-
Protocol Label Switching) network on top of which tunneled IP traffic is conveyed.
When discussing our new architecture, in Chapter 5, we will look at such inefficien-
cies in more detail. In the following, we give an overview of the most important
network elements of the EPC.
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Figure 4.2: LTE cellular network architecture.

4.2.1 MME

The Mobility Management Entity (MME) is the main signaling node in the EPC.
During the User Equipment (UE) Attach procedure1 with the network, the MME is
responsible for helping authenticate and authorize the UE (by interacting with the
HSS), inform the eNodeB on which S-GW and P-GW to use for that UE and help
establishing the required bearers (e.g., tunnels with an associated Quality of Service
(QoS)) with the UE in order to provide IP connectivity to the UE. Furthermore, it
saves UEs tracking area information and is responsible for the paging procedure.
It performs mobility management by supporting different types of handover which
may involve a change in MME, S-GW, P-GW. Also, it performs bearer management,
roaming management, lawful intercept and load balancing between S-GWs.

4.2.2 HSS

The Home Subscriber Server (HSS) is the equivalent of the Home Location Register
(HLR) plus the Authentication Center (AuC) in previous cellular technologies (e.g.,

1The UE needs to “attach” to the cellular network in order to access voice and data services.
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3G). The HSS stores and updates users’ subscription information including users
identifiers such as the International Mobile Subscriber Identity (IMSI) and the Mobi-
le Subscriber ISDN Number (MSISDN) or mobile telephone number. Furthermore,
it also includes user subscription states and the QoS level the user subscribed to (i.e.,
maximum allowed bit-rate, allowed traffic class). Also, the HSS interacts with other
network elements such as a Diameter Server in order to provide the security infor-
mation needed to perform, together with the MME, mutual authentication between
UE and cellular network. In particular, in 4G networks the UE authenticates with
the network and the network authenticates with the UE (i.e., mutual authentication).
This is done in order to prevent unauthorized UEs from accessing the network and
rogue base station (i.e., eNodeBs) from impersonating the network and eavesdrop
on UEs communication. The security information provided by the HSS is also used
for radio-path ciphering and integrity protection in order to prevent other types of
eavesdropping and manipulation of traffic between the UE and the cellular network.

4.2.3 S-GW

The Serving Gateway (S-GW) is the termination point of the packet data interface
towards the access network (i.e., eNodeBs). When a UE moves across eNodeBs, the
S-GW functions as the mobility anchor for: intra-LTE handover, inter-MME hando-
ver, and for mobility with other cellular technologies such as 2G (i.e., GSM) and 3G
(i.e., UMTS).

4.2.4 P-GW

The Packet Data Network Gateway (PDN-GW or P-GW), is the termination point
of the packet data interface towards the external Packet Data Network (i.e., the pu-
blic Internet). In other words, the P-GW is the gateway to the Internet and other IP
networks (e.g., IMS), it performs IP address allocation to the UEs, it supports policy
enforcement and charging as well as packet filtering (e.g., deep packet inspection).
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Figure 4.3: Main network elements in the IMS and corresponding interfaces with the
EPC.

4.2.5 PCRF

The Policy and Charging Rules Function (PCRF) server is the equivalent of the Policy
Decision Function (PDF) plus the Charging Rules Function (CRF) in 3G. It manages
service policy, it sets QoS for each user session and manages accounting rules. In
particular, the PCRF enforces policy decisions based on rules of the network operator
and, for example, it decides if to allow or reject media requests and allocation of new
resources for a user. Similarly, it applies charging rules to each user data flow such as
video and voice streams.
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4.3 IP Multimedia Subsystem

The IP Multimedia Subsystem [23] (IMS) is the next evolution in fixed and mobile
network access and it is currently being deployed in many cellular networks. In the
IMS, different access-network technologies converge under one single IP architec-
ture. This convergence allows for the delivery of Internet services (e.g., Voice over
LTE) regardless of the access network used. We can think of the IMS as an abstraction
layer between the service layer and the transport layer.

The Session Initiation Protocol (SIP) [22] has been chosen as the standard signa-
ling protocol for the IMS and different servers and proxies are used in the IMS to pro-
cess SIP signaling. In particular, as we can see in Fig. 4.3, we have three main network
elements forming a functional group called Call Session Control Function (CSCF):
the Proxy-CSCF (P-CSCF), the Interrogating-CSCF (I-CSCF) and the Serving-CSCF
(S-CSCF).

4.3.1 P-CSCF

The P-CSCF is a SIP Proxy server and represents the first point of contact the UE has
with the IMS. It gets assigned to the UE before the SIP registration occurs, either by
DHCP or during the Attach procedure to the cellular network. Once a P-CSCF has
been assigned to a UE, it does not change for the duration of a SIP registration. All
SIP signaling between UE and IMS goes through the P-CSCF. All communication
between UE and P-CSCF is over IPsec or TLS and the P-CSCF can compress and
decompress SIP signaling using SigComp [47]. Furthermore, the P-CSCF can inclu-
de a policy decision function, similar to the PCRF, authorizing media plane resour-
ces, QoS levels, policy control and bandwidth management. Lastly, it can generate
charging records.

4.3.2 I-CSCF

The I-CSCF is located at the edge of an administrative domain and can be used by
remote servers as a forwarding point to its own domain. The IP address of the I-CSCF



4.4. Network Attachment 69

is published in the DNS of the domain it serves (e.g., using NAPTR or SRV type
records) so that remote servers can discover it and forward SIP registration packets,
for example, to its domain. In particular, the I-CSCF queries the HSS in order to
retrieve the address of the S-CSCF to assign to a user who wants to register with the
IMS while outside of its administrative domain. Furthermore, it forwards requests
and responses coming from outside the IMS administrative domain to the S-CSCF.

4.3.3 S-CSCF

The S-CSCF is a SIP server and it represents the central element of the IMS signaling
plane. It is always located in the home network and interacts with the HSS in order
to exchange user profiles and user-to-S-CSCF associations. In particular, the S-CSCF
handles SIP registrations, it is on the signaling path of registered users and can inspect
messages. The S-CSCF decides to which Application Server2 (AS) SIP messages
should be forwarded in order to receive a certain service. Also, it enforces policies
of the network operator. For load balancing and high availability, multiple S-CSCF
servers can be deployed in the same network.

4.4 Network Attachment

Before being able to “talk” to the EPC, the UE needs to synchronize with the network
in both the uplink and the downlink directions and establish communication with the
eNodeB. In order to do this, the UE follows a Random Access procedure for synchro-
nization purposes and it then establishes an RRC connection with the eNodeB [48].
Once this is done, the UE can initiate the attach procedure [49] with the EPC. Fig. 4.4
shows a high-level view of the UE network attach procedure and IMS registration.
In particular, when the UE initiate the attach procedure with the EPC, the eNodeB
needs to discover which MME to assign to such UE. In order to do this, the eNodeB
queries an internal DNS (iDNS) of the network operator which returns the IP address
of the MME to use. In particular, every eNodeB has a pre-configured list of iDNS

2An application server hosts and executes services (e.g., Voice Call Continuity).
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Figure 4.4: UE attachment and SIP registration.

nodes to use for MME discovery. Once an MME has been assigned to the UE, the
UE authenticates with the network and gets assigned an S-GW and a P-GW by its
MME. Lastly, a default bearer (i.e., EPS bearer) is created between UE and P-GW
in order to provide voice and data services to the UE. A bearer is 3GPP terminology
for a tunnel with an associated QoS. As we will discuss in Chapter 5, a default bearer
has an IP address associated with it. Dedicated bearers with different QoS can also
be created but they are usually bundled with the default bearer and, as such, share the
same IP address of the default bearer. Once a default bearer has been established with
the P-GW (i.e., default EPS bearer), the UE has IP connectivity.

In order for the UE to have access to IMS services, a separate default IMS bearer
must be established with the EPC. The default IMS bearer is established at either UE
attachment or when a SIP registration occurs. The default IMS bearer has a different
QoS and IP address than the default EPS bearer and is typically used for SIP signaling
and Voice over LTE (VoLTE) service. In particular, SIP signaling uses the default IMS
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bearer while voice-data packets use a dedicated IMS bearer with higher QoS that is
bundled with the default IMS bearer and created at the time of a VoLTE call. As in
the case of the EPS bearer, the default IMS bearer and the dedicated IMS bearer are
bundled together, have different QoS, but share the same IP address that was assigned
to the default IMS bearer.





Chapter 5

A Next-generation P2P Virtual
Core Network

5.1 Introduction

Recently, with the introduction of Software-Defined Networking (SDN) and Network
Function Virtualization (NFV), there have been multiple proposals in both academia
and industry to move from a hardware-centric architecture to a software-centric ar-
chitecture. In this new software-centric paradigm, the hardware deployed in the core
network is generic hardware used to run Virtual Machines (VMs) implementing, in
software, different functions of the core network. Fig. 5.1 shows an example of a
4G LTE virtualized core network where one can run single and multiple instances
of core–network elements as deemed necessary by the current state of the network.
Such an approach introduces important changes and innovations in the core network,
making the whole network more cost-effective while giving more flexibility and con-
trol over the resources spent at any given time. However, such an approach continues
mimicking, in software, the thirty-year-old architecture discussed earlier. Even thou-
gh we now have powerful tools like SDN and NFV, no paradigm shift has really
occurred in the core network.

By leveraging the flexibility of SDN and NFV, we propose a drastically different
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Figure 5.1: VM-based LTE cellular network architecture with multiple virtualized
MMEs and HSSs.

architecture of the core network, with each UE getting its own “private” virtual copy
of the Enhanced Packet Core (EPC) which we have denoted as Virtual Core Network
(VCN). In particular, as we show in Fig. 5.2, in the new architecture, the core network
is a P2P network of VMs. Each VM functions as either a VCN or a SuperNode
(SN). By leveraging NFV, SNs and VCNs implement all the typical functions of an
EPC (e.g., MME, S-GW, P-GW, HSS). However, as we will see later, while a VCN
serves a single UE and has, typically, a short lifetime, SNs serve a group of UEs, are
responsible for assigning VCNs to UEs and have a very long lifetime.

In the following, we look in detail into the VCN architecture shown in Fig. 5.2,
which presents many challenges but, at the same time, has many significant advanta-
ges over the current architecture. In particular, due to its highly distributed and perso-
nalized nature, the new architecture, for example, disables cellular botnets from per-
forming Distributed Denial of Service (DDoS) attacks and, at the same time, allows
to implement per-UE custom security and services. It is now possible, for example, to
host a UE’s core network (i.e., its VCN) on: public cloud infrastructure (e.g., Amazon
AWS, Microsoft Azure); private cloud infrastructure (e.g., Government, enterprise);
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cellular operator infrastructure. Furthermore, due its single IP-layer architecture (see
Section 5.3.3) and VCN’s live migration (see Section 5.7), the new core network
improves on overall latency and delay.

Besides classical eNodeBs, we also consider a second scenario with an enhan-
ced eNodeB, thus breaking the assumption of backwards compatibility with existing
access networks. Furthermore, we discuss additional aspects of the new architecture
such as IP addressing and non-security-related novel services enabled by the new ar-
chitecture. Finally, we add additional cellular traffic measurements in order to better
study the feasibility of the new architecture and fine-tune some of its most critical
parameters.

5.2 Current Efforts

The scientific community and various standardization bodies (e.g., 5GPPP) have put
a lot of effort towards new access networks for next-generation cellular networks [50,



76 Chapter 5. A Next-generation P2P Virtual Core Network

51, 52]. Most approaches focus on harmonizing different access technologies (e.g.,
LiWi, WiFi, LTE) [53] and improve on spectrum efficiency [54, 55] also by deploying
micro-cells and pico-cells [56, 57] with a specific focus on mm-wave [58, 59, 60, 61].

In the cellular core network, changes have been more incremental, with the most
significant innovation, in recent times, being SDN and NFV. By leveraging SDN and
NFV, relevant efforts focus on re-organizing the core network of operators and virtual
operators on the cloud [62] and in many other ways [63, 64], but always keeping the
same old architecture, although virtualized. In [65], the authors go in the opposite
direction, to the extreme of completely removing the core network, with eNodeBs
accessing directly the public Internet.

We re-think the cellular core network and propose a new P2P architecture that
still leverages SDN and NFV but does not follow the same blueprint of existing and
past cellular core networks. In doing so, we are able to provide a new level of network
security and flexibility as well as novel services that would not be possible otherwise.

5.3 A Novel Architecture

While current efforts go in the direction of virtualizing single elements of the existing
architecture (see Fig. 5.1), we propose a completely new virtualized architecture.

The new core network is a P2P network of VMs, where each VM can have the
role of either an SN or a VCN. An SN is responsible for managing a certain number of
UEs: this includes performing simple tasks (i.e., paging, voicemail and SMS delivery)
as well as performing complex orchestration tasks (i.e., creating and destroying VMs
that run VCN functionality). On the other hand, the only purpose of a VCN is to
provide voice and data services to a single UE. It is important to notice that once
a UE is associated with a VCN, the VCN will take over all tasks, including those
previously handled by the SN with the exception of orchestration.

In the proposed architecture, two scenarios can be envisioned. In the first scena-
rio, in order to be backwards-compatible with the existing access networks, we keep
the existing protocol stack with tunneling. Due to historical reasons, in current cellu-
lar core networks tunneling is heavily used at a very fine granularity. For example, in
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Figure 5.3: Current network protocols with IP-in-IP tunneling.

the downlink, UE’s IP packets are fragmented and encapsulated in GPRS Tunneling
Protocol (GTP) tunnels over UDP: in other words, the UE’s IP layer is encapsula-
ted over the underlying IP layer of the Multi-Protocol Label Switching (MPLS) core
network. This encapsulation is shown in Fig. 5.3. Furthermore, a single UE often
uses multiple tunnels to different gateways. This is highly inefficient and leads to hi-
gh latency and long delays regardless of the access network. In the second scenario,
one can remove the assumption of backwards-compatibility and introduce an enhan-
ced eNodeB (eeNodeB). This allows to use one single MPLS network, with IP on
top, for both core network nodes (i.e., SNs and VCNs) and UEs, thus avoiding the
IP-in-IP tunneling typical of today’s core networks.

Figs. 5.5a and 5.5b show the protocol stack of a new Core Network Node (CNN)
for the user plane and the control plane, respectively. As mentioned above, when
using the eeNodeB, the new core network uses MPLS with IP on top for both CNNs
and UEs, and no IP-in-IP tunneling. Above IP, the usual transport layer protocols are
considered and, at the application layer, CNNs must support RELOAD [66], SIP [22]
and P2PSIP1 [67] in the control plane and RTP and RTP-related protocols in the user
plane. As will be described in more detail in Section 5.5, RELOAD is used in order
for the UE to attach to the network, while SIP and P2PSIP are used for Voice over

1P2PSIP is the peer-to-peer version of SIP and relies on the RELOAD overlay.
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LTE (VoLTE) call session setup. On the other hand, RTP is used for real-time media
since a VCN always remains in the media path of a call.

Let us now look at the main three elements of the new architecture: SN, VCN and
eeNodeB.

5.3.1 SuperNode

When a new user (UE) subscribes to a cellular network operator, his user information
(e.g., SIM data, billing) is added to the operator’s customer database and provisioned
to an SN in the P2P network — how this provisioning happens and the SN selection
process are out of scope and reserved for future study. The customer database is a
distributed database hosted on the operator’s private cloud, which is separate from the
cellular core network hosting infrastructure. This database is also used to routinely
store and backup UE’s state.
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The Distributed Hash Table (DHT) used in the P2P core network can be any
DHT having as key an IDUE = hash(IMSI), where the International Mobile Subscri-
ber Identifier (IMSI) is a unique identifier assigned to a subscriber [68], and as value
a URL pointing to the UE’s entry in the customer database. In other words, the DHT
is characterized by the pair {key : IDUE ,val : DB_URL}. The International Mobile
Subscriber Identifier (IMSI) [68] is a unique identifier and is usually 15-digit long;
its structure is shown in Fig. 5.6. The first three digits represent the Mobile Coun-
try Code (MCC) of the subscriber, the following two or three digits represent the
Mobile Network Code (MNC) of the subscriber while the remaining digits represent
the Mobile Subscriber Identification Number (MSIN). The MNC identifies the home
Public Land Mobile Network (PLMN) of the subscriber and is important in roaming
scenarios. We reserve roaming for future study.

The number of active SNs can either shrink or grow depending on network load,
security, maintenance and other issues. When a new SN is added to the P2P network,
the DHT re-organizes itself and the new SN gets a list of entries in the DHT. Such
entries have pointers to the customer database so that the SN can retrieve the current
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states of the UEs it has to serve from that moment on.
SNs in the P2P core network serve the following four different purposes, as we

have summarized in Fig. 5.7a.

1. Since the SN is the UE’s first point of attachment to the core network, it is
responsible for the UE authentication during the attach procedure. The SN be-
haves as a standard EPC and, as such, performs the standard authentication
process. If the authentication completes successfully, a default bearer is esta-
blished between the UE and the SN. We discuss the attachment procedure in
Section 5.5.

2. After a successful attachment of a UE to the network, and provided that the
UE is not associated with a VCN, all basic signaling and “light-weight” tasks
are handled by the SN the UE authenticated with. These tasks include: paging,
SMS, push services (e.g., email notifications), voicemail.

3. An SN acts also as an orchestrator for its UEs. In particular, when a UE be-
comes active (e.g., initiating or receiving a call, browsing the Internet) its SN
deploys a new VCN dedicated to that UE, updates the DHT accordingly (i.e.,
the UE is now reachable at its VCN) and informs the eNodeB (or eeNodeB) to
redirect all traffic to that VCN. Once the UE goes back to idle mode and stays
in such mode for a certain amount of time (see Section 5.12), the SN destroys
the VM hosting the UE’s VCN and triggers a “redirect” at the eNodeB so that
all data and signaling are again sent to the SN from that point on.

4. The SN also acts as a SIP Registrar and re-direct server. After the UE has
authenticated with the SN, it performs a SIP registration to it in order to be rea-
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chable for VoLTE service as per standard SIP operations. The re-direct server
functionality is used for redirecting the UE to the VCN and back to the SN, as
described in Section 5.6.

5.3.2 Virtual Core Network

A VCN is dedicated to a single UE and handles: SIP signaling, real-time media and
data traffic. In addition, it also handles all other functionalities typical of an EPC.

Fig. 5.7b summarizes the different behaviors of a VCN. In particular, when using
a legacy eNodeB, a VCN implements a dedicated IMS core for VoLTE and a dedica-
ted EPC for Internet access and all non-voice data traffic. When using an eeNodeB,
a VCN implements: (i) a dedicated SIP Proxy server and a SIP Back-to-Back User
Agent (B2BUA) for VoLTE and (ii) a dedicated Internet gateway for Internet ac-
cess and all non-voice data traffic. The SIP B2BUA functionality is required as we
want the VCN to remain in the call data-path. We will discuss call establishment in
Section 5.5.
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5.3.3 Enhanced eNodeB

The key idea behind the eeNodeB is to modify the interface between eNodeB and
core network to better take advantage of the new core network architecture. In parti-
cular, Figs. 5.8a and 5.8b show the protocol stacks for the eeNodeB referring to both
user and control planes, respectively. As one can see, in the user plane the eeNodeB
behaves essentially as an MPLS router while, in the control plane, it can “talk” direc-
tly to the P2P core network. In particular, in the latter case, it interacts with the P2P
core network (i.e., queries the DHT) in order to identify the correct SN for a given
UE and to route the traffic accordingly. Moreover, it handles redirects for traffic flows
and notifies an SN of specific events (e.g., the UE has moved).

It is important to note that the LTE Uu interface between UE and eeNodeB has not
been modified and is identical to that between UE and legacy eNodeB. This makes
the new eeNodeB backwards-compatible with existing UEs.
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5.4 IP addressing

An SN uses a private IP address space with its UEs and VCNs. In particular, in Figs.
5.9 and 5.10, the IP addresses labeled with an IN suffix belong to the private address
space, while the ones labeled with an OUT suffix are public IP addresses as they have
to be routable.

The IP address of the UE (i.e., a private IP address) does not change when swit-
ching between SN and VCN as it does not change its SIP Proxy server’s IP address.
This greatly simplifies the re-direction between VCN and SN, in terms of SIP and
SDP payload, since the SDP information contained in the INVITE does not need to
be modified when moving from SN to VCN. As we discuss in Section 5.6, the IP
address of the default gateway (i.e., P-GW) can also be left unchanged when moving
between SN and VCN. On the other hand, the IP addresses of the SN’s Mobility
Management Entity (MME) and of the VCN’s MME need to be different. This is
because, in order for the EPS bearer update procedure to work (see Section 5.6), the
two MMEs need to be independently addressable by the eNodeB.

When a UE “moves” between SN and VCN, the external IP address of the UE
changes as SN and VCN have different public IP addresses (i.e., addresses labeled
with an OUT suffix in Figs. 5.9 and 5.10). This breaks all existing TCP connections:
while this may seem a negligible issue, we have to remember that, today, smartphones
keep several TCP connections open in order to enable, for example, push services.
In order to address this issue we create a tunnel between SN and UE so that data on
existing TCP connections is forwarded by the SN to the VCN and from this to the
UE (see Fig. 5.11). Once all the “old” TCP connections have timed-out or have been
closed, the tunnel is terminated by the SN.

5.5 Basic Operations

In this section, we describe some of the basic message flows when using the new
architecture. We do this by considering two different scenarios. In the first scenario
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we consider standard eNodeBs, while in the second scenario we consider the new
eeNodeBs.

5.5.1 UE Attachment and SIP Registration

At a very high level, in order to get Internet access a UE needs to be attached to and
authenticated with the network. For VoLTE calls it also needs to successfully register
with the IMS (i.e., with its SIP Registrar).

Scenario with eNodeB

In the current cellular architecture, when an eNodeB receives an attach request by a
UE, it needs to discover which MME to connect to. This is usually done by querying
an internal Domain Name System (iDNS) server which returns the IP address of
the MME to use. Usually, one or more IP addresses of such DNS nodes are either
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statically configured at each eNodeB or are provided to the eNodeB by a DHCP
server, for example. Once the eNodeB connects to the MME, during the UE attach,
the MME queries the iDNS server in order to discover which P-GW and S-GW to
use in order to serve the UE [69].

Fig. 5.12 shows how UE attachment and SIP registration2 work, at a high level,
in the proposed architecture when using a legacy eNodeB. When receiving an attach
request, the eNodeB queries the iDNS server to discover which SN (i.e., its MME) to
talk to for that UE and, once discovered, it performs the attach procedure as usual. As
far as the eNodeB is concerned, it is “talking” to an MME which, in turn, directs it to a
P-GW and S-GW as per standard procedure. In other words, the eNodeB is not aware
of talking to an SN. After the attachment procedure completes, SIP authentication
and registration can take place as per usual IMS procedure [70]. In our architecture,
DNS node are nodes of the P2P core network and, while they expose a DNS interface

2For clarity, we show a simplified SIP registration flow.
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to the eNodeB, they resolve DNS queries by interrogating the DHT of the P2P core
network. This can be done by translating between the DNS protocol and the P2P
protocol used by the core network (i.e., RELOAD) and viceversa.

Scenario with eeNodeB

Fig. 5.13 shows UE attachment and SIP registration when using an eeNodeB. In such
a scenario, the eeNodeB can directly “talk” to the P2P core network and directly
query the DHT in order to find the SN responsible for a specific UE: in other words,
no iDNS is necessary. Furthermore, when using eeNodeBs we do not have IP-in-
IP tunneling and, therefore, the eeNodeB will only have to setup MPLS routes with
the SN which are then used to route IP packets between the UE and the SN. The
only bearer left, when using an eeNodeB, is the radio bearer on the Uu interface
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Figure 5.12: UE attach and SIP registration with eNodeB.

between UE and eeNodeB. For establishing MPLS routes, the SN behaves as an
SDN controller for that UE and takes care of establishing such routes by leveraging
OpenFlow [71], ReSource ReserVation Protocol - Traffic Engineering (RSVP-TE)
[72] or any other similar protocol.

In both scenarios (i.e., with eNodeB and with eeNodeB), once the UE performs a
SIP registration with the SN, the SN updates the P2PSIP overlay with such informa-
tion.

5.5.2 VoLTE Call Flow

We describe the steps involved in VoLTE call establishment in the new architecture. In
particular, we present two scenarios, one with eNodeBs and the other with eeNodeBs.
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Scenario with eNodeBs

Fig. 5.14 shows a VoLTE call setup message flow when using a legacy eNodeB.
Given that our core network is a P2P network, as mentioned earlier, for VoLTE calls
we use P2PSIP. In particular, when UE1 wants to call UE2, UE1 sends an INVITE
to its outbound SIP Proxy server that is, to SN1.3 When SN1 receives the INVITE
from UE1 it replies with a 100 TRYING to let UE1 know that it has received the
INVITE and to stop re-transmissions. At the same time, SN1 deploys a VCN for UE1
and transfers UE1’s state, including security context and SIP state, to VCN1. An EPS
bearer update is also triggered by SN1 in order for UE1 to be able to send and receive

3Outbobund SIP Proxy Servers are usually configured in the UE either statically or dynamically via
DHCP or DNS, for example.
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packets from VCN1. The EPS bearer update process is discussed in Section 5.6. Once
VCN1 is up and running, it queries the P2PSIP overlay in order to find which VCN is
responsible for UE2’s Address of Record4 (AoR). The P2PSIP overlay replies with
the address of VCN2, if this is already up and running; otherwise, it replies with
SN2’s address. Here, we describe the most general case and assume that it replies with
SN2’s address. AppAttach messages are then exchanged, as per P2PSIP standard
process, in order for the two nodes to be able to directly talk to each other: at this
point, VCN1 forwards the INVITE to SN2. When SN2 receives the INVITE, it
deploys a virtual core network (i.e., VCN2) for UE2 and starts the EPS bearer update
process. At the same time, it replies with a 305 REDIRECT informing VCN1 that
it has to use VCN2 as inbound SIP Proxy for UE2. VCN1 then sends the INVITE
to VCN2 which forwards it to UE2. From now on, all SIP messages are sent directly
from UE1 to VCN1 to VCN2 to UE2, and viceversa (see Fig. 5.15). It is important
to notice how P2PSIP is used only for discovering the callee’s SN and VCN and how
subsequent signaling and data messages do not leverage the P2P overlay.

A few other considerations are in order. When SN1 deploys VCN1, it transfers
SIP state to VCN1. Moreover, as explained in Section 5.4, VCN1’s SIP Proxy server
has the same private IP address of SN1’s (i.e., SIP_IP_IN). Furthermore, an EPS bea-
rer update is performed. This means that, at the application layer, UE1 is completely
unaware that this change from SN1 to VCN1 has occurred, as it will continue using
the same SIP Proxy server’s IP address it was using before. The same thing, howe-
ver, is not true for SN2 and VCN2. In particular, when VCN1 sends the INVITE
to SN2, it sends it to SN2’s public IP address (i.e., SIP_IP_OUT). This means that
when VCN2 is up and running, SN2 will have to send a 305 REDIRECT in order for
VCN1 to point to VCN2’s public IP address (i.e., SIP_IP_OUT) instead of SN2’s, gi-
ven that these two are different. Therefore, in this case, transferring SIP state between
SN2 and VCN2 is unnecessary, as the 305 REDIRECT triggers a re-transmission of
the INVITE. UE2, on the other hand, is still unaware, at the application layer, of
the change between SN2 and VCN2 because it continues to see the same SIP Proxy
server’s IP address (i.e., SIP_IP_IN).

4An AoR is a unique SIP identifier in the form user@domain.
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Figure 5.14: VoLTE call initiation with eNodeB.

Scenario with eeNodeBs

Fig. 5.16 shows a VoLTE call setup message flow when using an eeNodeB. In this
case, almost everything remains the same as with the legacy eNodeB. The only dif-
ference is in the way the re-direction between SN and VCN is performed: this no
longer involves the UE (see Section 5.6.2). At the lower layers, however, the use of
an eeNodeB and the consequent absence of all bearers (except for the Radio bearer)
significantly improve latency, as we do not have all the IP-in-IP tunnels typical of a
bearer-based architecture.

5.5.3 Internet Access

As mentioned earlier, an SN handles basic tasks for multiple UEs. If, however, a UE
starts being engaged in data intensive activities (e.g., audio and video streaming, pho-
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to uploads), its SN deploys a VM running a dedicate VCN for that UE and redirects
SIP signaling and routing (see Section 5.6), so that the UE communicates with the
outside world through that VCN. In such a scenario, the VCN behaves as: a dedica-
ted EPC, if a legacy eNodeB is used; a dedicated Internet gateway, if an eeNodeB is
used. The usual standard procedures apply.

Once these data intensive tasks end, the VCN notifies the SN, which performs
three main actions: it triggers another routing redirect in order to redirect all UE
traffic to itself; it updates the P2PSIP DHT in order to point the UE’s AoR to itself;
it destroys the VM running the UE’s VCN as it is no longer needed.
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5.6 Re-direction

When a UE “moves” from the SN to a VCN (i.e., the UE goes form idle state into
active state) and viceversa, its tunnels and IP routes need to be updated accordingly.
In particular, we have two different scenarios: one when using a legacy eNodeB and
another one when using an eeNodeB. Let us look at these two scenarios.

5.6.1 Scenario with eNodeB

Figs. 5.9 and 5.10 show the high-level components of an SN and VCN, respective-
ly, when using an eNodeB. In particular, we show the IP addresses relevant for UE
operations and mobility. As mentioned earlier, when a UE attaches to the network,
its eNodeB will identify which MME to talk to. The MME will then tell the eNo-
deB which S-GW and P-GW to talk to. Tunnels are then established between UE and
P-GW and between UE and IMS (i.e., SIP proxy or P-CSCF). Such tunnels are also
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known as EPS bearer and IMS bearer, respectively. According to 3GPP terminology,
a bearer indicates a tunnel with an associated QoS. As we can see in Fig. 5.17, the-
re are different types of bearers. In particular: there are default bearers and dedicated
bearers; the bearers can have short or long lifetimes; they can have either a guaranteed
bit-rate or not. Each default bearer has an IP address associated with it and multiple
dedicated bearers are usually bundled to one default bearer. Each dedicated bearer
has its own independent QoS but shares the same IP address originally assigned to
the UE when the default bearer they are bundled with was established.

When a UE successfully attaches to the network, a default EPS bearer is created
between UE and P-GW. At either UE attachment or when a SIP registration occurs,
a default IMS bearer is also created. These two bearers have two different IP addres-
ses: one used for non-voice services (i.e., via the EPS bearer) and one used just for
VoLTE service (i.e., via the IMS bearer). In particular, when a VoLTE call is initiated,
SIP signaling uses the default IMS bearer while a dedicated bearer with higher QoS
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is created and bundled with the IMS default bearer to transport voice-data packets.
It is important to remember that these bearers are IP-in-IP tunnels leveraging the un-
derlying MPLS network used in the core network. Therefore, MPLS flow tables are
created accordingly in order to support such bearers and the corresponding routing.

When a UE is transferred from an SN to a VCN, one needs to update: EPS bearer,
IMS bearer and MPLS routing. In the eNodeB case, the MPLS routing is automati-
cally updated as a consequence of the bearer update – this, however, is not true for
the eeNodeB case, as will be discussed later.

EPS bearer update

When using a legacy eNodeB, we need to act within the constraints of the current
3GPP standards. In particular, in [73] 3GPP defines how to perform load re-balancing
between different MMEs, that is, how to move a UE registered with an MME to a
different MME belonging to the same MME pool area.

In order to implement load balancing, each MME is associated with a weight
factor which is proportional to the probability of being selected by an eNodeB. The
higher the weight factor, the larger the number of UEs that will associate with that
MME. A weight factor equal to zero, on the other hand, indicates that an MME cannot
handle any UE traffic. When an MME must be removed from an MME pool area
(because of maintenance, for example), it must off-load the UEs connected to it to
some other MME in the same MME pool area. This is achieved by having the MME
initiate an S1 Release procedure indicating, as release cause, “load balancing with
TAU required.” This triggers a Tracking Area Update (TAU) procedure on the UE in
a way such that the eNodeB selects the new MME according to the weight factors
of all the MMEs in the pool. By connecting to the new MME, a new EPS bearer is
established between the UE and the new P-GW indicated by the new MME.

In order to apply such a mechanism to our scenario, an SN and its VCNs need
to have their MMEs belonging to the same MME pool area. When an SN needs to
“redirect” a UE to a VCN, it triggers a load re-balancing and the VCN sets the weight
factor for its MME to a high value, while all other VCNs keep a low weight factor
for their MMEs. Once the UE connects to the VCN, the latter changes its MME’s
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weight factor to a low value. During a UE redirection there should be only one VCN’s
MME with a high weight factor in the SN’s MME pool area. To further improve the
efficiency of such a mechanism, an SN may create a different MME pool area with
each VCN so that, at any given time, in an MME pool area there are only one VCN’s
MME and the SN’s MME. In such a scenario, the SN’s MME would have to be part
of multiple MME pool areas. The same mechanism would work for re-directing the
UE from the VCN’s MME back to the SN’s MME.

IMS bearer update

The IMS network is separate from the EPC and has its own Access Point Name
(APN). In particular, the IMS default bearer is established either when the UE atta-
ches to the network or when a SIP registration occurs. Because of this, when the EPS
bearer is updated, the new attachment triggers an IMS bearer update as well.

At the application layer, however, information about the SIP Proxy’s IP address
needs to be updated in order for the SIP client in the UE to point to the SIP Proxy
server in the VCN instead of pointing to the one in the SN. This, however, turns out
to be a relatively simple task if the exact same IP address is assigned to both the SIP
Proxy server in the SN and the SIP Proxy server in the VCN. In particular, this is
possible because the concept of a bearer resembles the one of a dedicated circuit in
circuit-switched networks. In other words, since we updated the bearer to point to the
VCN, the same IP address will now point to the SIP Proxy server in the VCN, if so
configured, without any conflict with the SIP Proxy server in the SN. In fact, the SN
is no longer reachable by the UE.

5.6.2 Scenario with eeNodeB

Fig. 5.18 shows the high-level architecture of a CNN when using an eeNodeB. Si-
milarly to the previous scenario, the SIP proxy server behaves as a Registrar and
Redirect server for the SN, while it behaves as a B2BUA for a VCN. The EPC, on
the other hand, has now collapsed into a simple Internet gateway.
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Figure 5.18: CNN high-level architecture (SIP Proxy and Internet gateway are multi-
homed).

As mentioned in Section 5.3.3, we do not modify the Uu interface between UE
and eeNodeB. This means that when a redirection takes place it will not involve the
UE. The UE will be unaware of any change taking place while eeNodeB and SN
will make sure traffic is redirected accordingly. In particular, as shown in Figs. 5.8a
and 5.8b and as described in Section 5.3.3, the eeNodeB is an MPLS router on the
user plane and supports P2P protocols on the control plane in order to be able to
talk to the P2P overlay of the core network (e.g., RELOAD). When a redirect for
a UE needs to take place, the SN behaves as an SDN controller for that UE and it
updates the MPLS flow tables accordingly so to route the UE traffic to its VCN. This
can be accomplished by leveraging existing protocols such as OpenFlow and RSVP-
TE. At the application layer, the SN updates the information in the P2PSIP DHT
in order to point the UE’s AoR to the newly created VCN. In this case, the UE is
completely unaware of this change taking place. As before, the UE’s IP address, the
SIP Proxy server’s IP address and the Internet gateway’s IP address do not change.
The underlying MPLS network takes care of re-routing the traffic from the SN to the
VCN.
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5.7 Mobility

Mobility management in today’s cellular networks is a major component of the cel-
lular infrastructure. In particular, the access network is split in Tracking Areas (TAs)
and the MME keeps track of which UEs are in which TAs. Whenever a UE changes
TA, it notifies the network which records the new TA for that UE. If a UE needs to
be reached by the network (e.g., incoming call), the network pages the UE in the last
known TA for that UE. This, together with handover management, makes mobility
possible in the cellular network.

One downside of this architecture is that as the UE moves around, the signaling
has to always reach the EPC infrastructure in the datacenter the UE is assigned to.
This means that when a user from New York goes to LA and makes a call, the signa-
ling has to go all the way to the datacenter in New York and back to LA. This clearly
introduces high delays and long Round Trip Time (RTT).

In our new architecture, we propose a significantly different approach to mobility,
borrowing concepts from Content Distribution Networks [74]. In particular, we try to
deploy a VCN as close to the UE as possible in order to minimize latency and RTT.
We distinguish between pre-call mobility and mid-call mobility.

In pre-call mobility, the UE is in idle mode and notifies its SN of changes in TA.
When this happens, the SN searches and selects the available hosting infrastructure
closest to the UE’s new location: if needed, the SN will deploy there a VCN. When
the UE goes into active mode, the SN carries out this deployment.

In mid-call mobility, the UE is in active mode (e.g., in the middle of a call) and,
as the user moves, the UE changes TA. Because the UE is in active mode, it has
already been re-directed to a VCN and, as such, notifies the VCN of the change in
TA. On receiving this TA update (TAU), the VCN notifies its SN by forwarding the
TAU to it. When the SN receives the TAU from the VCN, it searches and identifies
a new hosting infrastructure as close as possible to the UE’s new location. Once
this infrastructure has been identified, the SN starts a live migration [75] of the VM
hosting the UE’s VCN to a VM hosted in the new infrastructure — all standard live-
migration techniques can be applied [76, 77, 78]. At the MPLS layer, flow tables
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must be updated accordingly in order to enable routing to the VCN’s new location.
As mentioned in Section 5.6.2, this can be enabled by the SN acting as an SDN
controller and leveraging protocols such as OpenFlow and RSVP-TE.

The hosting infrastructure closest to the UE’s new location (i.e., its new TA) can
be discovered by relying on any of the existing protocols used for location-based ser-
vices, such as Location-to-service Translation (LoST) [79, 80] and DNS [81]. The
identified hosting infrastructure can be either: a datacenter of the cellular operator;
a specific eNodeB, provided that this has VM hosting capabilities (e.g., fog compu-
ting); or anything in between. In particular, for high-profile users (e.g., Government),
VCNs can be hosted on private cloud infrastructures not operated by the network ope-
rator, hardened with their own security measures in order to achieve a higher level of
privacy and security for the UE. For such private infrastructures, the network ope-
rator would only retain a control interface between SN and VCN in order to initiate
and terminate VCN deployment. In particular, as described in Section 5.5.2, media is
exchanged directly between VCNs and UEs with no SN involvement, thus preserving
privacy and confidentiality.

5.8 Handover

In LTE, 3GPP has defined different kinds of handover [82, 83].

In the intra-LTE handover MME and S-GW do not change and the handover can
be either an X2 handover or an S1 handover. In the X2 handover, the source eNodeB
sends to the target eNodeB, via a handover_request on the X2 interface, security
context and information on the MME assigned to the UE performing the handover.
In the S1 handover, the MME is directly involved in the handover process due to
unavailability of the X2 interface or failure of the X2 handover. In both cases, the
handover procedure remains unchanged also for the new architecture, when using a
legacy eNodeB. In particular, when moving from the old eNodeB to the new eNodeB,
the S1 bearer will have to be updated (see Fig. 5.17).

In the inter-MME handover, the UE performing the handover changes both eNo-
deB and MME. In the inter-MME/S-GW handover, the UE performing the handover
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changes eNodeB, MME and S-GW. Both these types of handover do not happen in
the new architecture. This is due to the fact that a UE is always anchored to either
its SN’s MME or its VCN’s MME (i.e., when using a legacy eNodeB). In particular,
when using the VCN’s MME, if the UE changes TA, the system migrates the VCN
in the new TA as close to the UE as possible (see Section 5.7): hence, an inter-MME
handover is not needed and only the intra-LTE handover is required. In other words,
instead of the UE having to change MME due to mobility, in the new architecture the
MME follows the UE as this moves around.

In the case of an eeNodeB, everything mentioned earlier still applies with the
exception that there are no bearers to update. Only MPLS routes need to be updated
in the core network in order to enable routing between SN or VCN and the target
eeNodeB. In particular, similarly to the Uu interface, also the X2 interface is left
unaltered in an eeNodeB.

5.9 Scalability

Currently, network operators often manage over 100 million connected devices: the-
refore, statically assigning a dedicated core network to each UE can be very challen-
ging in terms of scalability. However, in our architecture a VCN is assigned to a UE
only for a limited amount of time: once the UE is back into idle mode for a suffi-
ciently long time, it connects back to its SN and its VCN is destroyed. This approach
drastically improves scalability as is shown in Section 5.12.

We have four options for creating a VCN instance per UE: processes, containers,
clear containers [84], and VMs. Picking one over the other introduces a trade-off
between scalability and isolation. Processes can scale very well but have very little
isolation, if any. This means that, from a security perspective, by running our VCNs
as simple processes we implicitly agree on trusting the OS which they run on. This
may be a very solid choice depending on the specificities of the network in which
VCNs get deployed and the corresponding threat model. Containers are much easier
to deploy and manage. Moreover, they have better isolation than processes, although
they still rely on trusting the OS which they run on. Furthermore, a container with
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root privileges may represent a security threat to all other containers running on the
same virtual or physical machine. The concept of clear containers is relatively new.
The basic idea behind clear containers is to maintain the flexibility and scalability of
containers while guaranteeing the strong isolation typical of a VM by using various
optimizations at the kernel level and CPU-specific virtualization support. Initial re-
sults have shown that a clear container can be launched in under 150 ms and has a
memory footprint of about 20 MB. This means that 3500 clear containers can be run
on a single machine with 128 GB of RAM.5 While this is far from being “large scale,”
it looks very promising. Clear containers are gaining much traction as they appear to
combine the best of both worlds (i.e., VMs and “classical” containers). Finally, VMs
achieve the best isolation at the price of reduced scalability.

For a smaller user population, VMs should be used whenever possible. For a lar-
ger user population, however, depending on the threat model of the specific network,
one of the other three options should be considered and, perhaps, multiple options
should be combined together (e.g., containers running in VMs).

Aside from scalability, set up delay is also critical. In the case of VMs, for exam-
ple, in order to deploy and run VCNs “on demand” and in real-time, the deployment
of VMs has to be as fast as possible. To enable this, we use a technique similar to
the thread-pool pattern used in multi-threaded programming. In particular, each SN
maintains a pool of idle VMs already loaded with an OS image and VCN software.
In doing so, when a new VCN needs to be deployed in the P2P network, the SN has
only to load UE state and data (e.g., HSS data, billing) into one of the existing VMs
in the pool, making the whole process much faster.

In Section 5.12, we will present some measurements and provide some insights
on scalability and related issues in real-world cellular networks.

5.10 VCNs and Core Network Security

The mobility core network as we know it, that is, a centralized architecture with or
without virtualization, is reactive. In particular, it tries to react to a problem once it

5Source: https://clearlinux.org/features/clear-containers
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perceives one. For example, with reference to the LTE architecture shown in Fig. 5.1,
when the network detects high traffic to the HLR, it reacts by spawning additio-
nal VMs running each an instance of the HLR. In other words, the core network,
upon detection of a problem, reacts to it, i.e., it does not prevent the problem from
happening in the first place.

The proposed VCN architecture is a proactive architecture by design. In particu-
lar, by isolating each VCN of each user, certain types of attacks are prevented from
happening in the first place. For example, as we show on the left side in Fig. 5.19,
a cellular botnet trying to perform a DDoS attack towards the mobility core network
would not be able to do so because each UE in the botnet would point to its own copy
of the core network. In other words, all the UEs in the botnet would not be able to
focus their attack on the same target. On the other hand, a DDoS attack against the
cellular core network initiated from the public Internet may successfully compromise
one VCN (see Fig. 5.19 on the right side), but this would affect only a single user and
the recovery from the attack would simply be to assign the user to a newly spawned
VCN. The VCN under attack would then be destroyed or perhaps isolated in order to
study the attack and identify the attacker. In any event, all other users would remain
unaffected by the attack. Similarly, a piece of malware crafting malformed packets
with the intent of “crashing” a core network element would only be able to crash an
element of its VCN, leaving all the VCNs of all the other UEs unaffected.

A separate discussion is needed for low bitrate attacks against SNs. For example,
a cellular botnet may try to attack an SN by performing a low bitrate attack (i.e.,
without triggering a re-direct to a VCN) via SMS messages. This type of attacks
could affect all the UEs associated with the SN under attack. In such a case, however,
the botnet would need to make sure that a sufficient number of its UEs point to the
same SN — this is not an easy task, as SNs can be assigned to UEs more or less
randomly. Furthermore, should an attack against an SN be successful, new SNs could
be created and the UEs of the compromised SN could be split among new and old
SNs, thus making the attack no longer effective. The compromised SN would be
destroyed and the DHT updated accordingly.

Another way a botnet may try to attack SNs is by having its UEs continuously
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switch between idle and active modes. In doing so, an attacker may try to achieve two
possible goals: (i) overload the core network by triggering unnecessary orchestration
and signaling traffic; (ii) degrade core network performance by drastically increasing
VCNs’s lifetime, thus increasing the total number of active VCNs in the network. Gi-
ven that a VCN is destroyed only if the UE has switched back to idle mode and stayed
in that mode for a certain amount of time (see Section 5.12), the extra signaling traffic
could be triggered by the attacker at a rate too low to make the attack effective. On
the other hand, drastically increasing the number of concurrently active VCNs may
lead to scalability issues and, consequently, to performance degradation. This attack,
however, would start to be effective with a huge botnet in the size of a few million
bots, i.e., a few million compromised UEs. Such a scenario is extremely unlikely to
happen and, in any case, countermeasures can be put in place.

By assigning a VCN per UE, security can now be highly customized to the needs
of single users. For example, some users may not require encrypted tunnels and their
VCNs could be stripped of such functionality or, perhaps, stronger authentication
protocols may be deployed for other users. Firewall rules can now be customized to
single UEs so that, for example, if a UE is not supposed to exchange web traffic (e.g.,
M2M), ports 80 and 8080 can be blocked. Similarly, as mentioned in Section 5.7, for
environments where a high security level is required (e.g., Government, enterprise),
one or more VCNs could be deployed in a private cloud infrastructure thus allowing
to use local security policies, special infrastructure and stronger encryption. On the
other hand, for the average user, either a public cloud infrastructure (e.g., Amazon
AWS), a cellular operator hosting infrastructure or eNodeBs with hosting capabilities
(e.g., edge cloud, fog computing) could also be used to host VCNs. Furthermore,
in the case of multi-SIM UEs, one user may be associated, at the same time, with
multiple core networks hosted in different clouds. If an external hosting infrastructure
(i.e., either public or private) is used to host some VCNs (see Fig. 5.20), the network
operator would only retain control on setting up and tearing down those VCNs plus
some additional signaling required for billing and other management tasks. This,
together with specific service level agreements with cloud operators, would enable
the cellular operator to provide a new class of custom security services while, at the



5.11. Other Advantages 103

VCN 

VCN 
VCN 

VCN 

VCN 

VCN 

Internet	

Cellular Botnet 

Figure 5.19: Attacks on the new architecture.

same time, reducing operational cost.

5.11 Other Advantages

Let us summarize some of the non-security-related advantages the new architecture
brings.

By assigning a VCN to each UE, we can now assign network resources at the user
level. In particular, not all users need all the capabilities a cellular network has to of-
fer. For example, some users are static or nomadic while others are highly mobile.
This means that a UE may have no need for high mobility management and, as such,
this functionality may be stripped out of its VCN. Similarly, a user may have no need
for paging as, perhaps, it is not supposed to receive notifications or calls (e.g., possi-
ble in some machine-to-machine scenarios). In such a case, the paging functionality
could also be stripped out of the UE’s VCN, further reducing its complexity. Another
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Cellular	Operator	

Private	Cloud	Public	Cloud	

Figure 5.20: New hosting architecture.

UE, still, may not need VoLTE services but just Internet access: this would allow
to remove all IMS-related functionalities from the UE’s VCN. In other words, the
proposed architecture allows for customization of the cellular core network at the UE
level, giving a much more personalized experience and services. This is beneficial for
both the user and the network operator as it allows for new business models and, at the
same time, simplifies operations. Also, it reduces VCN complexity, simultaneously
reducing the VCN’s attack surface.

As mentioned earlier, in today’s cellular networks, when a user travels from New
York to Los Angeles, for example, whenever he/she makes a call, the signaling has
to go all the way to New York and back to Los Angeles, introducing greater latency
and delays. To make things worst, as discussed in Section 5.6, each UE establishes
multiple IP-in-IP tunnels with the core network, further adding to RTT and delays.
By using the proposed architecture, these two sources of delay are no longer pre-
sent. In particular, as discussed in Section 5.6, by removing all bearers in the core
network and simplifying the core network to one single MPLS network, there are no
more multiple fine-grained tunnels to be established by the UE. Also, as discussed in
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Section 5.7, by having a VCN per UE, we can “move” the VCN as close to a UE as
possible, further reducing latency and delay due to physical distance.

The current core network architecture, virtualized or not, has a bottleneck at the
datacenter where all traffic converges with consequent load peaks and, potentially,
service degradation. On the other hand, as we show in Fig. 5.20, our core network
architecture is distributed and very dynamic, as VCNs can be deployed in different
hosting infrastructures and datacenters and can be moved as needed. This minimi-
zes load peaks and avoids bottlenecks turning VCNs placement into an optimization
problem with many parameters to consider (e.g., distance from UE, current load at
hosting infrastructure, security requirements).

Finally, a per-UE customization of the core network also helps in Operations and
Management thanks to easier access to single-user traffic, easier billing, easier policy
enforcement and more.

5.12 Measurements

Goal: We define an “entity” as either a VM, a clear container, a container or a process
(see Section 5.9). Also, let us recall that a dedicated VCN is allocated to each UE
where a VCN is set up within an entity. In this section, we address two critical design
questions: given the user population, what is the total number of entities required to
accommodate the traffic volume? What is the life cycle of an entity from its creation
to its destruction?

Dataset: The analysis and evaluation is based on a sample of fully anonymized
voice call records collected within a large U.S. cellular network provider. This is a
subset of Call Detail Records (CDRs) which are used for billing. The anonymized
voice call data contains a random sample of 200,000 users within the whole popula-
tion, over a period of nine days from February 10, 2016 to February 18, 2016. There
are approximately twenty five million records observed in this period of time for the
random subset of users. All phone numbers are anonymized with randomized unique
values in order to protect privacy. Each voice call record is simply a time-stamped tu-
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Figure 5.21: The number of concurrent active calls over nine days. The red circles
mark the daily maxima.

ple, indicating: the start time of a voice call; the caller and callee anonymized phone
numbers; as well as the duration of the call.

Analysis 1: First, let us look at the total number of entities required to serve the
traffic load in the collected user sample. We define concurrent calls as ongoing calls
that fall into the same minute bin (i.e., active or placed within the same minute).
Fig. 5.21 shows the number of concurrent active voice calls over nine days. As we
can see, there is a clear diurnal cycle, where: the daily minimum is achieved around
2-3AM; and an increased call activity is observed during working hours and early
at night (9AM to 9PM). These observations are consistent with the previous study
by Becker et. al [85]. The artifacts at the beginning and at the end of the figure are
due to our data sample not including full-day data before February 10th, 2016 and
after February 18th, 2016. We are interested in knowing the maximum number of
concurrent calls that could occur in the system, as this tells us the maximum number
of entities that have to be simultaneously active. Weekends (February 13th and 14th)
have smaller traffic maxima than weekdays. Therefore, we only focus on analyzing
data from the seven weekdays.

We use a simple time-series model, seasonal AutoRegressive Integrated Moving
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Figure 5.22: Forecast of one-day traffic from a seasonal ARIMA model fitted on
concurrent voice-calls data over 6 weekdays.

Average (ARIMA), to predict concurrent traffic load in the network. The model treats
all weekdays equally. Seven days of data are divided into 6 days of training and one
day of test. Since we are interested in the maximum traffic load in the network, for
each hour during the training, we keep the maximal count among the original non-
aggregated data points. We use the R package forecast [86] to fit an ARIMA
model to our hourly count time-series. Fig. 5.22 is the forecast of one-day traffic
according to the best ARIMA model learned from the training: ARIMA (1,1,0)×
(0,1,1)24. The prediction of the next one-day per-hour call load is shown at the end of
the graph as a solid red curve, with prediction intervals of 50% and 95% represented
by the two shaded areas (smaller and larger, respectively). The true test data for one
day lies within the 95% prediction interval with a maximum of 8,400 concurrent calls,
thus showing an accurate prediction. The highest count of the 95% interval represents
9,126 concurrent calls, which correspond to ∼ 4.6% of the total number of users.

Recommendation 1: If both caller and callee use the proposed system, then there
will be two VCNs per call: therefore, the maximum number of required VCNs is twi-
ce the maximum number of concurrent calls. On the basis of the previous model and
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assuming VCNs get destroyed as soon as UEs move back to idle mode, the maximum
number of simultaneously active entities (i.e., one entity per VCN) would be around
9.2% of the user population. If the network is utilized by a small or medium size
population of users, such as in the hundreds of thousands, it is reasonable to use VMs
to host VCNs. However, if the population of users goes up to hundreds of millions,
containers and processes are better options, although this corresponds to trading off
higher scalability for a lower degree of VCN isolation.

Analysis 2: We study users’ traffic patterns in order to determine the life cycle of
an entity between its creation and its destruction. Given our sample of call records,
we found some calls to be extremely short (shorter than ten seconds). One common
pattern for these short calls is that two records of a phone number A show the same
start time and duration but with different phone numbers, that is, one towards phone
number B and one towards phone number C. These cases correspond to calls for
which the callee (i.e., phone number A) does not answer the caller (i.e., phone number
B). Instead, the calls are redirected to voicemail (i.e., phone number C), a service that
stores voice messages. In such a case, setting up a VCN is inefficient as no real call
happens. This suggests a change in our protocol for VoLTE calls (see Section 5.5). In
particular, instead of deploying a VCN when the SN receives an INVITE, the VCN
gets deployed once the SN receives the 200 OK to the INVITE, that is, once the
callee has accepted the call. For the rest of the analysis, we remove calls that last less
than ten seconds.

We measure the duration of a call in minutes. Figs. 5.23a and 5.23b show the
Empirical Cumulative Distribution Function (ECDF) of the number of calls and call
duration over a ten-day period, respectively. Notice that both the number of calls and
the call duration are discrete variables; this makes the ECDF look like a step function.
The median number of calls per user over ten days is 28, with approximately 3 calls
per user per day. About 90% of the users have less than 130 calls over ten days (i.e.,
approximately13 calls/day) which is consistent with the results in [87]. The median
of the call duration is two minutes and approximately 90% of the calls are less than
ten minutes long. This means that the majority of the calls has a short duration, that
is, the lifetime of an entity could be short if based only on the call duration. However,
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Figure 5.23: ECDF of the # of calls and call duration over 10 days.

we need also to consider the time between calls since we do not want to destroy an
entity just to find out that we have to deploy it again a few seconds later.

A call interval is defined as the lag between the time a call terminates and the
time the next call is placed, for a given user. As before, we measure the call interval in
minutes. Fig. 5.24 shows the box-and-whisker plot of the ratio of calls with different
call interval levels per user. The levels are indicated by the labels on the left side of
the Y-axis. For example, a level of (2, 5] indicates a call interval that goes from above
2 to 5 minutes. The levels are evenly partitioned with a step size of five minutes,
excluding the last level which represents a call interval longer than 30 minutes. The
first 5-minute level is further broken into two levels to show more details on very
short call intervals (i.e., less than two minutes). The labels on the second Y-axis on
the right indicate the percentage of outliers for each level (i.e., shown as black dots
in the plot).

If the time interval between two calls is short, or if the majority of the calls are
placed within a certain time interval, it may be inefficient to destroy the entity around
that interval. For example, if a user places a call every three minutes, it is inefficient
to destroy his VCN at the 2 minute mark as it will have to be deployed again 1 minute



110 Chapter 5. A Next-generation P2P Virtual Core Network

● ●● ●● ●●● ● ●●● ●●●● ●● ● ●●●● ●● ●● ●● ● ● ●●● ●● ●● ●● ●● ●●● ● ●● ●● ●●● ●●●● ●● ●●● ●● ●●● ●●●●● ●● ●●● ●● ●● ●● ●● ●●●● ●●●●● ●●● ●● ●● ● ●●●● ● ●● ●●●● ●● ● ● ●● ● ●● ●●●●● ●●● ●●●● ●● ●●●● ●●● ●● ● ●● ●●● ●●● ● ● ●●●● ●●●● ●● ● ●● ●● ●● ●● ●● ●●●● ●●● ● ●● ●● ●●● ●● ●●● ● ●● ●●● ● ●● ●●● ●●●● ●●● ●●● ●● ● ●●● ● ●● ●● ●● ●●● ● ●● ●● ● ●● ●●● ●● ●●● ●●● ●●●● ●● ●● ● ● ●● ●●● ●● ●● ●●● ●● ● ●●●● ● ●● ●●● ●●●● ●●● ●● ● ●●● ● ●●●● ●● ● ●●● ●●●● ● ●●● ●●● ●● ● ●●● ●● ●● ● ●● ●● ●● ● ●● ●● ●●● ●●● ●● ●●●● ●● ● ●● ●●● ● ●● ● ●●● ●●● ●●● ● ●● ●●● ●● ● ●● ●●● ● ●● ●● ●●●● ●●● ●● ●● ● ●●●● ●● ●● ●●● ●● ●●●● ● ●● ●● ●● ● ●●● ●●● ●●● ●●● ●● ● ●●● ●●●● ●●● ●● ●●● ●● ●● ●●● ●●● ●● ●● ●● ●● ●● ●● ● ●●● ●● ●● ●●● ●●●● ● ●●● ●● ● ●●●● ●● ●● ● ●●●●● ●●●● ●● ●●●● ● ●●●● ●● ●●●● ●●● ●●● ● ●●● ● ●● ●● ●● ●●●● ● ●● ●●●● ●● ●●●●● ●●● ●● ●● ●● ●●● ●●● ●●●●●●● ● ●● ●● ● ●●●● ● ●● ●● ●●● ● ●● ●● ● ●●● ● ●●● ●●● ●●● ●● ●● ●● ●●● ● ●●●● ● ●●● ● ●●● ●● ●●●●● ●● ● ●● ● ● ●● ●●●● ●● ●●● ●●●● ●● ●●● ●●● ●●●●●● ● ●● ● ●●●●● ● ● ●●●●● ●● ●● ● ●●●●●● ●●● ●● ●● ● ● ●● ●● ● ●●● ●● ●●● ● ●● ●● ●●●● ●● ● ●● ●● ● ●● ● ●● ●●●●●●● ● ● ●●● ● ● ●●●● ●● ●●● ●● ● ● ●●●● ● ●●● ●● ●●●●●● ●● ●● ●●●● ● ●● ●●● ● ● ●●● ●●●●● ●●● ● ●● ●●●● ● ●● ●●● ● ●●●● ●●● ●●● ●● ● ●●●●●● ● ●● ●●● ●●●●●● ●●● ●● ●●● ●●● ●●●● ●●● ●● ●● ● ●● ●●●●● ●● ●●● ●● ●●●● ●● ● ●● ●● ●● ●● ●●● ●● ●● ●● ●●●● ●● ●●● ●●● ● ●● ●● ●● ●●● ●●●●●● ● ●●●● ●● ● ●● ●●●● ●●● ●● ●●● ●●● ●●● ●● ● ●●● ● ●●●● ● ● ●●● ●●●● ●●● ●●●● ●● ●●●● ●●●● ●●● ●● ●● ●●● ●● ●●● ● ●● ● ●●●●●● ●●●● ●●● ●●● ●●● ●● ● ●● ●●●● ● ●● ●● ●●●●●●● ●● ●●●● ●●●●●●● ●● ●● ●● ●●● ●● ●● ●●● ●● ●● ●●●●●● ● ● ●● ● ●● ●●●●● ●● ●●● ●● ●●● ●● ●● ●●● ●●●●● ●●● ●●● ●● ●●● ● ●●●●● ●● ●●●● ●● ● ●● ●●● ●●●● ●●● ●●● ● ●●● ●●● ●● ●● ●● ● ●●●● ●● ● ●●●● ● ● ●● ●●● ●● ●●● ●●●● ●●● ●● ●● ●● ● ●●●● ●●● ●●●● ●●● ● ●●●● ● ● ●● ●●● ●● ●● ●●●● ●● ●● ● ●● ● ●●●●● ● ●●● ● ●●● ●● ●●● ●●●● ●● ●● ●●●● ●●● ●● ●●● ●● ●● ●● ●●●● ●● ●●● ●●● ● ● ●●●●● ●● ●● ●●●● ●●●● ●●● ●●●●●●● ●●● ●● ●●● ● ●● ●●●● ●● ●●●●● ●●●●● ● ●●● ●●● ● ●●●● ● ●●●● ●●●● ●● ●●●● ● ●● ●●● ●●● ●●●● ● ●● ●● ● ●● ●●● ●● ●● ●● ●●●● ● ●●●● ●●●● ●● ●● ●● ●● ●● ●●●●●● ● ●● ●●● ●●● ●● ●● ●● ●●●● ●● ●●● ● ● ● ●● ● ●● ●● ●●●● ● ●●●● ●●● ●● ●●●●● ● ● ●● ●● ● ●●●●● ● ● ●●● ●● ●●● ●● ●● ●●●● ●●● ●●●●● ● ●●●●● ●●● ● ● ●●● ●●● ●●●● ●● ●● ●●● ●● ●●● ●●● ●●●● ●●● ● ●●●● ●●●● ●●●●●●●● ● ●●●● ●●●● ●● ●●● ● ●●●● ● ●●● ● ●● ● ●●● ●● ● ●● ●● ● ●●● ●●●● ●●● ●●● ●● ●● ●● ●●●● ●●●●● ●●● ●●● ● ●●●●● ●●● ●●● ●●●● ●●●●●● ●●●● ●●●●● ●●●● ●●● ●● ●● ● ●● ●● ●●● ●● ● ●● ●●● ●● ●● ●● ●● ●●● ●● ●● ● ●●● ●●● ●● ● ●● ●● ●●●● ●●●●●● ●●● ●●● ●●●●●● ●● ●●● ●●● ● ●●● ● ●●●●● ●● ●●● ● ●●●● ●● ●●●● ●●● ●●● ●● ●●● ●●●● ●●● ●● ●●●● ●● ●●●●● ●● ●● ● ● ●● ●● ●●● ● ●●● ●●●●● ●● ● ●●● ●●●●● ●●●●● ●●● ● ●● ●● ●●●●● ●●● ●● ●●●● ●● ●●●● ●●● ● ● ●●● ●● ● ●●● ● ●● ●●●●● ● ●●● ●●● ●●● ●●● ●● ●●● ●●● ● ●● ●● ● ●● ●● ●● ●●● ● ●● ●●● ●●● ● ●● ●●●●●● ●●●● ●● ●● ●● ● ●●●● ●● ● ●● ●●● ●

●●● ●●●● ● ●● ● ●● ●● ● ●● ●●●●●●● ●●●● ●● ●● ●● ●● ●● ●● ●● ● ●●● ● ● ● ●●● ● ● ●●● ● ●● ●● ● ● ●●●● ●● ●● ●●● ●● ●● ● ●● ●●● ●●● ●● ● ●● ●●● ●● ●● ●● ●● ●● ●●● ●●● ●●● ●●●● ●●● ●●●● ●●● ●● ●● ●●● ●●● ●●● ●● ●● ●● ●● ●● ●● ● ●●● ●● ●● ●●●● ●● ● ●● ●●● ● ●●●● ●● ●●● ●● ●●● ●● ●●● ● ●●● ●●●● ●●●●● ● ●●●● ●● ●●●●●● ●● ●● ●●● ●● ●● ●●●● ●●● ● ●● ●●● ●●● ● ●●● ● ●●● ●●● ●● ● ●●● ● ●●●●● ●●●● ●●●● ●● ●● ● ●●● ● ●●● ● ●● ●● ●●● ●● ●● ● ●●● ●● ●● ●● ●● ●●● ●●● ● ●●● ●●● ●● ●●● ● ●●● ●● ●● ●● ●●●●● ●● ● ●●● ●● ●● ●● ●●● ●●● ●●● ●●● ●●● ● ●●●● ●● ●● ●● ● ●● ●●●● ● ●● ●●●●●● ●●●●● ●● ● ●●●●● ●●● ● ●●●● ●●●● ●● ●●●● ●●● ● ● ●●● ● ●●● ●●● ●●● ●●● ●● ●● ●● ●● ●● ●● ●● ●● ●● ● ● ●●● ● ●●● ●●●●● ●●●●● ● ●●● ●● ● ● ●● ●●●● ●●● ●● ●●● ●●●● ●● ●● ● ●●●● ● ● ● ●● ● ●●● ● ● ●● ●●● ● ●●● ●●● ●● ●●● ●●● ● ●● ●●●●● ●●● ● ● ●● ● ●● ● ●●● ●●● ●● ●● ● ● ●● ●●●● ●●● ●● ● ●●●● ●● ● ●● ●● ● ●● ●● ●● ● ●●● ●●● ●●●●● ●●●● ●● ●●●● ●●●● ●●● ●● ●●● ● ●● ●●●●● ● ● ●●●● ● ● ●●● ● ●● ● ●● ●● ●● ●●● ● ●● ●●● ● ●●●● ●●● ●●● ●● ●● ● ● ●●●● ●● ●● ●● ●● ● ●●●●● ●● ●● ●● ● ●● ●● ●● ●●● ●●● ●● ●● ●●● ● ●●● ●●● ●●● ●●●●● ● ●●● ●● ●●●● ●●● ● ●●●● ●● ●● ●● ●●● ● ●● ● ●●● ●● ● ●●● ●● ●●●● ●● ●●●● ● ●●● ●● ●● ● ●●● ●●●● ●●● ●●●● ●●● ● ●●●●● ● ● ●●● ● ●●● ●●● ● ●●●● ● ●● ●●● ● ●● ● ●●● ●● ●●● ●●●● ●●●● ●●●● ●● ●● ●●● ● ●●● ●●●● ● ●● ● ●●● ●● ● ●●●●● ● ●●● ●● ●● ●●● ●●● ●●● ●●● ●● ●● ●● ●● ●● ●● ●● ●●● ●●● ●●● ● ●●● ●●● ● ●● ●● ● ●●● ●●● ●●● ● ●●●● ● ●● ●● ● ● ●● ●●● ●●● ●● ● ●● ●●●● ● ●● ●● ●● ● ●● ●● ●●● ●●●● ●● ●● ●●●●● ●● ●●● ●●●●●●●● ●●● ● ●●● ●●● ●●● ●● ● ●●●● ●● ● ●● ● ●● ●●● ●● ●● ● ●● ●●● ●● ●●●● ●● ●●● ● ●● ● ●●● ● ●●●● ● ●●● ●● ●● ●●●● ● ●● ●● ●●● ●● ● ●●●● ●● ●●●● ●●●● ●●● ●● ● ●●● ●● ●● ●● ●●● ●●● ●● ●●● ● ●● ●●● ● ● ●●●●●● ● ● ●●● ●●● ●●● ● ●● ●●● ●● ● ●●●● ●● ● ●● ●● ●●● ●● ● ●●●● ●●● ●●● ● ●● ●● ●●● ● ●● ●●●●●● ● ● ●● ●● ● ●●● ●● ●● ● ●●● ●●●● ●●● ●● ●● ●● ● ●●●● ●●● ●● ●● ●●●●● ●●●● ● ●●●●● ● ● ●●● ●●●● ●●●● ●● ●●● ● ●●●●● ● ● ●● ●● ●● ● ●● ●●●●●● ●●●●● ●● ●●● ●●● ●● ●●● ●●●●●● ●●● ● ●●● ●●● ● ● ●● ●●● ●● ●● ●● ●● ● ● ●● ●●●● ●● ●●●●● ●● ●● ●●● ●● ●●●● ● ●● ●● ●● ●● ● ●● ●●● ●● ●● ●● ● ● ●●● ●●●●● ●● ● ●● ●●●● ●● ●●●● ●● ●●● ●●●● ●●● ●●● ● ●● ●● ●● ●● ●●● ●● ●● ●● ●●● ●●● ●● ●● ●● ●●● ● ●● ●● ●● ●●● ●●● ●●● ●●●●● ● ●●●● ●●● ●● ● ● ●●●● ●●●●●●●● ●● ●●●● ●●●● ●● ● ●●●● ●●●● ●●● ●● ●● ● ●● ● ●●● ●● ● ●●● ●●●● ●●●● ●● ●●●●●●● ●● ●● ● ●●● ●●●● ●●●●● ● ●●● ●● ●● ● ●● ●● ●● ●●● ●●● ●● ●● ●●●●● ●●● ●● ●● ●● ●● ● ●●●● ●●●●● ● ●● ● ●●● ●● ● ●● ● ●●●● ●●●●● ●● ● ●●●● ● ●●● ●● ●●● ●●●●● ●● ● ●●● ●●●● ●●●● ●●●●● ●● ●●● ●● ● ●● ●●● ●● ● ●●●● ●●● ●●●● ● ●●● ●●● ●●● ●● ●● ●● ● ●●●● ●●●●●●● ●● ●●● ●● ●● ●●●● ● ●● ●● ●●●●● ● ●●● ●●●●●●● ●● ●●●●● ●● ● ● ●● ● ●●● ● ●● ●● ●● ● ● ●● ● ●● ●● ●● ●●●●● ● ● ●●● ●● ● ●●● ●● ● ●●● ●● ●● ● ●●● ●● ● ●●● ●●●● ●●●● ●●● ●●● ● ●●● ●●● ● ●●●● ●●● ●●● ●●● ● ●●● ●● ●● ●● ●●● ●● ●● ●●●● ●●● ●● ● ●●● ●●● ●● ●● ●●●●● ●● ●● ●● ●● ●● ●● ●●● ● ●● ● ●● ●● ●●●● ● ●● ●● ●●●● ●● ●● ●●● ●● ●● ●● ●● ●●● ● ●● ●●●● ● ● ● ●●●●● ●● ●● ●● ●● ● ●● ● ●● ● ●● ●● ●●● ●● ●●● ●●●● ●● ●● ●● ●● ●●●● ● ●● ●●● ●● ●●●● ● ●● ●● ●●● ●●●●● ● ●● ●● ●●● ●● ●● ●● ●● ● ●●●●● ●●● ● ● ●● ●●● ●● ●● ●● ●●● ● ●● ●● ●● ●●●●●● ● ●●● ● ●● ●● ●● ●●● ● ●●● ● ● ●●●● ●●● ● ●● ●●● ●● ●●● ● ● ●●● ●●● ●● ●● ●●● ●● ●●●● ● ●●● ●● ●●● ●●● ● ●● ●● ● ● ●●● ●● ●●●●●● ●●● ●●● ●●● ●●●● ●● ●●● ●● ●● ●● ●●●●●●● ●● ●●●● ●● ●● ● ●●● ● ●● ●●● ●● ●● ●●● ●● ●●● ●●● ●● ●● ●● ● ●● ●●● ●●● ●● ●●●● ●●●● ●●● ●●● ●● ●● ●● ●●●● ●●● ● ●●● ●● ●● ●● ●● ●● ● ●●● ● ●●●● ●● ●● ● ●●●● ●●● ● ●●● ●● ●●● ●● ● ●● ●● ●●● ●●●● ●● ●●●●●● ●● ●●●● ● ●●● ● ●● ●● ●●● ●●● ●●● ●● ●● ●●

●● ●● ●● ● ●●●●● ●●●● ● ●● ●● ●●● ●●●● ●● ●● ●● ●●● ●● ●●●●● ● ●● ● ●● ●● ●● ●● ●● ●●● ●● ●● ●● ● ●●●● ●●●● ●● ● ● ●● ● ●● ●● ● ●●● ●●● ●● ●● ●● ●● ●●●●●● ● ● ●●● ●● ● ● ● ●●●●● ●●● ●●● ●●● ●●●● ● ● ●● ● ●●●● ●● ●● ●●● ●●● ●●● ●● ●●●● ●● ●● ● ● ●● ● ● ●●●● ●● ●●● ●● ● ●●● ●●● ●● ●●● ●●● ●●● ●●● ●● ●● ●● ●● ●●● ●● ●● ●● ● ●● ● ● ●●● ●●●●● ●●●● ●●●●● ● ●●● ●● ● ●●●● ●● ●●●● ● ● ●● ●● ●● ●●●●●● ● ●● ●● ●● ●●● ●● ● ●● ● ●●● ● ●●●● ●● ●● ●●● ●●●● ●● ●● ●●● ●●● ● ●●● ● ●● ●●● ●● ●● ● ●●● ● ● ●●● ● ●● ●● ●● ●●●● ●● ●● ● ● ● ●●●●● ●● ●● ● ●● ●●● ●●●● ●● ●●● ●●●● ●● ● ●●● ●●●●●● ●● ●● ● ●●● ● ●● ●●● ●● ●● ●●● ●●● ● ●●●● ●● ●●● ● ●●● ●●● ●● ●●● ●● ●●●● ● ●● ●●● ●● ●●● ●●●● ●● ● ●● ●●●● ●● ●●●●● ● ●● ● ●● ● ●●●● ●● ● ● ●●● ● ● ●● ●●●● ● ●●●● ●● ●●●●● ●●●● ●●●● ●●● ●● ● ●●● ●●● ●● ●●● ●● ● ●●●● ●● ●●●● ●● ●● ●● ●● ● ●●● ● ●●● ● ● ●●● ●● ●●● ●● ● ●●● ● ●●●●● ● ●●● ● ● ●●●● ●● ●● ●●● ●●● ●●● ● ●● ●●● ●● ● ●● ●● ●● ●● ●● ●● ●●● ● ●● ● ● ●●●●● ●● ●●● ●● ●●●●● ●●●● ●●●●●●● ●●●● ●●● ● ●●● ●● ●● ●●● ● ●●● ●● ●● ●●●● ● ●●● ●●●● ●● ●● ●●●●●●● ●● ●●● ●●●● ●●● ●● ● ●●●● ●● ●● ●● ●●● ● ●● ●● ●● ●● ● ●●●●●●● ●●● ●●● ●● ●●● ●●●● ●●● ●● ●●●● ●●● ● ●● ●●●● ● ● ●● ● ●●● ● ●●●● ●●●● ● ●● ●●●●● ●● ●● ● ● ●● ●●● ●●● ● ●●●●● ●●● ●●● ●● ●● ●● ●●●● ●●● ●●●● ●●● ● ●●● ●● ●● ●●●● ● ●● ● ●●● ● ●● ● ●●●●● ● ●● ●● ●● ● ●●● ●● ●●●● ● ●● ●●● ●● ●●● ●●● ●●●● ●●● ● ●● ●● ● ●●●● ● ●●●●● ●●●● ●●●● ●● ●●●● ●● ● ●●●● ●● ●● ●● ●● ● ●●● ●●● ●● ●● ● ●●●●●●●● ●● ●● ●●● ●● ●● ● ● ●● ●● ●●●● ●● ● ●●●●● ●●●● ● ●●●● ●●● ● ●●● ● ●●● ● ●●● ● ●●●● ●● ● ● ●●● ●● ●● ●●● ●●● ●●● ●●● ● ●●● ●●● ●●● ● ●● ●● ●● ●●●● ● ●●●● ●● ●● ● ●●●● ●●● ●● ●●● ●●● ● ●●● ●● ● ●●●● ●●● ●●● ● ● ●●●● ●● ●● ●● ●● ●●● ●●● ● ●●● ●● ●●● ●●● ●● ●●●● ●● ●●●●●● ●● ●● ●● ●●● ●●● ●●●● ●● ●● ● ●●● ●● ●●● ●● ●●●●● ●● ●●● ● ●●●● ● ●●●●● ● ●●●●●●● ●● ●● ●● ●●● ●● ●● ●● ● ●●● ●●● ●● ● ●● ●● ●●●● ●●● ●●●● ●● ●● ● ● ●●●● ●● ● ●●●● ●● ●●●●● ● ●●● ●●● ●●● ●● ●● ●● ●● ● ●● ●● ●● ●● ●● ●● ●●● ●●●● ●●● ● ●● ●● ● ●●●● ●● ●● ●● ●● ●● ● ●●● ●●● ●●●●● ●● ●● ●●●● ●● ●● ● ●● ● ●●● ●●●●●●● ●●● ●● ● ●●● ●● ● ● ●● ●●●● ●●● ●● ●● ●● ●● ●●●●● ●● ● ●●●●● ●●●●●● ●● ●● ●● ● ●●●●● ●●● ●● ●● ●●● ●●● ●●●●● ●● ●●●● ●●● ●●● ● ●●● ● ●●● ●● ● ●●● ●● ● ●● ●●●● ●●● ● ●● ●●● ●●●● ●● ●●●●● ●● ●●● ●●● ●●● ●●● ● ●●● ● ● ●●● ●● ● ●● ●● ●● ●●● ● ● ●● ● ●●● ●●●● ●● ●● ●● ●●●● ●●● ●●●●● ● ●●●● ● ●● ●●● ●●● ● ●● ●● ●● ● ●●●●●● ●● ●●● ● ●● ●● ●● ●● ●●●● ●● ●●● ● ●● ●●●●●●● ●● ●● ●● ● ●● ●●● ●●● ●●●●●● ● ●● ●● ●●● ●●● ●● ●●● ● ● ●● ●●● ●● ●●● ●●● ●● ●● ●● ●● ●●● ●●● ●●● ● ●● ●● ●●●● ●●● ●● ●● ●●● ●●●● ● ●● ●●● ●●●● ●●● ●●●● ●● ● ●● ●● ● ●● ● ●●●●● ●●● ●● ●●●● ● ●● ●●● ●●● ● ●● ●●●● ●● ●● ● ●●● ●● ● ●● ●●● ● ●●● ● ●● ●● ●● ●● ●● ●●● ●●●● ●●●● ●● ●●●● ●●● ●●● ●●● ●● ●● ● ●● ● ● ●●● ●● ●● ● ●● ● ● ●● ●● ● ●●●● ●● ●● ●● ●●● ●●● ● ●●● ●● ● ●●● ●●● ● ●● ●● ● ●●●●●● ●●● ●● ●●● ● ●● ●●● ●● ●● ●● ●●●● ●● ● ●●● ●● ● ● ●●●● ●● ●● ●●●● ● ●● ● ●●●●● ●● ●●● ● ●●●● ● ● ●●●● ●●● ● ●● ● ●● ●● ●● ● ●● ●● ● ●●● ●● ●●● ● ●● ●● ●● ●●● ●●● ●● ●●● ●●●● ●●● ●●● ●●● ●● ●●● ●● ●● ●● ●●● ●● ●●● ●●●●● ● ● ●●●●●●● ●● ●●● ● ●●●● ●● ●●● ● ●●●

●●● ● ●● ●● ●●● ●● ● ●● ● ●● ● ●●● ● ● ● ●● ●●● ●● ●●● ● ●● ●● ●● ●● ●●●●● ●● ●● ●●● ●●● ●● ●● ●● ●● ● ●●●●● ●● ●●● ●●●●● ●●● ●●●● ●● ●●●●● ●●● ●●●● ●● ●●● ●●●● ●●●● ●●● ●●●● ●●●● ●●● ●● ●●● ● ● ●● ●● ● ●●● ●● ● ●●●●● ● ●● ●●●●●● ●●● ● ●● ●●● ● ●● ● ●● ●●● ●● ● ●● ●●● ●● ●● ●● ●● ●● ●●● ●●●● ●● ●● ●● ● ●● ●● ●●● ●● ●● ●● ●●● ●● ●● ●● ● ● ●●● ●● ●●● ●●●● ● ●●●● ●●● ●● ● ●● ● ● ●● ●●● ●● ●●● ●● ●●● ●● ●● ●●● ● ●●● ●●● ●● ●● ●● ●●● ●●● ● ● ●● ●● ●● ●●●● ● ●●● ●●● ● ●● ●●● ●● ●●●● ● ●●● ●● ●● ●● ● ●●● ●● ●●●● ●● ●● ●●● ●● ●● ●●●●● ●● ●●● ●●● ●● ●● ● ● ●●●● ●● ● ● ●●●●● ● ●●● ●● ● ●●● ●● ● ●● ● ●● ●● ●● ●●● ●● ●● ●● ● ●●●●●● ● ●●● ●●●●●● ● ● ●● ●● ●● ● ●● ●● ● ●●●●●●● ● ●●●● ●●●● ●● ● ● ●●● ●●● ●●● ● ●● ●●● ●● ●●●● ●●●● ●● ●● ●●● ●● ●●●●● ● ●●●● ●●● ● ●●● ●●●●●● ●●● ●● ● ●●● ● ●●● ●●● ● ●●●●● ●● ●● ●● ●●● ●●●● ●● ●● ●●●● ●●● ●● ●●●● ●● ● ●●●● ●●● ●●●● ●● ●●● ●● ●● ●●● ●●●● ●● ●●● ●● ●● ●●● ●● ● ●●● ● ●●● ● ●●●● ●●●● ●● ● ●● ●● ●● ● ●●● ●●●● ●●●● ●●●● ●● ● ●●● ●●● ● ●●●● ●● ●●● ●●● ●● ● ●●●●● ●● ●●● ●● ● ●●● ●●● ●● ●●● ● ●●●● ●●● ● ●●● ● ●● ● ●●● ●● ●● ●● ●● ●● ● ●● ●●● ● ●●● ●● ●● ●●●● ●● ●● ●●●● ● ●●● ●● ● ●●●●● ●● ●● ●●● ● ●●● ●● ●●● ●● ●● ● ●●●●● ● ●●●●● ● ●● ●●● ●● ●●●● ● ●●● ●●● ●●●● ● ●●● ●● ●● ● ●● ●● ● ●● ●● ● ●●● ● ●● ●●●● ●● ●● ●● ●● ●●●● ● ●● ●●●● ●● ● ●● ●● ●● ●● ●●● ●● ●● ● ●●● ●●● ●● ●● ● ●●●● ●●●● ● ●● ● ●●●● ●●● ●● ●●● ●● ●●● ●●●● ●●● ●●●● ● ● ●● ●●● ●● ●● ●●● ● ●● ● ●●● ●● ●● ● ●● ●●● ● ●● ●●●● ●● ●●● ●● ●●● ● ● ●● ● ●●● ● ●●● ●● ● ●● ●● ● ●●●●● ●● ● ●● ● ●●● ●●● ●●● ● ●● ●●●● ●● ●●●● ●●● ●● ●● ●● ●● ●● ●●● ●●● ● ●● ●● ● ●● ● ●●●● ●●●● ●●●● ●● ●●● ●●● ●● ●● ● ●●● ● ● ● ● ●● ●● ●●● ●●●● ●●● ●●● ●● ●● ●●●● ●● ●● ●● ●● ●●●●● ● ●●● ●●●●● ●● ●● ● ● ●● ●● ● ●● ● ●●● ●● ●●●●● ●● ● ●●●● ● ●● ●●●●● ●●●● ● ●● ●● ●● ●● ●● ●● ● ●●● ●● ●●●● ●● ● ●● ●●● ●●● ●●● ●● ●● ●●● ● ●●● ●● ● ●● ●●●●● ● ●●●●● ●●● ●●●●● ● ●●● ●● ●● ●●● ●● ●● ●● ● ● ●● ●● ● ●● ●●●● ●●● ● ●● ●●● ●●●● ●●● ●●● ● ●● ●● ●●●● ● ●●● ●●●● ●● ● ●●●●● ●● ●● ● ●●●● ●● ● ●● ●● ●●●●●● ●● ● ●●● ● ● ●●● ●● ●● ●●● ●● ● ●● ● ●● ● ●● ● ●●●● ●●●● ●● ●●●● ●●● ● ●●●● ●● ● ● ●●● ●● ●● ●● ●●● ● ●● ●●● ●● ●● ● ●●● ●● ●●●● ● ●●●● ●● ● ●●●● ●●●●● ●●● ● ●● ● ●●● ●● ● ●● ●●●● ●● ●●●●● ●●●●●● ●● ●● ●●● ●●● ●● ●● ● ●●● ● ●●●● ●● ●● ●● ●●● ●●● ●● ●● ●●●● ●● ●● ●● ●●● ●●● ●● ●● ● ●● ● ●●●●● ●●● ●●● ●● ● ●●● ●●●●●● ●●●● ●●● ● ●● ●● ●●● ● ●● ● ●● ●●● ●●● ●●● ●●● ●●●● ●● ●● ●●●● ●●●●● ●● ● ●●● ●●●●● ● ●●● ●● ● ● ●●●● ● ●●● ●●● ● ● ●● ●●●● ●● ●● ●●● ●●● ● ●●●●●● ●●● ●●●● ●●●● ● ●● ●● ● ●● ●●● ● ● ●● ●● ●● ●● ● ●●● ●●●● ●●● ●●●● ●● ●●● ● ●● ●● ● ●● ●● ● ● ●● ●●● ●● ● ●●● ●● ● ● ● ●●● ●● ●● ●●●●● ●● ●● ●● ●●●● ● ● ●●● ●●● ●● ●●● ●●● ●●● ●●●●● ● ●● ●●● ●●●● ● ●●● ● ● ●●● ●● ●●● ●●●● ●●● ●●● ●● ●● ● ●● ●●●●●● ● ● ●●● ● ● ●● ●●●● ● ●● ● ●● ●● ●●●●● ●●● ●● ●● ●● ●●●● ●●● ● ●●● ● ●● ●● ●● ●● ●● ●●●● ●●●● ● ●● ● ●●●● ●● ●● ● ● ●●●● ●● ● ● ●● ●● ●●●●● ● ●●● ● ●● ● ●●●● ●● ●● ●●● ● ●● ● ●●● ●●●● ●●● ●●● ● ●● ● ●● ●● ●●● ●● ●●●●●● ●●●● ●●● ●●●● ●●●● ● ●●●● ●● ●● ● ●●● ●●● ● ●●● ● ●●● ●● ●● ●●● ●●● ●● ● ●● ● ●●● ●● ●●● ●● ●● ● ●● ●●● ●● ●●● ●●●●● ●●● ●● ●● ● ●●● ●● ● ● ●●●● ●● ●● ● ●●● ●● ●● ● ●●● ●●●● ●● ●● ●● ●● ● ●●●●● ●● ●●●● ● ●● ●● ●● ●●● ● ● ●● ●● ●● ●●●● ●● ●●● ●● ●●●● ●● ●●● ●● ●●● ●●● ● ●● ●●●●●●● ●● ●●● ●● ● ●● ●● ●●● ●●●● ●● ●● ●●● ●● ●●● ●●● ●●●●●● ●● ●●●●● ●● ●●●●●● ●● ●●● ●● ●● ● ●●●● ●●● ●● ● ●● ●●● ●● ●● ●● ●● ●● ●● ●●●● ●● ●● ●●● ●●● ●● ●● ●● ●●● ●●● ●●●● ● ●●● ●● ●●●●● ●● ●● ●● ● ●●●● ● ●●●●● ●● ●●●● ●●● ●● ●● ●● ● ●●● ●● ●●● ●●● ●●● ● ●●● ●● ●● ● ●●● ● ● ●● ● ● ●●● ● ● ●●●●● ●● ● ●●●●● ● ●● ● ● ●●●●●● ● ● ●●●●● ●●●● ●● ●● ●● ●● ●● ●●●●● ●●●● ● ● ●● ●●●● ● ●● ● ●●● ●●● ●● ● ●● ●●●●●● ● ●● ●●● ●● ● ●● ● ●● ● ●● ●● ●●●● ●●● ●●● ●● ●● ● ● ●●●● ●● ●●● ●● ●●● ●●● ●● ●● ●●●● ● ●● ●● ●●●● ●● ●●● ●●●●● ●●● ●●● ●●● ●●● ●●● ● ● ● ●● ●●● ● ● ●●●●●● ● ●● ●●● ● ●● ●● ●●●● ● ●●● ● ●● ● ●● ●● ●● ●●● ●● ●●● ●● ●● ●● ●●●● ●●●● ●●●● ●●● ●● ●● ● ●●●● ●●● ● ●●● ●●●● ●●● ● ●●●●●● ●● ●●● ●● ● ●● ●● ●● ● ●● ●●● ●● ●●● ●●● ●● ●●● ●●● ●● ●● ● ● ●●● ●●● ●● ●● ●● ●●●● ●●● ●●● ●●●● ●● ● ●●● ●● ●●● ●● ● ● ●● ●● ●● ●● ●●●● ● ●●● ● ●●● ●●● ●●● ●● ●● ● ●●● ● ●●● ● ●●● ●●● ●● ●●● ●● ●● ●●● ●● ●● ● ●●●●● ●●●● ● ●● ●● ●●● ●● ●● ●●● ●● ● ● ●●● ●● ●● ●●●●● ●● ●●●● ●● ● ●●● ●●● ●● ●●●● ●●● ●● ● ●● ●● ●●●● ● ●●●●● ● ● ●● ●● ●● ●●● ●●●● ●●● ●● ●● ● ● ●●● ●● ●●●● ● ●● ●● ●● ●● ●● ●● ●● ●●●●●● ● ●● ● ● ●● ● ●● ●● ● ●● ● ● ● ●● ● ● ● ●●● ●● ●●● ●●● ● ●● ● ●● ●●●● ●●●● ● ● ●● ●● ●●● ●●● ●●●● ●●● ●●● ●● ●● ● ●

● ● ●●● ●● ●● ●●●●● ●● ●● ●● ●● ●●● ●● ●● ● ●●● ● ●●● ●● ● ●●●●● ●● ●● ●●●●●●● ●● ●●●● ●● ●● ●● ●●● ●●●● ● ●●● ●● ●● ● ●●● ●●●●● ●● ●●● ●●● ●● ●●●● ●●●●● ●●●● ●● ●●●● ●● ●● ●●● ●● ●●●●●●● ●●● ●● ● ●● ●● ●●● ● ●● ● ●● ●● ●● ●●●●● ● ● ●●●●●●● ●●●● ● ●●● ●● ●● ●● ● ● ● ●●●●● ●● ●●●●● ●● ● ●●●● ●● ● ●●● ● ●● ●●● ● ●●●● ● ●● ●● ●● ●●● ●●● ●●● ● ●●●● ● ●● ● ●● ●● ●●●● ●● ●● ●●● ●●● ●●● ● ●● ●● ●●● ● ●●●●● ●● ●● ●●● ● ● ●● ●●● ● ●● ●●●● ●● ● ●● ●●● ●● ● ●●● ● ●●● ●●●●● ●● ●● ● ●●●● ● ● ●●● ●● ●● ●●●● ●●● ● ●●●● ● ●●● ●● ● ● ●● ● ●● ● ●● ●●●● ●●● ● ● ● ●● ●●●●● ● ●● ●● ●● ●●● ●● ● ●● ●● ●● ● ●●● ●● ●●●●● ● ● ●●●● ●● ●●●● ●● ●● ●●●● ● ●● ●●● ●●● ●● ●●● ● ●● ●● ● ●● ● ●● ●●● ●● ●● ●●●●● ●● ●●● ●●● ● ●●● ● ●●●● ● ●●●● ●● ●● ● ● ●●● ●●●● ● ●● ● ●●● ●●● ●●●● ●● ● ●● ●● ●●● ●●● ●● ●● ●● ●● ●● ●● ●● ●●●● ●●● ●● ●● ● ● ●● ●● ● ●● ●● ● ●● ● ●●●●● ●● ●● ●●●● ●● ●●●● ●● ● ●●●● ●● ●● ●●●● ● ● ●●● ●● ● ●● ●●● ●● ●●● ●● ●● ●●● ●● ● ●● ●●●● ● ●●● ●●● ● ●● ● ●● ●●● ●● ●● ●● ●● ●●● ●●● ●●● ●● ●● ● ●●● ●●●● ●● ●●● ●● ●●● ●●●● ● ●● ●● ●● ●●●● ● ●● ● ●● ●● ●● ● ●●● ● ●● ●●● ●●● ●●● ●●●●● ●●● ●●● ●● ●● ● ●●●●●● ●● ●● ●● ●● ●●● ●●● ●●●● ● ●● ●● ●●● ●● ●●● ●● ●●● ●● ●● ●● ●● ● ●● ●●●●● ● ●● ●●● ●● ●● ●● ●●●● ●●● ●● ●● ●●●● ●●● ●●● ● ●● ●●● ●●●● ● ●●●●● ●● ●● ●● ● ●●●● ●● ●● ●●●●● ●●● ●●●●●● ●●● ● ●●●● ●●● ●● ● ●●●● ● ●● ● ●● ●●●●● ●● ● ●●●●●● ● ●●● ●●●●● ●●●● ●● ●●● ●● ●● ●● ●●● ●●●● ● ●●● ●●●● ●●● ●● ●●●● ●●●●● ●● ●●● ●●● ● ●●●● ●● ●●●●● ●●●●●● ●●●● ●● ●●●●● ● ●● ●● ●●● ●● ●● ●●●● ● ●●● ●● ●● ●●● ●●●●●● ●●● ● ●● ● ●●●●● ●● ●● ● ●●●●● ● ●● ●● ●● ● ● ●● ●● ●● ●●●●● ●●●●●●● ●●●●● ● ●●● ● ●● ●● ●●● ●● ●● ●● ●●●●● ●● ●● ●● ●●● ●●● ●●● ● ●●●● ●●● ●●● ●●● ●●● ● ● ●● ●●● ●● ●●● ●●● ●●● ●● ●● ●●● ●● ●● ● ●●●● ● ●●● ●●●● ● ●●● ●●● ● ●● ●●● ●● ● ●●● ● ●●● ●● ●●● ●●● ●●● ●●● ●● ● ●● ●● ●● ●●● ●●● ● ●● ●●● ●● ●● ●● ●● ●●● ●● ●● ●●● ●● ●● ● ● ●● ● ●● ●●● ●●● ●●● ●● ● ● ●● ●● ●● ● ●● ●●●●●●● ● ●● ●●● ● ●● ●● ●●●● ●● ●● ●● ●●●● ● ●●●●● ●● ●● ●●● ● ●● ●●● ●●● ●● ● ●●●● ●●● ●● ● ●●● ●● ●● ●●●● ●●● ●● ●●●● ●● ●● ● ●●●● ● ●●● ●●●●● ● ●●● ●●● ●● ●●●● ●●●● ● ●● ● ●●● ●●●● ● ●●●●●● ● ●● ●●● ●● ● ●● ●●● ●●● ●●● ●●● ●●● ● ●●●● ● ●● ●● ●●●●● ● ●● ●●● ●●●● ●●●●● ●● ● ●● ●●● ●● ●● ● ●●●● ●● ●● ●● ● ● ● ●● ● ●● ●● ●● ●● ●● ●●● ●●● ●●● ● ●●● ● ●●●● ●●● ● ●●●● ●●●● ●●● ●● ●● ●● ●● ●●●● ●● ●●● ●●● ●●●● ●●● ●● ● ●●●● ●● ● ●● ● ●●● ●● ● ●●● ●●●● ●● ● ●● ●●●●● ●● ● ● ●● ●● ●●● ●● ●●● ●● ●● ●●●● ● ●●●●● ● ●●● ● ●● ● ●●● ●●● ●● ●●●●●●●●●● ● ●● ●●● ●●●● ● ●●● ● ●●● ●● ●● ●●● ●●● ●●●●● ● ●● ●● ● ●●● ● ●●● ●●● ● ●●● ●● ● ●● ●●●●● ●●●●●● ●●● ●●●●● ●● ●●● ●●● ● ● ●●●●● ●● ● ●●●● ●● ●● ●● ●●● ● ●●●●●● ●● ●● ●●●●●●● ●● ●●● ●●●● ●● ●● ● ●● ●● ●●● ●● ●● ●● ●●●●● ●● ●● ●● ● ● ●●● ●●● ● ●● ●●●● ● ●●●●● ● ●● ● ●●● ●●● ●●● ●● ●● ●●● ●● ● ●● ● ●● ● ●●● ●●●● ● ●● ●● ●● ● ●●●● ● ●● ●● ●● ●● ●●●●●● ●●●● ● ●● ● ●● ●●●●●● ●●●● ●●●● ●● ●● ● ●● ●● ● ●● ●●● ●● ●●● ●● ●● ●● ●●●● ● ●●● ●●● ●● ● ● ●●●● ● ●●●● ●●● ●● ●● ●●● ●●● ●●●●● ● ● ● ●●● ● ●● ●●●● ●●●● ● ●●●● ●●● ●●●●●● ● ●●●●●● ●● ●●●●● ●●●●● ●● ●● ●● ●● ●● ● ●● ●● ● ●● ●●●● ●●●●●●● ●● ●● ●●●● ●●● ● ●●●●● ●●● ●●● ● ●● ●●● ●● ●●●● ●● ●●●●● ●●● ●●●●● ● ● ●●●●●● ● ●●● ●●● ●●● ●●● ● ●●● ●●●● ●● ●● ●●● ●● ● ●● ●●● ●●● ●● ●● ●● ●● ●● ● ●● ●●●● ●●●●● ●● ●●● ●● ●● ●●● ● ●●●● ●● ●●●● ● ●●●●● ●●●●● ● ●●●●●●●● ● ●●●●●● ●●● ●●● ●● ●●●● ● ●● ● ●● ●●● ●● ●● ●● ●●●●● ●●● ● ●● ●● ●● ●● ●●● ●●● ● ●●● ●●● ●●● ● ●● ● ●● ●●●● ●● ● ●●●● ●● ●●●●● ● ●●● ●●●● ●●●● ●●●●● ●●●● ● ● ●● ● ●●● ●● ● ●●● ● ●●● ●●●● ●● ●●● ●● ● ●●●● ●●● ●●●● ●● ●● ●●● ●●●● ● ●●● ●●●● ●● ●● ●● ● ●●● ●●●●● ● ●●● ●● ●● ●● ●●● ●●● ●●●●● ●● ●●●● ●●● ● ● ●● ●● ●●● ● ●●● ● ●● ● ●●● ● ●●●● ● ●●● ●●●● ●●● ●● ● ●● ●●●●●● ● ●●●● ●●●●● ●● ●●●●●● ● ●● ● ●● ●● ●● ●●● ●●●●● ● ● ●●● ● ●●● ●●● ●●●● ●●●●●● ●● ●●●● ●● ●●●●● ● ●●● ● ● ●● ●● ● ●● ● ● ●● ●●●●● ●● ●● ●● ● ●●● ●●●● ●●●● ●●● ●●●● ● ●● ●●● ●● ●●● ● ●● ●●● ●● ●●●●● ● ● ●●● ● ●● ● ●●● ●●●● ● ●●● ● ●●●● ●●●●● ●● ●● ●●● ●● ●● ● ●●●● ●● ● ●●● ● ● ●● ●● ● ●●● ● ● ●●● ●● ●●● ●● ● ● ●●● ●● ●●●●● ●●●● ●● ● ● ●●● ●● ●● ●●● ●●●● ●● ● ●● ●●●● ●●● ●●● ●●●●● ●● ●●● ● ●●●●●● ●● ●●● ●● ● ● ● ●●●●● ● ● ●● ●● ●●●● ●●●●●● ●● ●● ●●● ● ●● ●● ●● ●●● ●●● ●● ●● ●●●●● ●● ● ● ●●● ●● ● ●● ●●●● ●●● ●● ●●● ●●● ●● ●●●●●● ● ●●● ●●● ●●● ●● ●●● ●● ●● ● ●● ●● ●● ●● ● ●● ●●●● ●● ●●●● ●●● ●● ●● ●● ●●● ●● ●● ● ●● ●●● ● ●●●●● ●● ●● ●● ●●●●● ●●● ● ●● ●●●●● ● ●●● ●●● ● ●●● ●● ● ●●● ●●●●● ●●● ●● ● ●●● ●● ●●● ●●●● ● ●●● ●●●●● ●●● ●● ● ●● ●● ●● ●●● ●● ● ●● ●●● ●● ●●●●●●●● ●● ● ●●●●● ●●● ●●●● ●●● ●● ●●●● ● ●● ●● ● ●● ● ●● ●● ●●●● ●● ●●● ●● ●● ● ●● ● ●●●●● ●●●● ●●● ●●●● ●●● ● ● ●● ●●●●● ●●● ● ●●●● ●● ●● ●●● ●● ●● ● ●● ●● ●●● ●●● ●● ●●● ●● ● ●● ●● ●●● ●●●● ● ●● ●●●●● ●● ●●●● ●● ●● ●● ●●●● ●●●●●● ●●● ●●● ●●● ●● ●● ●●● ●●●● ● ● ●● ●●● ●● ●●● ●● ●● ●● ●●● ●●● ●● ● ● ●●●● ●●●●● ● ●●● ●●● ●●● ●●● ●● ●● ● ●● ●● ● ●● ● ●●● ●●●● ● ●●●●●● ●●● ●●● ●●● ●● ●●● ●●●●● ●●● ● ●●● ●●● ● ● ●●● ● ●●●● ●●●● ●●●●● ●● ●● ●●● ●● ●● ●●● ●●● ●●● ●● ● ●●● ●● ● ● ●● ●● ●● ●●● ● ●●● ● ●●●● ●● ●●●● ●● ●●● ●● ●●●●● ●● ●● ●●● ●●● ●●● ●●●●● ●●● ●●● ●● ●● ●●● ●● ●● ●●● ●●● ●● ●●● ●●●●● ●● ●● ●●●● ● ●●● ● ● ●●●●●●● ●●●●● ●● ●● ● ●●● ●●●●●● ● ● ●● ●● ●●●●● ●●● ● ●●●●● ●● ● ●● ●●● ●● ●●●● ●●●● ●●● ● ●●● ●●●●●● ●●● ● ●●● ●●● ● ●●● ●●● ● ●●●●●●●● ● ● ●● ● ●● ●●● ●●●● ●● ●●● ●●● ●● ● ●●●●● ● ● ●●●● ●●●●●●●● ● ●● ●● ●● ● ●●●● ●● ●●● ●●●● ●● ●●● ● ●●● ●●●●●●● ●● ●● ●●●● ●● ●● ● ●● ●● ● ●●●● ●●● ●●● ●●● ●● ●●● ●●● ●●●●● ● ●● ●●● ● ●● ●●● ●● ●● ●●● ●●●● ●● ●●●●●● ●● ●●●● ● ●●● ● ●●●● ●● ●● ●● ●● ●●● ●● ●● ● ●●● ●● ●●● ● ●●●●● ●●● ●●●●● ●●●●●●●● ●● ● ● ●● ●●● ●●●● ●● ●● ●●●●● ●●●● ●● ●●●●● ●● ●●●●● ● ●● ●● ●●●● ●● ●● ●● ●●● ●● ●● ●● ●● ●● ●● ●●●● ●● ●●● ● ●●● ●●●●●● ●●●● ●● ●● ● ●● ● ●● ● ●●● ●●● ● ● ●●●● ●● ● ●● ●●● ●● ● ●● ● ●● ●● ●● ●●

●●●● ●● ●●● ●●● ●●● ●● ●● ●●●● ●●● ●● ●● ●● ●●●● ●● ●● ● ●●● ● ●●● ●●●●● ●● ●● ●● ● ●● ●● ● ● ●●●●● ●●●●●● ●●● ●●● ●● ●●● ● ●● ●●●● ●●● ●● ● ●● ●● ● ●● ●●● ●● ●● ●●● ● ●●● ●● ●● ●●● ●● ● ●●●●● ● ●● ● ●● ●●● ● ●● ●●● ●● ● ●● ● ●●● ●●●● ●● ●● ●●●●● ●●● ● ●● ●●● ●●● ●●●●●● ●●● ●● ●●● ●● ● ●● ●● ●●● ●● ●● ● ●● ●● ●●●● ●● ●● ●● ● ● ●● ●●●● ● ●●●● ● ● ●● ●●●●● ● ●● ●● ● ●● ● ●●● ●●● ●●●● ●● ●●● ●● ●● ●● ●● ●●●●● ● ●● ●● ●●● ● ● ●●● ● ●● ● ●●● ● ●●●● ●●● ●● ●● ● ●● ●● ●● ●● ●●● ● ●● ●●● ●●● ● ●●● ● ●● ● ●●●● ●●●● ● ●●●● ● ●● ●● ●●●●●● ●● ●●● ●●● ● ●● ●●●●● ●●● ●●●● ●●●● ●● ●● ●● ●●● ●●●●● ●● ● ●● ●●●● ●●● ●●●● ●●●● ●●●● ●●● ●●● ●● ● ●●● ●● ●● ●●●● ● ●● ●● ●● ● ●●● ●●● ● ●●●●● ●●●●● ● ●● ● ●●●●●●●● ●●● ●●●● ● ●●●● ●●● ●●●● ●●● ●● ●● ● ●● ●●● ●● ●●●●●●● ●● ●●●●● ●● ●●●●● ●● ●●● ● ●●●●● ●●●●● ●● ● ●●● ●●● ● ●●● ● ● ●●●●● ●●● ●●● ●●● ● ●●● ●●●● ●● ●●● ●● ●● ●●● ●●●●● ●● ● ●●● ●●● ● ●● ●● ●● ●● ●● ● ●●● ●● ●● ●●●●●● ●●● ●●●● ●●●● ●●● ● ●●● ● ●●● ● ●● ●●● ●● ●●● ●● ●● ● ● ●● ●●●● ● ●● ● ●● ●● ●●●● ●●● ●● ●●●● ●●●●● ●● ● ●● ●● ● ● ●● ●●● ● ●● ● ●● ●●● ●●●● ●●● ● ●● ● ●●●● ●● ●●●●● ●● ●●● ● ●●● ●● ●●● ●●●●● ●●● ●●● ●●● ●●●●●● ● ●● ●● ●●●● ●●● ●● ● ●● ●●● ●● ●●●● ●●●● ●●●●●●●● ● ● ●●●●● ●●● ●● ● ● ●● ●● ●● ●● ●●● ●● ●●● ● ●●●●● ●● ● ●●●● ●●●●● ●● ●●● ● ●●●●● ●●●● ●●● ●●● ●● ●● ● ●● ●● ●● ●●●● ●●● ●● ●● ● ●●● ●● ●● ●● ●● ●● ●● ●●●● ●●● ●● ●● ●● ●● ●●● ●● ● ● ●● ●● ●●●● ●● ● ● ●● ●● ●● ●● ●● ●●● ●● ● ●● ●●●●● ●●● ●●●● ●●● ●● ●● ●●● ● ●●● ●● ●● ●● ●●● ● ●● ● ●● ●●● ●● ●● ●●● ●●●● ●● ●● ●● ● ●●●●●● ●● ●●● ●●●●● ●● ●●● ●●● ●● ●● ● ●●●● ●● ●● ●● ● ●● ● ●● ●●●●● ●●● ●● ● ● ●●● ● ●●●● ●● ●●● ●●●●● ●● ●●●● ● ●●●●● ● ●● ●● ●●●● ●● ●●● ●●● ●● ●● ●●● ●● ●● ●● ●●●●● ●● ● ●●●●● ●●●● ●●● ●●●● ●●● ● ●● ●● ●● ●●●● ●●● ●● ● ●● ●●● ●● ●● ●● ● ●●●●●●● ●● ●●●●● ●● ●●● ● ●● ● ●● ●●●● ●●● ● ●● ●●● ● ●●●●●● ●●●● ● ●●● ●● ●●● ●● ●●● ● ●● ●● ● ● ● ●● ● ●●● ●●●● ●● ●●● ● ●●● ● ●●● ●●● ●● ●● ●●●●●●● ●●● ●● ●●●● ●● ●●●● ●● ●● ● ●●●● ●●● ●● ●● ●● ●● ● ●●● ●●● ●●●●● ●● ●●●● ●● ● ●● ●●● ●●● ●● ●●●● ● ●● ● ● ●●●●● ●●● ●● ● ●●●●● ●● ●●● ●●● ●●● ●●●●● ●●● ●● ●● ●● ● ● ●●●●● ●● ● ●● ●●● ●● ●●● ●●● ●● ●●●●●● ● ● ●● ●●● ● ●● ●● ●●● ●● ●●● ●● ●● ●● ●●● ●●●● ●● ●● ●● ●● ● ●● ● ●●●● ●●● ●●●●● ●●● ●●●●● ●● ●● ●●●●● ●●● ●● ●●●● ●●● ● ● ●●●● ●●● ● ●●● ● ●●● ●● ●● ●● ●● ● ●● ● ● ●● ●●●● ●●● ●●●● ●●● ● ●● ● ●● ●●● ●● ●●●● ●●● ●●●●● ● ● ●●● ●●●● ● ● ●● ●●●●● ● ● ●●●●● ●●● ●●●● ●●●● ●● ●●●● ●● ●● ●● ●●●● ●● ● ●●● ●●● ●●● ●●● ●●●●●● ●● ●● ●● ● ●●● ●● ●● ● ●● ●● ●●● ●● ●●●● ●● ●●● ●● ●●● ●● ●●●● ●●● ●● ● ●●● ●●● ● ●●●● ●● ● ●●● ●● ● ● ●● ● ● ●●● ●●●● ●●●●● ● ●● ●● ● ●●● ●● ●●●●● ●●●● ●● ●●● ●● ● ● ●●● ● ●● ●● ●● ●● ●● ●● ●● ●●● ●●●● ●● ●● ●● ● ● ●● ●● ● ●●● ●●●●● ● ●● ●●●●● ● ●● ● ●● ● ●● ● ●● ●● ● ●● ●●● ●●● ●●● ●● ●● ●● ● ● ● ● ●● ●●●● ●● ●●●● ● ●● ●● ●●●●● ●●●●●●● ●● ●● ●●● ●●● ●●●● ●● ●●● ● ●● ● ●● ●●●●● ● ●●● ● ●● ●●● ●●● ● ● ●● ●●●● ● ●●● ●●●●● ●●●●●●● ●●●●● ●●● ●●●●●● ● ● ●●●● ●●●● ●● ●● ●● ●●●● ● ● ●●●● ●● ●●● ● ●●● ●●●●●● ●● ●●●●● ● ●●●● ●● ●● ●●● ●●● ●● ●● ●● ●● ●● ●● ●● ● ●● ● ●●● ●●●● ●● ●● ●●●● ●●●●● ● ● ●● ● ●●● ●● ●●●●● ●●● ● ●●● ●●● ● ●●●● ●●● ●●●● ●●● ●●● ● ●● ●● ●● ●●●●● ●●● ●● ●●●● ●● ●●●● ●● ●● ●●●● ● ● ● ●●● ●● ●●●●●●● ●● ● ●●●● ● ●●● ● ●●● ●●●● ●● ●● ●● ●● ●●● ●●● ●●●● ●●●●● ● ●●● ●● ● ●● ●● ●●● ●●●●● ●● ●● ● ●●●● ●● ●● ●●● ● ●●●● ●● ●●● ● ● ●●●● ● ●● ●●●●●● ●● ● ●● ●●● ●●● ●● ●● ● ●● ●● ●● ●●●●●● ●● ●● ● ●●● ●● ●●● ●● ●●● ●● ●●● ●● ●●● ●●● ●● ●●●●● ●● ● ●●● ●● ●● ●● ●● ●● ●● ● ●● ●● ●● ●● ●● ●● ●● ●● ●● ●●●● ● ●●● ●● ●●● ●●●● ●● ●● ● ● ●● ●●●● ●●●● ●●● ●● ●●● ●● ●● ●●● ●● ●●● ●● ● ●● ●● ●● ●●● ●● ●●●● ●● ●●●●● ●●●●● ●● ●●●● ●●●● ● ●●●●●● ●● ● ●●●● ●● ●● ●●●● ●● ●●●● ●● ●●● ●●●●● ●● ● ●● ● ●●●● ●●●● ● ●● ●● ●● ●● ●●● ● ●●●● ●●●● ● ●●● ● ●● ●● ●●● ●●● ●●●●● ●●●● ●● ●● ●●● ●●●●● ●● ●●●● ●●● ● ●● ● ●● ●● ●●● ● ●●● ●● ● ●● ●● ●● ●●●● ●● ●●● ●●●●● ●●● ●● ●●●●● ● ●● ● ●●●● ●● ●●●● ●● ●● ●● ●● ●● ● ● ●●●● ● ●●● ●●● ●● ●● ●● ● ●●● ●●● ●● ●● ●●● ●● ● ●●●●● ●● ● ●●●● ●● ●● ● ● ●●● ●●● ●●● ●● ●● ●● ●●● ●● ●●● ● ●●● ●● ● ●●● ●●● ●●●● ● ●●●● ●●● ● ●●● ● ●● ●● ●● ● ●●●● ● ●● ●● ●●●●● ● ●●●● ●● ●● ●● ●●●●● ●● ● ●● ● ●●●●●● ●● ●● ●●●● ● ●● ●● ● ●●● ●● ●● ●●●●●●● ● ●●●●● ●● ●●● ●● ●● ●● ●●●●● ●●●● ●●●● ●● ●●●●● ●●● ●● ●● ●●●●●● ●● ● ●●● ●●●● ●●●● ● ●● ●● ●●● ● ●●●●●●●● ●●●●●● ●●● ●●● ●● ●● ●●●●● ●● ●● ●● ● ●● ●●● ●● ● ●●● ●● ●● ●● ● ●● ● ●●● ●● ●●● ●●●●●●● ●●●●●●● ●●●●● ●● ●●●●●● ●●●●● ● ●●● ● ●●● ● ●●● ●●● ● ● ●●● ●● ●●● ●● ●● ●● ●●● ●● ● ●● ●●●●● ●●●●● ●●● ●●●● ●●● ●● ●●● ●●●● ●●●● ●●●●● ●● ●●●●● ●● ●● ●●●● ●●● ●●● ●●● ●● ● ●●● ●● ●● ●●● ●●●● ● ● ●●● ●●●●● ●●● ●● ●● ●●●●●● ●● ● ● ●●●● ●●● ●●●●●● ●● ● ●● ● ●●● ●●●● ●●● ●● ●●●● ●● ●●●● ●●● ●●● ● ●● ●●●● ●●● ●● ●● ●●● ● ●● ●● ● ●●●● ●● ●●● ● ● ●● ●●● ●● ●● ● ●● ●● ●●●● ●●●● ●● ●●●●●●● ●● ●●●● ● ●●●●● ● ● ●●● ●●●●●● ●●●● ●●●●● ●● ●●● ●● ●●● ●● ●● ●●● ●●● ●●●● ●●● ●● ●● ●● ●● ●●●●● ●●●● ●● ●● ●● ●● ●●●●● ●●●●●● ●● ●●● ●●● ● ● ●●● ●● ●● ●● ●● ●●● ●● ●●● ●● ●●● ● ●●●● ●●●● ●●● ●●●●● ●● ●● ●●●●●● ●●●●● ●●● ●● ●●● ● ●●●● ●● ●● ●●● ●●●● ● ●● ● ●●● ●● ●●● ●●● ●●●●●● ● ●● ●● ●● ● ●●● ●● ●● ● ●●●● ●● ●● ●●● ●● ●●● ●●● ●● ●● ●● ●●● ●●● ●● ●● ● ●●●● ●● ●●● ●●● ●● ●● ● ●●●● ●●●●● ●● ●● ●●● ●● ●●● ●● ●● ●●●●● ● ●●● ●● ●● ●●●● ●● ● ●●●● ● ●● ●●● ●● ● ●●● ●●●● ●● ●● ●●●● ●● ●●●● ●●● ● ●● ●●● ● ●●● ● ●● ●● ●● ●● ● ●●●● ●● ●● ●● ●●●●● ●● ●● ●●● ● ●●●● ●● ●●●●●● ● ●●●● ● ● ●●●● ●● ● ● ●●● ●● ● ● ●●●● ● ●●● ●●● ●● ●● ● ●● ●● ●● ● ●● ●● ● ●●● ●●● ● ●●● ● ●● ● ● ●● ●● ●● ●●● ●●● ●● ●● ●● ●● ●●●● ●● ●●● ●● ●● ●● ●● ●●●● ● ●● ●● ●●● ●●● ●●● ●● ●●● ● ●●●●● ●●●● ● ●●●● ●●● ●●● ●● ● ●● ●● ●● ●●●●● ●● ●● ●●● ●●● ●●●●● ●●● ● ●●● ● ●●● ●●● ●●● ●●● ●● ● ● ●●● ●● ● ●●●● ●●●● ●● ●● ●●● ●● ● ● ●● ● ●●●●●● ●● ●●● ● ●● ●● ●●● ●● ●●● ●●●●● ● ●●● ● ●●● ●● ●● ●●●● ●● ● ●●●●● ●●● ● ● ●● ●●● ●●●●●●●●● ●●● ● ●●● ●●●● ●● ●●● ●●● ●● ● ●●●● ●●●●●● ●● ●●●● ● ●● ●● ●●● ●●● ●●● ● ●● ●● ●●●● ●●● ●●● ●● ● ●●● ●● ●● ●●● ● ●●●●●● ●● ●●● ● ●● ●● ●● ●● ● ●● ●● ●● ●●●●● ●●●● ●●● ●●●●● ●●●● ●●● ●● ●●● ● ● ●●● ● ●● ●●● ●● ●●● ●●●●●● ●●● ●●●● ●●● ●● ●● ●●●● ●● ●● ●●● ●● ●● ●●●●● ●●● ●● ●● ●●● ● ●● ● ●●● ● ●●● ●●●● ● ●● ●●● ●● ●● ●●● ● ●● ●●●● ●●● ● ●●●● ●●●● ●●●● ● ●● ● ●●● ●●●● ●● ●●● ●●●● ●● ●● ● ● ●●●●●● ●● ●● ●● ●●● ● ●● ●● ●● ● ●●● ●● ●● ● ●● ●●●●● ●●● ●● ●● ●●● ●●● ●● ●●● ●● ●●● ●● ●● ● ●●

● ●●● ●● ●●●●● ● ●● ●●●● ●● ●●●● ●● ● ●●●●● ● ●●● ● ● ●●●● ●●●●●● ● ●● ●●● ●● ●● ●●● ●● ●●● ●●●● ●●● ● ●● ●● ●● ● ●●● ● ●●●●● ●● ●●● ●● ●●●● ●●● ●● ●● ● ●● ●●●● ●●●●● ● ●● ●●● ●● ●●●●● ●●● ● ●● ●●●●● ● ●● ●●●●●● ●●● ●● ●● ●●●● ● ●●● ●●● ●● ●●● ● ●● ●●● ● ●●● ●●● ● ● ●●●●● ●● ●●● ●●● ●●● ●● ● ● ●●●●●● ● ●● ● ●● ● ●●●●● ● ●● ●● ●●● ●● ●● ● ●●● ●● ● ●● ●● ●● ●●● ●●●● ●●● ●● ● ●●●●●● ●●●● ●● ●●● ● ●●● ●●●●●●● ●●● ●● ●●● ● ●●●●● ● ●●● ● ●●● ●●●●● ●● ●●●●● ● ● ●● ●● ●●●●●● ●● ●●● ●● ●● ●● ●●● ●● ●● ●●●●● ●● ●● ●● ● ●●●●● ●● ●●●● ●●●● ●● ●●●●● ● ● ●● ●●●● ● ●● ●●● ●●●● ●● ●●●●● ●● ●●● ● ● ●●●●●● ● ●●● ●●●●● ●● ●●● ●● ●●● ●●● ●●●●●●● ●● ●● ●●● ●● ●● ●●● ●●● ● ● ●● ● ●●● ●● ●●● ●●●● ●●●●●●● ●● ●●●● ● ●● ●●●●● ● ●●● ●●●●●●●●●●●●● ●●● ●●●● ● ●●●●●●●●● ● ●● ●●● ● ●●● ●●● ●●● ●●● ● ●● ●● ●● ●●● ● ●●● ●●● ●●● ●●●● ● ●● ●● ●● ●●● ●●●●●● ● ●● ●●●● ●●● ●●● ●●● ●●● ● ●● ●● ●●● ●●● ● ●●● ●●● ●●● ●● ● ●● ●●●●●●● ● ●●● ●●●●● ● ●●●● ●●●● ●●●● ●● ●●● ●●●●●● ●●● ●●●●● ●● ●● ●●● ●●●● ● ●● ●●●●●● ●● ● ●● ● ●●● ●●●● ●●● ●● ● ● ●● ●●● ●●● ●● ● ●●●●● ●● ●●●●●●● ●●● ● ●●● ●● ●●●● ●● ● ●●●●● ●● ●● ● ●●● ●●● ●●● ●● ● ●●●● ●● ●●●●● ● ●●● ●●●● ● ● ●●● ●●●● ● ●●● ●● ●●●● ● ●●●● ●●●●● ●●●● ●●●●●●● ● ●●● ●●●● ● ●●●● ●●●● ●●● ● ●●●●● ● ●● ●●● ● ●●●●● ●●● ●●●● ●● ●●●●● ●● ●● ●● ●●● ●●● ● ●●● ● ●●● ●● ●● ●●● ●●●● ●● ● ●●● ●● ●●●● ●●●●●●●● ●●●●● ●●●● ● ●●● ● ●●● ●● ●● ●●● ●● ●● ●●●●●● ●● ● ●●● ●● ●● ●●●● ●● ●● ●●● ●● ●●● ●● ●● ●● ●● ● ●●● ●● ●● ● ●● ●●●●● ● ●●●●● ●●●● ● ●● ●● ●●●●●● ●● ● ●● ●●●●● ●●● ●●● ●● ●●● ● ●●●● ●●●●●●● ● ●● ● ●● ●●● ●●● ●●●● ● ● ●● ●● ●● ●●●●● ●● ●● ●●● ●●● ● ●●● ●●● ●●●● ●●● ●●● ●● ●●●●● ●●● ●● ● ●● ● ●●● ● ●●●●●● ●●●●●●●● ●●●● ● ●● ●●●●●●●●● ● ●●●● ●●●● ● ●●●● ●● ●● ●● ● ● ●●● ●● ●● ● ●●● ●●●●●●● ●●●● ●● ●●●● ●●● ● ●●●●●● ● ●●●● ●●● ●●●●● ● ●● ●●● ●● ●● ●● ●●●● ●●●● ● ●● ● ● ● ●●● ● ●●●●● ●● ●● ●●●● ● ●●● ●● ●● ●● ●● ● ●● ●● ●● ● ●●●● ●●●● ● ●●● ●● ●● ●●● ●●●● ●● ●●●● ●●●●●●● ● ●●●●● ●●●●●● ●●● ●● ●● ●●●● ●●● ● ● ●●●●● ● ●●●● ●● ●●● ●●● ●●●● ●●●●●● ●● ●●● ●●● ●● ●● ● ●●● ● ●●● ●●●●●● ●●● ●●●●●● ●●● ● ●● ●● ● ●● ●● ●●●● ●● ●●●● ●● ●●● ●● ●● ●● ●● ●●●● ●●●●● ●● ●● ●● ●● ● ●●●●●●●●● ●●●●●●●● ● ●●● ● ●●● ●●●●●● ● ●●●● ● ●●●●●●● ●● ● ● ●●●●●●● ● ●●●●● ●●● ●● ●● ●● ●● ●● ●●● ●● ●● ●●●● ●● ●●● ●● ●● ● ●●● ●●● ● ●●●● ●●● ●●●●● ●●●●● ●●● ●●● ● ●●● ●●●●●●● ● ●●● ●● ●●●● ●● ●● ●●●● ●●● ●●● ●● ● ●●●●● ●● ●●●●● ●●●●●●● ●●● ●●● ●●●●● ●● ●●● ●● ●●● ●● ●●●●● ● ●●● ●●●● ●●● ●●●●●● ●● ●●● ●● ●● ● ●● ●●● ● ●● ●●●● ●●● ●● ●● ●●● ●● ●●●● ●●●● ●●●●●●● ●●●●● ●● ● ●●● ●● ●● ●●● ●●●●●● ●●● ●●●● ●●●● ●● ●● ●●●● ● ●●●● ●●● ●●●●● ●● ●●●● ●●●●●● ●● ●●●● ●● ●●●●●●●● ●● ●● ● ●● ●● ●● ● ●● ●●●●● ●● ●●●● ●● ● ●● ●● ●● ●●●● ● ●●● ● ●●●●●● ●●●●● ●●●●● ●● ●●●● ●●● ●●● ●●● ●●●●● ● ● ●● ● ●● ●● ●● ●●●● ●● ●● ●●●● ●● ● ●● ●●● ● ●● ●●●●● ●● ●●●●● ●● ●● ●●● ●●●● ●● ●● ●● ●● ●●●● ●● ●● ●●●●●● ●●● ●● ●●● ●●● ●● ●●● ● ●●● ●● ●●● ●● ●●●●●● ●●●●● ●● ● ●● ●●●●● ●● ●●● ●●● ●●●● ● ●●●●● ●●● ●● ●● ●●●● ●●●●● ● ●● ●● ●●●●● ●●● ●● ●●●●●● ●● ●● ●●● ●● ●●●● ●●● ●●● ●● ● ● ●●●● ●●●● ●● ●●● ●●● ●●●● ●●● ●●●●●● ●● ● ●●●● ●● ●●● ●●●● ● ●● ●● ●●● ●●●●● ●● ●●● ●●● ●● ●● ●● ● ●●● ● ●●● ●● ● ●●● ●●●●● ●● ● ●● ●● ●● ● ●● ●● ●● ●● ●●●● ●●● ●●●● ● ●● ●●● ●● ●● ●● ●●●●● ●●● ●● ●●●● ●● ●● ● ●● ●●● ●● ●● ●●●●●●●● ●●●● ●●●●●●●●● ●● ●● ●● ●●●●●●●● ●●● ● ●●●● ●●● ● ● ●● ●●● ●●●● ● ●●● ●● ●● ●● ●● ●●●● ●●● ● ●●●● ●● ●● ●●●● ●●● ●●●●●●● ●● ● ●● ● ●●● ●●●● ●●● ●●●●●●● ● ●● ●●● ●●● ●●● ●●● ●● ● ●●● ●●●● ●●●● ●● ●● ●● ●●● ●●● ●● ●● ●● ●● ●● ●● ●● ● ●● ● ●●●●●● ●●● ● ●●● ●●● ●● ●●●● ●●●●●● ●●● ●●●●●● ●●●●● ● ●● ●●●●●● ● ●● ●●● ●●●●● ●●●●● ● ●●● ●● ●●●● ●●● ● ●● ●●● ●● ● ●●●● ●● ●● ●● ●● ●● ●●●● ●●●● ● ●● ●● ●● ● ●●●●●●● ●●● ●●● ●●● ●●● ● ●●● ●● ●● ●●● ●●●● ●● ●● ● ●●● ●●●● ●●● ●●● ● ●● ●● ●●● ●● ●●●● ●●●● ●● ●●●● ●●●●● ●●● ●● ●●● ●●●●● ●● ●●● ● ●● ●● ●●●●●●●● ●● ●● ●●● ●●●● ●●●● ●●●●●● ●●● ●● ●●●●●●●●● ●● ●● ●●●● ●● ●● ●●● ●●●● ● ●●● ●●●●● ●●●●● ● ●● ●● ●●● ●●●● ●●● ●●●●●● ●●● ●● ●● ●●●● ●●● ●● ●●●●● ● ●●● ●●● ● ●●●●●●● ●● ● ●●●●●●● ●● ● ●●● ●●● ●● ●●●●●● ●● ●● ●●● ●●● ●●●● ● ● ●●●●●● ●●● ●● ●● ●● ●●●● ●● ●● ●●● ●●● ● ●●●●● ●●● ● ● ●●●● ●●●●●●● ●●● ● ●● ●●● ●●● ●● ●● ●● ● ●●● ● ●● ● ●●● ●● ●● ●● ●●● ●●● ●● ●● ● ●●●● ●●●●●●● ●●● ●● ●●●●● ●●●● ● ●● ●● ●●● ●● ● ●● ●●● ●● ●●● ●●● ●●● ●● ● ● ●●● ●●●● ●● ●●●●● ●●● ● ●●●●● ●● ●●●● ●●● ●●●●●● ● ●● ●●● ●● ●● ●●● ● ●●●●● ●●●● ● ●● ●● ●● ●●● ●●●●● ●● ●●●●● ● ● ● ●●● ●●●● ●● ● ●●●●● ●●●●●● ● ●● ●● ● ●●● ●●● ●●● ● ●● ●●●●● ●●● ●●● ● ● ●●●● ●●●●●● ●●● ●●● ●●●●● ● ●●● ●●●● ●●●● ●● ●● ● ●●●● ●●● ●●● ●●●● ●●●●● ● ●●● ●● ● ● ●● ●●●●●● ● ●●●●●●● ●● ● ●● ● ●● ● ●●● ● ●● ●● ● ●● ● ●● ●● ●● ●●● ●●● ●●●●● ●●● ● ●●●● ●●●●● ●● ● ●● ●●●●●●●● ●● ●●● ●● ●●●● ●● ●● ● ●●● ●●● ● ●● ●● ● ●● ●●●● ● ●● ●●● ●●● ●●● ●●●●●● ●●● ●●● ●● ●● ●●●● ● ●●●● ●● ●●● ●●● ●●● ●● ●●●● ●●● ●●●● ●●●● ●● ●●● ●●● ●●●●● ● ●●● ● ●●●●●● ●●● ●●●●● ●●● ●● ●● ●●●● ●● ●● ● ●●● ●● ●● ● ●●● ●●● ●● ●●● ●● ● ●● ● ●●●● ● ●●●● ●● ●●●●●●●●● ● ● ●● ●●●● ●●● ●● ● ●● ● ●●●●●●● ●●●● ●● ●●●● ●● ●● ●●●●● ●● ●●●● ●● ●● ● ●●●●● ●●● ●● ●●●●●●● ●● ●●●●● ●●●● ● ●● ●●●●●●●●● ● ●●●● ●●● ● ●● ●● ●●●● ●●●●● ●● ●●● ●●● ●● ● ● ● ●●● ●●● ●●● ●●●● ●●● ●●● ●●● ●●●●● ●● ● ● ●● ●●● ● ●●● ●● ● ● ●●●● ●● ● ●●● ●●●● ●● ●●●●●● ●● ●● ●● ●●●●● ● ●● ●●● ●●●● ● ●●● ●● ●●●● ●●●● ●●●● ●●● ●●● ●● ●● ●●● ● ●●● ● ●●●● ●●●●● ● ●●● ●●● ●●● ●● ●●●● ● ●●● ●●● ●● ●●● ●● ●●● ●●●● ●●●●●●● ●●● ●● ●● ●●● ● ● ● ●●● ●●●●●●●●● ● ●●●●●● ●●●●● ●● ●● ●● ●● ●●●● ●●● ●●● ●● ●●● ●● ● ● ●●● ● ●●● ●●● ●● ●● ●● ●● ●●●●●●● ●● ●●●●●● ●●●●●●● ●● ●● ● ●● ●●● ●● ● ●● ● ●● ●● ●●●●●● ●●● ●●●● ●● ● ●●●● ● ●●● ●● ●●● ● ●● ●● ●●●● ● ●●●● ●●●● ●●● ●● ●●● ● ●●● ●● ●●●●● ●● ●● ●● ●●● ● ●●● ●● ●●●●●●● ●● ●●●●●● ● ●●● ●●● ●●●● ●● ●● ●● ●● ●●●● ● ● ●●●●●● ●●●● ●●●● ●●● ● ●● ●●● ● ●●● ●●●●●●● ● ● ●● ●●● ●●● ● ●● ●● ●●●●●●●● ●●●● ●● ●●●●● ● ●●●● ● ●●●● ●● ● ●●● ●● ●●● ●● ●● ●● ●●●●● ●● ● ●●●●● ●● ●● ●●● ● ●●●● ●●●●● ●● ●●● ● ●●● ● ●●●●● ●● ●●●●● ● ●● ● ●●●●●●● ●● ●●● ●●● ●● ●●●●●●●●●● ●●● ● ●●● ●●● ●●●●● ●●● ●● ●● ●● ●● ●●● ● ●●●● ●● ● ●● ●●● ●● ● ●● ● ●● ●● ● ●● ●●●●● ●●● ●●●●●● ●● ●●●● ●● ●●●● ●●●●●●●●● ●● ●● ●● ●● ● ●●● ● ●● ● ●●● ●● ●● ●● ●●●●●● ●● ●● ●●●● ●● ● ●●●●● ●●●● ●●● ●● ●● ●●● ●● ●● ●● ●●●● ●●● ●●● ●●●● ●●●●●●● ●● ● ●●● ●● ●●●●● ●●●●●●● ●● ●● ●●●● ●● ●●● ●●●● ●●●● ●●●●● ● ●● ● ●●●● ●● ●●● ●● ●●●● ●●● ●● ●● ●●●● ● ●●●● ● ●●● ● ●● ●● ●● ●●●●● ●●● ●● ●● ●● ●●● ●●●● ●●● ●● ●●●●●●●● ● ●●● ● ●●● ●● ● ●●●●●●● ●●●● ●●● ● ●● ●●● ●●●●●●●●● ●●● ●●●● ●●● ● ●●● ●●● ●● ●●● ●● ●● ●●●●● ●● ●●●● ●●●●●● ● ●●● ●●●● ● ●● ●● ●● ●●● ●● ●● ●●●●● ●●● ●●● ● ●● ●●● ● ●● ●● ●● ●●●●● ● ●●●●● ●●● ●●●●● ●●●● ●● ●● ●● ● ●●● ● ●● ●● ●● ● ●●●● ●●● ●● ●● ●●● ●● ● ●●● ● ●●● ● ●● ● ●● ● ● ●● ●● ●●● ●● ● ●● ●● ●● ●●● ● ● ●●● ●● ●●● ●●●● ●●● ● ●● ●●● ●●●● ●● ●● ●●●●● ●● ●●● ●● ●● ●●●●● ●● ●● ●●●●● ● ●● ●● ●● ●● ●● ●●●● ● ●●● ● ● ●●● ●● ●● ●● ● ●● ●● ●● ● ●●● ●● ●● ●●● ●● ● ●● ●● ●●●● ● ●●● ●●●● ●●●● ●●●●●●● ●●●●●●● ● ●●● ●●●●●●●●●●● ● ●●● ●●●● ●●●●●● ● ●● ●●● ●●●●●●● ●● ● ● ●●●●● ● ●●●● ●● ●●●●● ●● ●●● ● ●● ●●● ● ●● ●● ●●●●●● ●●● ●●● ●●●● ●●●●● ●● ●●● ●● ● ●●●●● ●● ●●●● ●● ●● ●● ●● ● ●● ●●● ●● ●●● ●●●●● ●●●●●● ●●● ●●●● ●● ●●●● ●●●●●● ●● ●●●● ●● ●● ● ●●●● ●●●● ●● ● ●●● ● ● ●●●●●● ●●●● ●●●● ●●●● ●●● ●● ●●●●● ●●●● ●●●● ● ●●● ●● ●● ●● ●● ●● ●●●● ●●● ● ●●● ●●●● ● ●●● ●● ●● ●●●● ●● ● ●●● ●● ●●●●●● ● ●●● ●● ●● ●●●● ●● ●●●●●● ●●●● ●● ● ●●● ●●● ●●●● ● ●● ●●●●● ●● ●● ●●● ●● ●● ●●●●● ●●●● ●●● ●● ● ●●●● ●● ●●● ●●● ●●●● ●●●●● ●● ●●● ●●● ●● ● ● ●● ●●● ● ●●●●● ●● ● ●●●●● ● ●●●● ●● ●● ●●● ● ●●● ●●●● ● ●●● ● ●●● ●●●● ● ● ●●●●●● ●●● ● ●● ● ●●● ●●●● ● ●●● ●●● ●● ●●●● ●● ● ●●● ●● ●● ●●● ● ●●●● ● ●●● ●● ●● ● ●● ●●●● ●●●● ●●● ●● ●●● ● ●●●●●● ●●● ●●● ●●●●● ●●●● ● ●●● ●●●●● ● ● ●●●●● ●● ●●●●●● ●●● ●● ●●● ●● ●● ●● ●●● ●●● ●● ●● ●● ●●●●● ●●● ●● ●●●● ●● ●●● ●● ● ●● ● ●●●● ●●● ●●● ●● ●●●●● ●●● ●●●●●●● ●● ● ●●●●● ● ●●● ●● ● ●● ●●● ● ●● ●●●●● ●● ● ●●●●● ●● ●●●●●● ●●● ● ●● ●●●● ●● ●●●●●●● ● ●●● ●●● ●●●●●●●●● ●● ●●●● ●●●●● ● ●●●●● ●● ●● ●●● ●●●●●● ●●●●● ● ●● ●● ● ●●● ●● ● ●● ●● ●● ●● ●●● ● ●● ●● ● ●● ●● ●●●● ●●● ●●● ● ●●●

●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●● ● ●●●●●●●●●●●●●●●●●●● ● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●● ●●●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●●●●●●●●●● ●●●●●●●● ●●●●●●●●●● ●●●●●●● ●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●● ●●●●●●●●●●●●●●●● ●●●●●●●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●● ●●●●●●●●●●●●● ●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●● ● ●●●●●●●●●●●●●●●●●●●●●●●●●●●● ● ●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●● ●●● ●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●● ●●●● ●●● ● ●●●●●●●● ● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●● ●●●●●● ●●● ●●●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●●●●●●● ●● ●● ●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●●● ●●●●●●●●● ●●● ●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●● ●●●●●●●●●●● ●●●●●●●●●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●● ●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●● ●●●●● ●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●● ●●●●●●●●●●●●●●●●● ●●● ●●●● ● ●●●●●●●●●●●●● ●●● ●● ●● ●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●● ● ●●●●●●●● ●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●●●●●●●●●●●● ●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●● ●●● ●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ● ●● ●●●●●●● ●●● ●●●● ●●●●●●●●●●●●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●● ●● ●●●●●●● ●●● ●●● ●●●●●●●●●●●●●● ● ●●●●●●●● ●●●● ●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●● ● ●●● ●●●●●●● ●● ●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●● ●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●●●●●● ● ●●●●●●●●● ●●●●● ●●●●●●●●●● ●●●●●● ●●●● ●●●●●●● ●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●● ●●●●●●●● ●●●●●●●●● ●●●● ●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●● ●●●●●●●●●●● ●●●●● ●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●● ●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●● ●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●● ●● ●● ●●●● ●●●●●●●●● ●●● ●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●● ●●● ●●●●●●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●● ● ●●●● ●●● ●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●● ●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●●●● ●●●●●●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●● ●●●●●●●●●●●●●●●●●● ● ●●●●●●●●● ●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●● ●●● ●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●● ●●●●●●●●● ●● ●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●● ●●●●● ●●●●●● ●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●●●●●● ●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●● ●● ●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●● ●●●●●●●●● ●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●●●● ●●●● ●●●●●●● ●●●●●●●●●●●●● ●●●●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●●● ●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●● ●●●●●●●●● ●●● ●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●● ●●●●●●●●● ●●●●● ●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●● ●●●● ●●●●●●● ●●●●●●●● ●●●● ●●●● ●●●●●●●●● ●● ●● ●● ●● ●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●● ●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●● ●●●●●●●●● ●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●● ●●●●●●●●● ●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●●● ●●●●●● ●●●●●●●●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●● ●●●●●● ●●●●●●●●● ● ●●●●● ●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●● ●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●● ●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●● ●● ●●●● ●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●● ●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●● ●●●● ●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●● ●●● ●●●● ●●●●●●●● ●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ● ●●●●●●● ●●●● ●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●● ●●● ●● ●● ●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●● ●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●● ●●● ●● ●●●● ●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●● ●● ●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ● ●●● ●●●● ●●●● ●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●● ●●●●● ●●●● ●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●●●●●●●●●●●●●●●●●●● ●●●●● ●●●● ●● ●● ● ●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●●●●● ●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●●●●●●●●●●● ●●●●●●●● ●● ●●● ●●●● ●● ●●●●● ●● ● ●●●● ●● ●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●● ●●● ●●●●●●● ●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●● ●●●●●●● ●●●●●● ● ●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●● ●●●●●● ●●●●●●● ●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●● ●●●●●●●● ●●●●●●●●●●●● ●●● ● ●●●●●●●●●●●●● ●●●● ●●●●●●●●●●●● ● ●●●●●● ●● ●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●● ●●●●●●●● ●●●●● ●●●● ●● ● ●●●●●●●●●●●●●● ●●●●●●●●●● ●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●● ●●●●●●●●●●●●●●●●●●●●●● ●●●●●●● ●●●●●●● ●

(0
, 2

]
(5

, 1
0]

(1
5,

 2
0]

(2
5,

 3
0]

0.0 0.2 0.4 0.6 0.8 1.0

Ratio of call intervals per user

C
al

l i
nt

er
va

l l
ev

el
s

1.
1%

1.
1%

2%
2.

2%
3.

4%

O
ut

lie
r 

P
er

ce
nt

ag
e

Figure 5.24: The ratio of calls with intervals at different levels.

later.

Recommendation 2: In Fig. 5.24, a small ratio value on the X-axis for a given
call interval tells us that the percentage of calls per user that have a time between
calls as indicated by the interval on the Y-axis is small and, thus, unlikely. From
our collected data sample, the median for interval not longer than 2 minutes is 8%,
meaning that half of the users have 8% of the call intervals shorter than or equal
to two minutes. The median and third quartile are 4% and 8%, respectively, for the
next two call interval levels, i.e., (2, 5] and (5, 10]. The median for the (10,15] call
interval level is 2% and the third quartile is 6%. It is encouraging to see that long
call intervals (i.e., more-than-30-minute bin) are the largest percentage of all call
intervals. In particular, the median is 67%, meaning that half of the users have 67%
of the call intervals longer than 30 minutes, with the first and third quartiles being
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54% and 80%, respectively. In other words, this means that if a VCN is idle for more
than 10 minutes we can destroy it and, with high probability, there will be no need to
deploy it again for another 20 minutes or so. To conclude, it is reasonable to measure
and use the user call interval patterns in order to determine the life cycle of an entity,
i.e., its restart rate.

Summary: By combining both recommendations, we show how the maximum
number of concurrent entities that the network must support is affected by both the
number of concurrent calls and the amount of time the UE has to spend into idle
mode before its entity gets destroyed. By considering both conditions, we compare
three cases: (i) the UE’s entity gets destroyed right after the UE goes back to idle
mode; (ii) the UE’s entity gets destroyed 5 minutes after the UE goes back to idle
mode; (iii) the UE’s entity gets destroyed 10 minutes after the UE goes back to idle
mode. Fig. 5.25 shows the average, over 9 days, of the ratio between the maximum
number of active entities reached in cases (ii) and (iii) over the one reached in case
(i). From the results in Fig. 5.25, one can observe that: in case (ii), the maximum
number of active entities in the network can be twice the number reached in case
(i); in case (iii), the maximum number of active entities in the network can be three
times the number reached in case (i). This means that, in case (ii), the maximum
number of entities is roughly 20% of the user population, while it grows to about
30% in case (iii). Picking a threshold value sets a tradeoff between entity restart rate
and maximum number of active entities. A waiting time of 10 minutes would have
a lower entity restart rate, but a quite large maximum number of active entities. A
waiting time of 5 minutes, on the other hand, would still take care of most of the very
short calls (as shown in Fig. 5.24), while keeping the maximum number of concurrent
entities active in the network anywhere between 9% and 18% of the user population.

When to spawn and when to destroy VCNs, hence changing their number, is
an optimization problem that, due to scalability, is critical to our new core network
architecture. Our current analysis started focusing on voice-call traffic in order to
estimate VCN scalability. In the future, we plan to analyze also IP data traffic in
order to estimate VCN scalability for non-voice data traffic and, in doing so, engineer
a system optimized for all types of traffic.
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Figure 5.25: The ratio of active entities when destroying them after 10 and 5 minutes,
over the baseline of destroying them right away, once UEs go back to idle mode.



Appendix A

An Encryption-aware Routing
Protocol: Node Energy
Computations

A.1 Introduction

We present node energy allocation and node energy states and transitions between
states for both non-stub nodes and stub nodes. Finally, we discuss how to convert αR

i

values to Ri values.

A.2 Fair Allocation

Table A.1 shows the parameters used for a fair allocation of energy between packet
transmission and packet encryption. We can compute the ratio of energy transmission
to energy spent for 1 round of encryption per bit as:

F =
ET X

EENR−1
.
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Parameter Description

ET X 1-bit transmission energy
EENR−1 Per-bit encryption energy for 1 round of encryption

F Encryption energy overhead
αi Total energy budget of node i in Joules

Table A.1: Parameters used in fair allocation.

If we have 1 J of energy, and we allocate it “fairly” between transmission and encryp-
tion, we have that

ET X +EENR−1 = 1.

Therefore, if we had only 1 J of energy, we would allocate:

EENR−1 =
1

(1+F)
,

ET X =
F

(1+F)
,

and the fair allocation would be:

α
R =

α

(1+F)
,

α
T X =

α ∗F
(1+F)

,

that is, for node i, fair allocation would be given by the following:

α
FRi =

αi

(1+F)
, (A.1)

α
FT Xi =

αi ∗F
(1+F)

, (A.2)

where αFRi is the energy allocated for encryption at node i and αFT Xi is the
energy allocated for transmission at node i.

During protocol operations, and in the interest of extending the network lifetime,
nodes may decide to deviate from a fair allocation of energy. In this context, network
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Parameter Description

z Number of paths a node has in its cache (# of routes to the sink)
∆α/∆T Rate of change of energy measured in some interval T

G Set of 1-hop neighbors (|G| = number of 1-hop neighbors)
dp Distance of node from sink on path p
d Average distance of node from sink across z paths

R∗ Best value of R among all paths known by the node (without adding the node own Ri)
dmin the minimum distance, in number of hops, across all paths to the sink from node i

h1,h2 Protocol constants greater than 1, with h1 > h2

ε1 Threshold (on transmission energy) below which we want to prioritize transmission
ε2 Threshold (on transmission energy) above which we want to prioritize encryption

Table A.2: Parameters used when deviating from fair allocation.

lifetime is defined as the contiguous period of time during which more than X% of
the nodes in the network can route packets to the sink after completing all required
rounds of encryption.

In the following, for ease of notation, we drop the subscript i although we are still
referring to computations at a single node. The additional parameters used to decide
when and how to deviate from fair allocation are shown in Table A.2.

A.3 Energy States

In the following we discuss the different energy states a node may be in and the
reason behind the fudge factor K1.

When deviating from a fair allocation of energy, we take away from one type
of energy and give to the other. Somehow, we need to bind the amount of energy
swapped in some reasonable way. From the routing protocol point of view, we have a
rule that says that BMEP is subject to a fudge factor K1, whereby a newly heard path
NP will replace the existing BMEP only if MENP > K1 ∗MEBMEP. This implicitly
says that we don’t care about a new path if this has a minimum-energy node with
transmission energy that is not at least K1 times more than the ME of the existing
path. Thus, the proposal is to bound the amount of energy taken away, g(α), using
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Figure A.1: Energy-state transition graph for non-stub nodes (i.e., |G|> 1).

the same factor of K1. Specifically, we restrict the amount of energy taken away to be
min{g(α),(1−K1)∗αFT X} when we take away from transmission energy. In doing
so, taking away energy from transmission energy won’t trigger “artificially created”
updates in BMEP when in phases 1 and 2.

When taking away from encryption energy (we only do this in state G), we use
min{g(α),(1−K1)∗αFR} as well. In such case, however, we don’t care about artifi-
cially gaining up to a K1 fudge factor of energy from encryption, (which doesn’t have
anything to do with the protocol as no fudge factors are used for BPR) but rather, we
use the same metric just to be reciprocally fair with the previous case when giving to
transmission energy and taking away from encryption energy.

Let us look at the two different scenarios of the node having more than one 1-hop
neighbor and the node having only one 1-hop neighbor (i.e., the node is a stub node
in the network).
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A.3.1 Non-stub node: |G|> 1

Fig. A.1 shows the energy-state transition graph for non-stub nodes. Let us describe
each state in detail, including the node’s energy assignments.

State A: α >> ε2; ∆α/∆T > 0

Energy allocation:

g(α) = |∆α/∆T | ∗∆T ∗ z,
αT X = αFT X −min{g(α),(1−K1)∗αFT X},
αR = αFR +min{g(α),(1−K1)∗αFT X}

where:

z > 1: there are 1 or more entries in the node’s cache,
α >> ε2: the node has high energy,
∆α/∆T > 0: the rate at which energy is growing (energy-harvesting nodes).

Rationale: deviate from fair allocation by taking from transmission energy and
giving to encryption energy. The more paths there are in the cache, the more we take
from transmission energy, but the larger the magnitude of growth in energy (in T),
the more we take away from transmission energy.

State B: ε1 < α < ε2; ∆α/∆T−> 0 or ∆α/∆T > 0

Energy allocation: Fair allocation as per Eq. A.1 and Eq. A.2

where:

z > 1: there are 1 or more entries in the node’s cache,
ε1 < α < ε2: moderate energy,
∆α/∆T− > 0 or ∆α/∆T > 0: the rate at which energy changes it is slightly

negative (i.e., going down slowly) or slowly growing.
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State C: α << ε1; ∆α/∆T > 0; dmin > 1

Energy allocation:

g(α) = |∆α/∆T | ∗∆T ∗ (zh1 ∗dh2),
αT X = α−min{g(α),(1−K1)∗α},
αR = min{g(α),(1−K1)∗α}

where:

z > 1: there are 1 or more entries in the node’s cache,
α << ε1: the node has low energy,
|G|> 1: the node has more than 1 neighbor,
d >> 1: the node is on average far from the sink,
∆α/∆T > 0: the rate at which energy changes it is either 0 or slightly growing.

Rationale: initially give all energy to transmission, then take away some and gi-
ve it to encryption energy. The more paths there are in the cache or the farther we
are from the sink, the more we take away from transmission energy, and give to
encryption. The higher the growth in energy (in T), the more we take away from
transmission.

State C’: α << ε1; ∆α/∆T > 0 or ∆α/∆T → 0−; dmin = 1

Energy allocation:

αT X = α

αR = 0

where:

dmin = 1: the node is 1 hop from the sink.
All other parameters are the same as in state C.

Rationale: since the node is 1 hop away from the sink, in a low-energy scenario
such as this one, the node chooses transmission over encryption and allocates all of its



A.3. Energy States 119

energy to transmission. In order words, such node is not willing to do any encryption
operations.

State D: α >> ε2; ∆α/∆T → 0−

Energy allocation:

g(α) = z/(1+ |∆α/∆T | ∗∆T ),
αT X = αFT X −min{g(α),(1−K1)∗αFT X},
αR = αFR +min{g(α),(1−K1)∗αFT X}

where:

z > 1: there are 1 or more entries in the node’s cache,
α >> ε2: the node has high energy,
∆α/∆T → 0−: the rate at which energy changes is very slow or 0.

Rationale: deviate from fair allocation by taking from transmission and giving
to encryption energy. The more paths there are in the cache, the more we take from
transmission energy, but the larger the magnitude of decline in energy (in T), the less
we take out from transmission energy.

State E: α << ε1; ∆α/∆T → 0−; dmin > 1

Energy allocation:

g(α) = (zh1 ∗dh2)/(1+ |∆α/∆T | ∗∆T ),
αT X = α−min{g(α),(1−K1)∗α},
αR = min{g(α),(1−K1)∗α}

where:

z > 1: there are 1 or more entries in the node’s cache,
α << ε1: the node has low energy,
|G|> 1: the node has more than 1 neighbor,
d >> 1: the node is on average far from the sink,
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∆α/∆T → 0−: the rate at which energy changes it is 0 or slightly declining.

Rationale: initially give all energy to transmission, then take away some and
give it to encryption energy. The more paths there are in the cache or the farther
we are from the sink, the more we take away from transmission energy, and give
to encryption. The higher the decline in energy (in T), the less we take away from
transmission.

State F: α >> ε2; ∆α/∆T << 0

Energy allocation: Fair Allocation as per Eq. A.1 and Eq. A.2

where:

z > 1: there is more than 1 entry in the node’s cache,
α >> ε2: node has very high energy,
∆α/∆T << 0: the rate at which energy changes it is very negative (i.e., energy is

going down fast).

Rationale: since energy is declining rapidly we do not take from transmission and
give to encryption even though there is a lot of energy.

State G: ε1 < α < ε2; ∆α/∆T << 0

Energy allocation:

g(α) = |∆α/∆T | ∗∆T/(zh1 ∗dh2),
αT X = αFT X +min{g(α),(1−K1)∗αFR},
αR = αFR−min{g(α),(1−K1)∗αFR}

where:

z > 1: there are 1 or more entries in the node’s cache,
ε1 < α < ε2: the node has moderate energy,
∆α/∆T << 0: the rate at which energy changes it is very negative (i.e., energy is
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going down fast).

Rationale: deviate from fair allocation by taking from encryption energy and gi-
ving to transmission energy. The amount taken is directly proportional to the magni-
tude of change of energy, and inversely proportional to the number of paths in the
cache and the average distance of the node i from the sink. That is if energy is de-
clining rapidly, more energy is taken away from encryption; but if there are a large
number of paths in cache or the node is very far away from the sink on average, a les-
ser amount of energy is taken away from encryption (recall that there is a moderate
amount of energy available, it just happens to be getting used up fast). The relati-
ve weighting factors are such that number of paths has more impact than average
distance when they are both bigger than 1.

State H: α << ε1; ∆α/∆T << 0

Energy allocation:

αT X = α ,
αR = 0

where:

z > 1: there are 1 or more entries in the node’s cache,
α << ε1: node has very low energy available,
|G|> 1: node has more than 1 neighbor,
∆α/∆T << 0: the rate at which energy changes it is very negative (i.e., energy is

going down fast).

Rationale: since the node has very little energy, give all energy to transmission
and no energy to encryption.
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Figure A.2: Energy-state transition graph for stub nodes (i.e., |G|= 1).

A.3.2 Stub node: |G|= 1

Fig. A.2 shows the energy-state transition graph for stub nodes. Let us describe each
state in detail, including the node’s energy assignments.

State P: α >> ε2; ε1 < α < ε2; ∆α/∆T > 0

Energy allocation:

g(α) = |∆α/∆T | ∗∆T ,
αT X = αFT X −min{g(α),(1−K1)∗αFT X},
αR = αFR +min{g(α),(1−K1)∗αFT X}

where:
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α >> ε2 or ε1 < α < ε2: high or moderate energy,
∆α/∆T > 0: the rate at which energy changes is slightly positive (i.e., available

energy grows slowly).

Rationale: since harvesting is increasing the available energy, the stub node takes
away from transmission and gives energy to encryption.

State Q: α << ε1; ∆α/∆T > 0 or ∆α/∆T → 0− or ∆α/∆T << 0

Energy allocation: Fair Allocation as per Eq. A.1 and Eq. A.2

where:

α << ε1: node has very low energy available,
∆α/∆T > 0 or ∆α/∆T → 0− or ∆α/∆T << 0: energy either grows slowly or

decreases very fast.

Rationale: since the node already has very little energy and its energy can go
down very fast or slowly increase, follow fair allocation.

State R: α >> ε2; ∆α/∆T → 0−

Energy allocation:

g(α) = (z+1)h1/(1+ |∆α/∆T | ∗∆T ),
αT X = αFT X −min{g(α),(1−K1)∗αFT X},
αR = αFR +min{g(α),(1−K1)∗αFT X}

where:

α >> ε2: the node has high energy,
∆α/∆T → 0−: the rate at which energy changes is very slow or zero.

Rationale: since this is a stub node, it should take away more energy from tran-
smission than a non-stub in state D and give it to encryption.
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State S: ε1 < α < ε2; ∆α/∆T → 0− or ∆α/∆T << 0

Energy allocation:

g(α) = 1/(1+ |∆α/∆T | ∗∆T ),
αT X = αFT X −min{g(α),(1−K1)∗αFT X},
αR = αFR +min{g(α),(1−K1)∗αFT X}

where:

e1 < α < e2: the node has moderate energy,
∆α/∆T → 0− or ∆α/∆T << 0: the rate at which energy changes is either zero

or very negative (i.e., energy levels decrease either slowly or very fast but do not in-
crease).

Rationale: since this is a stub node, it behaves as a state-D non-stub node except
that we drop the variable z from the equations since z is either 1 or 2 for stub nodes.

State T: α >> ε2; ∆α/∆T << 0

Energy allocation: Fair Allocation as per Eq. A.1 and Eq. A.2

where:

α >> ε2: node has very high energy,
∆α/∆T << 0: the rate at which energy changes it is very negative (i.e., energy is

going down fast).

Rationale: since energy is declining rapidly we do not take from transmission and
give to encryption even though there is a lot of energy.

A.4 Translating α i
R into Ri

We now need to translate the energy available for encryption at Nodei, α i
R, into the

number of rounds of encryption, Ri, that Nodei can do on a per packet basis.
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Assuming that data packets are of fixed size Q bits then, we compute the total
number of rounds of encryption that Nodei can do as shown in Eq. A.3 that is, the
total encryption energy available at the node over the energy needed for 1 round of
encryption on 1 packet,

RT
i =

αR
i

(EENR−1Round)
, (A.3)

where EENR−1Round is given by the encryption power times the time needed to do
1 round of encryption on a packet of size Q.

Eq. A.4 shows how to compute from RT
i the number of rounds of encryption per

packet that Nodei can do,

Ri =

⌊
RT

i
10
∑
j=1

j ∗ p j

⌋
, (A.4)

where p j is the number of packets in the last T seconds for which Nodei did j
rounds of encryption.





Appendix B

Hierarchical Flooding: A Simple
Routing Protocol for WSNs

B.1 Introduction

We give a high-level description of a very simple routing protocol for wireless sen-
sor networks. Although the routing protocol does not include any considerations
on security, we think that its extreme simplicity may be beneficial to some IoT
applications.

Topology wise, initially, we assume one sink and multiple sensor nodes. We will
discuss extensions to a multi-sink topology in the last section. Also, we assume all
nodes to be static. The routing protocol has two phases: discovery-and-setup phase,
routing phase. The protocol will guarantee a route towards the sink; will also guaran-
tee routes to be without loops. Packets will be implicitly acknowledged and control
packets will be present only in the discovery-and-setup phase, hence, contributing to
significant savings in node energy.
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B.2 Discovery-and-Setup Phase

When the network is “turned on” for the first time, nodes need to discover each other
and the sink. In order for this to happen, the sink periodically sends a broadcast
saying: “Hello, I am the sink”. Whichever node can hear this broadcast will label
itself as a level-zero node (L0). After doing this, each L0 node broadcasts a message
saying: “Hello, I am an L0 node”. Other nodes, including other L0 nodes, will hear
this message. Each non-L0 node hearing the L0 broadcast will label itself as a level-
one node (L1) and will broadcast a message saying “Hello, I am an L1 node”, so on
and so forth.

At the end of this process we will have a multihop network where each node has a
label assigned telling how many hops away from the sink that node is (e.g., L1 nodes
are one hop away from the sink, L2 nodes are two hops away).

For discovery operations, it is important to notice that each node will wait for a
certain amount of time before labeling itself as a Layer-X node and in turn broad-
cast back. Similar to the discovery phase of other protocols (e.g., IEEE 802.11), this
amount of time is meant to somewhat guarantee that the node has received all the
broadcast advertisements it was supposed to receive.

If a node is deployed in the network at a later stage, it will listen to the wireless
medium for some broadcast packets. Depending on what level nodes it can hear broa-
dcast packets from, the node will label itself accordingly. As mentioned earlier, such
a node will listen for broadcast packets for a certain amount of time before deciding
on its own label (i.e., level).

B.3 Routing Phase

In the routing phase, when a node has a packet to send, it sends it as a broadcast
packet and it includes in the packet information about its own level (e.g., L10 node).
Because of the way the discovery-and-setup phase works, the broadcast packet will
be heard by at least one node of higher level (e.g., L9) and by zero or more nodes
of lower level (e.g., L11). Since the node sending the packet has included its own
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level in the packet (i.e., L10), L11 nodes hearing such broadcast will disregard it,
as we do not want to route packets away form the sink. However, those nodes of
higher level (i.e., L9) that hear the broadcast packet will receive it, will replace the
originating node level information with their own and will broadcast it if no other
node at their same level has already done so. The assumption made here is that for
two nodes to receive the same packet from the same source it means that these two
nodes must be physically close to each other that is, within broadcast range. If there
is an obstacle between the two so that they cannot hear each other, both will forward
the same packet but, eventually, this duplicate should be resolved at lower-level nodes
by following the same rationale.

Each packet will contain a packet identifier that uniquely identifies that packet
and the label indicating the level of the node currently broadcasting the packet.

When a lower-level node broadcasts a packet received from a higher-level node,
the higher-level node will also hear that broadcast. By hearing at least one broadcast
of lower-level nodes, the higher-level node knows that its broadcast message has been
successfully received by at least one other node and considers this event as an implicit
acknowledgement. In the case where a higher-level node (e.g., L2) does not hear the
broadcast by a lower-level node (e.g., L1) of a packet it just sent, it drops the packet
and stops relaying packets. It will resume normal routing operations once it hears at
least one lower-level node (e.g., L1) broadcasting a packet of some other node. This
means that the higher-level node has at least one fully operational lower-level node
in its broadcast range which will be able to relay its packets.

B.4 Final Observations

Although very simple and limited in functionalities, this routing protocol has some
virtues. It minimizes control messages hence reduces energy consumption, it gua-
rantees messages will be routed towards the sink, it provides routes with no loops
as packets are always routed “forward” in the direction of the sink. Furthermore, it
leverages broadcast packets for implicit acknowledgements.
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Given the broadcast nature of the routing protocol, there is a chance for the same
packet to be relayed by two different nodes at the same level. We believe, however,
this event to be unluckily as it would require two nodes to receive process and send a
packet at almost exactly the same time so that one node does not hear the broadcast
of the other.

The described protocol can be easily extended to support multiple sinks by ha-
ving each node save its level relative to each sink and by using a sink identifier. For
example, one node could be a level-10 node for sink A (A10) and a level-2 node for
sink B (B2). By including the correct label in the packet, other nodes will know how
to route packets.
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