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Abstract

Unmanned Aerial Vehicles (UAVs), also known as drones, are becoming widely used
in many scenarios, given their advantages with respect to other kinds of aircrafts,
such as, for example, helicopters. In the last years, they have been used for surveil-
lance applications, rescue operations in harsh environments, environmental monitor-
ing, building inspections, aerial photography and more. Moreover, UAVs are rela-
tively inexpensive and have a significant lower Total Cost of Ownership (TCO) if
compared to small helicopters, thus making them affordable for many applications.
Therefore, in the upcoming decade, thanks to the fifth generation (5G) cellular tech-
nology and other radio technologies (e.g., Wi-Fi IEEE 802.11s), they will become
crucial for several new use cases (e.g., goods delivery and first aid services). Given
the young age of the UAV’s industry, there are still many problems to be solved and
many possibilities to be explored. Among them, there are many challenges to be over-
come regarding communication and positioning systems for drones, which actually
heavily limit their use cases and operating capabilities, slowing down the growth of
the market in this new sector. This opens the way to many significant research activ-
ities.

A key element of any drone-based application is the communication system be-
tween the UAV and its pilot, which must be always reliable and effective. Moreover,
for new drone applications and scenarios, all the UAV-to-X connectivity will play a
crucial role in the diffusion of UAV-based mass services. This is especially true for
Beyond Visual Line of Sight (BVLOS) applications, where, given the absence of di-
rect visibility between the in-flight drone and the control center or the pilot, as well
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as with others UAVs or smart devices located on the ground, many advanced control
and communications mechanisms are needed, in order to maintain and guarantee the
safety of this complex missions over large and, often, harsh environments.

Different environments may need different technologies: for example, in indoor
or obstructed scenarios, a Global Navigation Satellite System (GNSS) does not work,
so a different positioning system is needed. The same happens with communication
systems, since drones need to connect to heterogeneous networks on the basis of
many quality index parameters and application requirements (e.g., low latency, high
throughput, long range, etc.), in order to ensure seamless communication, even when
switching among different protocols and network interfaces. Finally, looking at fur-
ther applications with hundreds of UAVs flying in a city, an effective communication
system has to guarantee Command and Control (C2) link, enabling also applications
which require real-time bidirectional communications both with ground units as well
as with other UAVs.

This doctoral thesis explores different approaches to enhance these critical as-
pects, with the aim to provide novel solutions to overcome such limitations on the
UAVs of the future.

More in detail, regarding the UAV-to-X connectivity, the design and development
of a system easing and enabling heterogeneous wireless communications for various
UAVs’ applications is presented, together with its theoretical modeling, with the aim
to provide a tool suitable to evaluate the performance of the proposed solution under
different tasks. Moreover, the developed system is exploited as a starting point for
the UAV integration of a novel designed hybrid LoRa-IEEE 802.11s opportunistic
mesh network, as well as for an advanced 4G cellular connectivity antenna system
optimized for UAVs, aiming at improving the communication reliability.

With respect to the UAV localization problem, several approaches are investigated
involving the usage of different radio and visual technology. In detail, a preliminary
overview of the Ultra Wide Band (UWB) protocol applied to GNSS-denied environ-
ment localization is carried out, followed by the research on the usage of the (cost-
effective) Wi-Fi technology for static and mobile localization purposes, exploiting
different radio approaches. Finally, a novel developed hybrid radio and visual local-
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ization framework for localization in harsh environment is presented, then evaluating
its performance in real critical environments.





Introduction

The adoption of UAVs is steadily increasing year by year, targeting several applica-
tions related to different use cases, spacing form the most common aerial video and
photography, to the environmental monitoring, as well as building inspections and fi-
nally research and rescue applications. However, there are a lot of possible new UAV
applications to be yet explored, therefore the main market analysts predict a further
growth of the drone industry in the next decade [2], when thousands of drones are
expected to fly above (being heterogeneously connected) smart cities to provide dif-
ferent kinds of services, ranging from distributed surveillance up to the delivery of
goods or first aid missions [3].

Although these futuristic applications can already be applied under controlled
experimental environments equipped with specific infrastructures deployed with the
aim to validate the feasibility and current technological limits, there are still many
problems to overcome when dealing with mass market adoption of such scenarios.
More in detail, among all the UAV-related research topics, involving the development
of new high-density lightweight batteries, as well as, advanced control algorithms,
this doctoral thesis focuses on the actual problems related to the existing wireless
communication and localization solutions.

More in detail, wireless connectivity for UAVs can nowadays provide a reliable
enough wireless communication link between an in-flight drone and its pilot, con-
trol center or others in-flight UAVs in all those scenarios where there is direct Visual
Line of Sight (VLOS) between the two parts. This explains why, nowadays, most
of the applications have been mainly carried out in VLOS conditions, where exist-
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ing solutions are already reliable and valuable. Although VLOS flights still have a
huge market to conquer, most of the drone manufacturing companies are nowadays
targeting an enhancement of the adoption of UAVs in Beyond VLOS (BVLOS) sce-
narios, thus allowing complex missions and enabling advanced services over large
areas. However, things can get complicated in this complex scenarios, since in BV-
LOS missions there is no direct visibility between the two parts, therefore the usage
of alternative communication solutions is needed.

With the aim to overcome such limitations and enable new use cases, companies,
researchers and start-ups investigated the adoption of different wireless communica-
tion protocols, looking for new UAV-to-X connectivity enabling technologies. More
in detail, short range communication protocols, like Wi-Fi and Bluetooth Low Energy
(BLE), are often used for both the UAV-to-Ground connectivity, as well as, UAV-to-
UAV and UAV-to-Device connectivity, while typically long-range communications
links, like ZigBee and LoRa, are often used as backup solutions for UAV-to-Ground
communications.

However, sometimes these communications links are not enough, especially in
BVLOS flight missions, where, as can be noticed in the representative scheme shown
in Figure 1, it is often necessary to rely on third-party networks, like existing Wi-Fi
or cellular networks, in order to achieve a suitable wide coverage and service quality.
One of the last trends regarding the UAV connectivity is related to the integration of
4G Long-Term Evolution (LTE) and 5G NR cellular networks on-board of these de-
vices, as well as the adoption for both C2 and applications-related data exchange.
Examples might involve real-time video feeds kept from on-board cameras, data
collection from Internet of Things (IoT) sensors deployed in the surrounding envi-
ronment, and, for specific applications, providing the connectivity to ground-located
devices located in the area where the UAV is flying in. Therefore, a strong and reliable
bi-directional communication link would be needed in these BVLOS-like scenarios.

Commercial UAV manufactures investigated the usage of existing cellular net-
works for BVLOS-like missions, resulting in high-end quad-copters already able to
exploit cellular technology [4] to extend their flight missions’ operating range. How-
ever, as of today, these solution use 4G LTE connectivity only as a backup solution
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Figure 1: Generic cellular connectivity-enabled UAV BVLOS scenario.

in case of failure of traditional point-to-point wireless communication links between
the drone and the other involved parties. This is because, despite a widespread adop-
tion of cellular networks for terrestrial applications (whose maturity and reliability is
widely known and proved), the adoption of the same paradigms for aerial applications
still needs to be thoroughly investigated, since currently deployed cellular networks
are optimized for a terrestrial usage.

In detail, among several technical aspects of these networks, their deployment
and frequency reuse plans between nearby cells have been optimized to avoid inter-
cells interference on ground-located connected terminals. Hence, since UAVs can fly
at several altitudes (with the most common commercial drones typically flying close
to a 100 m Above Ground Level, AGL, altitude), a cellular terminal located on a
drone will feature a direct visibility with multiple Base Transceiver Stations (BTSs)
of nearby cells, especially in geographically flat environments or in highly density
populated regions (where several BTSs are deployed in a limited region). Hence, this
often implies a strong inter-cell interference, since the system receives signals from
the neighboring BTSs, whose effects have been experimentally revealed through in-
flights cellular network signals measurements carried out by several entities [5,6], and
leads to a reasonable decrease in the radio signal quality metrics, in the end affecting
the network’s effective performance and stability, threatening the safety of critical
BVLOS missions.

In this doctoral thesis, the challenges and limitations related to UAV wireless
communication have been investigated, looking for innovative and novel solutions to
overcome these technical constraints, in order to enable the usage of different kinds
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of connectivity solutions for various UAV applications. All the strict requirements
related to UAVs have been taken into account, in order to provide both theoretical
concepts and tools, along with real architectural implementations allowing to experi-
mentally evaluate the performance of the proposed solutions.

Asides the critical wireless communications aspects, another relevant and chal-
lenging research field regarding UAVs is related to GNSS-denied localization tech-
niques, since these solutions can allow complex BVLOS missions in harsh environ-
ments where no GNSS services are available. Among the most used localization so-
lutions, the most commons rely on the usage of radio-based localization techniques,
mainly based on commercial protocols, like Wi-Fi, BLE and, in the last years, UWB.
In fact, while the reliability and accuracy of UWB-based solutions have been pro-
vided and demonstrated by several commercial solutions released on the market for
industrial and robotics applications despite the higher initial deployment costs, there
is still a lot of research interest with regard to Wi-Fi-based localization techniques,
given their widespread infrastructure diffusion and a consequent significantly lower
initial deployment cost to overcome.

However, the usage of Wi-Fi for localization presents several challenges that must
still be overcome, both in terms of expected accuracy and also operational range of
Wi-Fi-based localization solution. In the last years, the adoption of Wi-Fi for local-
ization purposes has been exploiting two possible directions: (i) Wi-Fi-based range
estimation and (ii) Wi-Fi fingerprinting. The first solution, similarly to the principle
of GNSS and UWB, exploits the concepts of signal propagation in order to use the
Received Signal Strength Index (RSSI) or Time of Flight (ToF) to estimate the dis-
tance between the target device to be localized and at least three Wi-Fi Access Points
(APs), thus allowing to compute its position. Instead, the Wi-Fi fingerprinting asso-
ciates the Wi-Fi APs MAC addresses and their RSSI values with the geographical
information of the environment, namely the position on the map where the measure-
ment has been done; therefore, once a significant measurement map has been built,
it is possible, using different Machine Learning (ML) techniques, to localize devices
within this environment based on the observed RSSI and MAC addresses of the Wi-Fi
APs.
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These approaches have different applications, which, based on the environment
and requirements, can be suitable enough. However, for UAV localization, their per-
formance might not be suitable enough, therefore requiring further investigation to
determine which are the expected accuracy of such solution on a moving UAV flying
in a GNSS-denied environment. In this doctoral thesis, the concepts behind radio-
based localization using both UWB and Wi-Fi have been investigated and evaluated
through some real experiments applied to UAV localization, with the aim to deter-
mine which kind of precision such system can achieve in a GNSS-denied environ-
ment. Moreover, advantages and disadvantages of both these systems are illustrated,
further discussing and motivating when a solution fits better with respect to the other.

Moreover, a novel hybrid localization technique, involving the usage of both Wi-
Fi and Light Detection and Ranging (LiDAR) is proposed, aiming to obtain both
the benefit of visual localization techniques together with those of Wi-Fi-based lo-
calization approaches, thus compensating their limitations if used as a stand-alone
solutions.

Finally, viable future research directions suggested by the results detailed and
discussed in this doctoral thesis are investigating, enlighting how to possibly improve
and extend the research directions which have been taken into account.

Thesis Structure

This doctoral thesis is structured as follows.

In Chapter 1, a background analysis related to the main UAV wireless connectiv-
ity solutions and GNSS-denied localization techniques is provided. More in detail, an
initial overview on existing commercial UAV-to-X connectivity solutions is provided
in Section 1.1, with a study on relevant literature works regarding the design, develop-
ment and modelling of gateways (GWs) enabling the usage of multiple heterogeneous
communications protocols for both IoT and aerial connectivity being provided. Then,
a deeper analysis of existing wireless protocols already adopted on UAVs is carried
out, followed by an analysis and study of the usage of cellular networks to enable
drones connectivity in BVLOS scenarios, aiming to find currents limits and possible
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solutions to overcome them. Then, Section 1.2 investigates on technologies and lit-
erature advancements available on the topic of GNSS-denied localization, focusing
on pure radio-based localization techniques using different commercial wireless pro-
tocols, as well as hybrid radio and visual localization techniques to compensate the
disadvantages of both pure radio and pure visual localization techniques.

In Chapter 2, the design and deployment of a Multi Interface Gateway (MIG)
designed for IoT and UAV-oriented integrations is discussed, illustrating the MIG ar-
chitecture, the chosen network communication protocols, the analytical performance
modelling and the simulator developed aiming at providing a tool allowing to esti-
mate the throughput of the system on the basis of different parameters for various use
cases. Finally, some experimental results of both IoT and UAV applications of the
developed MIG are provided.

Chapter 3 presents a hybrid wireless mesh communication system based on Wi-Fi
and LoRa protocols, which can been integrated on board a UAV through the usage of
the MIG discussed in Chapter 2. More in detail, the hybrid mesh solution definition is
illustrated, presenting the overall protocol architecture for several UAV-to-X connec-
tivity scenarios. Additionally, the design of a portable field deployable fully Wireless
Mesh Network (WMN) for UAV swarming BVLOS applications, is proposed and
investigated.

In Chapter 4, a novel approach to improve the reliability of 4G LTE cellular
connectivity for UAV BVLOS applications is presented. More in detail, the pro-
posed system is based on a hardware extension of the MIG prototype discussed in
Chapter 2, which, through the usage of custom-made selective antennas controlled
by smart selection algorithms, allows to enhance cellular connectivity over existing
4G LTE cellular networks. Moreover, the overall system architecture is detailed, and
the achieved experimental results of the developed solution are illustrated.

In Chapter 5, multiple GNSS-denied radio-based localization systems developed
with the aim to provide different UAV localization solutions (namely, UWB- and
Wi-Fi-based) with different deployment costs, are illustrated, together with their ex-
perimental performance evaluations, as well as possible improvements and use cases.

Chapter 6 extends the radio localization techniques analyzed in Chapter 5 to the
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combination of radio localization-aided techniques by exploiting visual mapping so-
lutions, in detail aiming at mitigating the weakness of both solutions in a novel robust
framework that combines the strength of both localization approaches. More in de-
tail, the architecture, implementation and experimental results of a hybrid LiDAR
and Wi-Fi-based localization technique are illustrated, together with some possible
enhancement and use cases.

Finally, in Chapter 7, the main contributions of this doctoral thesis are discussed.





Chapter 1

State of the Art

Drone technology become particularly popular in the last decade, thanks to the ad-
vancement in several areas which, together with the reduction of the overall costs
of such systems, significantly contribute to their diffusion in multiple fields, given
the possibility and substantial improvement that these devices introduced. Several
open source platforms and solutions has been developed and released in the last
years [7–11], allowing to further push the research and applications in completely
new fields. This has lead to new challenges and new technological limits to over-
come, that, together with the definition of new applications, must be addressed in the
upcoming future in order to open new innovative scenarios.

Besides the plethora of open problems to solve in the world of UAVs, this doctoral
thesis focused on the wireless communications and GNSS-denied localization topics,
aiming at investigating, developing and improving existing solutions to allow new use
cases and build a platform suitable for heterogeneous applications of UAVs in many
fields related to the IoT.

Therefore, in the following, the most relevant available state of the art solutions
are investigated and discussed. More in detail, the study of the existing literature is
divided according two main categories: (i) UAV-to-X connectivity and (ii) GNSS-
denied radio-based localization techniques, with the first one investigating the exist-
ing solutions and research activities in the field of UAV connectivity, while the latter
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evaluating the main GNSS-denied localization approaches for UAVs.

1.1 UAV-to-X Connectivity

In order to allow UAV-to-X connectivity, in detail involving both UAV-to-UAV con-
nectivity and UAV-to-Ground connectivity, but able to also involve people (namely
the pilot), the environment, like IoT sensing nodes or existing network infrastructure;
several wireless communication protocols must be implemented on a UAV, allowing
both interoperability and scalability. More in detail, in order to enable several appli-
cations, a platform able to provide several communication protocols and suitable to
be installed on different kind of UAVs must be developed, since every protocol and
its applications scenarios requires to carefully consider several aspects, thus looking
for potential trade-offs.

Nowadays, the most widely adopted wireless communication protocols, which
are summarized in Figure 1.1 and allow to enable connectivity between several kind
of devices, like sensing nodes, are: BLE for short-range communications [12]; IEEE 802.11
(Wi-Fi) and ZigBee [13] for medium-range communications; and NarrowBand-IoT
(NB-IoT), cellular (e.g., 4G LTE and 5G NR), Long Range Wide Area Network (Lo-
RaWAN), and Sigfox [14] for long-range communications.

In order to make these protocols inter-operable and manageable by a MIG located
on a flying UAV, their characteristics have to be carefully taken into account [15].
Typically, two entities support communication protocols interoperability: bridges [16]
and GWs [17]. GWs should be preferred, with respect to bridges, as they support in-
telligent data routing, queuing policies, and data analysis mechanisms for heteroge-
neous (in terms of resources and constraints) communication interfaces [18]. Hence,
the design and deployment of intelligent GWs plays a crucial role in the definition of
the UAV-to-X connectivity with the aim to enable also advanced aerial IoT scenarios.

Even though there are different commercial GWs with multiple network inter-
faces available on the market (see, for example, [19]), they typically present rele-
vant drawbacks, such as: high costs; limited communication interfaces available on
the devices; “closed source” nature; high dimensions and weight, therefore physi-
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Figure 1.1: Communication protocols of interest for heterogeneous IoT scenarios.

cal problems in the integration on different kinds of UAV. The “closeness” of these
solutions, together with their overall sizes, prevent the design of new routing rules,
new communication interfaces and data processing features, as well as the connection
of new communication protocols (e.g., the serial protocols used for the Flight Con-
troller (FC) connection to the on-board MIG [20]) and the their adoption in complex
network scenarios.

Therefore, the design and implementation of modular and open GW architecture
for both UAV and IoT applications, like the one proposed in this doctoral thesis, is
crucial. Moreover, in order to evaluate the performance and the applications of these
GWs in the UAV and IoT worlds, where it is not always possible to perform mea-
surements and test in a real world testbed, given the regulations behind UAVs (i.e.,
defined by the European Union Aviation Safety Agency, EASA [21] [21]), an ana-
lytical characterization or model tool can provide useful performance estimation and
evaluations. Regarding the modelling of this kind of GWs, in [22] a hidden Markov
model-based approach for latency-aware and energy-efficient computation offloading
in fog computing-like scenarios is proposed.

Markov queuing models have also been adopted in [23,24], looking for a trade-
off between energy consumption and latency in task assignment in next-generation
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systems, as well as in [25–28]. All these research works focus on the use of Markov
chain-based models for the characterization and optimization of a few network pa-
rameters only for specific IoT system aspects, while in this doctoral thesis the focus is
oriented on more general applications facing from the aerial IoT field to the UAV-to-
X connectivity, all taking into account the adopted communication protocols limits
depending on the constraints imposed by its interaction with other protocols, e.g.,
when the input information flow comes from another communication interface the
MIG is equipped with.

Therefore, in this doctoral thesis, the design and implementation of a MIG equipped
with several communication protocols usable for both IoT and UAV applications is
presented, followed by its analytical modelling and characterization, used to simulate
and evaluate its performance in possible real applications, thus allowing to signifi-
cantly decrease the cost of the real testing and design phases.

1.1.1 UAV Wireless Connectivity

Nowadays, commercial UAVs rely on different wireless communication protocols to
transmit or receive essential data from the ground, as an example, the real-time First
Point of View (FPV) video stream from the drone, the telemetry data and, of course,
drone’s input commands sent from the Radio Controller (RC) handled by the pilot or
sent from the command and control center.

Most existing solutions adopt the Wi-Fi protocol (operating in the 2.4 GHz and
5.8 GHz frequency bands) as the communication link between the two parts, thus pro-
viding a bidirectional communication channel sufficiently reliable to allow the pilot to
flight in an obstacle-free environment for several hundreds of meters. More advanced
UAVs instead, use proprietary communication protocols, such as OcuSync [29], de-
veloped by DJI, able to guarantee a VLOS operational range of several kilometers.
Others high-end products are already working on 4G LTE and 5G NR cellular net-
works for high definition video feeds or as a backup link, given the current limitations
of such system, while telemetry and C2 data are exchanged using different solutions,
like Spektrum [30], FrSky ACCST [31], Futaba [32]) and the newer LoRa-based Ex-
pressLRS [9], mostly operating in the 2.4 GHz or others free Industrial, Scientific
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and Medical (ISM) bands, like the 868 MHz in Europe.

Outside of specific communication protocols tailor made for UAV applications,
several other wireless communication protocols have provided to be usable for UAV-
to-X connectivity. Among them, LoRaWAN protocol has found some applications
in UAV-to-Ground communication links, in particular as a telemetry provider, given
the strength of LoRa modulation and LoRaWAN protocol implementation. In [33],
LoRaWAN is employed for communications among flying UAVs and the existing
LoRaWAN ground network, in particular to transmit essential telemetry data (such
as GNSS latitude/longitude/altitude, drone speed, and heading direction) needed to
safely handle a UAV in BVLOS scenarios.

Another UAV-to-Ground LoRaWAN-based communication application has been
proposed in [34], in which the use of multiple UAVs with on-board sensors for air
quality monitoring applications is discussed, further providing additional system’s
operational results. An alternative usage of LoRaWAN is discussed in [35], where
multiple UAVs are used as flying LoRaWAN GWs to provide network coverage to
ground LoRaWAN-based end nodes. A similar approach is presented in [36], where
multiple flying UAVs, each one equipped with a LoRaWAN GW, cooperate to form
a complex LoRaWAN-oriented urban surveillance system to provide an efficient and
selective network coverage. Another UAV-enabled flying LoRaWAN networking ap-
proach is discussed in [37], with focus on disaster management applications, com-
bining flying LoRaWAN GWs, with Wi-Fi communications from UAV to ground
AP, and LoRaWAN end nodes, with the goal to follow the emergency operators to
collect data and positions.

Among Wi-Fi-based applications involving UAV-to-X connectivity, in [38] a UAV-
based emergency communication network for post-disaster management is discussed,
with UAVs equipped with a Raspberry Pi (RPi) as on-board Wi-Fi-enabled device,
thus providing connectivity to ground devices. A simulated double-layer mesh net-
work, designed and evaluated for disaster recovery scenarios, is proposed in [35],
where UAVs act as GWs in a Wi-Fi ad-hoc network for the traffic generated between
mobile LoRaWAN nodes and a remote ground station.

Moving toward the wireless communications between in flight UAVs, therefore
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the UAV-to-UAV branch of UAV-to-X connectivity, commercial systems can mainly
rely on Wi-Fi meshing oriented protocols for VLOS short/mid-range communication
links, aided by long-range protocols (e.g., LoRa, ZigBee) for communications over a
large area, still mainly be limited to VLOS communication links.

Considering the adoption of Wi-Fi in UAVs swarms, in [39] an integrated solu-
tion for an autonomous flying Wireless Mesh Network (WMN), involving swarms
of small UAVs, is presented. In detail, UAVs build an IEEE 802.11s-based network
to let two end systems interact through intermediate airborne relays. These relays
correspond to UAVs of the swarm and all UAVs act as APs.

The concept of Flying Ad-hoc NETworks (FANETs) is discussed in [40], where
additional link quality routing metrics are introduced and a network simulator-based
performance analysis is discussed. Algorithmic and theoretical aspects for autonomous
placement of relay nodes in a mesh network are investigated in [41]. In detail, the
authors aim at maximizing the network throughput, but mainly using flying UAVs
as coverage extenders for ground nodes and requiring the knowledge of the three-
dimensional morphological conditions of the environment. Because of this, UAVs
only act as relays for data to be shared among ground stations, instead of building a
flying network for flying data routing.

In [42], a dynamic mesh network needed for data transfer among high mobility
nodes (i.e., RPis running Better Approach To Mobile Ad-Hoc Network advanced,
B.A.T.M.A.N. adv [43]) is presented. In detail, the authors discuss their experimental
results in a range between 0 m and 60 m, with a maximum effective 1-hop range of
approximately 130 m. Nevertheless, their architecture requires multiple GWs con-
nected with a ground control center, thus remaining a ground mesh network, with
no aerial part. Similarly to other works, even in this case the only available network
among the flying drones is based on the Wi-Fi protocol, thus limiting the maximum
distance between flying drones. In [44], a solution for orchestrating and synchroniz-
ing a swarm of drones is proposed. In detail, their network focuses on a leader node
(piloted by a human) that will be followed by the remaining drones composing the
swarm, on the basis of the leader’s Wi-Fi signal strength. Authors propose to operate
a swarm of UAVs without relying on any existing infrastructure, but only on ad-hoc
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communications. This approach is attractive if the drones need to strictly follow their
leader; at the opposite, it needs to be improved in case if UAVs need to fly indepen-
dently of each other. Moreover, in order to relay data from the point of interest to
the ground control center, a certain number of intermediate UAVs (depending of the
distance) will be required, rather than adopting long-range communication protocols.

Finally, the application of TempoSpatial-Software Defined Networking (TS-SDN)
to UAV networks, in order to extend their network coverage, is described in [45].
In order to reach this goal, a network of stratospheric balloons can be used to ex-
tend network access, as well as involving ground stations and UAVs equipped with
mechanically—or electronically—steered beams to establish highly-directional links,
even to nearby peers. Moreover, the authors simulate a scenario composed of more
than 500 nodes to verify the behavior of different routing protocols.

In this doctoral thesis, a hybrid Wi-Fi LoRa-based mesh for aerial UAV-to-X con-
nectivity in VLOS flight conditions is proposed, with the aim to exploit the onboard
MIG interfaces to enable both UAV-to-UAV communications for swarming applica-
tions over short and large areas, as well as to enable UAV-to-Ground communications
for both aerial IoT and swarm coordination applications. Moreover, the usage of an
ad-hoc designed portable fully WMN is investigated, aiming at enabling BVLOS
missions in critical environment where a high throughput and low latency link is
needed for swarming coordination and LiDAR point cloud data exchange, used for
autonomous navigation purposes.

1.1.2 UAV Cellular Connectivity

In order to enable both long-range and wide areas missions, cellular networks are
the most logical candidate for BVLOS link-based applications, where a third-party
network infrastructure is needed to establish a communication between multiple fly-
ing UAVs or between a UAV flying outside of the ranges achievable by the solutions
described in Subsection 1.1.1.

Regarding the usage of cellular connectivity for UAVs, both for UAV-to-UAV and
UAV-to-Ground connectivity in BVLOS missions, several investigations have been
carried out with the aim to verify the feasibility of UAVs enabled by cellular con-
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nectivity, in detail through the use of 4G cellular networks and, recently, 5G cellular
networks.

In [5], 4G LTE signal behaviour data from a UAV-mounted cellular modem has
been collected, showing a decrease of the main radio quality indexes at higher al-
titudes, and concluding that higher levels of interference incoming from the neigh-
boring cells (due to their signals’ free-space propagation) return a relevant signal
degradation with respect to ground-located cellular equipment.

Authors in [46] managed to achieve similar results in a different environments,
while the overall limit of existing 4G LTE cellular networks have been also remarked
in [47]. A similar investigation has been carried out in [6], confirming that: (i) at
altitudes higher than 100 m AGL, the Free Space Path Loss (FSPL) of radio signals
transmitted by nearby cell towers combined with the antennas side-lobes of the BTSs,
can significantly impact the performance quality and reliability of existing 4G LTE
networks for aerial connected UAVs; and (ii) increasing the flight height, the cell
association patterns become more complex, thus afflicting the network stability.

In order to overcome these problem in deploying 4G LTE cellular connected
UAVs, the 3rd Generation Partnership Project (3GPP) Release 15 [48] introduced
enhancement aiming at mitigating the interference problem [49,50] where, despite
technical studies and proposed interference mitigation approaches, it is concluded
that, in order to fulfil the proposed enhancements, an overall refactoring of assump-
tions, models and techniques used in the design and deployment of cellular networks
is needed, and that only newer generation of cellular networks (e.g., 5G and 6G)
might take into account and satisfy them. Therefore, in order to exploit existing 4G
LTE cellular networks, different solutions must be found with the aim to enhance
UAV connectivity, at least in the initial phase.

In [51], an analysis of the neighboring cells interference problem and a model for
aerial cellular connectivity have been analyzed and developed, together with two pos-
sible solutions to make existing 4G LTE cellular networks more reliable: (i) the use of
directional antennas mounted on the UAV and (ii) the use of interference cancelling
techniques. With regard to the first solution, the adoption of 2, 4, and 6 directional
antennas has been evaluated through a simulator, then showing promising results in
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the case the number of directional antennas is increased, but not being validated as a
physical deployed system. Another tri-dimensional network simulator for connected
UAVs is proposed in [52] suggesting (through extensive numerical results) the use of
directional antennas mounted on the UAV to possibly mitigate interference problems,
while another 3D model to estimate 4G LTE cellular networks performance for con-
nected UAV is proposed in [53], in the end suggesting the use of millimeter waves
(mmWaves) to overcome and control the interference on newer generation cellular
networks, but lacking of applicability in existing 4G LTE networks. An alternative
approach not relying on on-board directional antennas is proposed in [54], where
the UAV’s path is planned based on the radio signal quality aiming at optimizing the
UAV’s route, thus ensuring a safer connectivity reliability. However, this approach
(i) requires the definition of a radio map, built through filed measurements, and (ii)
cannot always be applied, since for some specific flight missions it is not possible to
change the flight path.

Regarding the usage of directive antennas, in [55] a system composed by five re-
configurable directional antennas optimized for UAV Air-to-Ground communication
is proposed and evaluated. Nevertheless, despite good results in both simulations and
experimental evaluations, this system is designed for the 5.8 GHz band only, thus
being not suitable for 4G LTE cellular communications. Moreover, the experimental
evaluation in [55] has been conducted with the UAV at a fixed height and position
only, and the ground base receiver in different positions, thus not simulating the pos-
sible topology and structure of a traditional cellular network.

In order to contribute to the cellular connectivity integration for UAV applica-
tions, this doctoral thesis investigated the usage of 4G LTE cellular networks with
traditional omni-directional antennas cellular systems, then the design and develop-
ment of a system based on selective antennas is proposed and evaluated, with the aim
to improve cellular connectivity with existing cellular networks.
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1.2 GNSS-denied Localization Techniques

Localization in environments where GNSS services are not available has always been
challenging and complex, since alternative solutions must be found, mostly relying
on a different radio infrastructures of on-board localization and mapping solutions. In
the last years, two main approaches have lead the research in this field: (i) radio-based
localization through the use of several commercially available wireless communica-
tion protocols, and (ii) on-board Simultaneous Localization and Mapping (SLAM)
algorithms applied to different type of data gathered by cameras, LiDARs or RAdio
Detection and Rangings (RADARs). The key differences between the two techniques
are mainly related to the knowledge on the environment where the target has to lo-
calize itself IN, with most of the radio-based techniques requiring an a-prior knowl-
edge of the exact position of APs and/or anchors. Instead, SLAM-based solution (as
the name suggests) can simultaneously map the environment and localize them self
within the constantly build and updated map of the surrounding environment, thus
requiring a minimal a-priori knowledge of the environment. Both approaches are in-
vestigated in the following, but, given the MIG implementation and architecture de-
fined for UAV and IoT applications in this doctoral thesis, most of the analyzed state
of the art solutions and concepts of radio-based localization rely on commercially
available protocols, as well as hybrid radio and SLAM localization techniques.

1.2.1 Radio-based Localization for UAVs

Radio-based localization has always been the most investigated and adopted local-
ization technique for GNSS-denied environment where several anchors or APs are
available, depending on the used wireless technology. The most traditional approach
used for commercial wireless communication protocols, like those implemented in
the MIG proposed in this doctoral thesis, namely the Wi-Fi, BLE and even cellular
networks, is related to the usage of range estimation techniques between the known
position of the APs or BTSs based on the RSSI, that, using the log-distance path loss
model, allow to determine the distance between the transmitter and receiver. Then,
through the use of at least three range estimations from different APs, it is then pos-
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sible to perform a multi-lateration bi-dimensional position estimation of the target to
localize.

Although several research activity, like in [56] and [57], have been adopting the
RSSI ranging techniques for localization purposes in the last decades, their relative
accuracy still remain an open issue, since it is often related to the radio-environment
noise floor, external interference and LOS or Non LOS (NLOS) signal propagation.
Therefore, the accuracy of this localization technique purely rely on the accuracy on
the range estimation model. Most of the proposed work, such as [58], manage to
achieve a few meters error in both LOS and NLOS environment using Wi-Fi RSSI
localization approaches based on different signal propagation models to properly es-
timate the LOS of NLOS nature of the incoming signal. More in detail, for static
objects where multiple RSSI measurements can be gathered and the channel LOS or
NLOS nature can be characterized, it is possible to achieve an estimation error of a
few meters, as presented in [58]. However, using more complex filtering solutions, as
well as a combination of more measurements and ML techniques (such as in [59]),
it is possible to achieve better results, with some proposed solutions detailed by [60],
able to achieve an error below 1 m adopting a Wi-Fi RSSI fingerprinting-based ap-
proach.

However, for moving objects in an indoor environment, like a small flying UAV,
where it is possible to gather only a few (or only one) RSSI measurements, the po-
sition estimation error can significantly increase and, in order to keep it suitable for
UAV localization applications, it is necessary to have a significant amount of APs
to obtain a sufficient position estimation, as detailed by the framework’s simulation
in [61]. A real experimental evaluation of a moving target localized trough RSSI
measurements is instead proposed in [62], where authors managed to achieve, in a
very specific environment and experimental condition, a localization error between
1 m and 5 m with respect to the ground truth, depending on the number of gathered
measurement and adopted filtering technique.

Besides the RSSI range estimation technique, more consistent and reliable ap-
proaches are available on the market, mostly relying on more advanced techniques
that require specific hardware-implemented features, like the ToF measurement of the
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transmitted radio signals, which allows a more accurate range estimation between the
transmitter and receiver, especially on high frequency and high bandwidth protocols,
like the UWB or 5 GHz Wi-Fi protocols. More in detail, in [63] a localization tech-
niques for smartphones is proposed using the Fine Time Measurement (FTM) on the
2.4 GHz Wi-Fi IEEE 802.11mc protocol, aided by the Angle of Arrival (AoA) [64]
measured on the 5 GHz band, allowing to achieve a promising positioning error be-
low 1 m in a LOS 8×9 m arena. However, in order to achieve these results, authors
in [63] performed several range measurement for each tested position, therefore not
evaluating the impact of mobile targets. A similar approach, still for smartphones,
is shown in [65], where FTM is used in combination of RSSI fingerprinting tech-
nique to estimate their position within a 500 m2 area, obtaining an average position
estimation error below 1 m. However such solution require an intensive and tedious
pre-measurement phase, which is not always feasible. Relevant results are instead
achieved by the novel approach proposed in [66], where the combination of LOS and
NLOS channel estimation with the usage of 5 GHz band APs allowed to achieve an
average position estimation error between 1 m and 2 m on a smartphone in different
kind of environments.

Moving to the application of Wi-Fi FTM on UAVs, in [67] a solution able to
achieve a sub-meter positioning error with four expensive 5 GHz APs within a 5×5 m
arena, with the drone hovering in a static position, is proposed. However, the size
of the testbed are far from a real application for UAV localization. Different is the
approach proposed in [68], where 2.4 GHz affordable ESP32S2-enabled development
boards are used as APs and, together with the proposed ML-filtering solution, manage
to obtain a 1.5 m positioning error within a 5×10 m testing area.

Instead, regarding the UWB technology, adopting Commercial-Off-The-Shelf (COTS)
solutions [69] is already possible to push the localization error down to 10÷30 cm,
depending on the main radio parameters and equipment. Some evaluations related by
the adoption of UWB for localization purposes have been investigated in [70–72],
confirming the good positioning accuracy as well the limited operating range of the
solution, suitable only for small environments. Regarding the application of UAVs,
extensive tests have been presented in [73], confirming the overall good performance



1.2. GNSS-denied Localization Techniques 25

of such solutions, as wheel as the limited operating ranges.
Among other radio localisation techniques, the AoA is significantly increasing

its research interest: this is due to the fact that, for some use cases, if combined
with the FTM range estimation (such as in [63]), it allows to estimate the position
of a target with just one anchor or AP, which, as downside, requires a higher anchor
complexity, due to the need to integrate multiple antennas at specific distances, thus
more RF-to-Signal converters in the device modem which increase the cost of the
hardware equipment design and production. However, both these solutions (namely:
FTM and AoA) are affected by the signal reflections due to the environment, which
can significantly influence both the range and angle estimation.

1.2.2 Hybrid Localization Techniques

Sometimes, the usage of pure-radio-based localization is not enough cost effective to
implement, especially in large environments where the cost of the infrastructure can
be relevant, with the usage of on-board SLAM-based solution possibly being more
reliable and cost effective. Therefore, relying only on Wi-Fi-based localization tech-
niques, cannot provide a sufficient accuracy value in term of distance error between
the ground truth position and the estimated one, since for critical BVLOS missions
(involving UAVs and other robotics platforms), the knowledge of the position with
an half-a-meter error is crucial. By the way, LiDAR SLAM-based solutions can al-
ready achieve such accuracy [74], allowing autonomous complex mission in harsh
environments.

In the last years, the research efforts in the field of Computer Vision (CV) ap-
plied to location recognition dominated the Visual SLAM (VSLAM) scene [75], with
several solutions being developed and released for robotics localization applications.
One of the widely known descriptors is SURF [76], which utilizes visual features and
geometric transformations to establish correspondences between images, enabling
accurate localization. However, the limitations of cameras in low light conditions,
weather changes, and the lack of depth information have led to an increasing interest
in LiDAR-based methods.

So as, LiDAR sensors gained appeal due to their immunity to lighting variations
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and their ability to provide rich 3D information about the environment, and became
particularly valuable for applications where accurate localization is crucial, such as
autonomous driving or mapping. As an example, in [77], a framework denoted as
PointNetVLAD, which first processes each point of a point cloud individually us-
ing PointNet to extract local features, and then aggregates these local features using
VLAD, which encodes a global representation of the entire point cloud, has been
proposed. In detail, VLAD represents each cluster of local features by computing
the residual vectors between each local feature and a set of learned cluster centers.
Then, the authors of OREOS [78] proposed a novel approach to address the heavy
computational load of 3D LiDAR scans, by projecting them onto a bi-dimensional
plane while preserving depth information. This technique reduces the computational
burden, making LiDAR more suitable for mobile robots or UAVs without sacrificing
the advantages of LiDAR-based place recognition. In OverlapNet [79], a further step
has been performed by exploiting different types of information generated from Li-
DAR scans to provide overlap and relative yaw angle estimates between pairs of 3D
scans. The range images are enhanced with information such as normals, intensity
and semantic data.

The approach of Wi-Fi fingerprinting for indoor localization has been adopted for
several applications, spacing from users’ tracking through their smartphones [80],
up to the localization of IoT devices in industrial environments [81]. In detail, this
solution is well known for its low implementation cost, especially on new devices
(e.g., smartphones, IoT devices, etc.) which nowadays all integrate Wi-Fi connec-
tivity (among other communication protocols). To this end, an overview of existing
Wi-Fi fingerprinting solutions for localization has been carried out in [82,83], where
different localization algorithms using Wi-Fi fingerprints have been illustrated, thus
showing how the use of different techniques and ML algorithms can achieve an ac-
curacy of a few meters for indoor localization applications.

However, for autonomous robotics applications, a step forward is needed in or-
der to allow the execution of complex missions in harsh environments. A possi-
ble solution might involve the fusion of heterogeneous data sources for localiza-
tion purposes—as an example, LiDAR, Inertial Measurement Unit (IMU), and visual
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odometry algorithms, to be fused with Wi-Fi fingerprints. In [84], Wi-Fi fingerprinting—
although focusing on the Channel State Information (CSI) instead of the RSSI—has
been combined with VSLAM algorithm. Despite the promising results and relative
low cost of the platform, the proposed solution needs a specific Wi-Fi network setup
to collect the CSI fingerprints, since this metric is not supported by all the Wi-Fi APs,
therefore the solution cannot exploit the Wi-Fi networks available in the environment.

Another similar method intended to fuse Wi-Fi fingerprinting—this time rely-
ing on RSSI and MAC addresses—together with a VSLAM algorithm, is proposed
in [85], highlighting the performance improvement that the combination of both these
technologies returns for indoor localization applications. However, VSLAM is known
to poorly work in low light conditions with reflections or dust, also showing a weak
accuracy for environments with repetitive patterns (e.g., same wall geometry). Fi-
nally, in [86] an approach for a Wi-Fi fingerprinting and LiDAR SLAM fusion tech-
nique similar to the one presented in this doctoral thesis is proposed, achieving inter-
esting results, although the Wi-Fi data collection equipment detailed in [86] relies on
the use of several smartphones as Wi-Fi scanners, which is impractical for an imple-
mentation on a constrained platform, such as on an UAV. Moreover, during data col-
lection, the used platform has been moving at a very low horizontal speed of 0.4 m/s,
that, in favor of a richer and more complete Wi-Fi fingerprinting database, makes the
initial data collection extremely time demanding, especially over a large area.

Therefore, in this doctoral thesis, the usage of a hybrid Wi-Fi fingerprint and
LiDAR SLAM-based localization approach is investigated and proposed, aiming at
exploiting the strength of both these solutions in order to minimize the drawbacks
that each of these approaches may present if used alone.





Chapter 2

Multi Interface Gateway

This chapter describes the design, implementation, and validation of a novel IoT
GW architecture based on COTS components. In detail, this architecture is well-
suited for a wide spectrum of applications, encompassing terrestrial IoT scenarios,
as well as UAV-enabled heterogeneous connectivity in aerial IoT environments. The
focal point of discussion is the prototype development of an advanced, scalable, and
modular MIG. This MIG features four distinct heterogeneous communication inter-
faces, namely: IEEE 802.11 (2.4 GHz) Wi-Fi, BLE, LoRaWAN, and cellular 4G LTE
(Cat. 4). Then, in order to accurately predict the experimental performance of the
COTS device-based MIG in various scenarios, a novel Markov chain-based queuing
model of the MIG is derived. This model allows to evaluate the system performance
under diverse workloads.

Furthermore, a Python-based software simulator of the proposed MIG is devel-
oped, with the aim to validate the analytical performance predictions derived from
the Markov chain-based queuing model. This approach facilitates a comprehensive
comparison between analytical, simulation and experimental results, allowing also to
a deeper analysis of the main limitations of the employed communication protocols.
Unlike classical approaches, which move from theoretical modeling to experimental
validation, in this thesis the research activity moved from a COTS device-based MIG
(with a specific architecture) to its analytical and simulation models, allowing further
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evaluations possibilities for the design of different applications.

2.1 Overview

Among the transformative technologies and paradigms that have recently revolution-
ized the approach to device connectivity, the IoT occupies a central position. IoT
aims to connect a diverse range of nodes, each equipped with sensors and actuators,
across various environments and for a multitude of use cases. Consequently, due to
the broad spectrum of IoT applications, such as smart cities, Industry 4.0, aerial IoT
and precision agriculture, IoT entities are often structured as complex systems of
systems.

In a typical IoT scenario, communication protocols vary widely, spanning from
short-range protocols with high data transmission rates to long-range ones with typ-
ically lower data transmission rates [87]. Managing this protocol heterogeneity and
enabling seamless interactions between different networks is a primary challenge, as
well as enabling aerial UAV for enhanced connectivity in the field of aerial IoT and
reliable communications. To address this challenge, a vital component within the IoT
framework is the concept of GW, which plays a pivotal role in efficiently routing data
and facilitating IoT applications. As such, the internal organization and scalability
of an IoT GW must ensure the highest level of interoperability in different scenario,
from in-field applications, as well as in UAV-enabled applications.

IoT GWs typically work as multi-layered network entities, referring to the ISO/OSI
and TCP/IP layered protocol stacks. These GWs provide support for several critical
functions, including the intelligent routing of information flows, data processing, the
management of seamless connectivity and the implementation of buffering and queu-
ing mechanisms. The importance of these queuing mechanisms becomes evident in
the presence of heterogeneous communication interfaces, which often have different
data-rates capabilities.

Conversely, heterogeneous networks, characterized by a multitude of nodes that
collect data, often via sensors, from their surrounding environments, rely on sophis-
ticated data processing techniques. These techniques are employed to extract rele-
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vant information while eliminating redundancy. Furthermore, the processed data is
adapted for transmission through low data-rate protocols, such as LoRaWAN. Impor-
tantly, this data processing can be integrated into edge GWs, enabling the migration
of network intelligence from the core to the network’s edge or, in the case of aerial
IoT and UAV applications, on-board of a drone.

The key aspects to enable all such scenarios is associated to the central MIG ar-
chitecture, which must allow both scalability and versatility, needed to enable several
applications. The MIG architecture proposed in this thesis is discussed in Section 2.2,
where all the software and hardware components are detailed, while in Section 2.3 a
Markov chain-based queuing model to describe the behavior of the MIG is derived
and described. Section 2.4 presents the evaluation of the performance predicted by
the analytical queuing model and compare it with the ones of the developed Python-
based simulator. The experimental results of the system in a generic IoT scenario
are discussed in Section 2.5. Section 2.7 is dedicated to discussing possible improve-
ments of the MIG. An extended MIG version optimized for UAV-to-X connectivity is
finally presented in Section 2.6, where the integration with the UAV platform and FC
is shown, as well as some preliminary use cases to enable aerial IoT and UAV hetero-
geneous connectivity. Such aerial version of the MIG architecture introduced in this
chapter is the key element of this thesis, since it enables the hybrid Wi-Fi and Lo-
RaWAN framework proposed in Chapter 3, as well as the novel cellular connectivity
enhancement discussed in Chapter 4.

2.2 MIG System Architecture

The first prototypical IoT-oriented MIG implementation is based on a Raspberry Pi
4 (RPi4) Single Board Computer (SBC), equipped with an additional Dragino Lo-
RaWAN hat [88] and a Huawei E3372 USB dongle 4G LTE Cat. 4 modem. Therefore,
with these hardware components, the MIG can operate with the following communi-
cation protocols: BLE and Wi-Fi connectivity, provided by the interfaces integrated
into the RPi System-on-Chip (SoC); LoRaWAN protocol, through the Dragino ex-
pansion hat; and 4G LTE cellular connectivity, through the Huawei modem. An over-
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Figure 2.1: MIG: (a) COTS device-based prototype and (b) high-layer architecture.

all view of the prototype of the proposed MIG is shown in Figure 2.1, where (i) the
COTS device-based MIG prototype and (b) its corresponding internal architecture
are depicted.

Regarding the software layer of the MIG, the designed architecture relies on two
high-layer types of modules, namely: (i) a dedicated software entity for each avail-
able communication interface, and (ii) an internal routing module, denoted as Smart
Data Broker (SDB), that, jointly operating with an internal Message Queue Teleme-
try Transport (MQTT) broker, is in charge of handling multiple MQTT topics and is
used for temporary internal traffic packets’ queuing and management purposes. The
role of both components, will be illustrated in the following.

More in detail, the main role of the software entities associated with each com-
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munication interface is: (i) to properly handle the tasks which may be required by the
corresponding communication protocol (e.g., packet processing, payload constraints’
validation, transmission policies’ adoption, services’ execution, UL and DL opera-
tion handling, etc.) and (ii) to optimize, convert, and forward data (e.g., coming from
on-field end nodes connected to the MIG) toward the right interface-specific MQTT
topic.

For the sake of clarity, as a preliminary discussion regarding the first IoT-oriented
MIG prototype discussed in this chapter, assumes that the information flows withing
the GW are generated by several end nodes that exchange the gathered data to the
MIG, which then pre-process and transmit them to cloud application servers (ASs)
using the cellular or LoRaWAN interfaces. More in detail, the data flow, in the form
of packets, from the end nodes to the GW is denoted as downlink (DL) traffic, while
from the GW to the end nodes is denoted as uplink (UL) traffic. The MIG detailed
in this manuscript allows DL and UL traffic flows on the BLE, cellular and Wi-Fi
interfaces, while, with the current LoRaWAN expansion hat, only UL traffic, in detail
from the MIG to the cloud AS1, is possible on the LoRaWAN interface.

In order to allow the proper data handling by the MIG, the data exchanged with
the on-field end nodes have the illustrative structure shown in Figure 2.2 (at the top).
Once received by the MIG, these packets will then be processed by the proper DL
interface’ handler. The selected handler then “appends” a header field, denoted as
IDROUTE, specifying the routing rule which should be applied by the SDB rout-
ing system (e.g., forward to the LoRaWAN interface). Furthermore, in the case of
a packet coming from Wi-Fi or BLE nodes (as discussed in the previous paragraph),
this packet is extended to include the following fields: (i) the source node’s MAC
address SRCMAC and (ii) a separator field. The final packet structure will thus possess
a general form with a header H and a payload PKT .

Examining the internal routing process, the SDB relies on a standard MQTT bro-
ker. This MQTT broker manages various MQTT topics, each overseen by a dedicated
UL/DL handler. These handlers are responsible for processing incoming packets and

1Class C LoRaWAN nodes [89] can also receive DL traffic from the LoRaWAN’s AS (through the
LoRaWAN Network Server, NS, and LoRaWAN GWs), but they are typically not used.
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Figure 2.2: Data packets from the different communication interfaces adopted in the
proposed MIG.

routing them to the corresponding UL queue of the appropriate output interface, fol-
lowing a First-In-First-Out (FIFO) policy. Then, the interfaces’ servers, being sub-
scribers to the MQTT UL topics of their corresponding communication interfaces,
(i) are notified by the SDB with the updated Data Transfer Units (DTUs), leading to
aggregated packets, (ii) perform the required actions on the data, and (iii) execute the
final UL operation, forwarding data to the right target device through the proper inter-
face. To this end, it should be noted that, from an operational point of view, the MIG
creates a new thread each time a message is notified via the proper UL MQTT top-
ics. In the proposed implementation, the data are temporarily stored inside the RPi4’s
RAM, thus limiting the processing time and increasing the overall performance.

From an operational standpoint, it is worth noting that each software entity re-
sponsible for managing its respective communication interface employs a dedicated
parsing technique to encapsulate the retrieved data into DTUs. This process is es-
sential to make the data suitable for constrained protocols. To provide more detail,
IP and MAC addresses are subject to a compression that minimizes their storage re-
quirements. Specifically, an IP address is encoded as a single integer, while a MAC
address is transformed into its corresponding hexadecimal HEX value. This com-
pression strategy proves particularly advantageous in reducing the payload size of
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Table 2.1: Routing rules available in the proposed IoT MIG.

Field Value Routing Destination
MAC Address Specific MAC address of the BLE device

IP Address Specific IP address of the Wi-Fi device

0 LoRaWAN communication interface

1 Wi-Fi server’s default IP address

2 BLE server’s default MAC address

3 LoRaWAN communication interface and Wi-Fi server’s
default IP address

4 LoRaWAN communication interface and BLE server’s
default MAC address

5 Wi-Fi server’s default IP address and BLE server’s default
MAC address

6 All available communication interfaces, on their default
server IP addresses

7 Server reachable through the Cellular Network

Data routed to

LoRa interface

Data routed to

BLE interface

Data routed to

Wi-Fi interface

Figure 2.3: Data packets format of the proposed MIG to exchange data with end
targets.

LoRaWAN and BLE messages. Finally, depending on the routing identifier, the re-
sulting DTU is sent to the proper communication interface. An illustrative example
of routing rules defined internally in the proposed MIG is shown in Table 2.1.

The proposed DTU structure, shown in Figure 2.3, allows processed data to be
transmitted by BLE and Wi-Fi communication interfaces, to be inserted in an output
packet with a payload composed by N aggregated payloads {PKTi}N

i=1 separated by
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Figure 2.4: Interactions among Wi-Fi/BLE end nodes and the proposed MIG.

the separator field “|,” each one in turn composed by the identifier of the target
(either IP or MAC address), separated from the payload by a separator field “@.”
At the opposite, in the case of data to be transmitted by the LoRaWAN interface,
the resulting data packet will be a sequence of processed packets separated by the
separator field “|.”

In order to better highlight the relation between on-field end nodes and the pro-
posed IoT MIG, in Figure 2.4 the data flows inside the proposed architecture are
shown. The introduction of new communication interfaces is possible thanks to mod-
ular architecture of the MIG. In fact, only the specific software handlers needed for
a new communication interface should be written, abiding by their own constraints
and rules, while MQTT broker and SDB would remain unchanged.

Considering the operational aspects, it is important to acknowledge that the in-
teraction among MQTT topics involves some processing time. This implies that the
proposed MIG is most suitable for non-real-time applications. In such scenarios, data
can be collected from various sources, such as environmental monitoring or non-
critical Industrial IoT (IIoT) contexts, within a reasonable time-frame, typically on
the order of at least 1 s. However, it is worth noting that the system’s performance
could be enhanced by reducing the internal processing time by using different queu-
ing approaches of protocols.
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Figure 2.5: Smart farming scenario with RPi-based MIG and several Wi-Fi and BLE
sensing nodes.

2.2.1 IoT-oriented Use Cases

The proposed MIG is applicable to several heterogeneous IoT scenarios where data
may be collected from different data sources deployed in the environment of interest.

• A first representative application scenario is smart farming, in which several
IoT sensing/actuating nodes (e.g., based on ESP32 SoC [90] and equipped
with Wi-Fi and BLE connectivity, as well as several hardware sensors, such as
DHT11 [91]) with short-range communication capabilities are deployed over
a large area far away from an Internet access point. The collected data need
to reach high-layer processing entities (e.g., cloud platforms, as well as end
users, such as farmers) interested on these data, following a Farm-as-a-Service
(FaaS) approach [92], as shown in Figure 2.5.

• A second scenario benefiting from the adoption of the proposed IoT-oriented
MIG is related to the applications in the aerial IoT field, namely UAV-based re-
mote monitoring. As an example, in a smart city a large number of short-range
WSNs might be deployed to collect data of interest, possibly pre-processing
them before forwarding them to high-layer consumers. Then, a UAV equipped
with a Wi-Fi-, BLE- and LoRaWAN-enabled MIG can, first, gather data (either
using short-range or long-range communication protocols) by flying over/near
these WSNs and, then, forward the collected data to an Internet-connected node
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Figure 2.6: UAV environment monitoring applications involving the proposed MIG.

using a long-range or cellular communication protocol, as shown in Figure 2.6.

2.3 Analytical Queuing Model

In order to investigate how the proposed MIG harnesses communication heterogene-
ity by properly handling traffic data, in this Section a novel Markov chain-based
queuing model is derived. In Subsection 2.3.1, the MIG is modeled through an em-
bedded Markov chain with states corresponding to the communication interfaces:
the chain is in one state if the corresponding interface is transmitting or receiving.
The Markov chain transition matrix is associated with input and output flows across
different interfaces. The derived model does not take into account the physical trans-
mission channels associated with the communication interfaces equipping the MIG,
since it is focused only on the internal information flow management to predict the
performance of the MIG, taking also into account possible limitations of a real system
deployment.

2.3.1 Embedded Markov Chain

The flows of the DTUs inside the MIG can be characterized through an embedded
Markov chain with states corresponding to the MIG’s communication interfaces. The
transition probability associated with a link between two states depends, in general,
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Figure 2.7: State transition diagram of the proposed IoT MIG.

on the flow from the input (DL) interface (initial state) to the output (UL) inter-
face (final state). A high-level overview of the state transition diagram is shown
in Figure 2.7, where λ

(DL)
W(in)

, λ
(DL)
C(in)

and λ
(DL)
B(in)

represent the input arrival rates (di-
mension: [DTU/s]) from the Wi-Fi, cellular and BLE interfaces, respectively, while
λ
(UL)
W(out)

, λ
(UL)
C(out)

, λ
(UL)
L(out)

and λ
(UL)
B(out)

represent the departure rates from Wi-Fi, cellular (di-
mension: [DTU/s] for both), LoRaWAN and BLE (dimension: [pkt/s] for both) inter-
faces, respectively.2 Moreover, SW, SB, SC and SL represent the service times (dimen-
sion: [s]) of the servers associated with the corresponding interfaces, respectively.

The transition matrix of the Markov chain shown in Figure 2.7 can be expressed
as follows:

P= [Pi, j] =

 PW,W PW,C PW,B PW,L

PC,W PC,C PC,B PC,L

PB,W PB,C PB,B PB,L

 (2.1)

2It must be remarked that no arrival flow is considered in the LoRaWAN state (i.e., λ
(DL)
L(in)

= 0 pkt/s),
as the LoRaWAN interface is assumed to support only UL communications (no Class C IoT node is
considered).
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where Pi, j, i ∈ {W,C,B,L}, j ∈ {W,B,C} represents the transition probability from
state i to state j or, in other words, the probability that an information flow has to be
transferred from the i-th interface (receiving interface) to the j-th interface (transmit-
ting interface).

Since the Markov chain-based queuing model relies on transition probabilities
determined by (i) the internal routing rules within the MIG and (ii) the input arrival
rates at the MIG’s communication interfaces (DL flows), it is possible to express the
corresponding arrival rates at the output queues of the communication interfaces (UL
flows) as follows:

λ
(UL)
L(in)

= λ
(DL)
B(in)

·PB,L +λ
(DL)
C(in)

·PC,L +λ
(DL)
W(in)

·PW,L

λ
(UL)
B(in)

= λ
(DL)
C(in)

·PC,B +λ
(DL)
W(in)

·PW,B

λ
(UL)
C(in)

= λ
(DL)
B(in)

·PB,C +λ
(DL)
W(in)

·PW,C

λ
(UL)
W(in)

= λ
(DL)
C(in)

·PC,W +λ
(DL)
B(in)

·PB,W .

(2.2)

It must be specified that although an output queue exists at each MIG interface for
transmissions outside of the MIG (i.e., UL transmissions), no queues are associated
with the links between pairs of states on the state diagram (i.e., between pairs of MIG
interfaces). This is because: (i) packets received from end nodes are immediately
processed, eliminating the need for input queues at the communication interfaces;
and (ii) internal transitions are managed at software level, and the associated latencies
are negligible within the Markov chain-based model. Therefore, the model focus on
the output queues associated with the MIG interfaces.

Finally, it is assumed that the internal routing between the different MIG in-
terfaces considers direct information flows from one interface to another interface
(e.g., an information flow entering from the BLE interface is forwarded to the Lo-
RaWAN interface). This 1-in-to-1-out assumption on internal routing is meaningful
for the following reasons: (i) it reflects a realistic behavior of the MIG for IoT ap-
plications, as discussed in Section 2.2; (ii) it keeps the internal Markov chain-based
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model tractable. Taking into account Eq. (2.2), the 1-in-to-1-out assumption can be
formalized with the following constraints:

PB,L,PC,L,PW,L,PC,B,PW,B,

PB,C,PW,C,PC,W,PB,W ∈ {0,1}

PB,L +PC,L +PW,L = 1

PC,B +PW,B = 1

PB,C +PW,C = 1

PC,W +PB,W = 1 .

(2.3)

For example, assuming that an information flow from the BLE interface has to be
forwarded to the LoRaWAN interface, in Eq. (2.2) one should set PB,L = 1, PC,L = 0,
and PW,L = 0, obtaining:

λ
(UL)
L(in)

= λ
(DL)
B(in)

·PB,L +λ
(DL)
C(in)

·PC,L +λ
(DL)
W(in)

·PW,L

= λ
(DL)
B(in)

. (2.4)

2.3.2 G/G/1 Queues

In the proposed Markov chain model, each interface UL queue (outgoing traffic) is
associated with a G/G/1 queue. This analytical queuing model aligns with the archi-
tectural description of the MQTT-based system outlined in Section 2.2. The G/G/1
queuing model has been chosen because it accommodates a wide range of distribu-
tions for both arrival processes and service times. In fact, in the proposed MIG, for
each communication interface: (i) the inter-arrival time of DTUs has a general distri-
bution with known parameters; and (ii) the service time distribution which depends
on parameters related to the size of the packet being processed.

In order to accurately model the behavior of the G/G/1 queue at each UL inter-
face, two remarks are expedient: (i) Wi-Fi and cellular G/G/1 queues transmit each
DTU without performing any batch operation (on groups of DTUs), whereas (ii) BLE
and LoRaWAN G/G/1 queues perform DTUs batching to optimize the throughput. In
other words, in BLE and LoRaWAN cases the output packet size is maximized by
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Figure 2.8: G/G/1 LoRaWAN queue composed by a DTU Aggregator (G/D/1 queue)
and Packet Transmitter (G/G/1 queue).

concatenating together, in a single payload, as many DTUs as allowed by the stan-
dards, taking into account the operational settings.3

LoRaWAN G/G/1 Queue

LoRaWAN is the most constrained communication interface in the MIG. Its corre-
sponding G/G/1 queue, shown in Figure 2.8, can be decomposed into the concatena-
tion of two sub-queues: (a) a DTU Aggregator, receiving DTUs and batching them
together in order to create a single LoRaWAN packet, and (b) the LoRaWAN’s Packet
Transmitter, in charge of processing the packets and transmitting them. In the follow-
ing, we characterize these two sub-queues.

DTU Aggregator The DTU Aggregator can be modeled as a G/D/1 queue, where
λ
(UL)
L(in)

is the input arrival rate (dimension: [DTU/s]) of the single DTUs and T AGG is
the average service time (dimension: [s]) needed to aggregate a packet. The G/D/1
queue model has been chosen since the DTU arrival distribution can be any generic
distribution, while the service time is deterministic, as it depends on the number of
DTUs flowing into the DTU Aggregator. The DTU Aggregator’s behavior strikes a
balance between maximizing LoRaWAN packet length, and consequently, LoRaWAN
throughput, while minimizing the DTUs waiting time within the DTU Aggregator’s
buffer. In particular, a maximum waiting time, defined as tmax (dimension: [s]), is

3As an example, in the case of LoRaWAN, the average number of DTUs in a single packet depends
on the specific Spreading Factor (SF) chosen for the UL transmission [93].
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introduced: after tmax, even if the number of DTUs in the buffer is smaller than the
maximum (denoted as n) allowed in a single LoRaWAN packet payload, the DTUs
are aggregated and, then, sent to the Packet Transmitter. As a consequence, this ap-
proach allows DTUs inside the DTU Aggregator to incur a limited waiting time, as a
trade-off between aggregated packets with small payloads (low throughput and short
waiting time) and with large payloads (high throughput and long waiting time).

On the basis of the above assumptions, multiple DTUs will be aggregated to-
gether, up to a maximum of n DTUs, if and only if the inter-arrival times between
consecutive DTUs is shorter than tmax. Otherwise, the “incomplete” packet will be
sent to the next sub-queue in Figure 2.8 (i.e., the Packet Transmitter) as-is. For the
sake of clarity, the flow diagram detailing the behavior of the DTU Aggregator is
shown in Figure 2.9 and the meanings of the indicated parameters are the follow-
ing: λ

(UL)
L(in)

represents the average arrival rate (dimension: [DTU/s]) of the DTUs and,

since the DTU Aggregator’s model is based on a G/D/1 queue, the arrival rate λ
(UL)
L(in)

can be derived according to Eq. (2.4) (i.e., based on the 1-in-to-1-out information
flow assumption). Moreover, it is possible to express the arrival rate as a function of
the average inter-arrival time as follows:

λ
(UL)
L(in)

= λ
(DL)
B(in)

=
1
T

(2.5)

where T is the average inter-arrival time (dimension: [s]) between consecutive DTUs
and depends on the distribution of the DTU arrival process.

Considering (i) the average inter-arrival time T between DTUs, (ii) the average
DTU size LDTU, (iii) the threshold value of the waiting time tmax, and (iv) the DTU
Aggregator flow diagram shown in Figure 2.9, it is possible to evaluate the aver-
age LoRaWAN packet aggregation time and the average arrival rate λAGG (dimen-
sion: [pkt/s]) at the input of the LoRaWAN Packet Transmitter. By using the total
probability theorem one can write:

E[TAGG] =
n

∑
i=1

E[TAGG|Ai] ·P(Ai) (2.6)
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Figure 2.9: Flow diagram of the DTU Aggregator module.

where:
A1 ≜

{
T2 > tmax

}
Ai ≜

{
T2 < tmax, . . . ,Ti < tmax,Ti+1 > tmax

}
,

i = 2, . . . ,n−1
An ≜

{
T2 < tmax, . . . ,Tn−1 < tmax,Tn < tmax

} (2.7)

and
E[TAGG|Ai] = E[TAGG(i) ] (2.8)

where:

TAGG(i) ≜


i

∑
j=1

Tj + tmax 1 ≤ i < n

n
∑
j=1

Tj i = n.
(2.9)
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Since {Ti} are independent and identically distributed, defining Pmax ≜ P{Ti >

tmax} one can write:

P(Ai) =

(1−Pmax)
i−1 ·Pmax i = 1, . . . ,n−1

(1−Pmax)
n−1 i = n.

(2.10)

From Eq. (2.6), one obtains:

T AGG =
n−1

∑
i=1

(
i

∑
j=1

T j + tmax

)
· (1−Pmax)

i−1 ·Pmax

+

(
n

∑
i=1

T i

)
· (1−Pmax)

n−1 . (2.11)

Finally, observing that T i = T , ∀i ∈ {1, . . . ,n}, it follows:

T AGG =
n−1

∑
i=1

(
i ·T + tmax

)
· (1−Pmax)

i−1 ·Pmax

+ n ·T · (1−Pmax)
n−1 . (2.12)

Similarly, one can obtain the average quadratic value of TAGG as follows:

E[T 2
AGG] =

n

∑
i=1

E
[
T 2

AGG|Ai

]
·P(Ai)

=
n−1

∑
i=1

E
[( i

∑
j=1

Ti + tmax
)2
]

· (1−Pmax)
i−1 ·Pmax

+ E
[( n

∑
j=1

Tj
)2
]
· (1−Pmax)

n−1 . (2.13)

Packet Transmitter In order to evaluate the waiting time in the buffer of the Lo-
RaWAN Packet Transmitter, modeled as a G/G/1 queue, the Kingman’s formula [94]
can be adopted:

W q =

(
ρ

1−ρ

)(
C2

a +C2
s

2

)
SL (2.14)
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where: ρ ≜ λAGG ·SL (adimensional); SL is the average service time of the LoRaWAN
server (dimension: [s]); and Ca and Cs are the coefficients of variation of arrival and
service times (adimensional), respectively.

The coefficient of variation of arrival times Ca can be expressed as:

Ca =
σTAGG

1
λAGG

= σTAGG ·λAGG (2.15)

where

λAGG =
1

T AGG
(2.16)

and

σ
2
TAGG

= E[T 2
AGG]−E[TAGG]

2 . (2.17)

To calculate the coefficient of variation of the service time, denoted as Cs, an addi-
tional analysis on the behavior and policy rules of the LoRaWAN protocol is needed.
First, the service times’ distribution has to be related to the LoRaWAN packet size,
thus associating each packet composed of a specific number of aggregated DTUs
with a proper probability, which depends on the parameters of the DTUs’ source
generating distribution. Assuming an average DTU size LDTU = 20 bytes and consid-
ering a maximum LoRaWAN useful achievable payload size equal to 222 bytes, the
maximum number of DTUs that can be inserted into a single LoRaWAN packet is
equal to 11, which correspond to the specific value of the parameter n in the previous
derivation (e.g., in Figure 2.9).

Then, taking into account the DTU size and the LoRaWAN constraints, it is pos-
sible to evaluate the service time of the LoRaWAN G/G/1 server. The service time of
a packet containing i ∈ {1, . . . ,n} aggregated DTUs, denoted as SLi , can be expressed
as follows:

SLi = TPPROC−i +TPAIR +TPDUTYCYCLE (2.18)

where: TPPROC−i is the internal processing time (dimension: [s]) associated with i DTUs
and can be expressed as

TPPROC−i = iT DTUPROC ; (2.19)
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TPAIR is the packet airtime (dimension: [s]) and can be expressed as [95]

TPAIR = (nPREAMBLE +4.25)
2SF

BW

+

[
8+max

(⌈
8PL−4SF +28+16−20H

4(SF −2DE)

⌉
(CR+4) ,0

)]
2SF

BW
; (2.20)

and TPDUTYCYCLE is the LoRaWAN duty cycle time (dimension: [s]) and can be ex-
pressed, according to the regional parameters [93], as

TPDUTYCYCLE = 0.99 ·TPAIR . (2.21)

In the formulas above: T DTUPROC depends on the specific platform which the MIG
is deployed; the LoRaWAN preamble size, denoted as nPREAMBLE, is set to 8 byte;
SF = 7, BW = 125, DE = 0 (low data rate optimization), CR = 4 (coding rate); and
PL (LoRa packet payload), which includes a 13 byte LoRaWAN packet header and
the aggregated DTUs, can then be expressed (in the model) as PL = 13+ n ·LDTU.
These LoRaWAN-related parameters have been set according to the LoRaWAN re-
gional parameters [93].

According to Eq. (2.18), the LoRaWAN packet service times {SLi}
n
i=1, with n =

11. In particular, the service time ranges from SL1
∼= 7.2 s (packet with 1 DTU) up to

SLn
∼= 37 s (packet with n = 11 DTUs).

The average service time, denoted as SL, can be calculated by applying the total
probability theorem on the partition {Ai}n

i=1 in Eq. (2.7) and the service time defined
by Eq. (2.18), thus obtaining:

SL =
n

∑
i=1

E[SL|Ai] ·P(Ai)

∼=
n

∑
i=1

SLi ·P(Ai)

=
n−1

∑
i=1

SLi(1−Pmax)
i−1 ·Pmax +SLn(1−Pmax)

n−1 . (2.22)



48 Multi Interface Gateway

Similarly, one can write

E[S2
L] =

n

∑
i=1

E[S2
L|Ai] ·P(Ai)

=
n

∑
i=1

E

[(
n−1

∑
i=1

SLi

)2]
· (1−Pmax)

i−1 ·Pmax

+ E
[
S2

Ln

]
· (1−Pmax)

n−1 . (2.23)

At this point, the variance of the service time, denoted as σ2
SL

, can be calculated
as follows:

σ
2
SL

= E[S2
L]−E[SL]

2 . (2.24)

The coefficient of variation of the service time Cs can thus be expressed as

Cs =
σSL

SL
. (2.25)

At this point, it is possible to evaluate the average waiting time in the buffer,
denoted as W (L)

q , according to Eq. (2.14).

Finally, knowing W (L)
q (Eq. (2.14)), SL (Eq. (2.22)), and T AGG (Eq. (2.12)), it

is possible to calculate the overall average time (denoted as T PKT−SOJL) that each
DTU is expected to spend at the LoRaWAN communication interface (namely, DTU
Aggregator and Packet Transmitter), from the time instant of DTU arrival to the time
instant of packet (in which the DTU has been aggregated) departure, as follows:

T PKT−SOJL =W (L)
q +SL +T (L)

AGG . (2.26)

This is an essential parameter in order to estimate and evaluate the overall per-
formance of the LoRaWAN model representing the relative interface handler of the
proposed IoT-oriented MIG.

BLE G/G/1 Queue

Focusing on the BLE interface, its G/G/1 queue model is similar to the one detailed in
Subsection 2.3.2. More specifically, the BLE DTU Aggregator has the same behavior
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of the LoRaWAN DTU Aggregator, while a proper G/G/1 queue, associated with the
BLE Packet Transmitter, must be defined according to the BLE protocol rules.

BLE packets can have a larger dimension (with maximum corresponding to 512 bytes)
than LoRaWAN ones. Therefore, the BLE DTU Aggregator is required to aggregate
up to n = 25 DTUs. Moreover, similarly to the LoRaWAN DTU Aggregator, even
for the BLE DTU Aggregator the parameter tmax is introduced, which takes the same
value as the one considered in Subsection 2.3.2. The same holds for the other param-
eters (e.g., λ

(UL)
B(in)

), in order to fairly compare the performance of all communication

interfaces. Hence, λ
(UL)
B(in)

can be calculated as in Eq. (2.5), while T AGG and σ2
TAGG

can
be evaluated as in Eq. (2.12) and Eq. (2.17) (relying on the state diagram in Fig-
ure 2.9).

The main difference between BLE and LoRaWAN models is related to the ser-
vice time of the G/G/1 queue modeling the Packet Transmitter. In fact, with the BLE
protocol no duty cycle is used, thus resulting in a significantly shorter average service
time. However, the BLE protocol requires the MIG (active as master) to connect to
a BLE slave device before being able to communicate with it. Therefore, the BLE
model has to take into account this connection time, denoted as TCONNB (dimen-
sion: [s]). On the basis of the experimental investigation, T CONNB

∼= 7 s. The BLE
packet service time can thus be calculated as

SBi = T PPROC−i +T CONNB (2.27)

where T PPROC−i , defined by Eq. (2.19), is the processing time required to create a
packet which aggregates i ∈ {1, . . . ,n} DTUs.

Hence, once all BLE packet service times {SBi}n
i=1 are calculated (similarly to

the service times {SLi}n
i=1 detailed in Subsection 2.3.2 for the G/G/1 queue of the

LoRaWAN Packet Transmitter), it is possible to evaluate the average waiting time in
the buffer of the G/G/1 LoRaWAN queue according to Eq. (2.14), which still holds
for the BLE protocol. Finally, the overall average time spent by the aggregated packet
in the BLE interface, denoted as T PKT−SOJB , can be calculated as follows:

T PKT−SOJB =W (B)
q +SB +T (B)

AGG . (2.28)
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Wi-Fi and Cellular G/G/1 Queues

Given the similarity in performance and behavior between the Wi-Fi and cellular
interfaces, they can be modeled in the same way. Since both Wi-Fi and cellular in-
terfaces have significantly higher throughput than BLE and LoRaWAN interfaces,
there is no need for a batching operation on incoming DTUs, and therefore, the DTU
Aggregator is not present in their models. Consequently, both Wi-Fi and cellular in-
terface UL queues can be simplified to G/D/1 queues, where the service time for each
DTU is composed of a fixed processing time denoted as tDTUPROC and a fixed latency
denoted as tLATENCYW and tLATENCYC for Wi-Fi and cellular interfaces, respectively.
In other words, this can be expressed as:

SW = tDTUPROC + tLATENCYW (2.29)

SC = tDTUPROC + tLATENCYC . (2.30)

Since the service time is deterministic, the coefficient of variation of the ser-
vice time Cs becomes equal to 0. Therefore, the waiting time in the buffer, given by
Eq. (2.14), reduces, in the Wi-Fi and cellular cases, to

W (W)
q =

ρW

1−ρW

(
C(W)

a

)2

2
SW (2.31)

W (C)
q =

ρC

1−ρC

(
C(C)

a

)2

2
SC (2.32)

where: SW and SC are the Wi-Fi and cellular service times (Eq. (2.29) and Eq. (2.30),
respectively); ρW ≜ λ

(UL)
W(in)

· SW and ρC ≜ λ
(UL)
C(in)

· SC (depending on the interface);

C(W)
a = σ

(W)
ARR ·λ (UL)

W(in)
and C(C)

a = σ
(C)
ARR ·λ (UL)

C(in)
.

Finally, it is possible to obtain the average waiting time W q. The overall times
spent by a DTU at the Wi-Fi or cellular interfaces can then be expressed as

T DTU−SOJW =W (W)
q +SW (2.33)

T DTU−SOJC =W (C)
q +SC (2.34)
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where W (W)
q and W (C)

q can be computed as in Eq. (2.31) and Eq. (2.32), respectively.
As final remark, the main difference between Wi-Fi and cellular Packet Transmit-

ter queues is that, according to experimental measurements, tLATENCYW ≫ tLATENCYC .
In other words, the cellular interface has a significantly longer sojourn time (due to
technological reasons). This aspect, further depending on the specific cellular proto-
col version (e.g., 4G/5G), may introduce a relevant latency in some applications.

2.4 Simulator Performance Evaluation

A Python-based simulator, taking into account all the blocks considered in the ana-
lytical model, has been developed to evaluate the model performance. More in de-
tail, the simulator includes a DTU Generator, which generates, according to a uni-
form distribution [96] U [Ta,Tb], DTUs to be processed by all the interface queues.
In particular, the following reference values are initially considered: for all inter-
faces, Ta = 0 s, TMAX = 5 s, LDTU = 20 bytes, T DTUPROC = 20 ms; for the BLE in-
terface, T CONNB = 7 s; for cellular and Wi-Fi interfaces, tLATENCYC = 50 ms and
tLATENCYW = 10 ms, respectively.

By generating 1,000 DTUs, it is possible to characterize each network interface
according to the following performance metrics: (i) server utilization ratio ρ; (ii) av-
erage service time S; (iii) waiting time W q in the buffer of the G/G/1 and/or G/D/1
queues (depending on the presence or not of the DTU Aggregator), and (iv) sojourn
time T DTU−SOJ (which includes, in the LoRaWAN and BLE cases, the DTU aggre-
gation time). The selected metrics are relevant for the following reasons.

• The average service time allows to estimate the processing time required by
each protocol to serve packets.

• The sojourn time is relevant to understand the overall time spent by the data
in the system and, consequently, the latency introduced by the MIG in routing
data between heterogeneous communication interfaces.

• The server utilization ratio is expedient to understand the load of the inter-
face server, thus allowing to estimate if an information flow increment can be
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tolerated. Moreover, the server utilization ratio might be useful for energy con-
sumption optimization purposes (e.g., to maximize battery energy savings with
a battery-powered MIG mounted on a UAV).

In order to estimate the accuracy of the simulated performance indicators, the
Confidence Interval (CI) [97] of each simulation point is computed as follows:

CI(95%) = z∗ · σ
√

nsim
(2.35)

where: z∗ is the z star parameter, set to 1.96 (as defined in [97]) to obtain a 95%
confidence interval; σ2 is the variance of the analyzed indicator, obtained from the
simulator’s output; nsim corresponds to the population number, equal to the number
of DTUs processed by the simulator, i.e., nsim = 1,000.

2.4.1 Servers Utilization Ratio ρ Evaluation

In order to analyze the stability conditions of the different communication protocols,
the behavior of the server utilization ratio of each interface is investigated in function
of Tb, with a DTUs’ generation process defined according to a uniform distribution
U [0,Tb] (i.e., Ta = 0). Therefore, the average inter-arrival time T can be calculated
as follows:

T =
Tb

2
. (2.36)

In Figure 2.10, analytical (an) and simulated (sim) server utilization ratios for
the following interfaces are shown: (a) LoRaWAN; (b) BLE; (c) Wi-Fi; and (d) cel-
lular. This allows to directly compare (and validate) the performance predicted by
the Markov chain-based analytical model with that predicted by the implemented
Python simulator. From Figure 2.10(a), it can be observed that ρ

(sim)
L = ρ

(an)
L = 1 for

Tb ≃ 10 s. Hence, it can be concluded that the LoRaWAN interface cannot support a
DTU generation distribution U [0,Tb] with Tb ≤ T (min−L)

b ≃ 10 s.
Regarding Figure 2.10(c) and Figure 2.10(d), related to Wi-Fi (ρW) and cellular

(ρC) server utilization ratios, respectively, it can be noted that ρ
(an)
C = ρ

(sim)
C = 1 for

Tb ≃ 0.124 s, while ρ
(an)
W = ρ

(sim)
W = 1 for Tb ≃ 0.056 s. A very good agreement

between simulated and analytical performances can be observed.
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(a) (b)

(c) (d)

Figure 2.10: Analytical (an) and simulated (sim) interface server utilization ratio as a
function of Tb (DTUs’ generation distribution U [0,Tb]), for: (a) LoRaWAN (ρL); (b)
BLE (ρB); (c) Wi-Fi (ρW); and (d) cellular (ρC).

Finally, looking at Figure 2.10(b), it can be concluded that the BLE interface can
properly handle incoming DTUs for Tb > T (min−B)

b ≃ 0.6 s. Furthermore, from the
analytical results it can notice that the BLE interface reaches a peak when Tb ≃ 5 s.
This corresponds to the value of the parameter TMAX, defined in Subsection 2.3.2, that
maximizes the DTU aggregation process. This analytical result is confirmed also by
simulation values and is further explained through an in-deep analysis of the behavior
of the DTU Aggregator carried out in Subsection 2.4.2.

2.4.2 Impact of the DTU Aggregator on ρ

With the aim to better understand the impact of the DTU Aggregator on the server
utilization ratio ρ , the BLE case is investigated, i.e., the behavior of ρ shown in
Figure 2.10(b). For the sake of simplicity, the inter-arrival time between DTUs is as-
sumed exactly equal to T = Tb

2 (deterministic). In Figure 2.11, the behavior of ρ is
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Figure 2.11: Behavior of ρ
(an)
B in the assumption of fixed DTU inter-arrival time T =

T = Tb
2 .

shown as a function of Tb. Therefore, it is possible to identify the following regions/-
values:

• 0 < Tb < T (min−B)
b : instability region corresponding to ρ > 1 (interval (a) in

Figure 2.11);

• T (min−B)
b < Tb < TMAX: stability region, where ρ decreases until reaching a

local minimum (region (b) in Figure 2.11);

• Tb = TMAX: peak point, where ρ suddenly increases and reaches the local peak
(point (c) in Figure 2.11);

• Tb ≥ TMAX: stability region, where ρ further decreases (region (d) in Fig-
ure 2.11).

It can be observed that there is a discontinuity for Tb = TMAX.
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Figure 2.12: Illustrative representation of the behavior of DTU Aggregator and Packet
Transmitter in the instability region, for 0 < Tb < T (min−B)

b , with T (min−B)
b ≃ 0.6.

Instability Region

For 0 < Tb < T (min−B)
b , with T (min−B)

b ≃ 0.6 s, it holds that ρ
(an)
B > 1: the system is

unstable, as the server cannot process all the incoming DTUs. This is due to small
value of T = Tb

2 , i.e., the average inter-arrival time of the incoming DTUs flowing
into the DTU Aggregator. In this region, the DTU Aggregator can correctly process
and aggregate all the incoming DTUs, thus continuously generating fully aggregated
packets composed by the maximum amount of DTUs, namely n (e.g., n = 25 for the
BLE interface). However, the server associated with the Packet Transmitter can not
properly manage the incoming aggregated packets, as the average service time SB,
defined according to Eq. (2.27), is too long. Moreover, as detailed in Section 2.3, it
is useful to recall that the long service time of the BLE Packet Transmitter is mainly
caused by the connection time T CONNB , which is the main component of SB. For
the sake of clarity, this instability behavior is depicted in Figure 2.12, where it is
clearly visible the arrival of multiple DTUs denoted by a short inter-arrival time T in
the DTU Aggregator, and the consequent generation of multiple aggregated packets
incoming in the Packet Transmitter way before it finishes to serve the first received
packet, as shown in the timeline of the Packet Transmitter’s service time.
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Figure 2.13: Illustrative representation of the behavior of DTU Aggregator and Packet
Transmitter for T (min−B)

b < Tb < TMAX

First Region of System Stability

The first stability region is defined for T (min−B)
b < Tb < TMAX, where ρ

(an)
B becomes

smaller than 1 and tends to decrease, reaching the local minimum for Tb = T−
MAX

(with TMAX = 5 s). This behavior is due to the fact that the value of T = Tb
2 increases

as a function of Tb but still maintaining its value below the TMAX threshold, since
Tb < TMAX, therefore all the aggregated packets in this region still have the maxi-
mum number of DTUs n, increasing the efficiency of the system. As illustrated in
Figure 2.13, in comparison with the case discussed in Subsection 2.4.2 and shown in
Figure 2.12, in this case the time needed to generate a packet is slightly higher than
(equal to, at the lower boundary) the service time of the Packet Transmitter, there-
fore the server of the Packet Transmitter can thus properly handle all the incoming
packets.

Peak Point

When Tb = TMAX, the behavior of the peak point (c) in Figure 2.11 can be explained
by the fact that the analytical model computes the value of ρ

(an)
B taking as input the

mean inter-arrival time between DTUs (T ) instead of using the deterministic val-
ues computed by the simulator, which, as shown in Figure 2.10(b), returns a more
smooth ρ

(sim)
B curve in such region. This is due to the fact that when Tb becomes

slightly bigger than TMAX, the probability of a new DTU arrival with a T ≤ TMAX is
no more equal to 1, meaning that it is no more certain to receive the next DTU within
TMAX. This means that in the simulator, in which deterministic values of T are com-
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Figure 2.14: Illustrative representation of the behavior of DTU Aggregator and Packet
Transmitter for Tb > TMAX.

puted for each generated DTU, more packets with a number of DTUs smaller than n
will be generated by the DTU Aggregator, in the end increasing the workload of the
Packet Transmitter’s server that has to handle, while in the analytical model, due to
the mean T approximation, all the new aggregated packets will have one DTU, thus
originating the peak visible as point (c) in Figure 2.11.

Second Region of System Stability

The second stability region of the system is defined when Tb ≫ TMAX, meaning that
T > TMAX, therefore with all the new aggregated packets being composed exactly by
only one DTU and with ρ

(an)
B decreasing, as shown in Figure 2.14.

For increasing values of Tb (and, then, T ), ρ
(an)
B tends to further decrease, as

T is longer and longer than the service time, thus leading again to a lower server
utilization.

In order to further investigate the presence of the peak in Figure 2.15, the analyti-
cal queuing server utilization ratio ρ(an) is evaluated as a function of the parameter Tb,
associated with a uniform DTU generation distribution U [0,Tb], for various values of
TMAX (in detail, 5 s, 10 s, and 15 s), considering both LoRaWAN (Figure 2.15(a)) and
BLE (Figure 2.15(b)) interfaces. The obtained results confirm how the server utiliza-
tion ρ is influenced by the parameter TMAX of the DTU Aggregator. This parameter
affects the system efficiency by reducing, for small values of TMAX, the “idle times”
between aggregated packets sent to the interface server.
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(a) (b)

Figure 2.15: Analytical server utilization ratio ρ(an) as a function of Tb (with DTUs’
generation distribution U [0,Tb]), with TMAX set to 5 s, 10 s, and 15 s, for (a) Lo-
RaWAN and (b) BLE interfaces.

2.4.3 Average Service S, Sojourn Times T SOJ and Evaluation

It is of interest to investigate the behavior of (i) the average service time S of each
interface’s server and (ii) the total average time spent by a DTU at each interface,
namely: LoRaWAN (T PKT−SOJL) and BLE (T PKT−SOJB), as defined in Eq. (2.26); and
Wi-Fi (T DTU−SOJW) and cellular (T DTU−SOJC), as defined in Eq. (2.33) and Eq. (2.34),
respectively. The obtained results (with the corresponding confidence interval at each
simulation point) are shown in Figure 2.16. For the sake of clarity, it is noteworthy
to highlight that, even if these performance metrics have been studied as a function
of Tb ∈ [0,60], in Figure 2.16 the results are shown in a “restricted” version for Tb ∈
[0,30], since for Tb ∈ [30,60] the performance metrics experienced a flat trend and,
thus, the most relevant and interesting behavior useful to validate the MIG’s analytical
model is for Tb ∈ [0,30].

From the results in Figure 2.16(a), related to LoRaWAN, it can be noticed that
the average service times S(an)

L and S(sim)
L are in very good agreement. In particular,

S(sim)
L reaches its saturation value when the DTU aggregation is maximized, i.e., when

Tb ≤ TMAX. With regard to average analytical (T (an)
PKT−SOJL

) and simulated (T (sim)
PKT−SOJL

)
sojourn times, given the fixed amount of DTUs processed in the simulator (namely,
1,000 as indicated at the beginning of Section 2.3), it is possible to calculate the
average waiting time of a DTU even when the analytical queuing model reaches
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(a) (b)

(c) (d)

Figure 2.16: Direct comparison between analytical queuing average service/so-
journ times (S(an)/T (an)

PKT−SOJ) and simulation-based average service/sojourn times
(S(sim)/T (sim)

PKT−SOJ), as functions of Tb (with DTUs’ generation distribution U [0,Tb]),
at the considered interfaces: (a) LoRaWAN (SL and T PKT−SOJL), (b) BLE (SB and
T PKT−SOJB), (c) Wi-Fi (SW and T DTU−SOJW), and (d) cellular (SC and T DTU−SOJC).

ρL = 1.

Similar considerations can be carried out for Figure 2.16(b), referring to the BLE
interface. It can be observed that both S(an)

B and S(sim)
B reach their maximum possible

values when Tb ≤ TMAX, thus when the BLE aggregated packet size is maximized,
while T (an)

PKT−SOJB
grows rapidly for Tb ≃ 0.6 s, as confirmed by T (sim)

DTU−SOJB
. Further-

more, it can be observed the peak of both the analytical and simulator sojourn times,
which occur in Tb ≃ 5 s, therefore when Tb ≃ TMAX, as already detailed.

Finally, Figure 2.16(c) and Figure 2.16(d), referring to Wi-Fi and cellular inter-
faces’ analytical and simulated service and sojourn times, respectively, confirm how
analytical and simulation results are in very good agreement, given both the reduced
range of the y-axis and the T DTU−SOJ curves growing rapidly at Tb ≃ 0 s (as observed
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Figure 2.17: LoRaWAN analytical (S(an)
L ) and simulated (S(sim)

L ) average service time
and number of DTUs per aggregated packet as a function of the SFs allowed by the
LoRaWAN protocol.

in Figure 2.10(c) and Figure 2.10(d)). For the sake of completeness, the irregular
behavior of the curves of both the Wi-Fi and cellular simulated service and sojourn
times is due to the simulations entropy and internal processing, further accentuated
by the reduced range of the y-axis.

2.4.4 Impact of SF on LoRaWAN DTUs’ Aggregation

With regard to the LoRaWAN interface, it is of interest to investigate the average
service time and the number of DTUs that can be aggregated within a single Lo-
RAWAN packet as functions of the SF. The obtained results, both analytical and
simulation-based, are shown in Figure 2.17. It can be observed that (as suggested by
the LoRaWAN specifications [89]) increasing the SF (i) limits the amount of DTUs
possibly being aggregated and (ii) significantly increases the average service time
needed to process packets with aggregated DTUs, thus significantly increasing S.
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2.4.5 Final Considerations

For the sake of readability and analysis, and to ease a performance comparison be-
tween the Markov chain-based model and the implemented Python simulator, in Ta-
ble 2.2 the main performance indicators investigated before, in the case of uniform
distribution U [Ta,Tb] of generated DTUs, with Ta = 0 s and Tb = 15 s, are summa-
rized. These results confirm that the most constrained network interface is the Lo-
RaWAN one, followed by the BLE interface and, then, by the cellular, with the Wi-Fi
interface being the best performing.

Finally, through the developed simulator it is possible to evaluate the average
data rate, denoted as ψ , achieved by each network interface equipping the MIG itself.
More in detail, the simulated average data rates (over 1,000 generated DTUs) are:

• ψL = 28.657 bps for the LoRaWAN interface;

• ψB = 46.725 bps for the BLE interface;

• ψC = 2,139.8 bps for the cellular interface;

• ψW = 5,479.32 bps for the Wi-Fi interface.

It can be concluded that the LoRaWAN interface has a data rate ψL close to
the value predicted by the protocol guidelines with the same configuration (namely,
48 bps [89]). The other interfaces may be limited by the system’s specific implemen-
tation, which reduces the useful payload processed by the MIG and introduces a high
overhead, thus significantly lowering the achievable data rates. This is especially true
for Wi-Fi and cellular network interfaces. Moreover, the cellular technology is also
affected by a higher average latency introduced by the network topology. These con-
straints are further investigated in Section 2.5, where the experimental performance
evaluation of the MIG prototype is carried out.

2.5 Experimental Evaluation and Analysis

The topology of the overall experimental testbed is shown in Figure 2.18(a): the MIG
(see Figure 2.1a) is connected to 10 IoT nodes (5 BLE and 5 Wi-Fi), based on the
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Table 2.2: Comparison among analytical and simulation-based values with T ∼
U [0,15].

Term Analytical Value Simulation Value
ρW 0.0037 0.0032

ρC 0.0083 0.0081

ρB 0.57 0.60

ρL 0.70 0.75

T AGGL 12.50 s 11.85 s

T AGGB 12.50 s 11.87 s

W qL 0.19 s 1.62 s

W qB 0.068 s 0.18 s

W qW 0.000058 s 0.0025 s

W qC 0.00029 s 0.0038 s

SW 0.028 s 0.025 s

SC 0.062 s 0.062 s

SB 7.11 s 7.12 s

SL 8.73 s 8.88 s

T PKT−SOJL 21.42 s 22.35 s

T PKT−SOJB 19.68 s 19.16 s

T DTU−SOJW 0.028 s 0.028 s

T DTU−SOJC 0.062 s 0.065 s

ESP32 SoC HW platforms and equipped with either a DHT11 humidity sensor or a
temperature sensor [91]. In Figure 2.18(b), a node with a DHT11 sensor is shown.
The MIG is connected to the closest cellular base station through the 4G dongle, and
to a LoRaWAN GW connected to the The Things Network (TTN) [98], as depicted
in Figure 2.18(a).

As highlighted in Section 2.2, the starting point of the proposed framework is a
COTS device-based implementation of the MIG. While the analytical queuing model
based on Markov chains and the Python-based simulator are capable of exploring
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GW

eNB

MIG

(a)

DHT11

ESP32

(b)

Figure 2.18: (a) IoT testbed built for the experimental performance evaluation of the
proposed MIG, involving: a RPi4-based MIG implementation; a cellular base station;
a LoRaWAN GW; and 10 IoT nodes (5 BLE and 5 Wi-Fi). (b) IoT node based on
ESP32 SoC with a DHT11 humidity and temperature sensor.

various performance metrics, the experimental testbed has limitations in this regard.
Specifically, the experimental setup cannot directly measure service times, sojourn
times, or server utilization ratios for different interfaces. To ensure a fair comparison
between experimental results and those obtained through analysis and simulation, an
evaluation was conducted to determine the time required to process a specific volume
of data, namely, a defined number of DTUs at each interface. This was achieved
by establishing a uniform distribution U [0,15] for the DTU inter-arrival time T at
all interfaces. This approach enables the comparison of processing times for each
interface while handling a similar quantity of DTUs.

In the following, the experimental processing time (denoted as T (exp)
PROC) and the

simulator processing time (denoted as T (sim)
PROC) have been obtained by measuring the

difference between the time instant of system initialization and the time instant cor-
responding to processing completion of the last DTU. The analytical processing time
(denoted as T (an)

PROC) for Wi-Fi and cellular interfaces has been calculated by multi-
plying the corresponding average sojourn time (T DTU−SOJW and T DTU−SOJC , respec-
tively) of a DTU by the number of DTUs needed to send the defined amount of
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(a) (b)

(c) (d)

Figure 2.19: Comparison among analytical (T (an)
PROC), simulated (T (sim)

PROC), and experi-
mental (T (exp)

PROC) performance results obtained on the different communication inter-
faces equipping the MIG, namely (a) LoRaWAN, (b) BLE, (c) Wi-Fi, and (d) cellular
interfaces.

information through the specific interface. In fact, this allows to obtain an acceptable
estimation of the overall processing time needed to send the chosen amount of data
over the designated communication interface.

The analytical, simulated, and experimental performance results for LoRaWAN,
BLE, Wi-Fi, and cellular interfaces are shown in Figure 2.19(a), Figure 2.19(b), Fig-
ure 2.19(c), and Figure 2.19(d), respectively. The results depicted in Figure 2.19 re-
veal strikingly similar trends among the analytical queuing model, simulator, and
experimental testbed. Notably, T (exp)

PROC exhibits a slightly higher value compared to
both T (sim)

PROC and T (an)
PROC. This discrepancy can be attributed primarily to the addi-

tional processing times introduced by the current MIG implementation, which relies
on COTS components. These additional processing times may partially reduce per-
formance relative to the predictions of both the Markov chain-based model and the
Python simulator.

For LoRaWAN and BLE interfaces (whose analytical, simulated, and experimen-
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tal results are shown in Figure 2.19(a) and Figure 2.19(b), respectively), T (an)
PROC can

be expressed as follows:

T (an)
PROC = ϒ

(AGG)
DTU ·ΠPKT−SOJ (2.37)

where: ϒ
(AGG)
DTU ≜ NDTU/nDTU−PKT is the number of aggregated DTUs generated by

the DTU Aggregator of LoRaWAN or BLE interfaces, as NDTU corresponds to the
amount of DTUs to be sent and nDTU−PKT is the average amount of DTUs inside a
single aggregated LoRaWAN or BLE packet at the output of the DTU Aggregator;
ΠPKT−SOJ ≜ T PKT−SOJ/2 corresponds to the average time spent into the queuing
system, where T PKT−SOJ represents the overall time spent by the aggregated DTUs
inside LoRaWAN or BLE interfaces, respectively. In detail, ΠPKT−SOJ is obtained
by dividing T PKT−SOJ by 2 to take into account the overlapping of aggregating and
processing activities ot the DTU Aggregator. In fact, while a packet is aggregated by
the DTU Aggregator, the Packet Transmitter is processing another packet previously
aggregated

Examining the results presented in Figure 2.19(a) and Figure 2.19(b), it becomes
apparent that T (an)

PROC (for both LoRaWAN and BLE) exhibits a slight underestimation
when compared to both the values obtained through simulation and experimentation.
This discrepancy may be attributed to the approximation introduced in Eq. (2.37)
for T PKT−SOJ. However, it’s worth noting that the maximum approximation error is
less than 10% for T (an)

PROCL
and less than 15% for T (an)

PROCB
, respectively. Moreover, the

relative error decreases as the quantity of aggregated DTUs increases.

Conversely, the simulated and experimental values appear to align closely, with a
maximum difference of 5%. This alignment underscores the overall accuracy of the
simulator when compared to the results obtained from the experimental setup.

The obtained experimental results prove that the overall performance of the pro-
posed MIG prototype can be well estimated using both the Markov chain-based
model presented in Section 2.3 and the Python-based simulator discussed in Sec-
tion 2.4.
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2.6 UAV-oriented MIG Implementation

In order to enable UAV-to-X connectivity through multiple scenario and use cases,
a second prototypical version of the MIG, based on the architecture discussed in
Section 2.2, has been developed, with the aim to provide different heterogeneous
connectivity protocols for UAV applications. More in detail, the UAV-oriented MIG
retains the same network interfaces (namely: LoRAWAN, Wi-Fi, BLE and 4G LTE
cellular), while an additional serial communication interface has been added to enable
the data exchange with the drone’s FC, in particular embodied by a Pixhawk Cube
Orange [11].

Therefore, an additional software entity, among those discussed and detailed in
Section 2.2, has been added to handle the data exchange between the FC and the MIG,
managing the serial communication through the use of the Mavlink [20] protocol.

Moreover, given the specific application of this MIG implementation, besides the
MQTT-based SDB together with all the software entities managing their respective
interfaces, the additional IP-level traffic is managed through the use of the Linux
kernel features, such as (i) the Dynamic Host Configuration Protocol Client Daemon
(SHCPCD) metrics, to manage the IP networks’ priority between cellular and Wi-
Fi interfaces, as well as (ii) the Linux network namespaces, to route only specific
applications traffic on a well-identified IP communication interface.

More in detail, the DHCPCD is an open-source DHCP client software used on
Unix-like operating systems (such as the one installed on the aerial MIG) whose
primary purpose is to automatically obtain and manage network configuration in-
formation from a DHCP server. However, it supports several features, such as the
possibility to set and modify a metric value for each network interface. To this end,
metrics are used to prefer an interface as the default communication interface over
another one, namely defining which communication interface has to be used with
respect to the others, and with the interface with the lowest metric being the chosen
one, then followed by the others with higher metric values [99].

Instead, the Linux namespaces represent a specific feature in the Linux kernel,
in detail providing a way to isolate and partition different aspects of a Linux system,



2.6. UAV-oriented MIG Implementation 67

Figure 2.20: Aerial MIG architecture for UAV-to-X connectivity.

including the networking layer. Moreover, they allow to create multiple instances
of certain system resources (such as network interfaces), in the way that they may
appear as separate and independent to different processes running on the same host
machine. More specifically, with regards to networking functionalities, Linux names-
paces are used to bind an application to a specific network interface, or to create
network namespace environments being isolated from each other [100].

Given these features, it is clear how these features might allow to use the IoT-
oriented MIG for aerial IoT application, i.e., the collection of data generated by
ground-located devices through BLE or Wi-Fi, with a consequent transmission to
remote cloud ASs through LoRaWAN or 4G LTE cellular, as well as UAV-oriented
MIG solutions,where multiple protocols (i.e., Wi-Fi, cellular and LoRaWAN) can be
used to exchange data between the UAV and the control or application center.

A block representation of the proposed enhanced UAV-oriented MIG (allowing
UAV-to-X connectivity) is shown in Figure 2.20, where non-IP and IP-enabled mod-
ules are detailed together with possible information flows among them.

More in detail, as clearly stated before, the use of long- and medium-range pro-
tocols, such as Wi-Fi, cellular connectivity and LoRaWAN, together with the het-
erogeneous capabilities of the MIG, enable the exploitation of different protocols for
different applications, each featuring different requirements (as pictorially depicted
in Figure 2.21). As an example, besides using Wi-Fi and 4G LTE cellular connectivity
to transmit data gathered from on-field BLE sensors toward a remote AS, these com-
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Figure 2.21: Aerial MIG adopted as for heterogeneous connectivity on UAV.

munication protocols could be used for different applications. More in detail, during
the experimental evaluations of the proposed aerial MIG, LoRaWAN has been used
to broadcast the UAV telemetry (carrying GNSS coordinates of the flying drone)
through an available public LoRaWAN network, in this way achieving interesting
results in terms of operating range, as further discussed in Subsection 2.6.1.

Instead, cellular and Wi-Fi connectivity have been expedient for transmitting to
the ground control station the video feed captured by the camera attached to the on-
board RPi-based aerial MIG, together with the complete telemetry data (involving
the GNSS coordinates of the drone, as well as battery and altitude data). More in
detail, the video feed is transmitted to the AS through the 4G LTE connection, while
the telemetry is published (thanks to MQTT) toward an online MQTT broker running
on the same server receiving the video feed. However, while the video transmission
is assigned on the 4G LTE network interface (thanks to the Linux namespaces) on
the aerial MIG, the telemetry is sent over the default network interface, which is
regulated by the DHCPCD metrics system. To this end, the Wi-Fi connectivity is pre-
ferred (as per default behaviour), given its lower metric value. However, due to its
limited operating range, Wi-Fi might suitable only for short-to-medium range flight
missions, close enough to the ground control center. So as, given these remarks, it is
clear how this brief evaluation on exploiting both Wi-Fi and 4G LTE cellular connec-
tivities for UAV applications may leads to the need to further investigate performance,
constraints, and possible improvements of the cellular connectivity for aerial devices
scenarios, as it will be further carried out and discussed in Chapter 4.
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2.6.1 Aerial MIG LoRaWAN Coverage Range Evaluation

The capabilities of the LoRaWAN communication link still possible between the fly-
ing UAV (enabled by the proposed aerial MIG) and the remote AS, for the drone’s
telemetry broadcasting, has been investigated aiming at evaluating feasibility and op-
erating range of this particular UAV-to-Ground communication link. To this end, a
Python script, in charge of retrieving GNSS latitude, longitude, and altitude from the
UAV’s FC, has been run on the aerial MIG. Then, these information have been peri-
odically sent through the MIG’s LoRaWAN interface, in order (i) to observe and esti-
mate which terrestrial LoRaWAN GW (belonging to the public TTN [98] LoRaWAN
open network) successfully received them, and (ii) allowing to further determine the
in-air distance between each terrestrial GW and the reference UAV.

In detail, as shown in Figure 2.22, the aerial MIG (i) has been mounted on a
custom-built UAV, based on the Tarot 650 frame, (ii) connected through a USB cable
to the serial port of the Pixhawk FC, and (iii) powered using a voltage converter
connected to the UAV’s battery.

Then, experimental evaluations have been performed in a semi-urban environ-
ment in Sabbioneta, Italy (in an open area in the absence of mountains or hills), and
carried out on December 2020, during a cloudy day with almost no wind, an air hu-
midity of about 80%, and an environmental temperature around 3°C. More in detail,
the UAV’s GNSS position has been kept fixed during ascending, hovering, and de-
scending phases, while during the flight, the drone has been kept in a hovering status
at a fixed altitude of 100 m for 12 min, slowly rotating itself on the yaw axis. On the
communication side, the developed script sent the new telemetry data every 10 s to
the MIG. Therefore, the aerial MIG transmitted a LoRaWAN message with SF7 at
a message interval rate equal to 10 s, containing the GNSS data (longitude, latitude,
altitude, and Horizontal Dilution Of Precision, HDOP). Finally, the endpoint appli-
cations attached to the TTN’s AS have been integrated with the TTN Mapper [101]
component, in order to decode the received messages’ payload and plot the data over
a map, in this way highlighting those LoRaWAN GWs which have correctly received
at least one LoRaWAN uplink message—allowing to easily estimate the distances
among the UAV and the different GWs.
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Figure 2.22: Aerial MIG located on the Tarot 650 quad-copter.

Hence, the testbed envisioned before allowed to achieve interesting results, with
exchanged packets being received from GWs far away from the flying UAV. In detail,
a total of 72 LoRaWAN messages have been sent from the UAV-enabled MIG during
the whole flight, then being received by 14 LoRaWAN GWs registered (with known
positions) on the TTN LoRaWAN network, consequently allowing to estimate the
distances between them and the reference quad-copter, together with the number of
packets successfully received by each GWs and the percentage of correctly received
packets. For the sake of completeness, the results of this LoRaWAN coverage range
evaluation are shown in Figure 2.23, where messages received by TTN GWs are
shown on top of a TTN Mapper map. Moreover, the messages are listed in Table 2.3,
too, where the GWs have been ranked on the basis of the number of successfully
received packets. It should be mentioned that all these experimental evaluations have
been performed with the UAV flying below 120 m AGL, which corresponds to the
legal height allowed by the EASA [21].

Analyzing the experimental results shown in Figure 2.23 and detailed in Ta-
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Figure 2.23: TTN Mapper output.

ble 2.3, it can noticed how the majority of the GWs that received the messages sent
from the originator UAV are located (on the average) within a circular range with
radius between 30 km and 60 km, with a few GWs placed even more than 75 km
away from the transmitter UAV. Unfortunately, the only known nearby GW (identi-
fied as #6), located at about 4 km from the UAV, is an indoor GW located at the fifth
floor of a building; this could explain the relatively low packet reception rate of the
GW #6 achieved during the performance evaluation. Despite the absence of statisti-
cal meaning of the obtained results—due to the very small number of messages sent
from the UAV—this preliminary evaluation highlights the applicability of LoRaWAN
to UAV-to-Ground telemetry transmission, since the resulting communication range
turned out to be much longer than the expected 10-15 km range.

Moreover, given that LoRaWAN-based communications do not entail a specific
association between the end node (the UAV) and a GW, the transmitted messages can
be received by any nearby GW and, thus, can be successfully processed, making the
final correct packet delivery ratio in the proposed experimental evaluation equal to
95.83%, which can be considered as an acceptable rate.
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Table 2.3: Aerial MIG LoRaWAN UAV-to-Ground range test results.

GW [#] Distance [km] RSSI [dBm] Received PKTs Received PKTs [%]

1 68.199 −113.72 69 of 72 95.83
2 75.040 −110.16 69 of 72 95.83
3 49.936 −110.05 61 of 72 84.72
4 31.505 −113.13 60 of 72 83.33
5 67.339 −107.98 57 of 72 79.17
6 3.933 −107.09 56 of 72 77.78
7 61.193 −113.73 49 of 72 68.06
8 44.330 −116.53 40 of 72 55.56
9 51.385 −118.86 35 of 72 48.61
10 48.904 −117.10 30 of 72 41.67
11 50.691 −118.25 12 of 72 16.67
12 68.206 −116.20 5 of 72 6.94
13 59.384 −114.75 4 of 72 5.56
14 58.800 −118.67 3 of 72 4.17

Moreover, a further analysis on the gathered data allows to observe how (with
reference to the packets transmitted during ascending and descending phases) all the
packets transmitted at an altitude higher than 35 m AGL have been received by at
least one nearby GW, thus suggesting that the same packet reception rate should be
easily achieved for almost any flying altitude above 35 m AGL, with a more realistic
flying elevation set between 50 m AGL and 60 m AGL, in order to obtain VLOS
communications in almost all directions.

Finally, it might argued that during the experimental evaluation, two aspects have
not been analyzed: (i) the impact of the mobility on the achievable performance, in
particular with a UAV flying with a linear speed between 20 km/h and 50 km/h, and
(ii) the impact of messages filled with their maximum size admissible payload. To
this end, the mobility of the UAV should partially limit the reception rate, given the
analyses discussed in [102]. However, given the typical speeds of a UAV, the effects
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of the mobility on LoRaWAN communications can be considered as negligible for
payload sizes smaller than the maximum admissible (in turn leading to the longest
message airtime).

2.7 Improvements

Given the simulation and experimental performance results detailed and discussed
in Section 2.4 and Section 2.5, together with the modularity of the proposed MIG
architecture, further improvements might be considered in order to improve its per-
formance. To this end, possible ideas are presented and discussed in the following.

2.7.1 Queue and Packet Overhead Optimization

As confirmed by the analysis presented in Section 2.5, the use of the proposed SDB
(detailed in Section 2.2) for DTUs’ queuing purposes partially limits the performance
of high throughput interfaces (such as Wi-Fi and cellular). To this end, the imple-
mentation of a faster and reliable queuing solution (e.g., based on the Zenoh proto-
col [103]) may further improve both reliability and performance of the MIG, making
it applicable to more complex and critical scenarios.

Moreover, the current version of the MIG is not optimized for massive data trans-
fer (through Wi-Fi and cellular interfaces). Hence, an enhanced implementation of
the MIG with a more efficient (internal UDP socket creation and) management might
improve the IP-based protocols’ performance. This would significantly reduce the
packet overhead currently affecting the prototypical MIG and, in turn, improve the
overall performance of both cellular and Wi-Fi communication interfaces.

2.7.2 Enhance BLE Connectivity

Focusing on the BLE communication interface, as discussed in Subsection 2.3.2 the
BLE capabilities seem to be mainly constrained by the BLE connection time required
by external BLE end nodes to establish a communication link with the MIG. To
this end, it might be possible to reduce idle times by scheduling and optimizing the
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connection phase, allowing also each external BLE node to keep its connection alive
and to exchange multiple BLE packets with the MIG. This approach would drastically
increase the maximum throughput achievable by the BLE interface handler of the
MIG, allowing to approach the theoretical upper bound of the BLE application level
data rate.

Furthermore, a different BLE interaction scheme might be adopted among on-
field end nodes and the MIG, in particular for specific time-constrained applications—
e.g., those requiring only mono-directional communication, like for aerial IoT data
collection performed by a passing-by drone. To this end, it could be possible to
exploit BLE advertising channels, where BLE end nodes could act as independent
GATT servers broadcasting new information (e.g., collected through their on-field
sensors) through Packet Data Units (PDUs), which will be then advertised with a
small interval on each available BLE advertising channel.

Therefore, the aerial MIG would act as a passive BLE scanner, sensing for the
available PDUs in the air and processing them according to the rules detailed in Ta-
ble 2.1. As a consequence, this would require the implementation of a new interface
entity in the architecture shown in Figure 2.1(b), having to (i) passively scan and
detect BLE devices advertising PDUs and (ii) forward the PDUs to the SDB in the
proper way. Given the experimentally observed BLE connection time constraint, this
alternative approach would allow to handle a larger number of end nodes and to ob-
tain a higher throughput on the BLE communication interface (despite the limited
27 byte advertisement packet size) [104].

2.8 Final Considerations

The MIG architecture presented in this chapter enables several heterogeneous appli-
cations, spacing from IoT to UAV connectivity scenarios. Given its aim to be applied
in heterogeneous IoT scenarios, then it can be claimed that (i) the development of
a Markov chain-based theoretical model validated through both (ii) a Python-based
simulator and (iii) experimental performance evaluations, represent a crucial tool use-
ful for the preliminary evaluation of the capabilities of the proposed MIG in various
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Figure 2.24: Connection-less BLE-enabled end nodes and MIG, exploiting a data
transfer through BLE advertisement channels.

applications.
Moreover, the openness and modularity of the MIG allow its deployment in sev-

eral scenarios, since its scalability toward additional network interfaces is guaranteed
by its internal composing modules. To further prove this achievement, the proposed
enhanced version of the aerial MIG for UAV-to-X connectivity has been validated,
showing some UAV-related application of the aerial MIG implemented on a real UAV
system. Finally, further improvements in order to increase the overall capabilities of
the MIG have been detailed, thus opening to the integration of additional network
interfaces for different heterogeneous IoT applications and scenarios.





Chapter 3

Wireless Mesh Communications

In this chapter, a discussion on wireless mesh communications for UAVs is detailed,
aiming at both investigating and evaluating the requirements needed to enable differ-
ent kind of missions involving multiple UAVs and other kind of robotics platforms in
different scenarios, spacing from the VLOS conditions provided by the sky, as well
as BVLOS conditions of harsh environments, i.e., underground mining tunnels.

To this end, according to VLOS and BVLOS environmental operating conditions
of the wireless communications, two possible wireless mesh setups are possible: (i)
an on-board WMN, where network nodes are mounted on UAVs having VLOS con-
ditions; and (ii) an off-board WMN, where an external infrastructure provides the
connectivity to the UAVs, given the BVLOS condition.

More in detail, in the first part of this chapter, possible solutions for VLOS
applications are discussed. This can be the case, as an example, of a hybrid on-
board wireless opportunistic mesh networking approach based on LoRa [105] and
IEEE 802.11s [106] protocols for flying UAVs’ swarms, involving both UAV-to-UAV
and UAV-to-Ground communications. Thus, the choice of these communication pro-
tocols is motivated by the fact that the aerial MIG presented in Chapter 2 might be
already suitable for exploiting these protocols, consequently with only the hybrid
protocol rules to be defined.

Instead, the second part of this chapter discusses on a possible fully wireless Wi-
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Fi-based mesh network to enable high throughput and low latency BVLOS missions
involving several kind of robotic platforms in BVLOS scenarios. Preliminary perfor-
mance evaluation, based on the throughput and operating range metrics, are shown,
as well as possible improvements are considered.

3.1 Overview

An interesting aspect of UAV’s connectivity is related to the possibility to allow mul-
tiple communications links between several in-flight drones, as well as toward mul-
tiple ground-located nodes, given the VLOS condition guaranteed by the aerospace
flight environment. This is more and more true especially within 120 m AGL flight
altitude, which in Europe is regulated by the EASA and in the US by the Federal
Aviation Administration (FAA) [107].

Focusing on these connectivity scenarios, the proposed hybrid opportunistic mesh
networking opens new possibilities for UAV-based applications over wide operational
areas. LoRaWAN (at Medium Access Control, MAC, layer), as well as LoRa (at
physical, PHY, layer), are attractive as they allow to reach long distances, on the or-
der of several kilometers, as already demonstrated in Subsection 2.6.1 with regard to
VLOS applications [108,109]. On the other end, IEEE 802.11s (Wi-Fi) [1] is widely
adopted in a multitude of terrestrial applications and is often used, although in the
IEEE 802.11 variant, for the UAV-to-Ground communication link allowing to broad-
cast real-time video arriving from the on-board camera, given its direct visibility op-
erating distance ranging from a few hundreds of meters up to one or more kilometers.
Nevertheless, in a complete VLOS environment (such as between flying UAVs), the
selection of an appropriate Wi-Fi implementation can guarantee high bandwidth data
stream between multiple nearby UAVs, thus opening additional possibilities.

In order to exploit the strengths of both LoRaWAN and IEEE 802.11s, and to
limit the impact of their constraints in UAV-to-UAV connectivity-based scenarios, a
“meshification” of LoRa- and IEEE 802.11s-based communication patterns (through
opportunistic switching, handling, and management mechanisms) could allow to cover
several use cases based on the use of UAVs swarms, as well as providing a good trade-
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off between operational range and available bandwidth. Then, combining different
heterogeneous wireless communication networks—namely a LoRa-based commu-
nication layer, for long distances and constrained payload communications, and an
IEEE 802.11s-based communication layer for mid-range and unconstrained payload
applications through the use of the MIG presented in Chapter 2—allow them to co-
exist. Being on two separate layers, a smart switching mechanism must be defined to
choose the most suitable network to be used in a certain time instant, also based on
task’s requirements and network quality conditions (e.g., based on RSSI, and local-
ization of flying neighbors UAVs or ground control stations). Therefore, the proposed
switching mechanism takes into account the capabilities and constraints of each avail-
able communication protocol, in terms of both operational range and admitted pay-
load, optimizing the performance in the considered application scenarios.

Furthermore, the adoption of Wi-Fi connectivity, this time for critical BVLOS ap-
plications in harsh environments involving multiple devices, easing deployable fully-
wireless Wi-Fi mesh COTS solutions optimized for such applications, is discussed,
investigating the performance in multi UAVs swarms missions with high through-
put and low latency requirements, aiming at allowing real-time data exchange inside
the swarm, i.e., point clouds generated from LiDAR or cameras, video stream or C2
tasks.

The remainder of this chapter is organized as follows. In Section 3.2, the com-
munication protocols adopted in the proposed hybrid architecture are detailed and
analyzed, discussing their strengths and limitations. Section 3.3 presents the pro-
posed hybrid LoRa-IEEE 802.11s opportunistic mesh networking approach, while in
Section 3.4 the opportunistic network interfaces switching mechanism is discussed.
Section 3.5 discusses on a theoretical performance evaluation of the proposed hy-
brid solution, while some use cases are highlighted in Section 3.6. In Section 3.7,
experimental performance results of a fully wireless Wi-Fi mesh COTS solutions are
shown, while Section 3.6 discuss a few relevant use cases and scenarios. Finally, in
Section 3.8 some conclusions and possible improvements of the proposed system
architecture are drawn.
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3.2 Disjoint IEEE 802.11s and LoRa-based Wireless Mesh
Networking

The goal of this framework is to combine LoRa and IEEE 802.11s protocols to
develop an innovative hybrid mesh architecture. For the sake of completeness, an
overview of IEEE 802.11s and LoRa/LoRaWAN is provided in Subsection 3.2.1 and
Subsection 3.2.2, respectively.

3.2.1 IEEE 802.11s Mesh Protocol

The growing interest in mesh networking over the last decade, both within indus-
trial and academic circles, has culminated in the development of the IEEE 802.11s
protocol [106,110]. This protocol represents an extension of the IEEE 802.11 stan-
dard [1] and is specifically tailored for mesh networks. Notably, it shares the same
PHY layer characteristics with IEEE 802.11 but introduces new routing procedures
at the MAC layer, rather than the network layer. To facilitate efficient routing, wire-
less nodes must possess accurate knowledge of the links connecting them to their
immediate neighbors within a single hop. In detail, an IEEE 802.11s mesh network,
also denoted as Mesh Basic Service Set (MBSS), is composed by different logical
components [111], as highlighted in Figure 3.1: (i) mesh stations (mesh STAs), par-
ticipating in the creation of the MBSS (with no hierarchical structure), having the
same computational capabilities and being involved into path selection and packet
forwarding (thus leading to a very simple self-organizing network); (ii) Mesh Ac-
cess Points (MAPs), required to integrate a MBSS with other types of networks and
to provide access to external networks; and (iii) mesh gates, corresponding to logical
components enabling the integration between MBSS and infrastructure BSS, thus en-
abling the communication between mesh STAs and non-mesh STAs. Finally, in order
to enable the communication with non-IEEE 802.11 Local Area Networks (LANs),
other logical components, denoted as Mesh Portal Points (MPPs), should be used to
enable interactions with external entities.

Comparing a traditional IEEE 802.11 network with an IEEE 802.11s-based mesh
network, the latter has some advantages: (i) it enables low-cost and rapid deployment,



3.2. Disjoint IEEE 802.11s and LoRa-based Wireless Mesh Networking 81

Non-IEEE 802 LAN
MPP

Mesh Gate

Mesh Gate

Mesh Basic Service Set

Mesh STA

Mesh STA

Mesh STA

Mesh STA

Mesh Basic Service Set

Mesh STA

Mesh STA

Mesh STA

Infrastructure Basic Service Set

IEEE 802.11 STA IEEE 802.11 STA

IEEE 802.11 STAMAP

IEEE 802.11 / IEEE 802.3

Figure 3.1: Architecture of MBSS containing mesh STAs, IEEE 802.11 STAs, mesh
gates, and MPPs, as defined by IEEE 802.11s [1].

providing coverage in scenarios where wired networking is difficult; (ii) it is scalable
and self-organizing, since, thanks to the routing algorithm adopted inside the mesh,
the network can quickly adapt to the presence of a new joining node; and (iii) it can
provide a greater coverage, exploiting multi-hop forwarding. However, there are also
some drawbacks: (i) the wireless medium is less reliable than the wired medium;
(ii) the data rate is a decreasing function of the number of hops and (iii) the latency
significantly increase with every additional hop.

In an IEEE 802.11s-based network, the initial phase involves the formation of the
network topology through the exchange of messages known as beacons. These bea-
cons contain essential information about the network itself. The first step in creating
the mesh network is the discovery phase, which can follow either a passive approach
or an active approach. In the passive approach, mesh stations (mesh STAs) scan the
environment to receive beacon frames actively transmitted by neighboring nodes.
These beacon frames serve multiple purposes, including topology maintenance and
synchronization. When a mesh STA receives a probe request frame from another
node, it responds with a probe response frame, indicating its presence to neighbor-
ing nodes. Notably, one critical piece of information exchanged in these frames is
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the Mesh ID, which uniquely identifies a specific Mesh Basic Service Set (MBSS).
Once a mesh STA identifies the correct wireless node and establishes a connection,
the link is maintained through the Mesh Peer (Link) Management (MPM) proto-
col [1]. This protocol ensures that mesh STAs share a common profile and can effec-
tively communicate within the mesh network.

Finally, IEEE 802.11s-based mesh networks can cope with different routing algo-
rithms. The default routing protocol for this kind of networks is the Hybrid Wireless
Mesh Protocol (HWMP) [112], providing both proactive and reactive path selection
and being based on the Ad-hoc On-Demand Distance Vector (AODV) [113] routing
protocol. To be precise, the AODV protocol is properly adapted to support MAC layer
routing and giving a tree-oriented mechanism, where a mesh STA (generally working
as a MPP) forwards control messages to other mesh STAs. Nevertheless, other solu-
tions, based on AODV and Optimized Link State Routing Protocol (OLSR) [114],
can be adopted. Among them, the most relevant are B.A.T.M.A.N. [43] and Ba-
bel [115,116].

The utilization of IEEE 802.11s-based mesh networking within UAV swarms is
particularly motivated by the direct VLOS among flying UAVs, especially at higher
altitudes. This advantageous condition allows Wi-Fi radio signals to propagate freely
without encountering physical obstacles like trees, buildings, walls, and others. In
essence, it aligns with the principles of FSPL governing radio signal propagation in
VLOS environments [117,118]. Furthermore, when operating in urban areas, interfer-
ence from residential Wi-Fi APs can be a concern. Hence, increasing the UAV’s flight
altitude could further limit the detrimental effect of urban (terrestrial) Wi-Fi networks
on the IEEE 802.11s mesh-based networking in the UAVs’ swarm and could increase
the operational range, given the limited noise floor on the Wi-Fi carrier frequency
spectrum. In any case, the adoption of mesh networking in UAV-centric scenarios
should either consider the inner features of these mobile environments—e.g., their
volatility because of limited battery energy, frequent topological changes, etc.—and
thus consider how mesh-oriented protocols perform in situations where, for limited
time intervals, loops and non-optimal paths among the drones may appear.

In such WMN, flying drones close to each other (within a certain distance, rang-
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ing from a few hundreds of meters up to one or more kilometers) can directly commu-
nicate with each other using the IEEE 802.11s protocol. With reference to Figure 3.2,
an IEEE 802.11s-based mesh network may involve different kinds of communication
nodes and may be structured at the following logical1 layers Lx:

• one (or more) root nodes at L0 and connected to the Internet (e.g., through a
terrestrial Wi-Fi AP, a LoRaWAN network interface, or through a UAV with an
on-board LTE cellular network connection provided by the MIG);

• one (or more) intermediate nodes connected to an upper-layer node (e.g., at
L1, an upper-layer is one of the available root nodes located at L0) and, in
turn, providing connectivity to lower-layer intermediate nodes, also denoted as
“leaf” nodes;

• one (or more) leaf nodes, exploiting the network connectivity offered by upper-
layer intermediate nodes, and not acting as relays for any other UAV.

With reference to the layered mesh network shown in Figure 3.2, a structured
mesh network could be considered to have at least one root node that, in the case of a
UAVs swarm, resides at L0 and may be connected to a ground IEEE 802.11s AP, thus
providing an Internet connectivity to the other swarm’s flying UAVs. Considering the
operational range of the IEEE 802.11s protocol, which can be further expanded and
directed towards specific areas through the use of directional antennas, it becomes
feasible to utilize the IEEE 802.11s protocol for establishing connections between
flying UAVs and the ground station. This setup enables the creation of a high-speed
bidirectional connection between these entities, facilitating internet connectivity for
the entire UAV swarm.

3.2.2 LoRa & LoRaWAN Protocols

LoRaWAN is a long-range communication protocol [119] often used to create Low
Power Wide Area Networks (LPWANs) with a transmission range up to 15 km. In

1Note that nodes at L0 may be either terrestrial or aerial, but higher layers (L1, L2, etc.) are associated
with aerial nodes, i.e., UAVs.
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Figure 3.2: IEEE 802.11s mesh network-enabled UAVs swarm with a single “root
node” connected to the Internet, involving nodes on different layers and roles.

Figure 3.3, LoRa and LoRaWAN on are reported according to the ISO/OSI layered
model: LoRa is a proprietary modulation (patented by Semtech Corporation [105],
the only LoRa transceiver chip manufacturer) based on Chirp Spread Spectrum (CSS)
and associated with the PHY layer, while LoRaWAN is a MAC layer protocol, which
relies on LoRa at the PHY layer and implements an open network architecture reg-
ulated by the LoRa Alliance. Moreover, LoRaWAN defines network media access
layer rules, authentication method, device profile and data encryption.

LoRa Protocol

LoRa modems modulate symbols into increasing and decreasing frequency chirps,
denoted as up-chirps and down-chirps, respectively. Then, each LoRa transmission
has a Preamble and a Start-of-Frame-Delimiter (SFD), which precede the payload
data in order to allow the LoRa receiver to correctly decode the incoming trans-
mission. In turn, Preamble and SFD have different polarities [120,121], so they use
up-chirps and down-chirps, respectively, depending on these polarity settings (further
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Figure 3.3: LoRaWAN and LoRa ISO/OSI model layers.

details will be provided in Subsection 3.3.2).
Depending on the geographical region of the system [122] and the PHY protocol

definition, it is possible to partially manually tune the following LoRa modulation
parameters.

• Carrier Frequency (CF), used for both transmission and listening operations
and depending on the operational region: in Europe, the LoRa operational CF
is the EU 863-870 MHz ISM band, while in US the 902-928 MHz ISM band
is used.

• Bandwidth (BW), representing the width of the power spectrum density of
LoRa RF signal. It is typically set to 125 kHz, but can be increased up to
250 kHz or even 500 kHz in some regions by setting specific modulations pa-
rameters.

• Coding Rate (CR), defining the Forward Error Correction (FEC) rate of the
channel code used at PHY layer in order to limit the detrimental impact of
RF interference. In particular, it affects the symbol airtime: decreasing the CR
increases the symbol overhead (the control redundancy increases) and extends
the transmission airtime. The default value of the CR is equal to 4/5.

• Spreading Factor (SF), representing the chirp spreading parameter and defining
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how many chirps are sent per second. It ranges from SF7 and SF12. In detail,
a large SF increases the symbol airtime and the energy consumption, thus im-
proving the communication range, but reducing the available data rate and the
messages’ payload size [123].

• Transmission Power (TP), identifying the energy irradiated by the LoRa node’s
antenna. It can range from −4 dBm to +20 dBm, but different regions could
have different power limits (for example, in Europe the upper bound is +14 dBm).

• Chirp Polarity (IQ), defining the polarity of the transmitted chirps. In detail,
the polarity is often defined by the specific protocol implementation (e.g., Lo-
RaWAN GWs transmit packets to end nodes using an inverted polarity modula-
tion, so that these messages are discarded by neighbor GWs, while end devices
transmit packets using non-inverted polarity, in order to be received by multiple
GWs).

• Sync Word, a 1-byte value parameter defined by the last two up-chirps of the
LoRa’s Preamble and used to differentiate LoRa networks using the same fre-
quency bands [124]. Therefore, any device configured with a given Sync Word
will discard any incoming transmission if the Sync Word does not match its
own. More precisely, default values assumed by the Sync Word byte value for
private LoRa networks are 0x12 for Semtech SX127x devices, and 0x1424
for SX126x devices; instead, public LoRa networks (such as LoRaWAN or The
Things Network, TTN [98]) will be represented by values equal to 0x34 for
Semtech SX127x devices and to 0x3444 for SX126x devices [125].

Therefore, the choice of the LoRa modulation parameters heavily affects its oper-
ational ranges, power consumption, messages payload sizes and medium utilization,
thus limiting the number of active devices in the operational area. Proper selection of
the values of the LoRa modulation parameters is crucial.
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Figure 3.4: LoRaWAN Classes behavior.

LoRaWAN Protocol

In addition to the concepts discussed in Subsection 3.2.2, LoRaWAN defines different
rules needed to create a multi-star network topology composed by several LoRaWAN
end nodes and GWs, while its MAC layer is based on the ALOHA protocol [126].
The GWs, in turn, act as bridges between on-field LoRaWAN devices and upper-layer
components, such as LoRaWAN NSs and ASs, thus being connected with IP-based
networks and delivering data from end nodes to high layer systems and vice-versa.

LoRaWAN devices can be separated in three different classes, namely Class A,
B, and C, according to the behavior of the end node in terms of DL/UL transmission
schedule from a GW to the end node itself. All LoRaWAN end nodes must possess
Class A features, whereas Class B and Class C devices extend these features. We now
provide a few details about each class.

• Class A devices should support bi-directional communication, but with a spe-
cific limitation: UL (transmit) messages can be sent at any time by the end
device, while DL (receive) messages can be received only during two specific
reception windows at specific time instants (just after an UL transmission) be-
fore going back to sleep, as shown at the top of Figure 3.4. More in detail,
after a first time interval RXdelay−1 after the end of the UL transmission inter-
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val T X , a Class A device will open a short receive window RX1 listening on
the same frequency band used to transmit (UL) the previous message. Then,
if no DL message is received during this interval, the end device opens a sec-
ond receive window (RX2) after a second fixed time interval RXdelay−2 (cal-
culated from the end of T X) on a specific frequency band known by the end
devices and GWs [127]. However, it is noteworthy to highlight that, despite
being RXdelay−1 and RXdelay−2 generally set to 1 s and 2 s, respectively, they
may assume region-specific values and can be configured by the LoRaWAN
network operator [128]. Class A end devices guarantee the lowest energy con-
sumption.

• Class B devices are suitable for more DL-demanding activities, since addi-
tional regularly-scheduled, fixed-time receive windows are defined in the Lo-
RaWAN network in addition to those of Class A as shown in the middle of
Figure 3.4. More in detail, a time-synchronized beacon BCN is broadcast pe-
riodically by the network via the LoRaWAN GWs, and Class B end devices
must periodically receive one of these BCNs in order to align their internal
clock with the LoRaWAN NS—beacons are transmitted by LoRaWAN GWs
every Tbeacon = 128 s, with this beaconing period representing a trade-off be-
tween GW transmit duty cycle’s minimization and end device’s power con-
sumption [129]. Therefore, on the basis of the beacon timing reference, Class B
devices can periodically open additional receive windows defined as ping slots
(PNGs), any of which may be used by the LoRaWAN NS to initiate a DL
communication, and with a ping slot periodicity Tping ∈ [1,128] s.

• Class C devices are appropriate for DL-intensive scenarios, keeping their recep-
tion windows open unless they are transmitting—this strongly increases their
power consumption, but offers the lowest latency for communication between
LoRaWAN NS and end devices. As a side effect, the use of portable batteries
for Class C devices is typically unfeasible. We remark that a LoRaWAN end de-
vice cannot simultaneously belong to Class B and Class C [130]. More in detail,
Class C end devices perform as Class A ones—implementing the same receive
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windows RX1 and RX2—keeping, however, their RX2 window open until their
next T X UL window: this allows Class C devices to receive DL messages dur-
ing their RX2 window at almost any time. Finally, between the end of T X and
the beginning of RX1, an additional short receive window RXadd (at the RX2

frequency and data rate) is also opened.

In order to transmit and receive data over LoRAWAN networks, LoRaWAN end
nodes must be registered and enabled on the AS of the LoRaWAN network provider,
which manages the LoRaWAN GWs. A LoRaWAN-enabled device can join the net-
work in two ways: with the Over-The-Air-Activation (OTAA) method or with the
Activation-By-Personalization (ABP) method. While both approaches are effective,
OTAA is more secure, since each time the end node sends a join-request packet, it
receives a join-accept with (i) the network identifier (NetID), (ii) a 32-bit identifier
of the end device within the network (DevAddr), and (ii) a security nonce value
(AppNonce), which will be used by the device to generate a network’s session key
(NwkSKey) and an application session key (AppSKey) in a secure way. At the oppo-
site, an ABP-activated device is internally equipped with DevAddr, AppSkey and
NwkSkey, which will be sent over the LoRaWAN network at each transmission, in
order to identify the transmitting node itself.

As discussed in Subsection 3.2.2, each LoRa transmission is associated with a
specific SF defining the airtime duration of the symbols and other signal features. Fo-
cusing on the LoRa EU 868 MHz band, SF7 allows the higher data rate and shortest
symbol airtime, while SF12 guarantees the highest sensitivity (the weakest signal that
a receiver is able to identify and process) and longest transmission range, at the cost
of lowest data rate and highest energy consumption. One of the main aspects to be
taken into account is the maximum packet payload allowed for each SF. LoRaWAN
Network layer (NET) typically uses a 13-byte packet header for the protocol opera-
tion: this is a non-negligible value that at high SFs significantly affects the maximum
available payload. More precisely, the maximum payload size is reached with SF7,
which allows a maximum of 222 bytes of data inside a single LoRa packet. The min-
imum, instead, is reached with SF12, with a maximum of 51 bytes for user’s data.
In Table 3.1, the values of payload limit, data rate, bit-rate, receiver sensitivity, and
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Table 3.1: LoRaWAN parameters with regard to the adopted SF. In all cases, the
bandwidth is 125 kHz and the CF is set to 868 MHz.

SF bit-rate [bit/sec] Range [km] Sensitivity [dBm] Max Payload [bytes]

12 290 12+ −136 51
11 440 10 −133 51
10 980 8 −132 51
9 1760 6 −129 115
8 3125 4 −126 222
7 5470 2 −123 222

Figure 3.5: Available LoRaWAN UL and DL channels defined in the EU 863-
870 MHz frequency spectrum.

typical operational range associated with each SF are summarized. In all cases, a
bandwidth of 125 kHz at a CF equal to 868 MHz is considered.

The LoRaWAN protocol in Europe uses 8 UL channels (from end nodes to GWs)
defined inside the EU 863-870 MHz free ISM band. These UL channels can also
be used as DL channels on the first receiving window. There exists also a 9-th UL
channel, defined at 868.8 MHz frequency and using a Frequency-Shift Keying (FSK)
modulation, and a 9-th DL channel, defined at 869.525 MHz frequency and used only
for the second receiving window. In order to better highlight the frequency avail-
ability in Europe, in Figure 3.5 we show a graphical representation of UL and DL
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channels defined in the EU 863-870 MHz free ISM band.
In terms of network utilization, LoRaWAN abides by the following policy rules

to be strictly followed to guarantee fair utilization:

• any LoRaWAN-enabled device has a daily maximum cumulative airtime of
30 s for UL messages;

• any LoRaWAN-enabled device has a maximum of 10 daily DL messages (in-
cluding also acknowledgment, ACK, messages).

Moreover, the transmission airtime strictly depends on both SF and messages pay-
load [131]: as an example, a fixed 10-byte payload translates to up to 20 daily UL
messages with SF12, or around 500 daily UL messages with SF7. Also, LoRaWAN
devices must abide by the band duty cycle [132], which depends on the regional area
of use and is defined as the maximum time percentage usage of a channel [133]. For
the EU 868 MHz free band, the duty cycle goes from 0.1% to 10%, depending on the
used channel. This means that every time a device transmits over a LoRaWAN chan-
nel, it can not transmit on the channel for a certain amount of time, which depends
on the performed transmission airtime. Finally, another constraint that LoRaWAN
devices must satisfy is related to the maximum transmit power, which, for the EU868
band, is set to +14 dBm, as defined by the European Telecommunications Standards
Institute (ETSI).

Given the discussed features of LoRa and LoRaWAN protocols (especially the
long range transmissions in direct VLOS conditions), these protocols become attrac-
tive in scenarios involving UAV-to-UAV and UAV-to-Ground communications, espe-
cially in all those scenarios where a Wi-Fi AP is not available or the operational area
is too large (and cannot be covered) for a mesh network among flying UAVs based
on IEEE 802.11s.

3.3 Proposed Hybrid Mesh Network

The hybrid network architecture proposed in this doctoral thesis is based on two over-
laid mesh layers based on different communication protocols, namely IEEE 802.11s
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Figure 3.6: UAV IEEE 802.11s-enabled mesh nodes roles.

and a novel LoRa-based mesh protocol. The switching mechanism between the two
layers and their hybrid use are detailed in Section 3.4, with a description of the vari-
ous network configurations that can be implemented. In the current Section, the pro-
posed architectures of IEEE 802.11s and LoRa-based layers are discussed, highlight-
ing suitable implementations.

3.3.1 IEEE 802.11s Mesh Network Layer Implementation

The deployment of an IEEE 802.11s mesh network based on the concepts discussed
in Subsection 3.2.1 could be based on the adoption of the IEEE 802.11s protocol,
where multiple network entities are combined together in order to create a structured
IEEE 802.11s mesh network.

In order to associate IEEE 802.11s’ entities with flying UAVs, it is possible to
map the root node with the IEEE 802.11s MPP, in turn connected to the ground
through an IEEE 802.11s GW AP. Then, intermediate and leaf nodes can be seen as
MPs, able to connect and reconfigure their links towards close MPs in order to keep
the mesh network active. Alternatively, in order to include in the IEEE 802.11s mesh
network other inexpensive IEEE 802.11-enabled UAV nodes (as STAs), some MPs
could act as MAPs, thus providing network connectivity to some particular kinds of
leaf nodes. In order to better clarify this association, in Figure 3.6 a reference scenario
is shown.
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Therefore, adopting this approach, it is possible to let the swarm to dynamically
adapt to moving nodes joining the mesh network and looking for the “best” neighbor
node to connect with, in turn evaluated and elected through an opportunistic selec-
tion mechanism based on heterogeneous parameters and indicators and described in
Subsection 3.4.1.

3.3.2 Proposed LoRa-based Access and Mesh Networking

The adoption of long-range communications in cooperation with UAVs’ swarms
could find a first utilization for UAV-to-UAV communications between flying UAVs,
through the use of LoRa packets. That data exchange would exploits: (i) LoRa com-
munications, operating at SF7, 125 kHz bandwidth, and inverted polarity, in order to
mitigate the interference between raw LoRa messages among UAVs and terrestrial
LoRaWAN networks and (ii) LoRaWAN messages between end nodes and GWs.
Based on the discussion on the signal polarity in Subsection 3.2.2 and owing to the
fact that most of the traffic in LoRaWAN networks is given by UL packets, in the pro-
posed raw LoRa implementation polarity inversion is adopted in order to minimize
packet collisions between raw LoRa packets and LoRaWAN messages.

As an additional discussion point, the decision of adopting SF7 may be motivated
by the following several reasons:

• SF7 allows a payload size of 222 bytes for LoRaWAN and 240 bytes for LoRa
communications.

• SF7 guarantees the highest bit-rate and the shortest symbol airtime, thus min-
imizing effective channel utilization rate and packets collisions, and maximiz-
ing the number of operating devices and, therefore, exchanged messages.

• SF7 is particularly suited for mobile devices equipped with LoRa-enabled radio
transceivers, such as flying UAVs (typically flying in a speed range between
20 km/h and 70 km/h, and being less affected by Doppler Shift effect [102]).
At the opposite, higher SFs (e.g., SF12) are more affected by the Doppler Shift
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effect, in particular at speeds higher than 40 km/h, where the higher packet loss
makes the communication unreliable.

• SF7 represents the best choice even considering that the duty cycle policy de-
fined for the EU 863-870 MHz band [132] requires that each transmission act
is followed by an off-period without any new transmission. Given that this off-
period heavily depends on the transmission airtime, then the chosen SF has an
important role: SF7 has the lowest off-period between consecutive messages,
given the lower symbol time.

Another key characteristic of LoRa—and, thus, of LoRaWAN—that could be ex-
ploited is related to the fact that no specific association is needed between an end
node and a GW, or among two end nodes, since each LoRa-enabled device listens
for incoming messages sent by neighbor devices (forwarding LoRa-modulated pack-
ets) using the same frequency and modulation parameters. This highlights how LoRa
could be useful for and applicable to long-range broadcasting applications, in which
one or more nodes send their messages in-air and nearby devices can hear them. In
other words, this corresponds to a point-to-multipoint communication. Moreover, if
compared with typical cellular networks, it is clear how LoRa UL and DL operations
have almost the same link budget. Hence, if a device can receive a LoRa message
from a nearby device, it can also send a LoRa message which can be heard by the
originator node. In the end, this feature paves the way to the use of LoRa for the def-
inition of enhanced broadcasting mechanisms between flying UAVs over a very wide
area.

Focusing on the broadcasting mechanism, a Time Division Multiple Access (TDMA)
scheduling of the LoRa PHY Access layer through consecutive “slots” is proposed.
In turn, each slot is characterized by a transmission window structured as follows:
(i) a Listen-Before-Talk (LBT) mechanism, associated with a random delay interval
Tdelay (if needed), and (ii) the LoRa message’s transmission time T XLoRa, depending
on the adopted SF (e.g., SF7) and on the amount of symbols (thus, the amount of
bytes) to be transmitted. Then, the transmission window is followed by a listening
window RXLoRa, during which the node listens to the LoRa channel for incoming
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Figure 3.7: Proposed TDMA-scheduled LoRa-based broadcasting mechanism to be
applied in UAV-to-UAV communications. Tdelay is the initial random delay introduced
to minimize the possible packet collision, T XLoRa is the packet’s transmission time,
and RXLoRa is the listening window on the medium.

messages broadcast by other UAVs within transmission range. For the sake of clarity,
in Figure 3.7 a graphical representation of the proposed TMDA-oriented LoRa-based
broadcasting mechanism is shown.

Actually, no time duration has been defined neither for the receiver window
RXLoRa nor for the initial random delay T Xdelay. However, RXLoRa should be at least
longer than the duty cycle transmission off-period, which depends on the transmit-
ted message’s length, airtime and ETSI band duty cycle policy [134]. Moreover, the
receiver window duration should also depend on the amount of active UAVs in the
swarm and on the number of messages: it should be optimized in order to minimize
the possible packets collisions of the LoRa PHY layer. Again, these parameters have
an impact on system payload’s capabilities, since the interval between messages de-
fines the available output messages and, therefore, the aggregated payload capacity
of the system.

LoRa-based UAV-to-UAV Mesh Communication

As highlighted before, while LoRa can be used for point-to-point communication
and LoRaWAN for star topology networks with many end nodes and at least one
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central GW, there is not a well-defined LoRa-based mesh network standard. This
is likely due to the constraints of LoRa, making it unsuitable for mesh networking
with multi-hop communications. This has been confirmed both theoretically and ex-
perimentally. An example is given in [135], where a hybrid LoRaWAN-LoRa mesh
network with LoRa relay nodes is proposed, aiming at extending the operating range
of the LoRaWAN star topology. However, this study does not consider mobile nodes
and interfering signals, such as in the UAV-to-UAV application scenario of interest of
us, in which a large amount of LoRa nodes is involved. Another research activity is
defined in [136], where a network testbed composed of a larger (with respect to the
study shown in [135]) amount of nodes is considered and the current limitations of a
possible LoRa-based mesh network are investigated. Moreover, in [136] the authors
observe a strong performance degradation—in terms of latency with respect to a tra-
ditional LoRaWAN star topology network. A last reference work is [137], where a
LoRaWAN alternative implementation supporting mesh networking is proposed, sug-
gesting an alternative GW implementation, in order to support multi-channels LoRa
RF signal communications, to limit packets collisions, and to increase the number
of supported nodes. Despite this high-level description, no theoretical or experimen-
tal results of the proposed modified LoRaWAN-mesh protocol are discussed, thus
limiting its applicability for a LoRa-based UAV mesh network.

In order to overcome some of the limitations highlighted in the above cited works
and to provide additional functionalities to let LoRa and IEEE 802.11s protocols co-
exist on mobile nodes, the proposed hybrid approach will try also to cope with the
high latency and low data rate of LoRa adopting a SF equal to SF7. Moreover, in
order to minimize the air time of the transmitted messages through the LoRa net-
work interface and to maximize the payload capacity of the network, the proposed
solution adopts the TDMA-oriented access mechanism presented in Figure 3.7, with
alternating transmitting and listening windows with different lengths, taking also into
account the number of active UAVs in the swarm. As discussed in Subsection 3.3.2,
each node implements a LBT mechanism which: first, if an activity is detected on
the channel, a node randomly delays its transmission; then, at the end of the random
delay, it transmits; and, finally, it establishes a receiving window, which has to be set
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Figure 3.8: LoRa mesh packet structure, data and fields’ size.

on the basis of the number of flying UAVs.
More in detail, each packet transmitted on the LoRa-based broadcast mesh net-

work has a two-fold goal.

1. Broadcast UAV’s Position Data (GNSS) and Ground Connection Status (if
any): these data are needed to create a robust mesh network (both with IEEE 802.11s
and LoRa) and to evaluate the position of nearby moving UAVs and their
ground connections, in order to establish which will be the next node in the
case of link failure or out-of-range position.

2. Transmit Content Data and LoRa Mesh Configuration Data: the first are data
sent from a UAV toward another UAV in the swarm—thus an addressing mech-
anism is needed inside the swarm—or to the ground control center, while the
second are essential data for mesh configuration (e.g., nearby nodes for each
UAV, paths, etc.) that should be updated upon a change in the surrounding en-
vironment.

Given LoRa constraints, in order to avoid packet collisions, the above data must
be aggregated in the same packet, thus requiring the definition of a proper encoding
mechanism to easily allow UAVs in the swarm to evaluate the data and minimize
the channel use. As can be easily understood, this may require to use the maximum
payload inside each packet, in order to avoid to use the channel for multiple messages,
thus reducing packet collisions and resource utilization.

A graphical representation of the proposed packet structure is shown in Fig-
ure 3.8, while the single fields composing the packet are detailed in the following.

• IDtxnode: a 1-byte unique identifier of the UAV, able to identify up to 256 enti-
ties. In the proposed solution, only 254 identifiers can be used, since values 0
and 255 are reserved for specific uses.
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• CONtype: a 1-byte identifier indicating the ground connection of the node, if
available. In detail, it can assume the following values:

– 0 (default value), if the node is not connected to the ground;

– 1, if the node is connected to the ground through an IEEE 802.11s AP;

– 2, if the node is connected to the ground through a LoRaWAN link;

– 3, if the node is connected to the ground through an intermediate IEEE 802.11s
AP on-board a nearby UAV.

• GNSSdata: a 10-byte field, in detail containing the latitude (GNSSlat, 4 bytes),
the longitude (GNSSlng, 4 bytes), and the auxiliary altitude (GNSSalt, 2 bytes),
encoded as float and short int.

• IDrxnode: similarly to the IDtxnode field, it is a 1-byte unique identifier repre-
senting a preliminary field needed for data transmissions between flying UAVs
(both unicast and broadcast) and to the ground center, and able to assume only
254 values (0 refers to the ground control center, while 255 to a broadcast
communication between all flying UAVs).

• MESHconfigdata: a variable-size field (2÷6 bytes) containing different informa-
tion, such as (i) the number of hops crossed by the messages, (ii) the last hop
identifier, and (iii) other parameters needed to update the created LoRa mesh
network.

• PAY LOAD: a variable-size field (0 ÷ 200 bytes, given the LoRaWAN con-
straints at SF7) representing the actual data payload that a UAV needs to trans-
mit to other UAVs.

The packet structure shown in Figure 3.8 is used both (i) for the mesh initial
setup, where the PAY LOAD field can be used to broadcast the initial configuration
data together with CONtype and MESHconfigdata fields, and (ii) for the LoRa mesh
network’s update and data communication between UAVs.
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Figure 3.9: Single modem-based (top) and dual modem-based (bottom) approaches
for joint LoRa (UAV-to-UAV) and LoRaWAN (UAV-to-Ground) connections.

UAV-to-Ground Communications Through LoRaWAN

While raw LoRa protocol can be used for UAV-to-UAV communications, LoRaWAN
could instead be used for UAV-to-Ground communications, in order to exploit already
existing LoRaWAN networks, such as The Things Network (TTN) [98]. The wide
coverage of such networks, together with the achievable operational range shown in
Chapter 2, guarantees a UAV-to-Ground communication alternative to an IEEE 802.11s
link for essential data exchange, useful in all those cases where IEEE 802.11s is not
available. However, this LoRaWAN-oriented solution has drawbacks, especially be-
cause its constraints discussed in Subsection 3.2.2, namely (i) the strict DL policy, (ii)
the limited data rate, and (iii) the duty cycle, almost neglecting any real-time com-
munication among LoRaWAN devices, thus limiting this use case only to essential
data transmission.

LoRa and LoRaWAN Communications Deployment

In order to support the data transmission patterns detailed in Subsection 3.3.2 and
Subsection 3.3.2, two approaches can be followed:

• (i) use of a single COTS board, equipped with two distinct LoRa modems,
or (ii) the adoption of two distinct boards, each one equipped with a single
LoRa modem, in order to reserve one modem for UAV-to-UAV raw LoRa-
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based broadcasting and the other modem for UAV-to-Ground communications
via LoRaWAN;

• use of a single COTS board with a single LoRa modem (like the MIG intro-
duced in Chapter 2), used, according to a time division strategy, by switch-
ing between LoRa-based broadcasting (UAV-to-UAV) and LoRaWAN (UAV-
to-Ground).

More in detail, the first approach is more expensive, in terms of price, since a
complex board with two LoRa modems or two single modem boards are needed, and
in terms of hardware’s weight and physical space, which are limited on a typical-
sized UAV. However, this approach can guarantee the best performance, since there
is no off-period due to the network switch (as happens with a single modem), thus
any software re-initialization phases among the interfaces. Also, since each modem
is dedicated to one network, they can be used in parallel at the same time. At the
opposite, in the second approach only one of the two networks is active at a time and
switching time must be taken into account, thus reducing the effective operational
time and the total system capacity. A graphical comparison between these approaches
is shown in Figure 3.9.

It must be also remarked that root nodes—acting as coordinators in the LoRa
mesh network and being the only UAVs connected to the ground control center
though LoRaWAN—are the only ones which need to switch between LoRa and Lo-
RaWAN connectivity. Therefore, only these root nodes would face the performance
limits with a single-modem implementation. To this end, a possible solution to re-
duce performance degradation can be the pre-definition of the LoRa mesh network’s
root nodes, thus deploying a dual modem-based solution on them to both communi-
cate to the ground (through LoRaWAN) and between UAVs (through the LoRa mesh
network layer), as shown in Figure 3.10.
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Figure 3.10: Dual LoRa modems-based implementation for root nodes.

3.4 Combined Opportunistic Mesh Networking

As highlighted in Section 3.3, the use of two different network layers allows the cre-
ation of a hybrid network involving multiple possible configurations, with a heteroge-
neous use of IEEE 802.11s links and LoRa-based communications. To this end, the
key element enabling the definition of such a hybrid multi-protocol mesh network
is the selection mechanism between them, which should properly select the appro-
priate network by evaluating several parameters representative of the requirements
of a UAVs swarm. In the following, the proposed selection mechanism is described
in Subsection 3.4.1, while Subsection 3.4.2 and Subsection 3.4.3 focus on possible
UAV-to-UAV and UAV-to-Ground network configurations, respectively.

3.4.1 Network Selection Mechanism

One of the main advantages of flying communications is the almost direct VLOS
between UAVs, which allows a wide operating range even with protocols typically
used for short-range communications. Behind the IEEE 802.11s mesh built-in link
creation mechanism [138], often based on link quality and path-based cost functions,
when dealing with a mobile mesh network (as a UAVs swarm) there are several pa-
rameters to take care of, in order to establish reliable communications and ensure
seamless connectivity. In the following, the parameters considered in the proposed
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opportunistic hybrid architecture are detailed.

Network Communication Interface Type

As detailed in Section 3.3, each flying UAV broadcasts the data packets described in
Subsection 3.3.2 through the LoRa network interface, advertising its established con-
nection type (if any). On the basis of the best performance, in terms of data rate and
reliability, each UAV will always put a first priority to the IEEE 802.11s connectiv-
ity for both UAV-to-UAV and UAV-to-Ground communications. Then, if the current
node cannot join the IEEE 802.11s mesh network (e.g., it is too far from either ground
or UAV-transported APs), it will consider the use of its LoRaWAN interface to com-
municate with the ground. If even LoRaWAN communications are not possible, then
a raw LoRa communication with other close UAVs will be considered, using the
mesh networking approach presented in Subsection 3.3.2 for both UAV-to-UAV and
UAV-to-Ground communications.

GNSS Position of the APs

As UAVs have the flexibility to move within a swarm, their GNSS positions play a
crucial role in determining connectivity within the network. When deciding which
node to connect to, considering the GNSS positions of nearby mesh points, whether
on the ground or carried by UAV-based Mobile Payload Platforms (MPPs), becomes
valuable. This enables a flying UAV to make informed decisions regarding its con-
nection strategy. By having knowledge of the positions of APs and considering its
flight direction, a UAV can proactively prepare for AP switches, minimizing network
downtime caused by AP outages.

Furthermore, GNSS positions are instrumental in aerial communication. A UAV’s
top priority is to establish a connection with the nearest AP-equipped UAV, prioritiz-
ing IEEE 802.11s connections over LoRa. In an advanced implementation of this
opportunistic approach, the flight directions of nearby UAVs could be analyzed to
optimize and facilitate seamless handovers. Additionally, altitude information from
nearby UAVs can serve as a decision parameter. UAVs flying at higher altitudes are
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more likely to maintain VLOS with both ground APs and nearby UAV-transported
APs, reducing the number of hops required to reach an AP.

RSSI of Nearby Nodes

As an alternative to GNSS data, particularly in scenarios where GNSS is unreliable
or unavailable (e.g., indoor environments or UAVs navigating close to tall buildings),
another valuable metric is the RSSI collected by each network interface while ac-
tively listening for transmissions from nearby nodes. In such cases, RSSI proves to
be a useful criterion for selecting the most suitable node among neighboring options,
effectively serving as a selection mechanism based on link quality.

Network’s Hierarchical Value of Nearby Nodes

Another vital parameter transmitted alongside other mesh-related data is the network
layer of the UAV, which specifically signifies the UAV’s position within the mesh
network’s hierarchy, as depicted in Figure 3.2. This network layer information holds
significant importance and can be considered a critical indicator. For instance, when
faced with multiple IEEE 802.11s mesh point UAVs exhibiting nearly identical RSSI
values and located at similar distances, a UAV in search of neighboring nodes will
prioritize the one with the most favorable hierarchical indicator, often the smallest
depth within the hybrid mesh network. This approach minimizes the overall path
cost by reducing the number of hops required for data transmission to traverse.

Amount and Type of Data to be Transmitted

The final parameter worth considering is associated with the nature and volume
of data that needs to be transmitted from the source UAV to the destination node,
whether it’s another UAV or a terrestrial device. Given that LoRa and LoRaWAN
are suitable primarily for low data rate and high-latency communications, it becomes
evident that specific applications not adhering to these constraints, such as real-time
video transmission, cannot rely on these long-range protocols. In such scenarios, the
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Figure 3.11: Dynamic best AP selection operated by a flying UAV, aiming at estab-
lishing connection.

establishment of mesh networks with nearby nodes is achievable exclusively through
the IEEE 802.11s network layer.

Summary

As a general summary on the selection parameters outlined above, a reference sce-
nario involving the best neighboring APs selection mechanism is shown in Fig-
ure 3.11, where a flying drone is “sensing” multiple possible mesh points and is
estimating which is the best one to establish a connection with. Besides link quali-
ty/availability, the decision needs to take into account the flight plan of the UAV and
the parameters described in Subsections 3.4.1÷3.4.1.

3.4.2 UAV-to-UAV Communications

In the proposed hybrid mesh architecture, UAV-to-UAV communications happen through
two layers: (i) an IEEE 802.11s mesh network layer and (ii) a LoRa-based mesh
layer. However, multi-hop communications between UAVs can happen in a third
way, based on both IEEE 802.11s and LoRa links between UAVs. In the following,
IEEE 802.11s- and LoRa-based UAV-to-UAV communications are discussed in Sub-
section 3.4.2 and Subsection 3.4.2, respectively, while a hybrid approach is detailed
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Figure 3.12: IEEE 802.11s-enabled communications between UAVs.

in Subsection 3.4.2.

IEEE 802.11s-enabled UAV-to-UAV Communications

High-performance communication among multiple airborne UAVs is best achieved
by leveraging IEEE 802.11s mesh networking, capable of supporting data rates in the
order of several Megabits per second (Mbps) depending on the equipment used. The
setup and configuration of the IEEE 802.11s mesh network adhere to the protocol
specifications. This process involves activating the path selection mechanism, as de-
tailed in Subsection 3.4.1, and considering routing between multiple UAVs serving
as MPs or, in the case of the root node, as a MPP, as discussed in Subsection 3.3.1.

Routing within this framework relies on each device’s network interface MAC
address, as defined by the IEEE 802.11s specification. This address is used in con-
junction with the assigned drone ID, which serves as an internal parameter for data
routing between both the LoRa and IEEE 802.11s layers. Figure 3.12 provides an
illustrative example of an airborne IEEE 802.11s mesh network among UAVs. The
figure explicitly indicates UAV IDs along with the cost associated with each link. This
cost is determined based on factors such as the number of hops required to reach the
root node, the data rate of the link, and the link’s signal RSSI.
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Figure 3.13: LoRa-enabled communications between UAVs.

LoRa-enabled UAV-to-UAV Communications

In order to complement the IEEE 802.11s mesh network, proposed in Subsection 3.4.2,
used for UAV-to-UAV short-range high data rate communications, the proposed LoRa-
based broadcast mesh network can be used for long-range communications (up to
several tens of kilometers in direct VLOS), as well as for essential data communi-
cations in urban environments, where IEEE 802.11s signals, despite VLOS visibil-
ity between UAVs, could be affected by interference and signal shadowing. In such
cases, the LoRa-based meshed network remains reliable for retrieving crucial data.
Within this network, neighboring UAVs act as LoRa relays, facilitating long-range
communications among swarm nodes, as defined in Subsection 3.3.2. An illustra-
tive representation of such a LoRa-based mesh network configuration is shown in
Figure 3.13.

Hybrid Configuration-enabled UAV-to-UAV Communications

With reference to Subsection 3.4.2 and Subsection 3.4.2, it is clear how IEEE 802.11s
and LoRa have their own advantages and disadvantages: IEEE 802.11s suits low la-
tency, high data rate, and short-to-mid range communications, while LoRa supports
very long transmission ranges, but with a very limited data rate and high latency.
Therefore, an effective combination of these technologies should guarantee an opti-
mized trade-off between operational ranges and data rates.

Given the two layers discussed and detailed in Section 3.3, a hybrid adoption of
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Figure 3.14: Hybrid-meshed network for communications between UAVs.

these network layers by the UAVs in a swarm could involve multiple IEEE 802.11s
“local” mesh networks between close UAVs, in turn connecting together with dis-
joint (far) IEEE 802.11s meshed networks through the LoRa layer. This leads to the
implementation of a wide area hybrid mesh network where all the UAVs can for-
ward at least a minimum amount of data to each other, without the need of a ground
infrastructure. An illustrative representation of the overall architecture is shown in
Figure 3.14.

3.4.3 UAV-to-Ground Communications

Considering UAV-to-Ground communications, in the proposed infrastructure two dif-
ferent solutions can be identified: (i) an IEEE 802.11s-based UAV-to-Ground connec-
tion, discussed in Subsection 3.4.3, and (ii) a LoRaWAN-based one, detailed in Sub-
section 3.4.3. Both these solutions involve flying UAVs mesh root nodes, in charge
of collecting data from the remaining flying UAVs of the swarm and transmitting it
to the ground control center.
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Figure 3.15: Wi-Fi-enabled ground connected UAVs swarm.

IEEE 802.11s-Enabled Ground-Connected UAVs’ Swarm

Given a reference scenario in which at least one UAV is flying within the communi-
cation range of a ground control station’s Wi-Fi AP, such UAV could establish a bi-
directional connection with the AP itself using (i) a traditional STA-AP IEEE 802.11
Wi-Fi connection or (ii) an advanced IEEE 802.11s connection (in case multiple APs
are available). Therefore, the UAV connected to the ground via Wi-Fi first broad-
casts to all nearby swarm’s nodes its connection status, then assumes the root node
role inside the flying mesh configuration, thus providing a bi-directional connectivity
among the ground center and the other UAVs. To this end, such a network configura-
tion could be represented as in Figure 3.15, where two root nodes act as flying GWs
for the intermediate UAVs (with reference to Figure 3.2).

LoRaWAN-Enabled Ground-Connected UAVs Swarm

A second approach to provide ground connectivity to the swarm’s UAVs is through
the LoRaWAN protocol. If compared with the IEEE 802.11s-based approach de-
scribed in Subsection 3.4.3, a LoRaWAN-based approach will be characterized by an
increased communication range of at least one order of magnitude, thus supporting
new operational scenarios. On a practical side, a UAVs’ swarm could use LoRaWAN
both to interact with the ground control center and to simply send essential data (e.g.,
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Figure 3.16: LoRaWAN-enabled ground connected UAVs’ swarm.

UAVs telemetry) to a LoRaWAN AS, joining an existing open LoRaWAN network
(e.g., TTN). This is possible even in the presence of more than one UAV acting as
root node inside the swarm, thus providing a bi-directional connectivity between the
ground center and the flying UAVs composing the hybrid mesh network. To better
clarify this long-range approach, in Figure 3.16 an illustrative scenario is shown,
with two root nodes acting as flying GWs for all the other UAVs that cannot directly
communicate to the ground.

3.5 Theoretical Performance Evaluation

Although the proposed hybrid opportunistic mesh approach has not been imple-
mented, some performance evaluations on the operating range of the network proto-
cols discussed in Section 3.2 have been carried out analyzing some literature works,
in particular to determine which operating ranges can an IEEE 802.11s mesh network
reach and which performance can be expected. The same has been done for the LoRa
protocol, with a study of existing real-world tests to extend the LoRaWAN UAV-to-
Ground communication experiment discussed in Chapter 2. In Subsection 3.5.1 and
Subsection 3.5.2 the LoRa and IEEE 802.11s, literature experimental performance
are investigated.
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3.5.1 LoRa Communication Operating Range Estimation

Given the mobile nature of the proposed hybrid architecture and the interest in the
use of the LoRa protocol for inter-UAV communications in a networking range up
to 15 km, a preliminary performance estimation has been initially focused on the re-
liability and the communication range of LoRa-based communications with at least
one node moving in the considered environment. In detail, in [102], various scenar-
ios (i.e., urban, sub-urban, and an almost obstacle-free environment) are considered,
highlighting how SF12 allows to achieve a packet delivery ratio equal to 85% in both
urban and sub-urban scenarios (within a range of 5 km), then decreasing to about
70% in increasing the range from 5 km up to 15 km (and depending on the environ-
ment). In [139], the authors focus on VLOS LoRa communication range evaluation,
achieving a point-to-point (between a hill and a nearby flat-land) range of more than
12 km with a small packet loss ratio. Moreover, another range estimation is given
by TTN Mapper, that allows to monitor, evaluate, and analyse all the data provided
by the community, thus highlighting which are the real capabilities of a LoRa-based
communication in various real world scenarios. To this end, among the plethora of
data, the most interesting ones are those related to extreme VLOS conditions, with the
transmitting node mounted over a helium-filled balloon and reaching a propagation
range up to hundreds of kilometers, achieving an astonishing LoRa communication
range of about 832 km [140].

As can be understood from these literature works, there is a certain potential for
LoRa-based communications in terms of operating range, also allowing to evaluate
the behavior and reliability of the communications in both VLOS environments, and
thus making possible to use of the LoRa protocol for flying UAVs communications
in a wide area between of several km, which is the goal of the proposed hybrid op-
portunistic network architecture.

3.5.2 IEEE 802.11s-based Communication Operating Range

With regards to in-air data transmission among drones through the IEEE 802.11s
protocol available in the literature, some investigations have been conducted, in order
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to estimate how it could fit different coverage needs. The adoption of IEEE 802.11s
networking in a UAVs’ swarm is investigated in [141], where an open area with no
obstacle and no interference is assumed. In this context, the use of 2.4 GHz and
5.8 GHz Wi-Fi has been able to provide a high data rate link between the AP and the
UAV within a radius of several hundreds of meters (up to 200 m at 300 Mbps PHY
data rate on a 2.4 GHz Wi-Fi link), also depending on the adopted radio equipment
and link direction (UL or DL). Also, in [141] the authors show that using a lower
PHY data rate, a longer communication distance could be reached (up to 500 m at
54 Mbps PHY data rate), further expanding the IEEE 802.11s operational ranges of
both UAV-to-UAV and UAV-to-Ground communications proposed in the hybrid mesh
network model. Another IEEE 802.11s-based UAV network, where a UAV acts as AP
for ground STA nodes, is presented in [38], showing a throughput of about 40 Mbps
over a 200 m2 area, also considering multiple hops inside the network.

Taking into account the results in [141] and [38], and the typical home Wi-Fi net-
work operational range, the application of this technology for both UAV-to-UAV and
UAV-to-Ground communications should be possible for short-to-mid range VLOS
communications.

3.6 Hybrid Mesh Use Cases

In order to motivate the design and implementation of the proposed opportunistic
mesh networking approach, in the following relevant use cases are discussed.

3.6.1 Aerial IoT for Farming Application

The combination between the proposed MIG and hybrid mesh network, can allow
new use cases requiring UAV-to-X connectivity, as in a smart agricultural scenario
with different lots far from each other, where more than one flying drones can collect
data from on-field BLE sensors and through on-board sensors (e.g., hyper-spectral
cameras). Then, in order to avoid drones to fly for long distances (between their
assigned agricultural lot and the the farmer’s house), the swarm can self-organize ex-
change the gathered data according to the hybrid opportunistic mesh network [142,
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143], thus delivering them to the final point of collection. More in detail, small data
can be transmitted through the LoRa-based mesh network, while large data to be
transferred in a short time can rely on the IEEE 802.11s-based network, when avail-
able. This opens to innovative trajectory and task planning, aiming at maximizing the
data collection rate and minimizing the “redundant” time wasted while in static flight
waiting for information transfer. For example, this can rely on the adoption of Mis-
sion Management Tools (MMTs) [144] and Decision Support Systems (DSSs) [145],
thus opening to the possibility of processing data both locally or in the cloud [146].

3.6.2 BVLOS Instrumental Flight Backup Telemetry

Nowadays, BVLOS flights often rely on direct communication between the UAV and
the pilot on the ground. However, as detailed in the Introduction , this communica-
tion scheme is often disturbed when flying in the presence of obstacles (e.g., build-
ings, trees, hills, etc.) [147]. To overcome these limitations, there are two possible
solutions: (i) use existing cellular networks or (ii) use relay nodes, thus allowing to
provide both an FPV real-time video feeds and telemetry data to the pilots [148,149].
However, since some BVLOS flights do not always require a real-time video stream
but simply the UAV’s telemetry data (e.g., GNSS coordinates, altitude, speed, orien-
tation, batteries status, etc.), in order to (i) monitor the UAV on different map layers
and (ii) perform complex operations without UAV’s VLOS visibility. Therefore, the
use of M (M ≥ 1) intermediate UAVs connecting indirectly (through IEEE 802.11s or
LoRa intermediate links) the BVLOS UAV and its pilot, can represent a valid alterna-
tive in those cases in which, for example, cellular connectivity is not fully available or
reliable, thus providing a robust backup tool to keep track of flying UAVs performing
partially-automated BVLOS operations in difficult environments [150].

3.6.3 Long-Range UAVs Swarms Coordination and Communications

The proposed hybrid mesh network opens new possibilities for long-range UAVs’
swarms coordination and communications, letting many UAVs communicate together
and with one or more ground control centers placed over a wide operating region [151].
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Ground-connected UAVs could act as swarm coordinators, communicating to the
other swarm’s UAVs new missions’ instructions (e.g., new positions to reach or be
maintained). Moreover, the proposed mesh networking scheme could simply be used
to keep track of the UAVs positions, in order to provide the control center with an up-
dated overview of the swarm topology [152]. The control center, in turn, could send to
the coordinators—and, then, to specific UAVs—the information needed to restore the
desired swarm formation. However, given the constraint of LoRa-based communica-
tions, the amount of data which can be transmitted between in-flight UAVs located
over a large area is limited to essential information, such as positions to be reached,
mission tasks, and other limited swarm-related information.

3.7 Portable Wireless Mesh for BVLOS Missions

One of the main advantages of the hybrid opportunistic mesh proposed in Section 3.3
is that, besides the ground located Wi-Fi APs or LoRaWAN GWs used to enable
UAV-to-Ground connectivity, it does not require any ground node for pure UAV-to-
UAV communications exploiting the LoRa or IEEE 802.11s mesh layers. However,
while the proposed solution can work pretty while in VLOS scenario and even in
BVLOS scenario which do not require high throughput and low latency, as in the
case detailed in Subsection 3.6.2, there are several applications involving UAVs and
other robotics platforms operating in harsh environment (e.g., in an underground min-
ing tunnel or in a dense forest) which need a strong, reliable, high throughput and
low latency wireless link to enable swarming applications. Given the constraint in
terms of payload capacity and energy consumption of UAV platform, most of the
IEEE 802.11s APs that can be embedded on aerial platform have limited perfor-
mance, already suitable for a few tens of Mbps throughput over relatively short dis-
tances, as detailed in Subsection 3.5.2 but far away from reaching hundreds of Mbps
required by some critical applications where, as an example, the point clouds gen-
erated by on-board LiDARs are shared through all the members of the swarm for
autonomous navigation purposes. Therefore, it is still often required to exploit ex-
ternal ground deployed IEEE 802.11s networks, which, given the limited amount of
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constraints, especially regarding the size and weight limits, are still one of the most
effective way to provide high throughput wireless connectivity of a swarm of UAV
flying within a critical BVLOS environment.

While IEEE 802.11s COTS solutions are already able to provide high throughput
Wi-Fi connectivity, it is still challenging to design and deploy a portable fully wireless
mesh Wi-Fi network where multiple APs disposed in a linear topology, like in min-
ing tunnels, can allow low latency and high throughput bi-directional data exchange
between at least two UAVs of the swarm. In the following, the COTS-based architec-
ture of a battery-powered fully wireless portable Wi-Fi mesh solution designed to be
field deployable and to allow high throughput communications between two or more
robotic platform, each equipped with a LiDAR and multiple high resolution camera,
is described, motivating the chosen components, configurations and then presenting
the achieved results in a BVLOS mission done in an underground environment.

3.7.1 System Architecture

The proposed portable wireless mesh for BVLOS missions is composed by 5 Wi-Fi 6
Ubiquiti U6 Pro [153] APs, each one working on both the 2.4 and 5 GHz bands,
with a maximum bandwidth of 160 MHz on the 5 GHz band and 40 MHz on the
the 2.4 GHz band. In order to be portable and field deployable, they are powered by
five Power Over Ethernet (POE) power banks, connected through an Ethernet cable.
Also, in order to provide a wider good enough coverage, the 5 APs are mounted on
some tripods, which are tall 1.5 m. The APs have a 4× 4 Multiple Input Multiple
Output (MIMO) built-in antennas operating in the 5 GHz band, which allow to reach
a maximum throughput of 4.8 Gbps, while the 2× 2 MIMO antennas operating in
the 2.4 GHz band allow to reach a maximum throughput of 573.5 Mbps. Moreover,
the 5 APs are configured to create a fully wireless Wi-Fi mesh network, where all the
APs communicate in a complete wireless way. The first AP of the chain, denoted as
master AP, is connected through the Ethernet port to the network controller, which is
executed on a RPi4 SBC that runs a DHCP server as well as the network controller
provided by Ubiquiti, which manages the APs configurations.

In order to allow a fast and smooth transition of the moving Wi-Fi client (e.g.,
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the connected UAV) between multiple APs, the APs support Wi-Fi Fast Roaming,
often referred to as IEEE 802.11k, v, r [154]. This technology encompasses several
techniques used to facilitate smooth and rapid transitions (typically below 50 ms) be-
tween APs in wireless networks. These methods are essential for scenarios requiring
seamless mobility and rely on three main concepts, as follow.

• Key Caching (k): involves storing security credentials, like Pairwise Master
Keys (PMKs), at an AP after initial authentication. When a client device roams
to another AP within the same network, the new AP can retrieve cached secu-
rity keys, eliminating the need for re-authentication and reducing re-connection
time.

• PMK Caching (v): known as Venue Pre-Authentication, this technique allows
client devices cache the PMK of the target AP they plan to roam to before
actual association. By pre-loading security credentials, the client can transition
quickly when needed.

• Opportunistic Key Caching (R): leverages nearby APs and their cached secu-
rity information. When a client roams, it opportunistically selects an AP with
cached credentials, expediting the re-connection process and ensuring minimal
disruptions in service.

On the client side, the robotic platforms involved in the BVLOS experiment rely
on an on-board computer based on the Intel NUC [155], which has a built-in wire-
less network adapter supporting both Wi-Fi 6 and IEEE 802.11k, v, r, as well as
a 2× 2 MIMO external high gain antennas configuration which, together with the
bandwidth of 160 MHz on the 5 GHz band, allows to reach a maximum theoretical
throughput equal to 2.4 Gbps.

3.7.2 Testbed and Network Setup

The performance evaluation, in terms of both throughput and operating range of the
designed portable fully WMN in the aim to enable a critical BVLOS mission in-
volving at least two devices, has been carried out in the underground tunnel of the
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(a) (b)

Figure 3.17: The (a) rover adopted in the wireless mesh experiment and the (b) quad-
copter involved in the wireless mesh experiment.

University of Technology of Luleå, Sweden, characterized by multiple turns, so as in
the absence of LOS between the first and last hop of the wireless network. Then, in
order to guarantee a high throughput and low latency communication link between
the two target devices, namely a wheeled rover, shown in Figure 3.17(a), and a quad-
copter, shown in Figure 3.17(b), both equipped with a LiDAR sharing its own point
cloud with the other member of the swarm, then the proposed portable wireless mesh
is adopted.

On the operating side, the 5 APs have been deployed in a linear topology along
the tunnel in order to maintain a VLOS condition between each triple of APs (thus
creating a chain of APs), as shown in the buildings map in Figure 3.18—the five APs
are denoted as a numbered circle and shown with their estimated radio coverage. In
the end, an overall 240 m distance has been covered through the deployment of the
portable wireless mesh in the underground tunnel.

Then, in order to optimize the performance of the wireless mesh, the APs’ set-
tings have been optimized to force a prioritization of the 5 GHz band usage instead
of 2.4 GHz band, in this way easing to reach a maximum throughput of 2.4 Gbps
on each of the two nodes—considering the 2×2 MIMO configurations of the Wi-Fi
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Figure 3.18: University of Luleå underground tunnel map with the APs, drone and
rover positions.

network adapters installed on the devices. Moreover, given the 4×4 MIMO config-
urations of the antennas of the APs, together with their dual-radio support, only two
antennas have been dedicated to the pure Wi-Fi connectivity for the devices nearby
each AP, while the other two antennas have been configured to maintain the con-
nectivity with the previous hop of the chain, thus performing as a back-bone for the
fully WMN. Then, in order to maintaining the highest possible throughout, the APs
have been located in VLOS condition each other, at a distance suitable to allow an
RSSI of the previous AP greater or equal than −65 dBm—that, according to the APs
control panel, allows to maximize the Wi-Fi channel capacity in terms of maximum
throughput.

Finally, the experimental test has been performed with the reference quad-copter
steady on a table at the beginning of the tunnel (as marked by the UAV icon in Fig-
ure 3.18), then listening for receiving the LiDAR’s point cloud (sent on the proper
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ROS 2 topic [8] broadcasted over the Wi-Fi network) by the rover, which in turn was
moving along the tunnel. This has been beneficial for properly evaluating the network
capabilities (in terms of latency and throughput) given the different number of hops
and distances. Moreover, it should be specified that the point cloud broadcasted by
the rover has an adaptive bit-rate that, based on the network constraints, may scale up
or down the overall amount of points sent through the network, thus performing an
automatic compression of the data when needed.

3.7.3 Experimental Results

The experiment results can be analysed according to the 5 “connectivity chunks”
shown in Figure 3.18, especially on the basis of the number of hops (namely APs)
between the drone and the mobile rover.

In the first scenario S1, with both swarm nodes connected on the AP #1, the
proposed system managed to maximize the bit-rate of the LiDAR point cloud broad-
casted by the rover, even with a VLOS distance between the quad-copter and the AP
up to 30 m. On the experimental side, the average measured bit-rate of the point cloud
fluctuated between 300 Mbps and 350 Mbps, which represents the maximum value
achievable for the point cloud output of the used LiDAR, while, in terms of latency,
the average measured latency between the two swarm nodes has been around 10 ms.

In the second scenario S2, with the quad-copter still being connected to the AP #1
and the rover being connected to the AP #2, the average measured bit-rate has been
around 250 Mbps, while the average measured latency between the two nodes has
been around 15 ms, thus higher then in S1, since the second hop introduced an addi-
tional latency due to internal processing.

In the third scenario S3, with the rover being connected to the AP #3, the aver-
age measured bit-rate dropped significantly to about 150 Mbps, and the same holds
for the latency, whose average measured value between the two nodes has been
around 23 ms. It can be argued that this sudden link’s performance degradation has
been due to the significant increase of the processing time that each intermediate hop
adds to the communication link, as each intermediate AP has to relay the information
to the previous node of the connection chain.
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The fourth scenario S4, with the rover being connected to the AP #4, returned a
first instability performance, with an average measured bit-rate of about 50 Mbps (but
fluctuating between 20 Mbps and 100 Mpbs). It might be said that, on the overall, it
can be considered as a good value, especially considering the distance between the
two nodes (closer to 200 m), but with the overall fully WMN being struggling to
keep the sustained bit-rate of the point cloud stream, given the relevant number of
intermediate hops that, despite the steady stable wireless back-bone between them,
suffers the relay processing introduced by each node. To this end, the average latency
measured in S4 is around 42 ms, with some temporary peaks up to 100 ms.

Finally, surprisingly, in the fifth scenario S5, with the rover being connected to
the last AP #5, despite the lower bit-rate and higher latency, the link became more
stable, with an average measured bit-rate of 20 Mbps (fluctuating between 10 Mbps
to 30 Mbps) and an average measured latency around 61 ms.

Then, with regard to roaming performance of the moving rover between the APs,
during the transition between AP #1 and AP #2, the connection switching has been
pretty smooth, with a temporary negligible latency drop to 40 ms. The same applied
while moving from the AP #2 to AP #3, where the latency momentously increased
to 50 ms. Instead, with regard to the last two hops, the transition did not happened
smoothly, with a significant latency increment and several dropped frames. So as, on
the average, a latency up to 500 ms has been noticed when transitioning between the
AP #4 and AP #5, and vice-versa.

Finally, with regard to the battery run-time, the whole network has been powered
through PoE battery banks, and this allowed to exploit the deployable WMN from
6 h up to 8 h, depending on the overall load of the network. This can be mentioned
as being enough to perform multiple high-precision environmental mapping BVLOS
missions in an harsh environment, also given the limited battery life of just 2 h of the
rover and 25 min of the drone.
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3.8 Final Considerations

The research activity described in this chapter showed two possible approaches to
enable UAV-to-UAV and UAV-to-Ground connectivity according to two operational
criteria: VLOS and BVLOS conditions. With regard to the first activity, given the
VLOS condition between both in-flight UAVs and ground control stations, there is
no need to rely on a third-party network, since the combination of high throughput
IEEE 802.11s and long-range LoRa layers allows to perform different kind of mis-
sions involving several network topology and configurations of the layers—namely,
based on the physical distances between the nodes, as well as the application re-
quirements. However, with regard to situations in which (i) there is no possibilities to
maintain a VLOS condition between UAVs, and (ii) the amount of involved drones
does not allow the adoption of intermediate UAV as relays, then a third-party network
is needed, especially for all those critical missions happening over a wide area and
requiring high throughput and low latency links.

Then, the experimental results related to the BVLOS-oriented WMN and regard-
ing the second activity detailed in this chapter, has been beneficial to highlight that,
despite the limits observed with a large number of hops in the specific linear topology
configuration adopted in the discussed experiment (inside a tunnel in a Sweden mine),
the overall performance of the designed (and deployed) fully battery-powered WMN
can be considered as good enough for granting high-throughput BVLOS swarming
missions in critical environments. However, in order to allow robust performance and
coverage over a wide area, a structured network, composed by several APs connected
through a wired back-haul, is needed. Moreover, this also demonstrated how, while
multiple industrial buildings and environments already have their own wireless Wi-Fi
network covering most of the environment itself (indoor and outdoor), for large-scale
BVLOS missions, the easiest and logic third-party network, besides Wi-Fi, might in-
volve the use of cellular networks, being already supported by the MIG proposed in
Chapter 2. However, since (as detailed in Chapter 1) existing cellular networks suffer
some limitations if adopted for providing an aerial connectivity (especially at higher
altitudes), then mitigation techniques might be useful, as investigated and proposed
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in Chapter 4, which in detail is focused on the exploitation of cellular connectivity on
UAV to enable critical BVLOS missions.





Chapter 4

UAV Cellular Connectivity
Enhancement

This chapter discusses the use of the cellular connectivity for BVLOS flight missions
of UAVs, where it is mandatory to rely on existing network to maintain a robust
communication link between one (or multiple) UAVs and the control center (or the
pilot). More in detail, the current limitations of existing cellular networks are initially
analysed, discussing on literature works and focusing on some measurements carried
out in real experimenal scenarios. Then, some possible solutions to overcome these
constraints are evaluated by studying the literature and the research activities carried
out on this topic.

Then, a novel approach to enhance cellular connectivity for UAVs applications
through the use of multiple selective antennas is introduced and discussed, with the
overall architecture and system design description, as well as the real implementation
on a UAV and the integration of the system in the MIG presented in Chapter 2. Fi-
nally, the proposed system is validated according to a well-defined tests suite, whose
results are then discussed aiming at highlighting possible future improvement of the
system.
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Figure 4.1: Generic cellular connectivity-enabled UAV BVLOS scenario.

4.1 Overview

Nowadays, given both regulations and technical limitations, the usage of UAVs has
been mainly limited to VLOS applications or short range BVLOS flight mission,
where the current existing commercial solutions can already provide a few hun-
dreds meters of operating range. The manufacturer DJI, as an example, has already
some advanced commercial UAVs using their proprietary communication protocols
(OcuSync [29] protocol) still operating in 2.4 GHz and 5.8 GHz bands that is able
to guarantee a several kilometers operational range in VLOS conditions and a few
hundreds of meters in BVLOS scenarios. Although VLOS flights still have a huge
market to conquer, most of the drone manufacturing companies are nowadays tar-
geting an enhancement of the adoption of UAVs in BVLOS scenarios, in this way
enabling complex missions and advanced services over large areas [3], like, as an
example, goods delivery of building inspections.

While for indoor BVLOS missions the usage of traditional Wi-Fi mesh networks,
as proved by the experiment reported in Chapter 3, can already provide a robust
enough wireless link, when dealing with outdoor flight mission over wide areas where
it is no possible to rely on VLOS communications links, different solutions have to be
exploited. Commercial UAV manufactures already started to investigate the usage of
existing cellular networks for BVLOS-like missions, thus leading to the development
of high-end quad-copters exploiting the cellular technology [4] to extend their flight
missions’ operating range, similarly to the generic cellular connectivity-enabled UAV
BVLOS representation shown in Figure 4.1.
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Terrestrial cellular networks are the best logical candidate for enhanced BVLOS
UAVs applications, given their widespread diffusion and reliable architecture con-
necting billions of devices across the world for at least a decade, thus confirming the
overall quality and reliability of these networks. However, despite the wide diffusion
and limited cost of the 4G LTE network adapters, together with their small footprint
(making them easily to be integrated into aerial platforms), their usage on UAV is
still limited (as highlighted in literature analyzed in Chapter 1) mainly as a backup
solution for non essential data. More in detail, existing 4G LTE and 5G cellular net-
works are able to provide low latency and high data rate communication links, but
they have been designed, deployed, and optimized for terrestrial usages, as most of
the connected terminals (e.g., smartphones, cars, SIM-based devices, etc.) are located
and moving on the ground or in the first tens meters of altitude.

In detail, among several technical aspects of these networks, their deployment
and frequency reuse plans between nearby cells, whose general pictorial representa-
tion is shown in Figure 4.2, have been optimized to avoid inter-cells interference on
ground-located connected terminals. In European countries commercial UAVs can
typically fly at an altitude up to 120 m AGL according to the EASA regulations [21].
However, upon permission, it is possible to fly at higher altitudes, depending on the
specific application which they are involved in. This implies that a cellular terminal
located on a drone features a direct visibility with multiple BTSs of nearby cells, es-
pecially in geographically flat environments or in highly density populated regions,
where a massive amount of pico- and femto-cells can be present in a very limited
area, then leading to an intensive frequency reuse. The consequence is a strong inter-
cell interference, since the system receives signals from the neighboring BTSs, that
leads to a reasonable decrease in the radio signal quality metrics, in the end affecting
the network’s effective performance and stability, threatening the safety of critical
BVLOS missions.

This interference effects, which have been reported through in-flights cellular
network signals measurements carried out by several entities mentioned in literature
analysis of Chapter 1, have also been confirmed by the in-flight measurement carried
out with the aerial MIG developed along this doctoral thesis, whose impact on the 4G
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Figure 4.2: Typical frequency re-use plan for a standard cellular network.

LTE radio signal metrics are shown in Section 4.2 and have been the starting point
for the development of a novel system based on the usage of selective antennas to
enhance cellular connectivity for UAV.

To speed up and improve the integration of UAV cellular connectivity, given the
feasibility of adopting selective antennas on a drone as well as the possibility to ex-
ploit existing cellular networks without modifying the radio equipment’s mounted on
thousands of cell towers, the research activity presented in this doctoral thesis focused
on the design and development of a novel prototypical architecture, denoted as Smart
Selective Antennas System (SSAS), composed by four selective antennas mounted
on the drone and controlled by a proper algorithm, aiming at enhancing the UAV’s
connectivity reliability with the existing 4G LTE networks in BVLOS scenarios.

The remainder of this chapter is organized as follows. In Section 4.2, the re-



4.2. Preliminary 4G LTE In-Flight Measurements 127

sults of the preliminary 4G LTE cellular connectivity radio signal measurements are
presented, confirming the issues reported by the literature. Section 4.3 presents the
proposed system, discussing its architecture and technical details. Section 4.4 illus-
trates the testing environment and methodologies exploited to validate the SSAS’ per-
formance, while experimental evaluations of the results are reported in Section 4.5.
Finally, improvements regarding the proposed system and future research directions
are discussed in Section 4.6, while final remarks are provided in Section 4.7.

4.2 Preliminary 4G LTE In-Flight Measurements

The aforementioned interference issue has been experimentally measured while test-
ing the aerial MIG implementation discussed in Chapter 2 and the obtained results
have been confirming the problem reported by [5,6,46,47]. More in detail, the data
gathered using traditional omni-directional 4G LTE antennas during the flights in a
semi-rural area in the north of Italy have been preliminary characterized in relation of
the flight altitude of the UAV, in order to evaluate the impact at different flight height
spacing from the ground level up to 120 m AGL. Four 4G LTE signal quality indexes
have been considered, namely (i) the Signal to Interference plus Noise Ratio (SINR),
(ii) the Reference Signal Received Quality (RSRQ), (iii) the Reference Signals Re-
ceived Power (RSRP) and (iv) the RSSI, whose values are shown in Figure 4.3 and
are relevant for the 4G LTE networks evaluations.

• According to [156], in 4G LTE networks, the RSSI (dimension: [mW]) is a pa-
rameter providing information related to the received wide band power (mea-
sured in all the symbols), including thermal noise as well as the noise generated
in the receiver, everything within the measurement bandwidth. Therefore, the
RSSI measures the average power of the signal received by the cellular modem
and includes the power from the network’s connected BTS signal, as well as
other interfering signals, such as the ones arriving from nearby cells. The RSSI
can be expressed as

RSSI = Stot + Itot +Ntot (4.1)
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where: Stot (dimension: [mW]) is the useful received signal power (dimen-
sion: [mW]) of the connected cell measured over the 12 Resource Elements
(RE) subcarriers defined by the 4G standard [156]; Itot (dimension: [mW]) and
Ntot (dimension: [mW]) are the interference and thermal noise powers, respec-
tively.

• The RSRP (dimension: [mW]) is another key parameter useful to verify the
4G LTE connectivity quality and, according to [156], it indicates the useful
received signal power level incoming from the connected cell tower averaged
over all the used LTE REs within the designated measurement frequency band-
width. The RSRP can be expressed as

RSRP =
1

NRE

NRE

∑
i=1

Pr,i (4.2)

where: NRE is the number of usable REs within the measurement frequency
bandwidth, and Pr,i (dimension: [mW]) is the power contribution of the i-th
RE.

• The RSRQ (adimensional) takes into account both the strength of the reference
signals of the connected BTS as well as the level of noise and interference
components. It is used to assess the overall quality of the received signals,
therefore allowing the modem to decide which cell to connect with. According
to [156], it can be derived from the RSSI and RSRP as

RSRQ =
NPRB ·RSRP

RSSI
(4.3)

where NPRB is the number of Physical Resource Blocks (PRBs).

• The SINR (adimensional) measures the ratio of the useful signal’s power to
the combined power of interference and background noise, thus quantifying
how well the desired signal stands out from the unwanted signals and noise.
It is used by the modem to calculate the Channel Quality Indicator (CQI) and
therefore determine the throughput of the communication link. The SINR can
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be expressed as

SINR =
Stot

Itot +Ntot
(4.4)

where Stot, Itot and Ntot reflect the RSSI components detailed in Eq. (4.1). How-
ever, since Stot depends on the number of used subcarriers of the measurement
bandwidth, it is possible to derive it as

Stot =
NRE

NPRBused

·12 ·NPRB ·RSRP (4.5)

where NRE/NPRBused indicates the load of the subcarriers and is equal to 1 when
all the subcarries are used. Therefore:

Stot = 12 ·NPRB ·RSRP . (4.6)

By substituting Eq. (4.6) in Eq. (4.4), it is possible to obtain

SINR =
12 ·NPRB ·RSRP

Itot +Ntot
. (4.7)

Then, by substituting Eq. (4.1) at the denominator, it is possible to rewrite the
SINR as

SINR =
12 ·NPRB ·RSRP

RSSI−Stot
. (4.8)

However, substituting again Eq. (4.3) and Eq. (4.5), it is finally possible to
simplify the RSRP and NPRB terms, thus obtaining

SINR =
1

1
12·RSRQ − NRE

NPRBused

. (4.9)

More in detail, looking at Figure 4.3(a), it can be noticed that by increasing the
altitude, the SINR and RSRQ radio metrics decrease their values, thus resulting sig-
nificant lower values that those at ground level. Is also important to notice that the
SINR and RSRQ decrease their value while the RSSI and RSRP show a significant
increase at higher altitudes, as shown in Figure 4.3(b).

The decrease of SINR and RSRQ, which are metrics that take into account the
quality of the reference BTS signal with respect of the interference and noise is due
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(a) (b)

Figure 4.3: Omni-directional antennas signal quality metrics different altitudes, in
terms of (a) SINR and RSRQ, and (b) RSRP and RSSI.

to the direct visibility of the on-board cellular modem with multiple BTSs available
nearby. The increase of the RSSI, is due to the fact that the VLOS between the in-
flight drone and the nearby BTSs, allows the on-board modem to receive a much
higher signal power with respect to the ground level, however such signal power
also includes the interfering signal powers from the other BTSs, as well as of the
connected one, thus explaining the significant increase. The same principle can be
applied to the RSRP metric, which confirms the higher received power from the
reference BTS, due to the VLOS signal propagation between the two entity of the
communication link.

To further clarify the impact of inter-cell interference problem, in Figure 4.4 the
Cumulative Distribution Function (CDF) of the four aforementioned 4G LTE radio
signal quality indexes are reported, this tame taking into account five different UAV
flight altitudes (namely: 20 m, 40 m, 60 m, 80 m, 100 m).

As can be seen, the more the UAV’s height increases, the more the 4G LTE radio
signal quality indexes values decrease, thus reaching significantly lower values than
those observed at the lower level. This leads to a decrease of the network’s effec-
tive performance and stability, in the end threatening the safety of BVLOS missions.
Hence, given these remarks, to speed up the deployment of BVLOS drones-oriented
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(a) (b)

(c) (d)

Figure 4.4: Omni-directional antennas CDF at different altitudes
of: (a) SINR, (b) RSRQ, (c) RSRP and (d) RSSI.

applications and to provide a strong backup link to these devices until newer network
generations (e.g., advanced 5G or even 6G) optimized for aerial connectivity will be
available, it is imperative to find a solution to minimize this problem, aiming at easily
and effectively use existing terrestrial networks.
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4.3 System Architecture

The SSAS has been defined for enabling re-configurable directional communication,
therefore it is composed by four main components: (i) four directional antennas;
(ii) a switching network; (iii) the LTE cellular modem integrated in the aerial MIG
mounted on the UAV; and (iv) the antennas control algorithm. The system architec-
ture is described according the hardware layer, namely the antennas, the switching
network and the aerial MIG integrated on the UAV, which are detailed in Subsec-
tion 4.3.1; and the software layer, composed by the control algorithms developed for
the proposed system and illustrated in Subsection 4.3.2.

4.3.1 Hardware Layer

The prototype is composed by four 2 × 2 MIMO selective antennas with a beam
directivity of about 90◦ mounted on a square support attached to the UAV platform,
allowing to provide a 360◦ radio coverage on the horizontal plane. The antennas are
connected to a four port switching network, which is in turn connected to the areal
MIG’s cellular modem. In particular, only the antenna pointing in the direction of
the interested BTS is activated, with the aim to reduce inter-cell interference arriving
from the surrounding BTSs in the other directions. Therefore the active antenna is
chosen on the basis of drone’s and cell towers’ GNSS coordinates, obtained through
the UAV’s FC and via an a-priori access to open-data BTSs lists, respectively. A high
level overview of the system is depicted in Figure 4.5.

More in detail, each antenna consists of 2 elements aligned horizontally at a
10 cm distance to enable 2 × 2 MIMO connectivity, therefore, including the 3D-
printed frame, each antenna features a 21× 11× 2.4 cm size with an overall weight
of just 153 gr. The antennas are suitable for the LTE Band 3 (1710÷ 1880 MHz)
and LTE Band 7 (2500÷2690 MHz) and they are connected to the switching board,
which, being connected to the on-board aerial MIG through four input pins visible
in Figure 4.6, allows the RPi4 to select the most suitable antenna through two digital
control signals. More in detail, the switching board has 2 coaxial input connectors
attached to the two AUX and MAIN antennas’ connectors MIMO ports of the Sierra
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Figure 4.5: Block diagram of the SSAS, where the sectors are selected one at a time.

Wireless EM9191 [157] cellular modem (which has been used as replacement of
the initial Huawei 4G LTE modem USB dongle) integrated in the MIG, while the 8
outputs, coupled two by two, are connected to each one of the four 2×2 MIMO se-
lective antennas. A picture of the switch board with all the connection ports available
is shown in Figure 4.6.

The whole system has been integrated into the custom-built UAV already used for
the aerial MIG validation of Chapter 2, with a customized antennas support located in
the bottom side of the UAV (between its legs, in order to lower the barycenter of the
drone for an improved stability). The four 2×2 MIMO antennas have been fixed on a
wood basement with a 45◦ shift with respect to the drone’s head, aiming at removing
the interference introduced by the carbon fiber legs of the UAV. Then, the aerial MIG
powered by the UAV’s battery, provides power to both the cellular modem (connected
to the RPi4-based through a Techship MU201 [158] M2-to-USB3 adapter) as well as
to the switching network. The complete SSAS system integrated on the UAV platform
together with the aerial MIG is visible in Figure 4.7.
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Figure 4.6: Switching network PCB.

Figure 4.7: UAV platform composed by the aerial MIG and the SSAS.



4.3. System Architecture 135

On the overall, the complete system—four antennas, switching network, aerial
MIG, EM9191 cellular modem, and coaxial cables—achieves a final payload weight
of about 1.1 kg.

4.3.2 Software Layer

Given the need to evaluate the performance gain of the proposed SSAS with respect
to the omni-directional antennas provided by the Sierra Wireless EM9191 cellular
modem manufacturer (having a gain between 3 dBi and 5.8 dBi in the bandwidth of
interest), two different antennas selection algorithms have been defined and validated
for in-flight data collection, in turn performed following the evaluation methodology
detailed in Section 4.4 but exploiting different types of antennas’ control criteria:
(i) nearest BTS (NBTS) selection algorithm, detailed in Subsection 4.3.2 and (ii)
connected BTS (CBTS) selection algorithm, discussed in Subsection 4.3.2.

Nearest BTS (NBTS) Antenna Selection Algorithm

The NBTS selection algorithm takes into account three main parameters: (i) the lo-
cation of the in-flight UAV, based on its GNSS coordinates provided by the aerial
MIG-connected FC; (ii) the flight direction of the UAV (also denoted as heading an-
gle); and (iii) the location of the nearest BTS, represented by its GNSS coordinates.
More in detail, as shown in Figure 4.8, once the SSAS obtains the telemetry data
from the FC, it first loads the known BTSs’ location database. Then, after a filter-
ing operation based on the geographical distance between the drone and each BTS
(based on their GNSS information), the UAV internally maintains only those BTSs in
a 20 km nearby radius, in order to speed up the consequent look-up iterations. Hence,
once selected the nearest BTS, the NBTS algorithm calculates the bearing angle be-
tween the UAV’s GNSS coordinates and those of the selected nearest BTS. Finally,
exploiting (i) the UAV’s heading angle and (ii) the bearing angle of the nearest BTS,
the NBTS algorithm selects the antenna (out of the four 2×2 MIMO antennas avail-
able on board) pointing toward the nearest BTS, while the remaining ones remain
disabled. As a final remark, a check on the drone’s heading and position is performed
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Figure 4.8: Scheme of NBTS algorithm

every 500 ms, to avoid a fast antenna switching caused by fast UAV’s yaw movements
affecting the system’s stability.

Connected BTS (CBTS) Antenna Selection Algorithm

Similarly to the NBTS algorithm detailed in Subsection 4.3.2, the Connected BTS
(CBTS) selection algorithm takes into account, as input parameters: (i) the GNSS
location of the UAV; (ii) its heading angle; and (iii) the GNSS information of the BTS
the LTE modem is connected to. As for the NBTS algorithm, an initial temporary
BTS selection is performed to consider only those BTSs located in a 20 km nearby
radius. Then, as shown in Figure 4.9, as soon as the initial cellular network scan is
performed, the LTE evolved NodeB (eNB) is retrieved from the collected Cell IDs,
with the SSAS trying to find the BTS with the same eNB in its internal temporary
BTSs list:

• if the CBTS algorithm does not find a suitable BTS with the same eNB, then
the NBTS algorithm kicks in for this iteration;
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Figure 4.9: Scheme of CBTS algorithm

• if the CBTS algorithm finds the BTS with the same eNB, then the BTS’s GNSS
coordinates and data are retrieved, allowing to compute the geographical dis-
tance and the bearing angle with respect to the UAV position.

Once the target BTS has been identified, using the drone’s heading angle and the
computed bearing angle of the connected BTS, it is possible to select the proper 2×2
MIMO antenna pointing toward the BTS the on-board cellular modem is connected
to, while the other antennas will be turned off. Finally, as for the NBTS algorithm, a
check on the UAV’s heading and position is performed every 500 ms.

4.4 Testing Methodology

In order to evaluate the performance of the proposed SSAS in comparison with those
of the traditional omni-directional antennas provided by Sierra Wireless and used for
the preliminary measurements presented in Section 4.2, a specific testing method-
ology has been opportunely defined taking into account several key aspects. In de-
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tail, all the experimental measurements have been collected in a known environment
with a predefined flight path pre-loaded into the UAV’s FC, as illustrated in Subsec-
tion 4.4.1. Then, in order to collect comparable data across several flights and with
different antennas and antennas control algorithms, the on-board cellular modem’s
parameters have been opportunely specified, with the aim to gather the essential ra-
dio quality metrics discussed in Subsection 4.4.2.

4.4.1 Testing Environment and Flight Path

The experimental flight tests have been carried out in the Po Valley near Sabbioneta,
Mantova, Italy, in a rural area featuring no buildings or houses, in order to (i) comply
with the EASA regulations and (ii) keep an adequate safety level for both the pilot and
the drone during the tests. In particular, this is required since the Maximum Take Off
Mass (MTOM) of the UAV (including the SSAS) is around 6 kg, thus not suitable for
urban flights over crowded or populated area, where, instead, special permissions and
additional safety measures are needed. Moreover, the testing environment features a
completely flat terrain—no hills are still present—and allows a direct visibility of
tens of BTSs even at a great distance (15+ km). This leads, as shown in the satel-
lite view in Figure 4.10, to an environment suitable for verifying how the proposed
SSAS behaves, given the large number of nearby cells available introducing inter-cell
interference for the flying drone.

With regard to the flight path to be followed by the UAV during the experimental
evaluations, it has been defined and designed targeting the following goals:

• allow repeatability in the experimental evaluations, in the way that the drone
could easily fly by itself following this predefined and pre-loaded flight path;

• maximize the added value of the experimental evaluations, focusing on the
goals of verifying how the NBTS and CBTS antennas control algorithms han-
dle the alignment between the UAV’s heading and the nearby BTSs, therefore
on how switching on and off the selective and directional antennas pointing
toward the specific BTS will be performed.
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Figure 4.10: Map of the test environment with all the BTS’s eNBs detected by the
UAV

More in detail, the reference flight path requires the UAV to follow a circular
path composed by multiple flight points. Then, during the flight, the drone always
keeps its head aligned with the line tangent to the perimeter of the loop, performing a
complete 360◦ yaw turn during the whole flight and allowing to verify if the proposed
algorithms effectively turn on and off the antennas during the tests. Then, to further
verify the behavior of the proposed SSAS at different flight heights, the flight path has
been enhanced, requiring the UAV to perform multiple overlapped loops at different
heights, ranging from 20 m AGL (the lowest one) up to 100 m AGL, with a 20 m
height spacing between them. For the sake of completeness, the flight path composed
by five overlapped ascending loops at different heights, with 150 measurement points
for each height level, is shown in Figure 4.11.

Moreover, the following operating aspects have been considered during the flights:

• the UAV operational mode has been set to AUTO mode, thus leaving the drone
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Figure 4.11: Flight path and measurement point exploited for the data collection and
flight tests.

flying autonomously following the predefined way-points;

• the maximum horizontal flying speed has been set equal to 3 m/s, while the
yaw speed has been set to AUTO;

• for safety reasons, ascending and descending speed has been set to a maximum
value equal to 2 m/s.

During the flights, as it will be further explained in Subsection 4.4.2, the data re-
lated to LTE network signals quality indexes, BTSs’ parameters, antennas’ selection
choice, UAV telemetry, and other FC data, have been stored and saved in the aerial
MIG mounted on the drone, in order to create a complete dataset with multiple flights
records to be evaluated at the end of the flights. The same flight path has also been
used to collect all the aforementioned metrics using the stock omni-directional anten-
nas provided with the modem, with the aim to experimentally compare ed evaluate
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how they perform with respect of the proposed SSAS in terms of both signal quality
and network stability.

4.4.2 Network Parameters and Gathered Data

In order to speed-up the development and evaluation of the SSAS, some network
features have been limited due to technical reasons, as specified in the following. With
regard to the cellular network compatibility, the first prototypical implementation of
the SSAS is mainly suitable only for 4G LTE networks, since the used antennas are
compatible only with the main LTE bands used by Italian cellular Internet Service
Providers (ISPs), namely the LTE Band 3 and Band 7, in this way excluding others
bands used in Italy, like the 800 MHz band (Band 20: 791÷ 862 MHz). Moreover,
the LTE Band 20 has been also omitted for the following reasons:

1. Band 20 is known to have limited throughput, since its useful bandwidth is
limited to around 30 MHz, split between three operators (10 MHz each). This
limits the maximum theoretical throughput to 75 Mbps, lower with respect to
the 150 Mbps throughput achievable on Band 3 and Band 7.

2. Band 20 is mainly used in rural areas for indoor coverage, given the better
penetration of the lower carrier frequency. However, since the SSAS mainly
targets outdoor use cases, mostly in direct VLOS conditions between the 4G
LTE cellular modem and the BTS, the Band 20 can be neglected in favor of the
most suitable (and performing) Band 3 and Band 7.

On the practical side, the SSAS has been designed to satisfy the requirements for
LTE Cat. 4 networks, so, as detailed in Subsection 4.3.1, it features only 2×2 MIMO
channels, therefore only two antennas’ connectors on the EM9191 modem has been
exploited (namely, MAIN and AUX connectors), while the MIMO1 and MIMO2 con-
nectors have been left unconnected. Moreover, to avoid bandwidth aggregation being
not supported on all the BTSs, the Carrier Aggregation (CA) feature in the EM9191
modem has been disabled, in this way easing the tests repeatability. Then, in order to
gain from more uniform and comparable data collected using both directional (those
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part of the SSAS) and omni-directional (e.g., commercial) antennas, the LTE modem
has been set to use only the bands 3 and 7, as well as it has been forced to use only 4G
LTE networks, thus excluding the use of backward compatible networks (e.g., 2G/3G
cellular networks) sharing some bands in the antennas’ frequency operating range.

Despite the compatibility of the adopted EM9191 modem with sub-6GHz 5G
networks, experimental evaluations exploiting new generation cellular networks have
been omitted on the first SSAS prototype mainly for two reasons:

1. 5G networks have not been deployed yet in rural area where the tests have been
performed;

2. the widely used 5G bands, namely Band N78 (3.7 GHz) and Band N28 (700 MHz),
are outside of the operating frequency of the adopted antennas.

As anticipated in Subsection 4.4.1, several radio metrics data have been collected
and stored inside JSON files during the experimental flights for a final results evalua-
tion. In detail, the following network parameters indexes (defined by the 3GPP [156]
and detail in Section 4.2) have been collected every 500 ms: (i) RSSI (mean value,
MAIN antenna, AUX antenna); (ii) SINR; (iii) RSRP (mean value, MAIN antenna,
AUX antenna); (iv) RSRQ; (v) LTE Band; (vi) Cell ID; (vii) eNB.

While the SINR, RSRP, RSRQ and RSSI have already been described in Sec-
tion 4.2, the LTE Band represents the specific frequency range (regulated by author-
ities and used by mobile network operators) which 4G LTE signals are transmitted
and received within; the Cell ID represents a unique identifier assigned to each cell
in a mobile network end, allowing end devices to recognize and connect to specific
cells, while, in the end, the eNB is the key component of 4G LTE BTSs connecting
end terminal devices to the core network.

Finally, it is noteworthy to clarify that: (i) the aforementioned parameters are
measured and obtained on the cellular modem located on the UAV, thus being related
to the DL communication link (i.e., from the BTS to the UAV), since without the
access to the eNB it is not possible to measure the same parameters on the BTS side,
therefore not allowing to evaluate the UL (i.e., from the UAV to the BTS); (ii) data
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have been associated with the UAV’s telemetry data (e.g., GNSS coordinates, altitude
information, and other essential data) collected in the same time frame.

4.5 Experimental Performance Evaluation

On the basis of the testing methodology detailed in Section 4.4, in the following
an experimental performance evaluation of the proposed SSAS is presented and dis-
cussed, especially in terms of the network parameters considered in Subsection 4.4.2.

More in detail, in order to better compare the obtained information, the same
amount of flights have been performed (namely 6) for each system setup of inter-
est, leading to 6 flights with the omni-directional antennas (denoted, for the sake of
comparison, as OBTS), 6 flights with the SSAS running the NBTS algorithm as an-
tennas control algorithm, and 5 flights with the SSAS running the CBTS algorithm as
antennas control algorithm. After the flights, a data pre-processing and cleaning has
been performed, considering as “valid” only those data associated with valid teleme-
try information (e.g., a number of satellites greater or equal to 6 satellites; valid flight
altitude; same LTE band for all the radio data). Finally, the data have been clustered
according to (i) their collection flight height, which is considered as a key parameter,
since it determines the behavior of the cellular network and the overall link qual-
ity; and (ii) their GNSS coordinates, aiming at a point-to-point comparison between
different experimental flights setups.

In order to evaluate how the antennas switching mechanisms and the flight height
affect the LTE cellular network radio signal behaviour during the whole flights (e.g.,
signal stability and communication link quality), an analysis of the impact of radio
and SSAS parameters along the flight path is discussed in Subsection 4.5.1. Then, an
analysis of the radio parameters by clustering the collected data into the five tested
flight altitudes is detailed in Subsection 4.5.2, while a comparison and evaluation of
the impact of the number of eNB changes on the different tested setups and at the
various flight heights is performed in Subsection 4.5.3.
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4.5.1 Impact of the SSAS Control Algorithms

The first signal behavior analysis has been carried out on the whole flight path fol-
lowed by the UAV, aiming at showing how the chosen radio parameters (namely:
SINR, RSRQ, RSRP, RSSI, and eNB) evolve as a function of the flight height, and of
the heading angle of the UAV.

The impact of the default omni-directional antennas connected to the EM9191
cellular modem located on board the UAV is shown in Figure 4.12. It is possible to
observe that both SINR and RSRQ initially increase and then decrease with the al-
titude of the drone, while both RSRP and RSSI drastically increase as soon as the
UAV flies a few meters AGL, thus confirming the data collected in the preliminary
flights of Section 4.2. Then, it can be noticed that, during the flights, SINR, RSRQ,
RSRP, and RSSI oscillate when the cellular modem connects to a different cell (as
represented by the eNB curve). Moreover, while there seems to be a correlation be-
tween UAV flight altitude and radio signal quality parameters, no clear correlations
can be found between the drone’s heading angle and the eNB value: when the drone
has the same heading (no matter of the flight height), the eNB values are often differ-
ent. The same holds for the radio signal indexes, whose behaviour does not depend
on the UAV heading angle, as expected by a system equipped with omni-directional
antennas.

The experimental results obtained through the SSAS running the NBTS antennas
selection algorithm are shown in Figure 4.13. It can be seen how the overall behaviour
of SINR, RSRQ, RSRP, and RSSI is similar to that obtained with the omni-directional
antennas (as a function of the UAV flight height), but with the values of the RSRP and
RSSI being significantly higher with respect to those shown in Figure 4.12, while both
SINR and RSRQ being marginally higher then the omni-directional antennas setup
(as further discussed in Subsection 4.5.2). Moreover, exploiting (in Figure 4.13) the
presence of the identifier of the chosen antenna (among the four available on the
SSAS), and looking at both the chosen antenna and the heading angle, it can be no-
ticed a clear correlation between them, thanks to the fact that the NBTS algorithm is
keeping enabled the antenna aligned with the nearest BTS while the UAV performs
its flight mission, slowly rotating on the yaw axis at each flight altitude. Therefore,
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Figure 4.12: Omni-directional antennas LTE radio signal behaviour along the pre-
defined flight path.

the selected antenna plot present a repetitive pattern correlated to the heading angle,
thus confirm that the system is properly working. However, the plots also show that,
despite directional antenna reduced beamwidth and the NBTS algorithm keeping en-
abled the proper antenna, there are several cell changes, as returned by the eNB curve.
To this end, one might expect the system to be able to maintain the connection with
the nearest cell without changing to others nearby cells; however, given the signifi-
cantly higher signal gain of the directional antennas, sometimes the system connects
to other cells which are in the same direction where the selected antenna is pointing
to, but often farther away than the nearest one, thus explaining the lower radio pa-
rameters values (e.g., as visible at timestamps between 290 and 320). Moreover, if
compared to the omni-directional antennas system, in Figure 4.13 some signal drops
can be noticed (e.g., at timestamps 137, 182, 236, 311, 337, etc.) when the SSAS
switches from an antenna to another one—this behaviour will be further discussed
in Section 4.5. This will also explain the reason why, despite the average value be-
ing better on the SSAS, the absolute minimum values are worse on the SSAS with
respect to the omni-directional system, as discussed in Subsection 4.5.2.

Finally, with regard to the evaluation of the proposed SSAS running the CBTS an-
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Figure 4.13: Directional antennas with NBTS algorithm LTE radio signal behaviour
along the pre-defined flight path.

tennas control algorithm, the obtained experimental results are shown in Figure 4.14.
In this case, it is possible to confirm the better RSRP and RSSI values with respect to
the omni-directional setup, as well as the similar signal behavior associated with the
flight height change seen in both Figure 4.13 and Figure 4.12. In fact, since the CBTS
algorithm selects the antenna pointing toward the BTS the modem is connected with,
there are no repetitive patterns and a clear correlation between the SSAS antenna
identifier and UAV heading angle, while the same signal drops seen in Figure 4.13
happening at the same time the enabled antenna switch to another one can often be
seen, thus confirming the main limit of the current SSAS implementation.

4.5.2 Impact of the Flight Altitude on Signal Quality

In order to better estimate the SSAS performance given the antennas control algo-
rithms detailed in Subsection 4.3.2 and with respect to the omni-directional antennas-
based solution, all the data gathered during the flights performed for each experimen-
tal setup have been merged in the same dataset (one dataset for each experimental
setup), then removing the data collected before the test launch and during the alti-
tude transitions to avoid to impact and skew the results. Finally, the obtained datasets
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Figure 4.14: Directional antennas with CBTS algorithm LTE radio signal behaviour
along the pre-defined flight path.

have been clustered first according to their heights (namely: 20 m, 40 m, 60 m, 80 m,
100 m) and then according to the GNSS coordinates of the measurement points. More
in detail, as detailed in Subsection 4.4.1 and shown in Figure 4.11, 150 GNSS points
have been identified and applied to the data clustering function, in this way enabling
to perform (i) a results’ comparison and analysis on the advantages and disadvantages
of the proposed SSAS system with respect to the adoption of omni-directional anten-
nas at different flight altitudes, and (ii) a one-to-one comparison between NBTS-,
CBTS-, and OBTS-based antennas selection on the basis of the three experimental
setups at the same height but also at the same GNSS point of the predefined flight
path. Moreover, to ease the visualization and understanding of the gathered data, the
CDF of SINR, RSRQ, RSRP and RSSI have been calculated at the five different flight
heights. In the following, the main signal quality indexes among the considered ex-
perimental setups (NBTS, CBTS, OBTS) are investigated and discussed at 100 m,
80 m, 60 m, 40 m, and 20 m AGL flight heights.
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(a) (b)

(c) (d)

Figure 4.15: (a) CDF of the SINR among the considered experimental setups (NBTS,
CBTS, OBTS) at a 100 m AGL flight height, (b) CDF of the RSRQ among the con-
sidered experimental setups (NBTS, CBTS, OBTS) at a 100 m AGL flight height, (c)
CDF of the RSRP among the considered experimental setups (NBTS, CBTS, OBTS)
at a 100 m AGL flight height and (d) CDF of the RSSI CBTS algorithm, NBTS
algorithm and omni-directional antennas at 100 m.

Experimental Results at a 100 m AGL Flight Height

The CDFs of the SINR, RSRQ, RSRP and RSSI quality indexes are shown in Fig-
ure 4.15(a), Figure 4.15(b), Figure 4.15(c) and Figure 4.15(d), respectively.

For the sake or completeness, the minimum, maximum, and mean values for all
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Table 4.1: SINR and RSRQ measurement at a 100 m AGL flight altitude through the
different experimental setups.

SINR [dB] RSRQ [dB]
mean max min mean max min

CBTS −1.45 6.95 −11.45 −15.82 −12.35 −20.0

NBTS −1.97 7.0 −9.85 −16.32 −10.0 −20.0

OBTS −2.62 3.15 −7.16 −17.87 −14.78 −20.0

the parameters are listed in Table 4.1 and Table 4.2, whose values at a 100 m AGL
flight height clearly show an average improvement of RSRP and RSSI when using
the SSAS with both CBTS and NBTS algorithms (with respect to omni-directional
antennas). In detail, both the average RSRP and RSSI are almost 10 dBm higher than
the omni-directional antennas values. Regarding the average SINR, both the CBTS
and NBTS manage to achieve better values, however, for the NBTS the improvement
is limited to less than 0.7 dB, while the CBTS manage to achieve a 1.2 dB gain.
The same applies to the RSRQ, with the CBTS achieving a gain of almost 2 dB,
while the NBTS gain is just 1.5 dB. With regard to the SINR, it must be noticed
that the minimum observed values while using the SSAS are lower than with the
omni-directional antennas. This can be motivated by signal drops due to the antenna
switching, underlined in Subsection 4.3.2 and further discussed in Subsection 4.5. On
the overall, from a radio signal quality perspective, at a 100 m AGL flight height the
best solution seems to be the adoption of a CBTS-controlled SSAS that, on average,
returns better radio performance than if controlled through the NBTS algorithm.

Experimental Results at a 80 m AGL Flight Height

The CDFs of the SINR, RSRQ, RSRP and RSSI quality indexes are shown in Fig-
ure 4.16(a), Figure 4.16(b), Figure 4.16(c) and Figure 4.16(a), respectively.

Analyzing the obtained results, at a 80 m AGL flight height there is a clear ad-
vantage for the SSAS system regarding the RSRP and RSSI, whose values are (on
average) 10 dBm and 6 dBm greater, respectively, with the NBTS and CBTS algo-
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Table 4.2: RSSI and RSRP measurement at a 100 m AGL flight altitude through the
different experimental setups.

RSSI [dBm] RSRP [dBm]
mean max min mean max min

CBTS −44.86 −39.38 −54.0 −84.2 −73.75 −95.38

NBTS −46.06 −39.25 −52.88 −85.85 −74.0 −97.38

OBTS −56.24 −52.25 −60.08 −94.33 −89.25 −105.25

Table 4.3: SINR and RSRQ measurement at an 80 m AGL flight height through the
different experimental setups.

SINR [dB] RSRQ [dB]
mean max min mean max min

CBTS −2.88 5.87 −10.6 −16.93 −10.47 −20.0

NBTS 0.35 9.4 −9.3 −15.01 −10.25 −20.0

OBTS −2.26 3.6 −7.68 −17.74 −15.0 −20.0

rithms, with respect to the use of omni-directional antennas. In this case, the average
SINR and RSRQ improvement for the NBTS system is more than 2 dB higher with
respect to the CBTS and omni-directional antennas values, as returned by the CDF
shown in Figure 4.16(a). At a 80 m AGL flight altitude, the NBTS algorithm ob-
tains the best performance gains, as shown in Table 4.3 and in Table 4.4, in which,
for the sake or completeness, the minimum, maximum, and mean values of all the
parameters are listed.

Experimental Results at a 60 m AGL Flight Height

The CDFs of the SINR, RSRQ, RSRP and RSSI quality indexes are shown in Fig-
ure 4.17(a), Figure 4.17(b), Figure 4.17(c) and Figure 4.17(d), respectively.

At a 60 m AGL flight height, the performance gains at the radio level reduce
when comparing both the SSAS algorithms (namely, NBTS and CBTS) with the
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(a) (b)

(c) (d)

Figure 4.16: (a) CDF of the SINR among the considered experimental setups (NBTS,
CBTS, OBTS) at a 80 m AGL flight height, (b) CDF of the RSRQ among the con-
sidered experimental setups (NBTS, CBTS, OBTS) at a 80 m AGL flight height, (c)
CDF of the RSRP among the considered experimental setups (NBTS, CBTS, OBTS)
at a 80 m AGL flight height and (d) CDF of the RSSI CBTS algorithm, NBTS algo-
rithm and omni-directional antennas at 80 m.

omni-directional-based system. In detail, the overall gains of the RSRP and RSSI
are within 9 dBm and 5 dBm in favor of the SSAS system, with the NBTS solution
achieving the best performance. Therefore, in this case the best SSAS algorithm is
the NBTS, which is more stable than the NBTS. Regarding SINR and RSRQ, the
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Table 4.4: RSSI and RSRP measurement at an 80 m AGL flight height through the
different experimental setups.

RSSI [dBm] RSRP [dBm]
mean max min mean max min

CBTS −47.96 −39.0 −64.5 −87.18 −71.0 −105.5

NBTS −43.57 −38.75 −49.5 −80.77 −69.0 −99.0

OBTS −53.5 −47.11 −58.8 −91.72 −84.67 −100.92

Table 4.5: SINR and RSRQ measurement at a 60 m AGL flight height through the
different experimental setups.

SINR [dB] RSRQ [dB]
mean max min mean max min

CBTS −1.87 7.4 −7.14 −16.82 −12.1 −19.95

NBTS −1.85 5.9 −13.2 −16.24 −12.15 −20.0

OBTS −2.27 2.96 −7.58 −17.95 −15.86 −20.0

Table 4.6: RSSI and RSRP measurement at a 60 m AGL flight height through the
different experimental setups.

RSSI [dBm] RSRP [dBm]
mean max min mean max min

CBTS −44.1 −38.0 −48.58 −83.09 −73.25 −91.4

NBTS −47.55 −42.0 −55.58 −86.29 −74.5 −103.5

OBTS −53.16 −47.8 −58.67 −91.62 −86.81 −97.42

SINR difference between the three setups is minimal, with a small 1.5 dB gain of
the mean value of the RSRQ in favor of the NBTS, as confirmed by the CDF shown
in Figure 4.17(b). For the sake or completeness, the minimum, maximum, and mean
values for all the network parameters are listed in Table 4.5 and in Table 4.6.
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(a) (b)

(c) (d)

Figure 4.17: (a) CDF of the SINR among the considered experimental setups (NBTS,
CBTS, OBTS) at a 60 m AGL flight height, (b) CDF of the RSRQ among the con-
sidered experimental setups (NBTS, CBTS, OBTS) at a 60 m AGL flight height, (c)
CDF of the RSRP among the considered experimental setups (NBTS, CBTS, OBTS)
at a 60 m AGL flight height and (d) CDF of the RSSI CBTS algorithm, NBTS algo-
rithm and omni-directional antennas at 60 m.

Experimental Results at a 40 m AGL Flight Height

The CDFs of the SINR, RSRQ, RSRP and RSSI quality indexes are shown in Fig-
ure 4.18(a), Figure 4.18(b), Figure 4.18(c) and Figure 4.18(d), respectively.

Lowering the flight height to 40 m AGL, the performance gains of the SSAS fur-
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(a) (b)

(c) (d)

Figure 4.18: (a) CDF of the SINR among the considered experimental setups (NBTS,
CBTS, OBTS) at a 40 m AGL flight height, (b) CDF of the RSRQ among the con-
sidered experimental setups (NBTS, CBTS, OBTS) at a 40 m AGL flight height, (c)
CDF of the RSRP among the considered experimental setups (NBTS, CBTS, OBTS)
at a 40 m AGL flight height and (d) CDF of the RSSI CBTS algorithm, NBTS algo-
rithm and omni-directional antennas at 40 m.

ther reduces when comparing both the algorithms with the omni-directional-based
system. In detail, the main advantages are related to RSRP and RSSI values, given
the higher gains of the directional antennas of the SSAS, while the SINR is basi-
cally better with the omni-directional system. The same cannot hold for the RSRQ,
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Table 4.7: SINR and RSRQ measurement at a 40 m AGL flight height through the
different experimental setups.

SINR [dB] RSRQ [dB]
mean max min mean max min

CBTS −2.86 5.96 −8.93 −16.77 −11.2 −19.9

NBTS −1.56 4.13 −12.2 −16.06 −12.92 −20.0

OBTS −0.96 4.9 −7.05 −16.67 −13.4 −19.65

Table 4.8: RSSI and RSRP measurement at a 40 m AGL flight height through the
different experimental setups.

RSSI [dBm] RSRP [dBm]
mean max min mean max min

CBTS −46.2 −38.0 −52.69 −85.58 −74.5 −94.83

NBTS −46.12 −41.67 −57.12 −84.53 −76.7 −94.0

OBTS −51.68 −46.5 −61.25 −88.75 −82.5 −102.5

which is slightly better on the SSAS controlled by the NBTS algorithm. The overall
gains of the RSRP and RSSI are within 5 dBm and 3 dBm in favor of the SSAS sys-
tem, with the NBTS solution outperforming the CBTS. For the sake of completeness,
minimum, maximum, and mean values for all the networks parameters are listed in
Table 4.7 and in Table 4.8.

Experimental Results at 20 m AGL Flight Height

The CDFs of SINR, RSRQ, RSRP and RSSI quality indexes are shown in Fig-
ure 4.19(a), Figure 4.19(b), Figure 4.19(c) and Figure 4.19(d).

Finally, at a 20 m AGL flight height, the behaviour of the SSAS is pretty similar
to that experienced at 40 m AGL, with some relevant gains only for RSRP, RSSI and
RSRQ values, while the SINR (shown in the CDF depicted in Figure 4.19(a)) does
not return any advantage of the SSAS with respect of the omni-directional-based
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(a) (b)

(c) (d)

Figure 4.19: (a) CDF of the SINR among the considered experimental setups (NBTS,
CBTS, OBTS) at a 20 m AGL flight height, (b) CDF of the RSRQ among the con-
sidered experimental setups (NBTS, CBTS, OBTS) at a 20 m AGL flight height, (c)
CDF of the RSRP among the considered experimental setups (NBTS, CBTS, OBTS)
at a 20 m AGL flight height and (d) CDF of the RSSI CBTS algorithm, NBTS algo-
rithm and omni-directional antennas at 20 m.

system. The gains of the RSRP and RSSI are within 7 dBm and 5 dBm in favor
of the SSAS system, with the CBTS solution achieving the best performance. The
RSRQ shows similar values between CBTS and NBTS solutions, both achieving an
average gain close to 1.5 dB with respect to the omni-directional solution. For the
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Table 4.9: SINR and RSRQ measurement at a 20 m AGL flight height through the
different experimental setups.

SINR [dB] RSRQ [dB]
mean max min mean max min

CBTS 2.63 11.2 −13.0 −13.85 −8.9 −20.0

NBTS 1.94 12.0 −9.4 −13.99 −8.8 −20.0

OBTS 2.9 11.5 −4.4 −15.43 −11.95 −20.0

Table 4.10: RSSI and RSRP measurement at a 20 m AGL flight height through the
different experimental setups.

RSSI [dBm] RSRP [dBm]
mean max min mean max min

CBTS −46.72 −38.5 −53.5 −81.66 −72.0 −98.0

NBTS −47.52 −38.5 −54.0 −82.53 −71.0 −94.5

OBTS −52.58 −45.0 −57.83 −88.3 −79.5 −95.92

sake of completeness, the minimum, maximum, and mean values of all the network
parameters are listed in Table 4.9 and in Table 4.10.

4.5.3 Impact on the Amount of Cells Changes

The last experimental performance evaluation, whose results are shown in Table 4.11,
has been performed investigating the amount of network cells changes experienced
during the experimental flights—6 flights for each setup—at the different AGL flight
altitudes.

According to the results listed in Table 4.11, the proposed SSAS system suffers
less cells changes when the UAV is at 100 m and 80 m AGL with respect to the omni-
directional system, with the NBTS algorithm obtaining the better results (especially
at a 80 m AGL flight altitude). At lower flight altitudes (at 60 m), the performance
of the three experimental setups result in being similar, with a small advantage for
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Table 4.11: Amount of network cells changes experienced during 6 experimental
flights at different AGL flight height, for the considered experimental setups.

100 m 80 m 60 m 40 m 20 m

CBTS 36 34 42 63 47

NBTS 32 22 34 48 54

OBTS 49 44 38 31 27

the NBTS-based solution. Instead, at 40 m and 20 m AGL, the omni-directional an-
tennas manage to achieve a relevant smaller number of cell changes with respect to
the SSAS. In fact, these results reflect those related to the radio quality indexes dis-
cussed in Subsection 4.5.2, where the SSAS achieved better performance at higher
flight altitudes when the drone is in VLOS condition with more BTSs, thus expe-
riencing additional interference with omni-directional antennas that, instead, can be
reduced by the proposed SSAS. On the other side, at lower flight heights, the omni-
directional-based solution achieves better results, since more complex factors affect
the performance of the cellular network (e.g., signal shadowing and reflections due
to trees, buildings and other possible sources of noise).

4.6 Future Improvements

In order to improve the performance of the proposed SSAS and overcome the draw-
backs of the first prototypical version, different improvements can be defined and
applied to the system, on both hardware and antennas control algorithm layers. In the
following, some possible future research topics aiming at enhancing reliability and
performance of the SSAS for complex BVLOS applications are detailed.

4.6.1 Improved Switching Network

As highlighted by the experimental evaluation detailed in Section 4.5, one of the main
limits of the current prototypical SSAS implementation refers to the antennas switch-
ing network, in detail allowing us to use only one 2×2 MIMO antenna at time. This
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sometimes leads to significant signal drops when the SSAS hard switches from one
antenna to another. Therefore, in a more advanced version of the system, the switch-
ing network might allow the use of multiple antennas at the same time, thus providing
the ability to perform a soft switch between the antennas. As an example, in the case
the SSAS system has a particular antenna enabled (i.e., the antenna #1) and, given the
UAV heading rotation with respect to the target BTS, the SSAS has to switch to the
contiguous antenna (i.e., the antenna #2), the improved version of the system might
enable the antenna #2 a few seconds in advance before the need to switch to it, hence
introducing a smoother transition without any signal drop. Moreover, this enhance-
ment could also provide omni-directionality by enabling all the four antennas, for low
altitude flights, where the current SSAS achieves weak performances if compared to
the use of omni-directional antennas, therefore making the system more suitable to
complete flight mission involving both high and low altitude flight operations.

4.6.2 Reduced SSAS Weight and Sizes

The currently adopted antennas are not suitable for all the UAVs, given their size
and weight, as detailed in Subsection 4.3.1). However, targeting the possibility to
integrate smaller drones with a more advanced deployment of the proposed SSAS
system, thus benefiting of its improvements, then smaller and lighter antennas should
be designed, as well as a more compact switching network. In the end, smaller com-
ponents might benefit not only smaller drones, but also allow the integration of addi-
tional antennas on the UAV, thus opening to the possibility to more than 2×2 MIMO
cellular communications (e.g., newer LTE equipment nowadays support up to 4x4
MIMO channels).

4.6.3 Support for 5G Cellular Networks

The current prototypical antennas are suitable for some the LTE bands adopted in
Italy. However, the SSAS would allow, through the use of different antennas, the
connectivity thought different bands and even the usage of the latest 5G NR cel-
lular networks. Therefore, an enhanced version of the SSAS might feature newer
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antennas able to support newer LTE and 5G bands, in this way opening the SSAS to
next-generation cellular networks. As a consequence, the same might hold for others
wireless protocols (e.g., Wi-Fi) that could benefit from a re-configurable antennas
system such as the defined SSAS, especially for specific applications where cellular
networks may not be involved.

4.6.4 Enhanced Antennas Control Algorithms

Finally, on the software side, newer and advanced antennas control algorithms might
be designed and integrated in the SSAS, aiming at further optimizing and improving
the connectivity performance of the system. As an example, a more robust control
algorithm could exploit ML-based mechanisms to understand which BTS selection
criteria is the most suitable according to various parameters, such as the flight altitude,
the distance between the UAV and the BTSs, and, in a more complex algorithm, the
physical modelling of signal propagation of the different bands, thus allowing a more
robust usage of the SSAS according to the different application scenario.

4.7 Final Considerations

Looking at the results highlighted in Subsections 4.5.1–4.5.3, it can be concluded
that, as expected, the proposed SSAS provides a signal quality improvement only
at the higher flight altitudes (from 80 AGL to above flight altitudes) of the tested
heights, where the cellular modem located on board the flying UAV has a higher
probability to reach VLOS conditions with several BTSs using the same frequency
(thanks to the frequency re-usage scheme of cellular networks shwon in Figure 4.2).
Instead, at lower altitudes, the benefit of the SSAS is negligible, as below 60 m AGL
the omni-directional antennas can achieve similar (and even better) results, especially
at a 20 m AGL flight height, where the VLOS condition between the drone and the
BTS is no more guaranteed due to taller obstacles (i.e., trees, buildings, etc.). This
might cause problems in understanding which is the best serving BTS without know-
ing the cellular network planning scheme, thus omni-directional antennas are more
suitable for operating application requiring cellular-enabled UAVs flying at smaller



4.7. Final Considerations 161

flight altitudes. This also explains why, at these low level of altitudes (below 20 m
AGL), the best performing SSAS algorithm is the CBTS. However, given the pres-
ence of obstacles, thus the effects of signal shadowing and reflections, not always the
direct straight line between the UAV and the BTS position represents the real sig-
nal path, therefore afflicting the reliability and performance of the CBTS-controlled
SSAS with respect to the omni-directional antennas.

Looking at the overall SSAS performance, the 2×2 MIMO directional antennas
design of the proposed SSAS is able to provide significantly better RSRP and RSSI
gains at every flight altitude, with respect to the omni-directional antennas, and their
directivity combined with the proper control algorithm can improve the SINR and
RSRQ at high altitudes. However, as discussed in Subsection 4.5.1, the switching
board part of the proposed SSAS, combined with the non-overlapping beamwidth of
the four antennas, sometimes could introduce signal quality drops when the SSAS
switches from one antenna to another one, thus lowering the overall gained perfor-
mance. Despite this drawback, which might be solved in a more advanced switching
system discussed in Section 4.6, the SSAS can still decrease the overall number of
cells changes along the designated flight path, especially at high flight altitude (where
the system obtains the best results).

It is interesting to observe that, at most altitudes, the NBTS algorithm achieves
better results than the CBTS. More in detail, at 100 m and 20 m AGL flight heights,
the best performance are obtained by the CBTS algorithm applied to the SSAS, while
in all the other cases, the NBTS algorithm outperforms the CBTS. This can be ex-
plained by the fact that, at different altitudes, there might be different cells signal
arriving from nearby BTSs, as proved by [159]. Also, according to the FSPL signal
propagation scheme, it is clear that in VLOS condition the NBTS strategy can offer
better results, while at very low altitudes, where the VLOS is no more guarantee, the
CBTS strategy is better than the NBTS.

Finally, it can be concluded that, although the system is not perfect and has room
for several improvements, it can already increase the overall cellular connectivity
adoption for UAVs without changing the existing cellular networks, therefore allow-
ing to temporary use the actual 4G and even 5G networks while waiting the optimiza-
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tion the next generation of cellular networks will bring with the aim to enable aerial
connectivity for UAVs.



Chapter 5

Radio-based Localization

While the first part of this doctoral thesis discussed various approaches useful to
provide UAV-to-X connectivity, in this way enabling the use of several wireless com-
munication technologies and protocols in heterogeneous scenarios, this chapter (and
Chapter 6) focuses on localization approaches in GNSS-denied contexts, in detail
relying on different radio localization techniques and aiming at comparing various
solutions with different accuracies. Moreover, the complexities and overall costs of
these solutions are carefully taken into account, as they represent a relevant factor
to be considered when dealing with the deployment of localization systems in large
environments.

More in detail, in the first part of this chapter, the adoption of a COTS UWB
ready-to-use solution applied to a small constrained UAV (for indoor localization) is
investigated, aiming at evaluating the accuracy of the system for real-time localization
in indoor environments. Then, looking for (i) a cost reduction (in terms of infrastruc-
ture) and (ii) the possibility to real-time localize a mobile UAV over a larger area,
the adoption of Wi-Fi for localization purposes is investigated, highlighting viable
Wi-Fi-based localization approaches, as well as their advantages and disadvantages
with respect to other solutions, such as COTS UWB systems.
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5.1 Overview

The radio technology applied to the topic of the localization has always been inves-
tigated under different facets since, given the widespread adoption of wireless con-
nectivity, the possibility of exploiting already-available infrastructures for low-cost
asset tracking purposes has always been associated with a demanding market [160].
To this end, efforts have been invested in the development of low complexity and af-
fordable localization solutions, especially involving the utilization of existing Wi-Fi
infrastructures (widespread in several industrial and public environments). However,
while the literature overview carried out in Chapter 1 showed some results already
suitable for IoT applications, where a position error on the order of several meters
could be considered sufficient to roughly understand where an IoT device is located
(e.g., inside a warehouse), the same cannot be applied to mobile UAVs or robotic plat-
forms that, to properly operate, need a position estimation error close to half-a-meter,
especially in critical BVLOS environments.

In order to achieve this goal, the first part of this chapter initially investigates
the adoption of the UWB technology on a small and lightweight quad-copter (with a
MTOM under 250 gr), suitable for indoor BVLOS flight missions in narrow and small
environments. The detail regarding the testbed and implementation of the system on
the UAV are discussed and presented, followed by an experimental evaluation in-
volving real-time localization of the flying drone in a well-known environment, with
several deployed UWB anchors. Then, after a few considerations about advantages
and disadvantages of the UWB technology, an investigation on alternative localiza-
tion techniques involving Wi-Fi is carried out, to extend the operational area where
the UAV position can be estimated, thus significantly reducing the overall cost (with
respect to UWB-based solutions).

In the second part of this chapter, Wi-Fi-based localization is considered for (i)
traditional RSSI-based localization and (ii) relatively newer FTM-based localization
techniques for a real mobile UAV target, in the end aiming at developing and pro-
viding a backup localization solution suitable to provide an approximate real-time
position of the drone flying in a GNSS-denied environment. This will be beneficial to
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help the pilot in remotely controlling the UAV flying in BVLOS conditions to under-
stand in which part of the pre-defined flying path the UAV is operating. In order to
reach this goal, a Wi-Fi-based localization architecture is designed and implemented
on a real UAV to validate its performance and understand if the localization accuracy
achievable with Wi-Fi FTM localization solutions, reported in the literature described
in Chapter 1, could be achieved also in real-time on a mobile UAV, considering also
the adoption of more affordable hardware operating on the less reliable 2.4 GHz
ESP32S3-based APs.

The remainder of this chapter is organized as follows. In Section 5.2, the adop-
tion of COTS UWB-based technologies for UAV localization in narrow environments
is investigated experimentally, aiming at confirming or neglecting the performance
achieved by the literature discussed in Chapter 1. In detail, the implemented system
architecture, as well as the obtained experimental results, are discussed in Subsec-
tion 5.2.1 and Subsection 5.2.2, respectively. Section 5.3 investigates the adoption of
Wi-Fi RSSI and FTM for the purpose of real-time UAV localization: Subsection 5.3.3
presents the principle behind the radio-based localization and illustrate the adopted
algorithms; in Subsection 5.3.4 the adopted filtering strategy, exploited to reduce the
effects of measurement and RF noise, is illustrated; in Subsection 5.3.5, the devel-
oped system is presented, discussing both the architecture and technical details, as
well as its integration on a real UAV platform; Subsection 5.3.6 showcases the test-
ing environment and the methodologies exploited to validate the localization system
performance. Finally, improvements regarding the proposed system and future re-
search directions are discussed in Section 5.3.7, while final remarks are provided in
Section 5.3.8.

5.2 UWB-based Localization

UWB technology is a highly efficient wireless technology compliant with the IEEE
802.15.4-2011 standard [161] (at PHY and MAC layers), characterized by low power
consumption and suitable to enable short-range data transmission and exceptionally
precise localization. In detail, UWB can achieve data rates of several tens of Mbit/s
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within a range of approximately 15 m and has the ability to provide centimeter-level
location information between transmitting and a receiving units, at a typical distance
between 10 m and 15 m. In fact, the precision of UWB in positioning and direction-
finding overcomes that of more common technologies like Bluetooth and Wi-Fi, thus
making it attractive for all those application involving high-accuracy localization re-
quirements.

UWB operates across a broad frequency spectrum, ranging from 6 GHz to 8.5 GHz,
with a channel bandwidth B≥ 500 MHz. Moreover, it relies on a impulse-based radio
technology, emitting transient impulses of extremely short duration (on the order of
ns). This ultra-wide frequency spectrum enables rapid data transmission via pulsed
signals. Furthermore, the technology’s broad bandwidth contributes to a low power
spectral density, thereby minimizing interference with other technologies sharing the
same frequency range. Finally, regulatory authorities (such as the ETSI [134]) have
established a stringent limit of −41 dBm/MHz for spectral density, ensuring that
UWB complies with established standards.

The advantageous combination of low power spectral density and pulse-based
transmission of UWB technology not only reduces the potential for interference with
coexisting technologies, but also enhances the security and reliability of UWB trans-
missions applied to the localization tasks, since the short duration of the UWB pulses
reduces the likelihood of signal overlap in scenarios involving multiple reflections. In
fact, in cases of signal reflections, the short pulse duration minimizes the possibility
of the original pulse to overlap with its reflection. Moreover, this property enhances
the robustness of UWB systems when faced with the challenging multi-path prob-
lem, provided that there exists a clear LOS communication path between transmitter
and receiver. In fact, the LOS condition is pivotal in ensuring the resilience of UWB
systems against multi-path effects, as it significantly diminishes the probability of
conflicting signal interactions and facilitates reliable and accurate data transmission.

Given these characteristics, UWB systems are well known for their capacity to
achieve remarkably accurate range resolution. In this context, range resolution is
the system’s ability to distinguish between two separate points (or objects) in space,
based on their distances, and is determined by the pulse duration and bandwidth of the
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UWB signal. In detail, the range resolution (denoted as rr) can be estimated as [162]

rr ≈ v
2B

(5.1)

where: rr represents the attainable range resolution (dimension: [m]); v denotes the
velocity of the signal (dimension: [m/s]), which can be approximated to the speed of
light (≈ 3 ·108 [m/s]); B ≥ 500 MHz is the system’s bandwidth (dimension: [Hz]).

The key factor contributing to high range resolution in UWB is the extremely
short duration of its pulses, which allows to precisely measure the time it takes for
a signal to travel to a target and back, denoted as ToF or Time of Arrival (ToA).
Considering B ≥ 500 MHz, this means a minimum rr = 0.30 m, while it is possible
to reach rr ≈ 0.11 m with B = 1300 MHz through some commercial UWB systems,
in the end making UWB extremely advantageous in narrow indoor environments
positioning applications. More in detail, the concept behind the ToF measurement
adopted by UWB-based localization solutions relies on two separate approaches: (i)
Two-Way Ranging (TWR) or (ii) Time Difference of Arrival (TDoA).

More in detail, as shown in Figure 5.1, the TWR approach relies on the computing
of the distance between the transmitter and receiver by measuring the ToF of a UWB
pulse. The process is initiated by the one of the two nodes, denoted as tag, which
begins the measurement by dispatching a Poll message to the known address of the
recipient, denoted as anchor. This time instant is known as Time of Sending Poll
(TSP), denoted as tp:tx. Upon receiving the Poll message, the anchor registers the
Time of Reception of Poll (TRP, denoted as tp:rx) and, subsequently, it responds with
a reply message within a pre-defined delay (equal to τp:rx:tx) at the Poll message,
including both tp:rx and the Time of Sending Response (TSR, denoted as tr:tx). At
this point, the tag, after the reception of the Response message, records the Time of
Response Reception (TRR, denoted as tr:rx). Finally, it calculates τto f as follows:

τto f =
(tr:rx − tp:tx)− (tr:tx − tp:rx)

2
· (1− εi,r) (5.2)

where εi,r is a correction factor to compensate the clock drift on the two devices
happening during the process. Then, knowing the speed of light, once τto f has been
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Figure 5.1: TWR scheme adopted in UWB localization.

calculated, it is possible to determine the distance d between the tag and the anchor
as

d = τto f · v . (5.3)

Once at least four τto f measurements from four different anchors i ∈ {1, . . . ,4} are
received, the estimated position can then computed by a multi-lateration algorithm
(detailed in Subsection 5.3.3).

TDoA relies on a different approach, due to the fact that, in order to operate
effectively, a precise synchronization among all the deployed anchors and tags is cru-
cial, in this way ensuring that they share a common clock. In detail, the TDoA-based
mechanism requires that the tag transmits signals at regular intervals through short
Blink messages. These messages are received and processed by all anchors within its
communication range. Then, regardless of their synchronization status, these anchors
subsequently transmit all the message reception timestamps to a central server entity,
denoted as Real-Time Location System (RTLS), in charge of accurately computing
the position of the tag. More in detail, the RTLS server relies on timestamps received
from at least four anchors sharing the same clock reference. Denoting the positions
of the anchors as (xi,yi), where i = {1,2, . . . ,n}, and the tag’s position (x,y), the
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TDoA-based estimate for all possible anchor pairs can be expressed as

TDoAi j = ti − t j, for i, j = 1,2, . . . ,n, where i ̸= j (5.4)

where: TDoAi j is the TDoA between anchor i and anchor j; ti (t j) corresponds to the
time instant at which the blink signal from the tag reaches anchor i ( j); n is the total
number of anchors. These TDoA values represent the time differences between all
possible pairs of anchors and are used to determine the position of the tag using multi-
lateration techniques, regardless of the number of anchors involved in the system.

Therefore, a key difference between these two localization techniques relies on
the fact that TWR is less complex to implement (not requiring a clock synchroniza-
tion between anchors, as instead required by TDoA). Also, TWR allows both a bi-
directional communication between the two nodes and sharing the τto f measurement
on both the devices, hence allowing on-board and third-party localization of the tag.
However, given the longer processing time required by τto f and the need to repeat
this measurement for at least four different anchors, this solution can be considered
as (i) less effective for applications involving both a large number of tag and anchors,
(ii) less energy efficient, given the large number of message exchanged, and (iii) less
suitable for real-time localization application requiring extremely high update rates.
On the other side, TDoA allows to track a higher amount of tags at the same time,
as well as to reduce the power consumption, given the limited amount of exchanged
messages, but requiring a much more complex and higher infrastructure cost, due to
the synchronization requirement.

Looking at available COTS UWB solutions, the most effective development kits
are the ones provided by Decawave [69] that, with a minimal effort infrastructure
setup, can easily allow to adopt UWB technology for real-time localization purposes,
as will be discussed in detail in Subsection 5.2.1.

5.2.1 System Architecture

In order to implement a COTS-based UWB localization solution on a sub-250 gr
quad-copter, proper components have been adopted. More in detail, the UWB infras-
tructure, composed by 8 DWM1001 Decawave UWB anchors operating at 6.5 GHz
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(a) (b)

Figure 5.2: Hardware used for the UWB localization test: (a) a single Decawave
DWM1001 UWB anchor; and (b) quad-copter loading on board a DWM1001 UWB
tag (connected to a RPi3).

and with a bandwidth B = 500 MHz, have been deployed in the environment and
synchronized through the Android mobile application provided by Decawave. This
mobile application also allows to setup the anchors’ relative positions within the en-
vironment, thus prompting all the information needed to perform a UWB tag lo-
calization. For the sake of completeness, a Decawave DWM1001 UWB anchor is
shown in Figure 5.2(a), while Figure 5.2(b) highlights the UWB tag (still based on a
DWM1001) embedded on a RPi3 mounted on the GEPRC CineLog25 drone frame-
based quad-copter [163], also providing the power to the SBC through the drone’s
battery. In the end, this system deployment features an overall weight under 250 gr—
this is considered as a critical threshold, as defined by the EASA [21], to allow flight
missions close to people.

Moreover, this setup allows several life hours to the deployed anchors, while the
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UAV, considering both the power needed by the four engines and by the RPi3, has
a flight time of 5 min, given the small size of the on-board 650 mAh LiPo battery
capacity.

In order to localize the UAV position on the (x,y) horizontal plane, the UWB an-
chors have been deployed on the walls in the environment at a 2 m height, while the
UAV has been manually flown at an approximately 1.5 m height. Since the goal of
this experiment was to just verify and prove the reliability of a UWB COTS-based so-
lution applied to real-time UAV localization in an indoor narrow environment, from
an architectural point of view the system relies on the built-in multi-lateration propri-
etary model and filtering algorithms provided by Decawave [69], whose localization
outputs are accessible through proper APIs allowing to retrieve the final position esti-
mation of the in-flight UAV. More in detail, the adopted localization strategy has been
the Reverse TDoA, based on the same working principle of the TDoA approach de-
tailed in Subsection 5.2. However, instead of having the tag send the Blink messages
and the anchors listen for them, the roles are inverted, thus having the deployed an-
chors sending several Blink messages according to a shared and synchronised clock
received by the tag node embodied on the UAV, which then performs the multi-
lateration and position estimation. For the sake of clarity, this is the same working
principle adopted by GNSS systems [164].

Finally, this approach, combined together with conservative low energy consump-
tion parameters set on UWB nodes, allows to obtain an accurate position estimation
every second, by gathering the estimated position (thanks to the Decawave’s APIs)
through a Python script running on the RPi3, which in turn publishes the position to a
remote cloud service through the RPi3’s built-in Wi-Fi connectivity. Then, the cloud
service is responsible for visualizing the updated positions on a properly designed
map of the environment, at the end allowing to identify the position of the UAV in
the environment, as discussed in Subsection 5.2.2.

5.2.2 Localization Results

Since in the test environment, which has an overall dimension of 3×20 m, no optical
tracking system is available, the UAV has been flying according to the following



172 Radio-based Localization

Figure 5.3: Experimental results of the UWB localization application on a sub-250 gr
quad-copter. Red dots: represent the anchors positions; cyan dots: represent the esti-
mated real-time position of the UAV; purple dashed line: is the ground truth trajectory
followed by the UAV during the experimental flight.

well predefined flight path denoted by the purple dashed line shown in Figure 5.3:
(i) the UAV start its flight from the middle of the door located on the right side
of the building, (ii) flies through the corridor at a speed between 1 m/s and 4 m/s
(avoiding the elevator’s room), and (iii) finally, after performing a U-turn at the end
of the building close to the door located in the left, goes back to the starting point.
In this way, by observing the path followed by the UAV and the estimated position
points, denoted by cyan points in Figure 5.3, it is possible to roughly determine the
accuracy of the system in the tested environment. According to the results shown
in Figure 5.3, it can be confirmed the good match between UWB-based estimated
position of the UAV with respect to the ground truth trajectory, with 70% of the
estimated positions within a 30 cm positioning error, thus confirming the rr of the
adopted system operating with B = 500 MHz.

The only positions of the experimental path where some position estimated with a
70 cm error took place are (i) at beginning of the flight (at the starting point) and (ii) at
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the end of the corridor, where the UAV executes the U-turn. This is due to the fact that
these parts of the path were not covered effectively by UWB anchors, thus making
the position estimate biased by the NLOS ToF estimation of the other UWB anchors
which are far away. Another part of the path where a 50 cm estimation position error
can be noted is close to the elevator’s room, where some point have been marked
within the wall. Even in this case, the poor position estimation performance can be
attributed to the NLOS condition between nearby UWB anchors, that (due to signal
reflections) introduces a range estimation error.

5.2.3 Final Considerations

The results discussed in Subsection 5.2.2 confirm the effectiveness of COTS-based
UWB localization solutions which, without any in-deep knowledge of radio-based
localization technology and algorithms, allow to easily deploy several anchors in an
environment and integrate the UWB tag on different kind of targets to be tracked
(including, obviusly, UAVs). The proposed solutions lead to very accurate position
estimation, especially in the presence of LOS between the anchors and the tag, where
the localization error can be lower than the advertised 30 cm. Moreover, it must be
noted that in the reference testbed setup, the position of the tag is estimated only once
per second. By increasing the power consumption or by adopting a TDoA approach,
according to with the position can be estimated in the cloud, it would be possible
to further increase the position estimate’s update rate, up to 10 Hz, which might be
useful for more critical BVLOS missions or for a filtering processing (e.g., advanced
filtering) of the estimated positions.

The experimental results also confirm two main limitations of the proposed solu-
tion: (i) the need to deploy a certain amount of UWB anchors in the environment, in
order to guarantee LOS conditions on the majority of the cases, and (ii) the relevant
complexity and cost needed to deploy and keep several anchors synchronised in large
environments. Those reasons, especially with regard to the complexity, pushed the
research direction followed in this doctoral thesis toward the investigation of differ-
ent radio-based localization technologies, mainly based on the cheap and widespread
Wi-Fi, whose detail are discussed starting from Section 5.3.
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5.3 Wi-Fi-based Localization

With regard to Wi-Fi-based localization techniques, there are several possible ways to
exploit existing deployed Wi-Fi infrastructures for positioning purposes. In particular,
two possible Wi-Fi localization techniques can be defined: (i) passive nd (ii) active.

Passive localization techniques include the most common Wi-Fi fingerprinting, as
well as RSSI-based localization approaches. More in detail, they are defined as being
passive as the target does not need to exchange data with the existing infrastructure,
i.e., listening for incoming signals is sufficient, thus allowing to passively exploit
the available APs deployed in the environment. At the opposite, active localization
techniques involve both target and APs, as in a ToF-based approach.

5.3.1 Passive Localization

Wi-Fi Fingerprinting Localization

Wi-Fi fingerprinting localization is a clever technique that exploits the Wi-Fi signals
broadcasted by APs present in an environment. More in detail, it relies on the unique
behavior of Wi-Fi signals of interacting with the surrounding space, then causing
variations in the signal strength, phase and quality. Therefore, the way Wi-Fi signals
propagate through an indoor space can be considered similar to a “signature,” with
this RF signature changing through the environment and possibly being exploited for
localization. This might happen by creating (through several in-field measurements) a
heat map associated with a database containing RF data, such as APs’ MAC addresses
and their RSSIs in different positions, which are then used as unique fingerprint for
each measurement location. Obviously, this approach is effective if the environment
does not change.

Once both the heat map and the corresponding measurements database for the
whole area of interest are available (denoted as offline phase), they can be used for
the online phase, where the target device to be localized performs, at each position, a
Wi-Fi scan of the environment, thus obtaining the RF data (i.e., the radio fingerprint)
at each position. Through the use of the gathered data, it can then search within the
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built database which is the location corresponding to the input fingerprint. Then,
once (and if ) a match is found, the system uses different mathematical techniques
to estimate the approximate device’s location, which, according to the density of the
map built during the offline phase as well as the adopted algorithms (often relying
on ML techniques), can lead to a position error of a few meters [165]. While this
technique is heavily used on smartphones for indoor localization through shared heat
maps [166], the accuracy of Wi-Fi fingerprinting depends on the signal variability
and environmental changes. This implies that (i) if the layout changes, (ii) if APs are
added or removed, as well as (iii) if there is interference incoming from other wireless
devices, the system accuracy can be heavily affected.

Wi-Fi RSSI-based Localization

A simpler approach, not requiring to a-priori know the position of the APs deployed
in the environment, is based on the use of the gathered RSSI measurements form each
AP. In this case, the RSSI, which is a measure of the received RF power obtained by
the radio hardware, is collected from the signals transmitted by multiple APs and
is used to estimate the distance between the target to be localized and at least three
APs (for bi-dimensional localization). More in the detail, the log-distance path loss
model [167] relates the RSSI, defined as Pi, to the distance di as (in logarithmic scale)

Pi = P0 +10 · γ · log10

(
d
d0

)
+Xg (5.5)

where: Pi is the received signal power (dimension: [dBm]); P0 is the measured re-
ceived signal power (dimension: [dBm]) at a reference distance d0 (dimension: [m]);
γ is the path loss exponent (adimensional), a constant value typically between 2 and
4 depending on the environment; di is the distance between the AP and target node
(dimension: [m]); and Xg ∼N (0,σg) is a normal distribution with zero mean, repre-
senting flat fading, used to model the signal envelope fluctuations and corresponding
gains in received power. Therefore, by measuring P0, γ and Xg in the target environ-
ment at d0 (typically being d0 = 1 m), it is possible to invert Eq. (5.5) to estimate di
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from the measured RSSI Pi as follows:

di = 10−
(

Pi−P0−Xg
10·γ

)
. (5.6)

Once at least three ranges are estimated from different APs, it is possible to ap-
ply a multi-lateration algorithm and estimate the position of the target in the environ-
ment. However, while this approach has a very low implementation cost, since almost
any Wi-Fi client can gather the RSSI from nearby APs, it is also known for its low
accuracy, especially on medium- and long-range distances, where the log-distance
path loss model, together with the fluctuations of the RSSI measurements, make very
complicated to estimate the distance between the AP and the target, especially on
mobile targets. This is even more true since only a few varying RSSI samples can
be measured, thus hindering to properly filter the environmental noise, as shown in
Figure 5.4.

Moreover, RSSI-based localization is also dependent on the antennas used by the
device and the APs, since they can significantly affect the RSSI values based on their
gains and directivities. Therefore, a proper value of P0 must be measured and defined
for each device. Also, radio signal propagates in different ways according to the en-
vironment, since obstacles like walls, humans, and other material, can significantly
attenuate the signal propagation in the environment, making the distance estimation
from the log-distance model inaccurate.

5.3.2 Active Localization

Wi-Fi ToF-based Localization

The most common active localization technique is based on ToF measurement, which
has been officially introduced in the Wi-Fi IEEE 802.11mc enrichment standardized
in June 2016, under the name of FTM [168]. Several COTS Wi-Fi chipset already
support this enrichment, hence allowing to exploit it for meter-level localization pur-
poses. More in detail, FTM utilizes Round-Trip Time (RT T ) measurements to deter-
mine distances between the Wi-Fi client and APs. Then, as for the UWB technology
discussed in Section 5.2, FTM exploits the TWR, thus not requiring any clock syn-
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Figure 5.4: Experimental measurement of the Wi-Fi RSSI at different distances. Blue
dots: are the measured values at different distances; red line: is the average RSSI
value for each measurement point; green line: is the theoretical log-distance path loss
model curve.
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chronization between the two parties, since the RT T is computed by sending several
messages between the initiator (i.e., the Wi-Fi client) and the responder (i.e., the
AP). However, unlike the UWB technology, which, given the extremely short RF
pulses (and ultra large bandwidth), only one TWR is sufficient to estimate the RT T
between two parties, Wi-Fi FTM requires the exchange of several messages in order
to determine a reliable average value RT T and, thus, the distance between the two
parties.

As shown in Figure 5.5, after the initiator performs a Wi-Fi scan of the surround-
ing environment, the process begins with the initiator sending a FTM Request frame
to the target responder, which immediately replies with an Acknowledgment (ACK)
frame to the initiator. At this point, according to the defined parameters (namely, the
number of FTM frames to exchange), a series of n FTM and ACK frames, defined as
Burst, are exchanged between the two parties. More in detail, for the i-th RT T with
i ∈ {1, . . . ,4} these frames contain the Time of Departures (ToDs) t(i)1 and t(i)3 , as well
as the Time or Arrivals (ToAs) t(i)2 and t(i)4 of the previous exchanged frames, in this
way allowing the responder to compute the RT Ti and send it back to the initiator as

RT Ti = (t(i)4 − t(i)1 )− (t(i)3 − t(i)2 ) (5.7)

where: t(i)1 is the ToD at which the FTM frame has been sent by the responder; t(i)2 is
the ToA at which the FTM frame has been received by the initiator; t(i)3 is the ToD of
the ACK frame; t(i)4 is the ToA at which the ACK has been received by the responder.
Since during a Burst n RT T measurements {RT Ti}n

i=1 are exchanged, the initiator
computes the average RT T as

RT T =
1
n
·

n

∑
i=1

RT Ti . (5.8)

Therefore, it is finally possible to compute the τto f as

τto f =
RT T

2
. (5.9)

Consequently, the initiator can compute the distance d from the responder as

d = τto f · v+ εcal (5.10)
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Figure 5.5: FTM frames exchange sequence to determine the RTT between the ini-
tiator and the responder.
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where: v is the speed of light (dimension: [m/s]); εcal is an offset (dimension: [m])
used to calibrate the delays introduced by the specific device. Once at least three
distances from known APs are gathered, performing the multi-lateration allows to
estimate the position of device.

The advantages of Wi-Fi FTM are mainly related to (i) its low implementation
cost, since the most recent APs and device already support it, and (ii) its higher pre-
cision than traditional RSSI-based localization solutions, since it is less affected by
the presence of obstacles and signal attenuation and is not affected by the antennas’
directivity. However, even this solution has some drawbacks, especially if compared
with the UWB technology. First of all, given the narrower bandwidth (with respect of
UWB)—in the 2.4 GHz band, is 20 MHz or 40 MHz, while in the 5 GHz band, it can
reach 160 MHz—the expected rr is one order of magnitude higher (i.e., worse) than
that with the UWB technology. More in detail, for a 2.4 GHz B = 40 MHz system,
the smallest rr, which can be computed thanks to Eq. (5.1), is approximately equal to
3.75 m, which become 7.5 m for B= 20 MHz systems. In the 5 GHz B= 80 MHz Wi-
Fi systems, it is possible to achieve a rr equal to 1.88 m, further reaching rr = 0.94 m
with B = 160 MHz, as confirmed in [169]. Moreover, since the protocol works on
different devices, different values of εcal must be taken into account for each de-
vice, limitating its interoperability only to well-known devices. Finally, unlike UWB,
Wi-Fi FTM can be heavily affected by signal reflections in multi-path scenarios, but
guaranteeing a wider operational range.

In the following, both Wi-Fi RSSI and FTM have been evaluated applied to a
UAV for real-time localization purposes, in order to verify and estimate how better the
FTM-based localization solution can perform with respect to a RSSI-based solution
on a flying drone in a large operational area, all adopting the cheapest COTS FTM
hardware available on the market, namely the ESP32S3 [170], operating at 2.4 GHz
with a 40 MHz bandwidth.

5.3.3 Multi-Lateration

Once the range estimations between the target node and at least 3 APs or anchors
are gathered (through passive or active approaches), it is possible to feed these data
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together with the known positions of the APs into a geometrical multi-lateration al-
gorithm, aiming at calculating the estimated position of the target device1. More in
detail, since the multi-lateration algorithm [171] is based on the intersection between
multiple spheres centered in the (known) APs’ position coordinates and with radii
equal to the estimated distances, in order to estimate the device position in a bi-
dimensional environment, at least three APs are needed—while in a three-dimensional
space, four APs are needed to identify a possible unique solution.

Given a list of known APs with coordinates (xi,yi,zi), i ∈ {1,2, . . . ,n}, together
with the corresponding distances di, i ∈ {1,2, . . . ,n} between the device to be local-
ized and the i-th AP, estimated according to one of the methods detailed and dis-
cussed in Subsection 5.3.2 and Subsection 5.3.1, it is possible to analytically define,
at each measurement point, a system of equations, where each equation represents
the squared distance from each AP:

(Px − x1)
2 +(Py − y1)

2 +(Pz − z1)
2 = d2

1

(Px − x2)
2 +(Py − y2)

2 +(Pz − z2)
2 = d2

2
...

(Px − xn)
2 +(Py − yn)

2 +(Pz − zn)
2 = d2

n

(5.11)

where Px, Py, and Pz represent the coordinates of the position of the device to be
localized in the three-dimensional space.

The system of equations in Eq. (5.11) can be solved adopting an optimization
algorithm trying to minimize the error. More in detail, in the system developed and
described in this doctoral thesis, the Least Squares (LS) optimization algorithm [172]
has been adopted to find the best fitting coordinates of the point P which minimize the
sum of squared residuals of Eq. (5.11). Hence, it is possible to define the following
objective function from Eq. (5.11):

C(Px,Py,Pz) =
n

∑
i=1

[(Px − xi)
2 +(Py − yi)

2 +(Pz − zi)
2 −d2

i ]
2 (5.12)

1Other non-geometric algorithms could be applied. However, this research direction is not investi-
gated to keep the computational complexity low.
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where the goal of a LS approach is to find the best fitting coordinates (Px,Py,Pz)

minimizing the residuals of the function.
More in detail, the residual ri, i ∈ {1,2, . . . ,n} correspond to the differences be-

tween the left-hand side and right-hand side of each equation in Eq. (5.11):

ri = (Px − xi)
2 +(Py − yi)

2 +(Pz − zi)
2 −d2

i . (5.13)

Therefore, Eq.(5.12) can be expressed, in terms of residuals, as

C(Px,Py,Pz) =
n

∑
i=1

r2
i . (5.14)

In order to minimize C(Px,Py,Pz), it is necessary to find its gradient with respect to
the variables (Px,Py,Pz). Taking into account that the gradient is the following vector
of partial derivatives:

▽C(Px,Py,Pz) =

[
∂C(Px,Py,Pz)

∂Px
,
∂C(Px,Py,Pz)

∂Py
,
∂C(Px,Py,Pz)

∂Pz

]
(5.15)

where
∂C(Px,Py,Pz)

∂Px
= 2

n

∑
i=1

ri
∂ ri

∂Px

∂C(Px,Py,Pz)

∂Py
= 2

n

∑
i=1

ri
∂ ri

∂Py

∂C(Px,Py,Pz)

∂Pz
= 2

n

∑
i=1

ri
∂ ri

∂Pz
.

(5.16)

Since
∂ ri

∂Px
= 2(Px − xi)

∂ ri

∂Py
= 2(Py − yi)

∂ ri

∂Pz
= 2(Pz − zi)

(5.17)

by combining Eq. (5.16) and Eq. (5.17), it is possible to obtain the following expres-
sion for the gradient of the objective function:

▽C(Px,Py,Pz) =

[
2

n

∑
i=1

ri ·2(Px − xi),2
n

∑
i=1

ri ·2(Py − yi),2
n

∑
i=1

ri ·2(Pz − zi)

]
. (5.18)
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Finally, to find the optimal solution (under the assumption that the objective func-
tion is convex), the gradient must be set to zero:

▽C(Px,Py,Pz) = 0 . (5.19)

Therefore, it is possible to solve the system of equations adopting the Least
Squares with Multiple Right Hand Sides (LSMR) [173] algorithm, that iteratively
updates the values of (Px,Py,Pz) using the gradient of the cost function and the learn-
ing rate α to minimize the objective function:

Px = Px −α ·▽C(Px,Py,Pz)

Py = Py −α ·▽C(Px,Py,Pz)

Pz = Pz −α ·▽C(Px,Py,Pz) .

(5.20)

This iterative optimization process continues until the cost function converges to
a minimum, providing the optimal (Px,Py,Pz) values for localization.

To further optimize the process to find the best fitting coordinates, it is possible
to apply boundaries or constraints to the LS optimization problem, to ensure that
the estimated parameters lie within a specific range or satisfy certain conditions. For
instance, in Wi-Fi-based localization of a UAVs, it might be useful to apply a con-
straint to PZ , as it cannot be negative. Moreover, it is also possible to rely on the UAV
on-board barometer to estimate the flight altitude (i.e., Pz), which is already com-
puted and provided by the UAV’s FC. Therefore, PZ can be assumed as known, thus
simplifying Eq. (5.16) as

∂C(Px,Py)

∂Px
= 2

n

∑
i=1

ri
∂ ri

∂Px

∂C(Px,Py)

∂Py
= 2

n

∑
i=1

ri
∂ ri

∂Py

(5.21)

where
∂ ri

∂Px
= 2(Px − xi)

∂ ri

∂Py
= 2(Py − yi)

(5.22)
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thus leading to the following simplified expression of the gradient of the objective
function:

▽C(Px,Py) =

[
2

n

∑
i=1

ri ·2(Px − xi),2
n

∑
i=1

ri ·2(Py − yi)

]
. (5.23)

5.3.4 Kalman Filter

At this point, in order to enhance the Wi-Fi-based position estimation accuracy, it
might be useful (and might be considered a good practice) to apply some filtering
techniques to the ranges estimated according to the RSSI or FTM methods described
before, thus allowing to remove outlier measurements due to the environmental noise
affecting the Wi-Fi signals reaching the receiver of the device to be localized. Among
various possible filtering approaches, the most common and adopted filtering solution
is the Kalman Filter (KF) [174]. In detail, the KF is a recursive mathematical filter
used for estimating and predicting the state of linear and non-linear systems affected
by noisy measurement inputs. This is why KFs are widely used in heterogeneous
fields, including control systems, signal processing, localization, and even finance.

In detail, KFs have been initially proposed for linear systems, since they require
low computational capabilities with respect to more complex approaches. However,
in the last years, an Extended-KF (EKF) [175] has been proposed to be applied to
non-linear systems, also thanks to the increased computing capabilities of mobile
devices. Both KF and EKF iteratively combine information from previous estimates
and current measurements to provide an accurate and optimal estimate of the state of
a system, even in the presence of noisy measurements and uncertainty, thus allowing
to significantly reduce the measurement errors.

Hence, when dealing with a KF, the system dynamics are crucial for the filter-
ing process, thus determining the overall performance of the filter. Therefore, it is
necessary to define the transition model and observation model that describe how
the state of a dynamic system evolves over time and how it relates to measurements,
respectively.

The state transition model of a KF can be generalized as [176]

xt = Ft ·xt−1 +Bt ·ut +wt (5.24)
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where: wt ∼ N (0,Qt) represents the process noise, described by a normal distri-
bution with a zero mean and covariance matrix Qt ; xt and xt−1 are the current and
previous estimated system state vectors at time t and t−1, respectively; Ft is the state
transition matrix at time t; ut is the control input while Bt the control input matrix,
both at time t.

Instead, the observation model can be expressed as [176]

zt = Ht ·xt +vt (5.25)

where: vt ∼ N (0,Rt) is the observation noise, described by a normal distribution
with a zero mean and covariance matrix Rt ; zt is the observation (or measurement)
vector; Ht is the observation matrix that describes the relationship between the state
information vector xt and the observation vector zt .

In order to properly estimate the new state of the system, the KF relies on two
phases [177]: (i) State Predict and (ii) State Update. In particular, in the State Predict
phase the new state is predicted using the defined state transition model, while the
State Update phase refines the state estimate by incorporating the measurements us-
ing the observation model. This iterative process allows the KF to estimate the state
of a linear dynamic system in the presence of noise and uncertainties.

The State Predict phase, which predicts the a-priori state information vector
x̂t|t−1 using the information from the previous a-posteriori state information vector
xt−1|t−1, is defined as [176]

x̂t|t−1 = Ft ·xt−1|t−1 +Bt ·ut (5.26)

where: ut is the system control input vector; Ft is the state transition matrix; Bt is the
control input matrix.

The estimated a-propri covariance matrix P̂t|t−1 can be obtained as [176]

P̂t|t−1 = Ft ·Pt−1|t−1 ·F⊺+Qt (5.27)

where: Pt−1|t−1 is the previous state a-posteriori covariance matrix; Qt denotes the
covariance matrix of process noise.
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The State Update phase corrects the a-propri state information through the use of
the observation vector. In detail, in this phase the innovation vector ỹt , representing
the difference between the observed measurement and the predicted measurement
based on the current state estimate, is defined as [176]

ỹt = zt −Ht · x̂t|t−1 . (5.28)

The covariance matrix St can be defined as [176]

St = Ht · P̂t|t−1 ·H
⊺
t +Rt . (5.29)

At this point, the updated a-posteriori state vector x̂t|t can be calculated as [176]

x̂t|t = x̂t|t−1 +Kt · ỹt (5.30)

where Kt is the optimal Kalman gain, which can be obtained as [176]

Kt = P̂t|t−1 ·H
⊺
t ·S−1

t . (5.31)

Finally, the updated a-posteriori state covariance matrix Pt|t can be derived as [176]

Pt|t = (I−Kt ·Ht) · P̂t|t−1 . (5.32)

Once the KF has been set, the aforementioned parameters (namely: P0, Rt , Qt ,
Ht , ut , Ft) must be defined according to their filter application. In the developed Wi-
Fi-based localization system architecture (detailed in Subsection 5.3.5) the KFs are
applied in two different parts of the system, namely: (i) at the reception of the RSSI
or FTM measurement form each AP, and (ii) to further filter the estimated RSSI- or
FTM-based positions computed by the multi-lateration algorithm described in Sub-
section 5.3.3. Moreover, different KFs with their parameters must be defined accord-
ingly. The reason behind the double KF implementation in the developed system is
detailed in the following.

The first KF, denoted as pre-filter RSSI-KF, is applied to the RSSI measurement
arriving from the Wi-Fi scanner of the device to be localized, with the aim the remove
possible outliers measurement. More in detail, in the case of the RSSI-based localiza-
tion system, a RSSI-KFAPi is assigned to each known APi, thus allowing to filter the
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measured RSSI according to the previous measurement of the same APi. This means
that, in the experimental setup of the developed system with 6 APs, 6 RSSI-KFAPi

(one for each AP) are initialized by the developed localization algorithm. Therefore,
in the RSSI-KFAPi , the estimated x(APi)

t given by Eq. (5.24) are defined as

x(APi)
t = ˆRSSI

(APi)
t (5.33)

while the observed z(APi)
t of Eq. (5.25) are defined as

z(APi)
t = RSSI(APi)

t . (5.34)

Since the estimated vector has only one element, all the aforementioned matrices
have one element. Moreover, all {RSSI-KFAPi}6

i=1 share the same initial covariance
matrix P0 = 1, the same observation noise Rt = 3 · I, and the same process noise
Qt = 0.2 · I. Those values have been chosen according to in-field experimental mea-
surements of the RSSI in both static and mobile conditions of the device to be lo-
calized, as further detailed in Subsection 5.3.6. When the RSSI-KFAPi are initialized,
the initial estimated states x(APi)

0 are set equal to the first observations z(APi)
0 . Since in

the developed system there is no control input signal ut , this term can be neglected,
thus also removing Bt . Instead, Ht and Ft are equal to the identity matrix I = 1. The
computed average gain RSSI-KFAPi with the aforementioned parameters is equal to
0.227.

The same approach (initializing a filter for each APi, i ∈ {1, . . . ,6} is applied to
the FTM. In detail, a FTM-KFAPi is assigned to each known APi, in this way allowing
to filter the measured FTM according to the previous measurement of the same APi.
In the FTM-KFAPi , the estimated x(APi)

t is defined as

x(APi)
t = ˆFT M(APi)

t (5.35)

while the observed z(APi)
t can be expressed as

z(APi)
t = FT M(APi)

t . (5.36)

All {FTM-KFAPi}6
i=1 share the same initial covariance matrix P0 = 1, the same

observation noise Rt = 2 · I, and the same process noise Qt = 0.2 · I. Similarly to
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the previous case, those values have been chosen according to in-field experimental
measurements of the FTM in both static and mobile conditions of the device to be
localized. Then, as for RSSI-KFAPi filters, the initial estimated states x(APi)

0 are set
equal to the first observation z(APi)

0 to initialize the filters. Even in this case, the terms
ut and Bt are also neglected, while Ht and Ft are equal to the identity matrix I = 1.
Finally, the computed average gain FTM-KFAPi with the aforementioned parameters
is equal to 0.271.

Instead, the second KFs, denoted as multi-lateration filters POS-KF, are applied
to the estimated RSSI (PRSSI

x ,PRSSI
y ,PBARO

z ) and FTM (PFT M
x ,PFT M

y ,PBARO
z ) positions

computed by the multi-lateration algorithm. Therefore, the estimated state vector
xRSSI

t of the POS-KFRSSI applied to the RSSI-based position, is defined as

xRSSI
t = (P̂RSSI

x , P̂RSSI
y , P̂BARO

z )⊺t (5.37)

while the observed zRSSI
t is defined as

zRSSI
t = (PRSSI

x ,PRSSI
y ,PBARO

z )⊺t . (5.38)

The estimated state vector xFT M
t of the POS-KFFT M applied to the FTM-based posi-

tion is defined as
xFT M

t = (P̂FT M
x , P̂FT M

y , P̂BARO
z )⊺t (5.39)

while the observed zFT M
t can be expressed as

zFT M
t = (PFT M

x ,PFT M
y ,PBARO

z )⊺t . (5.40)

In both cases, the estimated vector has dimension equal to 3× 1 and, therefore,
all matrices have dimensions 3×3. The initial covariance matrix P0 is defined as

P0 =

1 0 0
0 1 0
0 0 1

 (5.41)

while the observation noise Rt is defined as

Rt =

0.8 0 0
0 0.8 0
0 0 0.8

 (5.42)
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and the process noise Qt as

Qt =

0.2 0 0
0 0.2 0
0 0 0.2

 . (5.43)

Hence, when filters are initialized, the initial estimated state xRSSI
0 and xFT M

0 are
set equal to the first observations zRSSI

0 and zFT M
0 , respectively. Again, since there is

no control input signal, the terms ut and Bt are neglected, while Ht and Ft are set
equal to the identity matrix I:

I =

1 0 0
0 1 0
0 0 1

 . (5.44)

Finally, the computed average gain POS-KF with the aforementioned parameters is
equal to 0.131.

All the aforementioned KFs’ parameters have been chosen according to experi-
mental evaluations carried out in both static and mobile conditions, aiming at finding
a good trade-off in the KF tuning process, suitable for both scenarios, as it will be
further discussed in the following, also allowing to understand where the use of both
the filters can be beneficial, as well as where only one of the identified KFs (the first
or the second) can fit better.

5.3.5 System Architecture

The developed low cost real-time Wi-Fi-based architecture is composed of several
elements. On the hardware side, the Wi-Fi RSSI and FTM measurements are gath-
ered on the common platform (both for the APs as well as the target device to
localize) based on the ESP32S3 SoC, embedded in the Lilygo T3S3 development
board [178]. One Lilygo T3S3 has been integrated, within its own 3D-printed case,
on the Tarot 650-based UAV platform, as shown in Figure 5.6(a), in turn connected
to the on-board RPi4 SBC running Ubuntu 20.04, as well as ROS framework [8].
An overview of the designed system architecture is depicted in Figure 5.7. The final
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(a) (b)

Figure 5.6: Equipment used for the Wi-Fi localization test: (a) the quad-copter with
the on-board ESP32S3 module attached to the RPi4, and (b) one of the six ESP32S3
APs, within its own 3D-printed case, deployed in the test environment.

goal aims at properly gathering ground truth data arriving from the GNSS receiver at-
tached to the UAV’s FC, as well as the Wi-Fi positioning data of the designed system,
thus allowing to properly evaluate the performance of the developed solution. Then,
six Lilygos T3S3, together with their 3D-printed case, as shown in Figure 5.6(b),
have been adopted as Wi-Fi APs and deployed in the environment.

More in detail, the ESP32S3 firmware has been customized according to the
role of the Lilygo T3S3. In detail, on the boards used as Wi-Fi APs, the developed
firmware has been properly designed to exploit the ESP32S3 SoC to work as a Wi-Fi
FTM responder on the 2.4 GHz band (with B = 40 MHz). Instead, the development
board integrated on the UAV and connected to the on-board RPi4 through the USB
cable, has been designed to implement a Wi-Fi scanner node continuously scanning
the available Wi-Fi APs. The goal of the UAV is to retrieve MAC address, SSID,
and RSSI (with 1 dBm granularity) of each Wi-Fi AP, in turn performing as a FTM
initiator with the FTM-enabled APs.

With regard to the FTM process (detailed in Section 5.3.2), in order to reduce
the time needed to complete the computation of RT T , the number of FTM frames to
be exchanged for each Burst has been set equal to 8, with a total of only one Burst
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exchanged, trying to minimize the impact of the movement of the UAV. Therefore,
this leads to a time duration of the Burst equal to 32 ms that, considering the Wi-Fi
scan time and the six APs used for the localization experiment, leads to a measured
average iteration period θcycle = 522 ms.

Then, the Wi-Fi scan results are parsed into a JSON string and sent through the
USB-enabled serial port to the RPi4, with the output JSON string depending on the
result of the Wi-Fi scan process:. If the scanned AP is an FTM responder, then the
output JSON includes the FTM-related fields, as follows:

{ " SSID " : "FTM_1" , "MAC" : " f6 : 1 2 : f a : 5 a : 0 5 : 1 0 " ,
" r t t _ e s t " : 346 , " r t t _ r a w " : 478 , " d i s t _ e s t " : 5200 ,
" num_frames " : 15 , " m e a n _ r s s i " : −45.00}

where: SSID corresponds to the name of the Wi-Fi network; the MAC address is the
unique physical address of the Wi-Fi network; rtt_est is the RT T between the
responder and initiator (dimension: [ns]) taking into account the clock drift com-
pensation; rtt_raw is the RT T RAW between the responder and initiator (dimen-
sion: [ns]); dist_est is the average estimated distance d between the respon-
der and initiator (dimension: [cm]), derived from the rtt_est and without the
initial off-set correction; num_frames is the total number of exchanged frames
(i.e., including both the FTM and ACK frames) during the FTM process; and, fi-
nally, mean_rssi is the average RSSI (dimension: [dBm]) measured over all the
exchanged FTM frames.

If, instead, the scanned AP is not an FTM responder, then only SSID, MAC ad-
dress and RSSI are included, as follows:

{ " SSID " : " Tenda " , "MAC" : " f2 : 5 a : 0 1 : 5 a : 1 2 : f4 " ,
" m e a n _ r s s i " : −52.00}

At the UAV side, the RPi4 receives these JSON strings and, through a self-made
Python script, separates the known APs (thus the ones used for the localization task,
whose GNSS coordinates are known) from those which correspond to unknown APs.
Once the known APs’ list is built, the RSSI-KFAPi , i∈ {1,2, . . . ,6} is fed with the new
observed RSSIAPi . The same is performed with the FTM-KFAPi , which is instead fed
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with the FT MAPi , i ∈ {1,2, . . . ,6} measurements. If this is the first interaction of the
system or if a new AP is added to the list, the relative KFs are initialized, as described
in Subsection 5.3.4. Once the input data are filtered, in case of the RSSI-based local-
ization, the log-distance path loss model is applied to the filtered RSSIFILT

APi
, while

for the FTM-based solution, the calibration offset εcal is removed from the filtered
FT MFILT

APi
measurement. In detail, for the log-distance path loss model, γ = 3.65 and

P0 =−27 dBm have been measured in the experimental environment at the reference
distance d0 = 1 m. Instead, for the FTM calibration, according to the experimental
measurement, the offset calibration has been set to εcal =−52.82 m.

Then, the output of log-distance estimation block and FTM offset removal, namely
dRSSI

APi
and dFT M

APi
, are sent to the multi-lateration algorithm, together with the altitude

(dimension: [m]), which corresponds to the PBARO
z of the device to be localized and

is retrieved from the UAV’s FC (which estimates it through the internal barometer).
Before applying the multi-lateration, which has been described in Section 5.3, the
GNSS coordinates of the known APs are converted from the World Geodetic System
1984 (WGS84) [179] standard to the Earth-Centered, Earth-Fixed (ECEF) [180] co-
ordinates, allowing to apply the multi-lateration algorithm together with the LS. Once
both the RSSI-based (PRSSI

x ,PRSSI
y ,PBARO

z ) and FTM-based (PFT M
x ,PFT M

y ,PBARO
z ) co-

ordinates have been calculated, they are fed into the POS-KF filters, namely one for
the FTM-based localization and one for the RSSI-based localization.

Finally, the output of these latter KFs, namely the filtered RSSI-based estimated
position (P̂RSSI

x , P̂RSSI
y , P̂BARO

z ) and the filtered FTM-based estimated position (P̂FT M
x ,

P̂FT M
y , P̂BARO

z ) coordinates, are converted from ECEF to WGS84 coordinates and be-
come the final estimated positions (according to the RSSI or FTM) of the UAV. A
high level overview of the system architecture is depicted in Figure 5.7.

In order to facilitate the performance evaluation, all the raw Wi-Fi scan data,
as well as the computed RSSI and FTM coordinates, are published to a custom-
made ROS topic, thus allowing to record the estimated position, together with the
ground truth position incoming from the UAV’s GNSS receiver, and ensuring the
synchronization between all the data coming from the different sensors. This will aid
the results evaluation and dissemination of Subsection 5.3.6.



5.3. Wi-Fi-based Localization 193

Figure 5.7: System architecture of the developed Wi-Fi-based localization solution.
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5.3.6 Results

In order to evaluate the performance of the developed Wi-Fi-based localization sys-
tem, a testbed has been defined in a yard (measuring 26×21 m) in a sub-urban area.
More in detail, the battery-powered APs have been deployed on several tripods at
the same altitude (equal to 150 cm) at the boundaries of the yard. Then, the GNSS
coordinates of the APs have been gathered using the GNSS-receiver of the drone po-
sitioned on the tripod for approximately 5 min. This has been done for each AP’s po-
sition, aiming at collecting their average GNSS coordinates (in terms of latitude and
longitude)—averaging allows to remove the small measurable drift afflicting GNSS
systems. In detail, the point cloud composed by the GNSS measurements collected
in 5 min at each AP has a radius of approximately 1 m: the reference coordinates of
the AP to be used for the multi-lateration algorithm correspond the average values of
the latitude and longitude.

All APs have been deployed in LOS conditions with each other and with respect
to the UAV. Given the sub-urban environment, a few Wi-Fi 2.4 GHz networks are
available in the same area,: in order to mitigate the possible interference effects, the
deployed Wi-Fi APs have been set to operate on unused Wi-Fi channels.

The experimental evaluation has been carried out according to two procedures:
(i) a static localization test, where the UAV has been hovering for about 2 min in
the same position at approximately 2 m AGL, with just a few fluctuations due to
the correction applied by the FC to compensate wind and altitude drift; (ii) the UAV
has been let flying in AUTO mode at 2 m AGL with an average horizontal speed
of 1.3 m/s for 3 times through a pre-defined flight path with a square shape, with a
size of approximately 16×11 m, within the experimental area bordered by the APs.
These tests have been carried out with the aim to validate both the static real-time
localization performance, in static and mobile conditions, in order to understand how
accurate the proposed system can be in terms of real-time tracking of a mobile object.
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(a) (b)

Figure 5.8: Evaluation of the implemented KFs: (a) unfiltered and filtered AP1 RSSI
measurements with UAV in static hovering condition, and (b) unfiltered and filtered
AP1 FTM distance measurements with UAV in static hovering condition.

KF Evaluation

Before performing the in-flight tests, a preliminary evaluation of the implemented
KFs adopted to mitigate the noise of the RSSI and FTM measurements has been
carried out, aiming at evaluating the performance of the filters and properly setting
the parameters discussed in Subsection 5.3.4.

In the static hovering experimental evaluation, carried out with respect to the AP1,
whose results are shown in Figure 5.8, the KF acts with an outlier removal function,
filtering the measurement noise due to both environmental background noise as well
as measurement error from the Wi-Fi scanner. In Figure 5.8(a), the unfiltered and
filtered RSSI measurements with the UAV in static hovering condition from AP1 are
depicted, showing how the filter manages to remove some RSSI measurements at
the boundaries of the observed RSSI’s range, thus smoothing the RSSI values used
for the log-distance estimation. In Figure 5.8(b), the unfiltered and filtered FTM-
based distance measurements with the UAV in static hovering condition from AP1

are shown, again highlighting how the KF manages to efficiently remove some FTM
outliers, thus smoothing the FTM distance estimation.
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(a) (b)

Figure 5.9: Evaluation of the implemented KFs: (a) unfiltered and filtered AP1 RSSI
measurements with UAV in mobile condition, and (b) unfiltered and filtered AP1 FTM
measurements with UAV in mobile condition.

Instead, the filtering capabilities (this time considering the mobile conditions of
the UAV along the pre-defined flight path) are evaluated in Figure 5.9. As shown
in Figure 5.9(a), the filtered RSSI measurements of the mobile UAV clarify how
the KF manages to properly remove most of the outliers and smoothing the RSSI
values. The same holds for the KF applied to the FTM measurements depicted in
Figure 5.9(b), which confirms the good fit of the designed filter, suitable to remove
some background noise without losing too much information, as it would happen
with other filters (e.g., Exponential Mobile Average, EMA).

The achieved results also confirm that it is not possible to remove all the noise
and properly smooth the input data, especially in a real-time filtering context, where
the developed KFs managed to get a good balance in terms of filtering capabilities in
both static and mobile conditions of the UAV, all with the same parameters defined
in Subsection 5.3.4.
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Positioning Error Evaluation

In the following, the localization accuracy of the proposed system has been evaluated
in the two aforementioned scenarios (i.e., static hovering UAV and mobile UAV).
However, in order to evaluate the impact of the implemented KFs and understand
how much and when it is beneficial to use both, the localization results (in terms of
position error with respect to the GNSS ground truth) have been evaluated in four
different system setups for both the RSSI- and FTM-based localization solutions:

1. without any KF applied to the input RSSI and FTM data, denoted as RAW RSSI
position and RAW FTM position, respectively;

2. with only the POS-KF applied, to the RAW RSSI and RAW FTM data, de-
noted as RAW RSSI position with 2nd KF and RAW FTM position with 2nd KF,
respectively;

3. with only the RSSI-KFAPi and FTM-KFAPi filters applied to the raw input data
before the multi-lateration, denoted as RSSI position with 1st KF and FTM
position with 1st KF, respectively;

4. with both the double KFs applied at the raw input RSSI and FTM data as well
as after the multi-lateration, denoted by RSSI position with both KFs and FTM
position with both KFs, respectively.

Static UAV In the static hovering scenario, the RAW RSSI position solution achieved
acceptable results, as shown in Figure 5.10(a) and further confirmed by the computed
CDF, shown in Figure 5.10(c), where it can be noticed the beneficial effects of the
RAW RSSI position with 2nd KF filtering solution, which reduces the overall position-
ing error, lowering the RAW RSSI mean position error from 2.58 m of the unfiltered
method to 2.23 m, as listed in Table 5.1. The error reduction is higher for the 95th
percentile position error, which reduces from the initial 4.61 m to 3.26 m of the RAW
RSSI with 2nd KF solution.

With regard to the double filtering solution, Figure 5.10(b) shows a smaller radius
of the point-cloud of the RSSI position with both KFs method near the true UAV



198 Radio-based Localization

Table 5.1: Experimental evaluation of RSSI- and FTM-based localization with the
UAV in static hovering condition with different filtering approaches.

Filtering Method Mean Position Error (m) 95th Percentile Error (m)

RAW RSSI 2.58 4.61

RAW RSSI with 2nd KF 2.23 3.26

RSSI with 1st KF 2.54 4.20

RSSI with both KFs 2.21 3.13

RAW FTM 1.99 5.82

RAW FTM with 2nd KF 1.51 3.57

FTM with 1st KF 1.70 4.81

FTM with both KFs 1.41 3.22

GNSS coordinates with respect to the RSSI position with 1st KF, as also confirmed
by the CDF shown in Figure 5.10(d), as well as by the values listed in Table 5.1.
This holds for the mean positioning error for the double KFs solution, being equal to
2.21 m instead of the 2.54 m of the one with the pre-filtering approach. The results
are further confirmed by the 95th percentile positioning error, with the RSSI with
both KFs solution obtaining the best results among the four adopted RSSI filtering
techniques, with a 95th percentile positioning error equal to 3.13 m.

Regarding the FTM-based solution, in the static hovering scenario the RAW FTM
position solution achieved a more consistent and better result with respect to RSSI-
based double KF solution, as listed in Table 5.1, with a mean positioning error of
just 1.99 m. However, it is interesting to look at the higher 95th percentile error
of this solution, equal to 5.82 m and, so far, the worst observed value for this metric.
Comparing the RAW FTM position with the RAW FTM position with 2nd KF solution,
the latter approach allows to lower the mean positioning error to 1.51 m, as well as
the 95th percentile, which reduces to 3.57 m, as confirmed by the computed CDF
shown in Figure 5.11(c) and further clarified in the map plot in Figure 5.11(a).

With regard of the double filtering solution, Figure 5.11(b) shows a better con-
centration of the filtered estimated positions near the true UAV GNSS position with
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(a) (b)

(c) (d)

Figure 5.10: Evaluation of the implemented Wi-Fi-based localization system in the
static hovering scenario with different filtering solutions: (a) RAW RSSI position and
RAW RSSI position with 2nd KF experimental results; (b) RSSI position with 1st
KF and RSSI position with both KFs experimental results; (c) CDF of RAW RSSI
position and RAW RSSI position with 2nd KF experimental results; and (d) CDF of
RSSI position with 1st KF and RSSI position with both KFs experimental results.

respect to Figure 5.11(a). This is confirmed by the CDF in Figure 5.11(d), as well as
listed in Table 5.1, since the FTM position with both KFs solution achieves a mean
positioning error of just 1.41 m, with a 95th percentile error equal to 3.22 m, thus
achieving slightly better results than all the other aforementioned RSSI and FTM
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filtering solutions. For the sake of comparison, the RSSI position with 1st KF only
achieves a mean positioning error equal to 1.70 m, with the a 95th positioning er-
ror of 4.81 m, the second worst value for this metric in this static scenario. The ob-
tained FTM results are significantly better than the expected rr for the Wi-Fi 2.4 GHz
40 MHz technology discussed in Subsection 5.3.2.

As expected, in the static scenario the FTM-based localization solution managed
to achieve the best performance with or without filters with respect to RSSI-based
solutions, with the double KF solutions able to further improve the localization ac-
curacy of both the RSSI and FTM systems, but with the bigger gain on the FTM
solution.

Mobile UAV With regard to the second experimental scenario, with the UAV flying
along a square path, both RSSI- and FTM-based solutions achieve worse results with
respect to the aforementioned static scenario. Starting with the RSSI-based approach,
the RAW RSSI position solution significantly suffers from the movement of the UAV,
as shown in Figure 5.12(a) and further confirmed by the values listed in Table 5.2.
More in detail, the unfiltered localization solution achieves a mean positioning error
equal to 5.49 m, with a 95th percentile error of 9.99 m. According to the CDF shown
in Figure 5.12(c), it is possible to observe the beneficial effects of the RAW RSSI
position with 2nd KF solution, which marginally reduces the mean error and 95th
percentile error to 5.23 m and 9.06 m, respectively.

With regard to the RSSI position with 1st KF and RSSI position with both KFs,
none of these approaches manages to improve the results of the RAW RSSI with 2nd
KF solution, as confirmed by the mean error, in both cases closer to 5.35 m, reported
by the comparison in Table 5.2 and by the CDF shown in Figure 5.12(b). In any case,
in all the filtering approaches applied to the RSSI-based localization system, it is not
clearly possible to understand (relying only on the RSSI-estimated coordinates) in
which part of the pre-defined flight path the UAV is flying, hence making the use of
this solution for localization purposes on a mobile target impractical.

Significantly better results are achieved by the FTM-based solution. As for the
static hovering scenario, the RAW FTM position solution manages to obtain better
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Figure 5.11: Evaluation of the implemented Wi-Fi-based localization system in the
static hovering scenario with different filtering solutions: (a) RAW FTM position and
RAW FTM position with 2nd KF experimental results; (b) FTM position with 1st
KF and FTM position with both KFs experimental results; (c) CDF of RAW FTM
position and RAW FTM position with 2nd KF experimental results;and (d) CDF of
FTM position with 1st KF and FTM position with both KFs experimental results.

results with respect to all the RSSI-based solutions, as listed in Table 5.2. More in
detail, without any filter, the FTM-based system achieves a mean positioning error
of 3.76 m, with a 95th percentile error of 6.62 m. The unfiltered FTM-estimated
positions are shown in Figure 5.13(a), together with the estimated positions computed
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(a) (b)

(c) (d)

Figure 5.12: Evaluation of the implemented Wi-Fi-based localization system in the
mobile scenario with different filtering solutions: (a) RAW RSSI position and RAW
RSSI position with 2nd KF experimental results; (b) RSSI position with 1st KF and
RSSI position with both KFs experimental results; (c) CDF of RAW RSSI position and
RAW RSSI position with 2nd KF experimental results;and (d) CDF of RSSI position
with 1st KF and RSSI position with both KFs experimental results.

adopting the RAW FTM position with 2nd KF solution. As visible in the CDF shown
in Figure 5.13(c), the adoption of a KF after the multi-lateration algorithm, as in the
RAW FTM position with 2nd KF approach, allows to significantly reduce the mean
positioning error down to 3.32 m, with a 95th percentile error of 5.63 m.
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Table 5.2: Experimental evaluation of RSSI- and FTM-based localization with the
UAV in mobile condition with different filtering approaches.

Filtering Method Mean Position Error (m) 95th Percentile Error (m)

RAW RSSI 5.49 9.99

RAW RSSI with 2nd KF 5.23 9.06

RSSI with 1st KF 5.37 9.35

RSSI with both KFs 5.34 8.52

RAW FTM 3.76 6.62

RAW FTM with 2nd KF 3.32 5.63

FTM with 1st KF 3.34 5.73

FTM with both KFs 3.30 5.70

With regard of the double filtering solution, Figure 5.13(b) shows a smaller num-
ber of outlier positions, as well as the estimated FTM-positions closer to the ground
truth GNSS-based flight path followed by the UAV. This seems valid for both the
FTM position with 1st KF and FTM position with both KFs solutions, as confirmed
by the similar CDFs shown in Figure 5.13(d) and listed in Table 5.2. In fact, both
pre-filtering and double filtering approaches manage to achieve a similar mean posi-
tioning error equal to 3.34 and 3.30 m, respectively, providing, at least analytically
speaking, a marginal improving with respect to the RAW FTM position with 2nd KF
solution. Similar 95th percentile positioning errors are also confirmed by the values
listed in Table 5.2. In this case, the FTM-based localization results are aligned with
the expected rr for the Wi-Fi 2.4 GHz 40 MHz technology discussed in Subsec-
tion 5.3.2.

With regard to the mobile scenario, despite the discussed positioning errors, it
must be taken into account that the goal of the developed system is to provide an
approximate knowledge of the position of the UAV, possibly flying in a BVLOS con-
dition without a (or with a weak) GNSS signal reception. Therefore, behind the aver-
age positioning error (in terms of values), it is also relevant to evaluate the trajectories
of the ground truth GNSS-based path with respect of the Wi-Fi estimated positions
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(c) (d)

Figure 5.13: Evaluation of the implemented Wi-Fi-based localization system in the
mobile scenario with different filtering solutions: (a) RAW FTM position and RAW
FTM position with 2nd KF experimental results; (b) FTM position with 1st KF and
FTM position with both KFs experimental results; (c) CDF of RAW FTM position and
RAW FTM position with 2nd KF experimental results; and (d) CDF of FTM position
with 1st KF and FTM position with both KFs experimental results.

of the proposed systems, in order to understand which approach can allow to better
understand where the UAV is flying with respect to the its true position.

As shown in Figure 5.12(a), Figure 5.12(b), Figure 5.13(a), and Figure 5.13(b),
related to the RSSI- and FTM-based positioning in the mobile scenario, respectively,
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the first two images do not provide any reliable information to understand where the
UAV is flying, while in the latter two images the estimated positions are distributed
along the flight path. Therefore, the RSSI solutions are not suitable for real-time ap-
plication on a UAV, at least with the proposed architecture and approach, while the
FTM-based approach allows to estimate in real-time with significantly higher ac-
curacy, even in mobile conditions. The best performance is achieved by the double
filtering system: the estimated positions, shown in Figure 5.13(b), are mostly dis-
tributed on the ground truth flight path, indicating that the system is suitable to pro-
vide an approximate position estimate of the UAV in the case of the GNSS-outage,
thus allowing the pilot to understand where the UAV is flying along the planned path.

Positioning Error vs UAV-APs Mean Distance

Another relevant metric to be used for evaluating the performance of the proposed
Wi-Fi-based localization system is the relative positioning error with respect to the
average target-AP distance, as proposed in [58].

According to this evaluation metric, in the static scenario the average UAV-AP
distance, with the UAV hovering in a fixed position, is equal to d

STAT IC
AP = 13.42 m.

Considering the RSSI-based localization system combined with the double KFs ap-
proach, which, according to Table 5.1, achieves a mean positioning error of 2.21 m,
the relative position error (with regard to d

STAT IC
AP ) is approximately equal to 16.67%.

With regard to the FTM-based solution instead, given the mean positioning error of
1.41 m, the relative position error is approximately 10.65%.

Focusing on the mobile scenario, the mean distance is equal to d
MOBILE
AP = 14.01 m.

Therefore, according to Table 5.2, for the RAW RSSI with 2nd KF the relative position
error (with regard to d

MOBILE
AP ) is approximately equal to 37.36%, while for the FTM-

based solution with both KFs the relative position error is approximately 23.56%.

Update Frequency and Processing Times

Finally, since the system has been designed for real-time localization purposes, the
measured positions update rate must be reported to further understand the capabilities
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of the developed solution. As mentioned in Subsection 5.3.5, with six APs deployed
in the test environment acting as FTM responders, the ESP32S3 can provide a list of
Wi-Fi scan results with six FTM measurements and all the RSSIs of the nearby APs
approximately every θcycle = 522 ms.

More in detail, θcycle is defined as follows

θcycle = υWi−Fi +n ·ν (5.45)

where: υWi−Fi is the Wi-Fi scan time (dimension: [ms]), which is approximately equal
to υWi−Fi = 330 ms; n = 6 is the number of APs; and ν is the FTM Burst duration
(dimension: [ms]), which, given the parameters adopted in the proposed architecture,
is equal to 32.

Therefore, considering the measured processing time introduced by the RPi4-
handled filtering and multi-lateration, denoted as κ and approximately equal to 66 ms,
the overall update period increases to approximately Θcycle = 588 ms. This leads to
a position update rate of fpos = 1/Θcycle ≈ 1.7 Hz, which is sufficient for several
real-time UAV applications.

5.3.7 Improvements

Several approaches might be implemented to further enhance the performance of the
proposed Wi-Fi-based localization system. In detail, the following possible improve-
ments have been identified for future research activities.

• Exploit the 5 GHz Wi-Fi band for RSSI-based distance estimation purposes,
since the higher carrier frequency has different signal propagation ranges, typ-
ically smaller, thus providing a more granular measurement to aid the 2.4 GHz
log-distance path loss model.

• Exploit other Wi-Fi-related signal quality metrics, such as the CSI, which can
be used to estimate the AoA on Wi-Fi MIMO systems, increasing, however,
both the cost and complexity of the system architecture.

• Utilization of 5 GHz 80 or 160 MHz Wi-Fi FTM equipments, in order to reduce
the rr and achieve sub-meter level localization positioning error.
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• Adoption of an EKF instead of a KF, as well as other possible different filters,
with the aim to improve the filtering capabilities of the developed solution, thus
improving the final localization accuracy.

• Adoption of a different algorithm for the localization task instead of the multi-
lateration solution, such as, as an example, the Two-Step M-Estimator (TSME)
[181], which might offer better noise removal capabilities, thus allowing to
achieve a smaller positioning error with respect to the multi-lateration solution
adopted in the developed solution.

• Evaluation of sensor fusion-oriented approaches to exploit both RSSI and FTM
ranging solutions, aiming at developing LOS and NLOS channel estimation
models suitable to improve the outliers removal filter and, therefore, enhance
the range estimation, finally increasing the overall positioning accuracy.

5.3.8 Final Considerations

The developed and proposed real-time Wi-Fi-based system architecture discussed
in Subsection 5.3.5 has been implemented and evaluated on a real UAV aiming
at understanding which localization performance can be achieved with inexpensive
IEEE 802.11mc 2.4 GHz COTS hardware, as well as adopting traditional and well-
known filtering and ranging estimation techniques, discussed in Subsection 5.3.4 and
Section 5.3.5. The obtained accuracy in mobile conditions with the FTM-based solu-
tion and presented in Subsection 5.3.6 is already suitable for environments with weak
GNSS or GNSS-denied conditions, where the adoption of the UWB technology dis-
cussed in Section 5.2 might be too expensive (given the larger area) and non necessary
(since sub-30 cm might be needed only on specific missions involving small UAVs).

Although this solution has limited use cases as temporary GNSS-backup solution
to make aware the pilot where the UAV is flying with respect of the environment, the
proposed further improvements identified in Subsection 5.3.7 might further enhance
the performance of the developed system, thus opening new possible applications, all
keeping the complexity and, therefore, the cost of the infrastructure low, since FTM
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is being supported by most of the new released devices, even on the 5 GHz band,
which should provide significantly better localization capabilities.

Finally, the study of the literature, as well as the data collected and evaluated
during the design, implementation and experimental evaluation of the proposed Wi-
Fi-based localization system, have been crucial to better understand the current limits
and advantages of Wi-Fi for localization purposes, thus opening the exploitation of
hybrid positioning solutions for UAVs and, more in general, robotics platforms op-
erating in critical BVLOS environments, where, a backup and redundant solution
are needed to ensure the success of the autonomous missions. This lead to the novel
hybrid radio and LiDAR localization framework presented and discussed in Chap-
ter 6, which fuses together the advantages of Wi-Fi technology with LiDAR-based
positioning, providing a robust localization platform.



Chapter 6

Wi-Fi-LiDAR-based Localization

While Chapter 5 focuses on the use of different wireless protocols (namely, Wi-Fi
and UWB) and different radio techniques aiming at performing an estimation of the
distance between known anchors or APs (deployed in the environment) and the tar-
get node (mounted on the drone), so as being able to localize the UAV within the
surrounding environment, this chapter presents a novel hybrid localization approach,
aiming at developing a robust localization framework to be exploit on several robotics
platform, as well as UAVs, for indoor localization in harsh environments.

In detail, the framework focuses on the combination of the Wi-Fi fingerprinting
radio localization technique together with a SLAM algorithm processing the point
cloud generated by the on-board LiDAR, in the end aiming at compensating the lim-
itation of both technologies and developing a robust localization framework, able to
operate without the need to know the exact position of the APs, unlike the systems
proposed in Chapter 5.

6.1 Overview

Indoor localization has always been a crucial asset for a plethora of applications,
spacing from the user tracking within the rooms of a building to the localization of
several kind of robotics platforms, including compact-size UAVs, for applications in
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GNSS-denied environments, where the only feasible way to localize a device consists
in relying on different SLAM algorithms, mainly based on the use of LiDAR, inertial
odometry, or visual-based SLAM, as well as on alternative radio localization systems.
However, in the last decade, the use of the Wi-Fi has further spread, enriching the
overall availability and coverage of the wireless networks, therefore making more
feasible and easy to exploit such existing networks for different applications, like for
localization purposes.

While the traditional multi-lateration approaches are suitable for all those appli-
cation where the environment is well know, as well as the APs positions, there are
several applications in which the knowledge of the environment is pretty limited and
it is very complex (or almost impossible) to associate geo-spatial coordinates to the
APs installed in the environment itself. Therefore, the research community has been
investigating some alternative radio localization techniques, such as the Wi-Fi finger-
printing, where the observed wireless radio coverage of the environment (in terms of
RSSI and detected MAC addresses) is associated to the coordinates where the scan
has been performed, thus allowing to build a Wi-Fi heat map to be then used for
localization purposes.

The novel framework described in this doctoral thesis associates Wi-Fi scanning
data with the SLAM algorithm processing LiDAR and IMU data, thus allowing to:

• automatically build a Wi-Fi fingerprints heat map through a robotic platform
enabled by a LiDAR-based SLAM algorithm;

• use the built Wi-Fi fingerprints map to aid the SLAM solution in environments
characterized by repetitive patterns (e.g., a tunnel or a corridor);

• use the LiDAR SLAM to significantly improve the localization accuracy, over-
coming the several meters error introduced by traditional pure Wi-Fi fingerprinting-
based algorithms.

More in detail, this chapter focuses on the need to provide redundancy and en-
hance the reliability of localization systems, in detail by incorporating additional data
arriving from different sensors sources, like, as in this case, an on-board Wi-Fi scan-
ner, allowing to use as additional feature the data related to the RF domain, to be
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exploited for localization purposes, thus allowing the system to benefit from comple-
mentary information sources.

Given these remarks, in Section 6.2 the current limitations of both LiDAR and
Wi-Fi fingerprint are discussed, showing how the constraints of one technology caould
be compensated by the strength of the other technology. Section 6.3 details the pro-
posed framework architecture, discussing the framework’s components, while Sec-
tion 6.4 presents the test methodology and preliminary results of the novel proposed
localization framework in different environments. Finally, Section 6.5 discusses some
possible improvements to be applied to the framework, in order to further increase
the overall accuracy, while in Section 6.6 final remarks are drawn.

6.2 SLAM and Wi-Fi Fingerprinting Limitations

The ability of a robotic platform to operate within a global map is essential for suc-
cessful exploration and navigation missions. To this end, a global map provides robots
with valuable information for various tasks, such as path planning, coordination of
multiple robots, and localization of objects and survivors during Search and Res-
cue (SAR) missions. However, in these complex scenarios, localization algorithms
can face temporary failures, as an example due to the presence of dust particles or
drifting, that can cause these algorithms to temporarily lose accuracy and potentially
affecting the ability of the robots to effectively carry out their mission objectives.

While SLAM algorithms applied to the point cloud collected by a LiDAR can al-
ready achieve a good level of accuracy in many environments, they are still affected
by the loop-closure [182] issue and present poor performance in environments where
dust and repetitive patterns in the surrounding are present, such as, for example, in
a mining tunnel with walls made of rocks or in corridors with recurrent windows,
doors or other fixed elements. While LiDAR-based systems offer advantages in terms
of immunity to appearance changes and illumination with respect to traditional cam-
eras, these sensors can also face difficulties in accurately capturing certain types of
surfaces, such as transparent or reflective objects. Moreover, adverse weather condi-
tions (such as rain, fog, or dust [183]) can affect their performance. These problems
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can heavily affect autonomous mobile robotic missions, where the platform has to
localize itself in a global map previously built aiming to complete the assigned task,
since a failure of the localization estimation can lead to a failure in the mission, thus
requiring an external human intervention.

So as, since Wi-Fi networks are nowadays deployed in almost every working
environment (even in the most modern underground mine tunnels), a possible way
to significantly reduce the risk of localization-related issues in autonomous missions
might be further mitigated by enhancing LiDAR-based algorithms with the easy to
integrate Wi-Fi fingerprinting techniques, thus allowing to integrate the point cloud
maps with RF data as a fourth dimension. On the other hand, the usage of only Wi-
Fi for localization cannot provide a strong enough localization accuracy suitable for
robotics application, since most of the existing fingerprinting algorithms investigated
in Chapter 1 can achieve only a few meters of accuracy, while RSSI- and FTM-
based solutions, like the one developed and presented in Chapter 5, are limited to a
positioning error of several meters.

6.3 System Architecture

In order to solve the limitations detailed in Section 6.2, the proposed hybrid local-
ization framework, whose schematic representation is shown in Figure 6.1, can be
divided into four main components: (i) LiDAR-based place recognition; (ii) Wi-Fi
fingerprinting; (iii) best candidate selection; and (iv) ICP Point Cloud Registration.

With regard to the LiDAR-based place recognition, the framework approach is
similar to the one proposed in [78], since the transformation to the image space keeps
the computational effort low. More in detail, the preliminary step is to transform the
incoming LiDAR scans Pt in depth images It through a bi-dimensional spherical
projection. The images are then fed into the Descriptor Extraction module, that out-
puts the 2× 64 vectors q⃗ and w⃗. In particular, q⃗ is an orientation-invariant vector
encoding place-dependent information and primarily used for querying similar point
clouds, while w⃗ is an orientation-specific vector, responsible for regressing the yaw
discrepancy between two point clouds.
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Figure 6.1: Overview of the proposed framework four main components. (A) LiDAR-
based place recognition; (B) Wi-Fi fingerprinting; (C) best candidate selection; and
(D) Iterative Closest Point (ICP) Point Cloud Registration.

So as, when new LiDAR observations are fed into the system, they are processed
to extract the vector sets Q and W as follows:

Q = {⃗q ∈ R64, k ∈ N : q⃗1, q⃗2, . . . , q⃗k} (6.1)

W = {w⃗ ∈ R64, k ∈ N : w⃗1, w⃗2, . . . , w⃗k} . (6.2)

Then, a query to the global map is done to recognize the effective place candi-
date. This process can be described as a minimization problem where a k-d tree is
constructed with the vector set Q and is searched through with the current vector qt

to find the pair with the minimum distance in the q vectors space as

i = argmin
i∈N

f (Q,qt) . (6.3)

Moreover, according to the robotics and computer vision good practice, the frame-
work keeps the top-k candidates, denoted as Kl = {il,1, il,2, . . . , il,k}, corresponding
to the indexes of the most similar places.

The second component is the Wi-Fi fingerprinting system, whose integration de-
tails are discussed in Section 6.4. Hence, given the observations W and the current
Wi-Fi scan Wt , the goal is to find the pair with the strongest correlation. While a
Wi-Fi scan contains multiple attributes, only the MAC addresses of the scanned APs,
denoted as A = {a0,a1, . . . ,aN}, and their corresponding RSSI values, denoted as
S = {s0,s1, . . . ,sN} are currently used. Therefore, the Wi-Fi scan can be denoted as
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Figure 6.2: Example of correlation matrices Ci, j, where the empty cells correspond
to the case At,i ̸= Ak, j, while the colored cells correspond to the case At,i = Ak, j.

Wt = {At ,St}. The correlation between the observations W and the current scan Wt

is given by the matrix CN×N×K , where K is the total amount of observations in W .
An example of the correlation matrix is depicted in Figure 6.2.

The goal is to find the pair (Wk,Wt) with the highest correlation by summing up
each matrix Ck,i, j, yielding the vector H1×K , denoted as

Hk =
i, j=N

∑
i, j=0

Ck,i, j for k = 0,1, . . . ,K . (6.4)

In the case of the Wi-Fi fingerprinting, the top-k candidates are the ones with the
maximum correlation sum, so as

i = argmax
i∈N

H . (6.5)

Similarly to the LiDAR-based place recognition, the top-k candidates, denoted as
Kw = {iw,1, iw,2, . . . , iw,k}, are then kept.

At this point, the third component, namely the best candidate selection, kicks in,
performing a quick evaluation of each candidate in order to add extra resiliency in
the overall architecture. With regard to the LiDAR-based candidates, the presence of
noise in the range images It ,I is estimated according to the technique proposed
in [184]. In detail, in the case the noise variance σ2

n ≥ σ2
threshold , then the candidates

are considered a liability and are discarded. Instead, for the Wi-Fi-based candidates,
the correlation scores Ck,i, j are evaluated., so that if the current RSSI values St are
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considerably lower than the anchor values Sk, then the candidate should be disre-
garded due to low signal strength. As a final operating check, a switching mechanism
has been deployed: in the case that the current LiDAR scan is too noisy, the candidate
selection switches to Wi-Fi one only; vice-versa, if the Wi-Fi signal strength is too
low, the hybrid system switches to the LiDAR candidates only. After the initial can-
didate evaluation step, it is assumed that the candidates with the highest likelihood
K f are the ones that exist in both sets, as follows:

K f =


Kw σ2

n ≥ σ2
threshold

Kl ∩Kw otherwise

Kl St ≥ Sthreshold .

(6.6)

The final component of the proposed framework, namely the ICP, it is responsible
for aligning the gathered sets of point clouds to find their relative pose or transforma-
tion, a crucial step of SLAM algorithms. In detail, the Fast-GICP [185] point cloud
algorithm has been adopted.

6.4 System Integration and Experimental Evaluation

The experimental evaluation of the proposed system has been divided into two phases:
an offline phase and an online phase. In the offline phase, the environment is scanned
with the platform equipped with both on-boad LiDAR and Wi-Fi scanners, gathering
the point cloud of the environment together with the Wi-Fi data measurements. Then,
these data are associated with the odometry calculated by the robotic platform and, at
the end of this survey, the final map of the environment is built. Then, once the data
have been gathered, the Wi-Fi fingerprints database is generated, associating each
Wi-Fi scan with the position (x,y,z) in the built map. Instead, in the online phase, the
re-localization framework, running on board the robotic platform, uses the LiDAR
and Wi-Fi scanner as the input data to localize itself on the built map and to start
the new mission. The proposed solution has been developed aiming at minimizing
both weight and space required by the overall system, thus allowing the integration
on several possible robotics platforms, spacing from wheeled rovers, legged robots
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Map

Query point cloud

Figure 6.3: point cloud map generated during the experimental evaluation of the sys-
tem, and showcasing some mobile robots equipped with the proposed solution.

(e.g., Boston Dynamics Spot) and even compact UAVs (e.g., Holybro X500 V2), as
shown in Figure 6.3. In detail, the developed system architecture can be divided into
two main hardware components, the IEEE 802.11 2.4 GHz Wi-Fi scanner and the
3D LiDAR scanner responsible for the localization through a SLAM algorithm, both
detailed in the following.

6.4.1 2.4 GHz Wi-Fi Scanner and 3D LiDAR

In order to collect all the information regarding the Wi-Fi networks used to build the
fingerprints’ database, a suitable compact Wi-Fi scanner has been developed. Given
the need to minimize the device footprint, on the hardware side, as Wi-Fi scanner
compact-size development board based on the ESP32 SoC, which is able to provide
both IEEE 802.11 Wi-Fi and Bluetooth connectivity on the 2.4 GHz RF band, has
been used. Despite the Wi-Fi connectivity built-in on the reference robotics platforms,
the use of an external (additional) adapter has been beneficial (i) to have a detachable
solution deployable on different platforms, (ii) to avoid to impact the built-in Wi-
Fi connectivity, generally used to stream the gathered data through the Wi-Fi mesh
showcased in Chapter 3, and (iii) to minimize the measurement discrepancy intro-
duced by the use of different antennas and Wi-Fi modems, thus allowing to collect
cleaner and more reusable data for several experiments. The use of the ESP32 pro-
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grammable micro-controller allows to fine tune the Wi-Fi networks scanning process.
In fact, a complete scan of all the 2.4 GHz Wi-Fi channels—13 in Europe—requires
a relevant amount of time to complete. The Wi-Fi networks scanning process consist
in two types of scan: (i) active scan and (ii) passive scan.

The active scan is initiated by the Wi-Fi client device, which actively sends out
a probe request frame on all the available channels. When nearby APs receive these
frames, they respond with a probe response frame containing all the essential infor-
mation regarding the AP, including its SSID, supported security protocols, and signal
strength. Then, the active scanning is useful when a client wants to connect to a
specific network or actively search for a network. However, it consumes additional
power on the client device because it continuously transmits probe request frames
and processes probe responses.

On the other end, a passive scan is initiated by APs that continuously broad-
cast beacon management frames at regular intervals, typically every 100 ms. These
frames contain information about the network, including SSID, security settings, and
supported data rates. Then, Wi-Fi client devices passively listen for these beacon
management frames transmitted by nearby APs without sending any active requests,
thus increasing the efficiency of the process on their side. However, passive scanning
provides less control to clients when searching for specific networks. Clients can
only detect and connect to networks whose frames they receive. Additionally, up-
dates about available networks might not be as immediate because frames are usually
broadcast at fixed intervals.

In summary, active scanning is proactive and gives clients control over network
discovery, making it suitable when they need to connect to a specific network. Pas-
sive scanning is more energy-efficient and relies on APs continuously broadcasting
beacon management frames, making it suitable when clients can be patient in discov-
ering available networks. Most Wi-Fi devices use a combination of active and passive
scanning to balance energy efficiency and network discovery.

Using the default ESP32 parameters, a Wi-Fi scan of all the 2.4 GHz channels
requires approximately 2040 ms, achieving an update frequency of the Wi-Fi data
approximately equal to 0.5 Hz (on average). In order to reduce the Wi-Fi scan time
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and thus increase the update frequency, allowing to collect more data while moving
the various robotic platforms and also to make the offline phase less tedious and
faster, in the custom-made firmware developed for the ESP32 board, the Wi-Fi active
scan time for the channels 1-11 has been reduced from the initial 120 ms to 85 ms,
while the passive scan time for channels 12 and 13 has been reduced from 360 ms
to 255 ms, thus reducing the average complete scan time to approximately 1445 ms
and consequentially slightly increasing the update frequency of the Wi-Fi data to
approximately 0.69 Hz (on average). Moreover, to collect more data, the detection
of hidden SSID is enabled, allowing to detect both RSSIs and MAC addresses of
the hidden networks. All the gathered data (namely: SSID, MAC address, RSSI and
channel of each detected AP) from the Wi-Fi scanner are properly sent to the robotic
platform companion computer through the USB serial port and, then, published to
the custom ROS topic.

Regarding the LiDAR, two different options have been used in the two different
test environments. In the first experiment, the chosen LiDAR scanner is the Velo-
dyne Puck Hi-Res, running at 10 Hz frequency and featuring 16 channels with a 20◦

vertical Field Of View (FOV) and a 360◦ horizontal FOV. In the second experiment,
the Ouster OS1-32 LiDAR, running at 10 Hz frequency and featuring 32 channels
with a 45◦ vertical FOV and a 360◦ horizontal FOV has been used. Along with the
integrated IMU unit, they are used to run DLO [186], a SLAM algorithm responsible
for providing the odometry. For the 3D LiDAR-based place recognition, discussed in
Section 6.3, a model similar to OREOS [78] has been trained, but with a different
backbone model. In particular, instead of using a 3 layer Convolutional Neural Net-
work (CNN), a ResNet18 is adopted in order to get a deeper and more sophisticated
feature extraction, assuring a robust performance even with sparse LiDAR scans. The
model has been trained using data collected from multiple runs in the underground
corridors of Luleå University of Technology (LTU), Sweden, and a real-life under-
ground mine facility located in Luleå, Sweden.
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6.4.2 Experimental Evaluation

The experimental evaluations took place in two different environments with two dif-
ferent platforms. In the first scenario, the framework has been tested in the under-
ground corridors of LTU with a Boston Dynamics Spot robot equipped with the
aforementioned sensors, featuring an Intel NUC on-board computer with an Intel
Core i5-10210U and 8 GB of RAM. This urban environment offers long, self-similar
corridors with some parts containing glass, doors and various objects. Being part of
the university, the corridors are populated with fixed Wi-Fi APs as well as temporary
APs from various devices. During this experiment, the robot traversed approximately
500 m at a constant speed of 5 km/h.

The second experiment took place in a modern underground mining facility, be-
ing fully equipped with a Wi-Fi infrastructure composed of several APs. The same
sensors have been mounted on top of a vehicle, which then navigated through the
mine at various speeds (between 15 km/h and 20 km/h) for a total distance of approx-
imately 1 km. In both these experiments, the re-localization performance are tested
continuously as the robotic platform navigates the environment. The sampling speed
of the LiDAR and the Wi-Fi scanners is determined by the slowest one, which in both
cases is the Wi-Fi scanner. Therefore, the results presented below are from a contin-
uous evaluation for every sampling step defined by the rate of the Wi-Fi scanner.

The results are shown in Figure 6.5, Figure 6.6, Figure 6.7, and Figure 6.4, which
highlight the best candidates and the trajectory followed by the robotic platforms dur-
ing the experiments, respectively. Moreover, for the sake of clarity, the results of the
three experimental setups, namely the LTU data-set, the LTU data with added noise
and underground mine, are shown in Table 6.1, Table 6.2 and Table 6.3, respectively.
Moreover, the adopted metrics include (i) the recall score for the increasing number
of nearest place candidates retrieved from the map, and (ii) the mean and standard
deviation of the distance from the current pose to the one queried from the database.
The latter metrics heavily relies on the recall score and on the density of the sampling
space.

Focusing on the results with the first experiment at the urban indoor environ-
ment, shown in Figure 6.5 and Table 6.1, it can be observed how the LiDAR-based
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Figure 6.4: Trajectory for each experiment, based on the top-1 candidate (green points
represent the correct predictions, red points denote the incorrect ones).

method demonstrates a good performance in terms of recall percentage. On the other
hand, the mean distance of the predicted pose, compared to the ground truth within
the map, is significantly high, especially for the increasing number of top-k candi-
dates. On the contrary, for the Wi-Fi fingerprinting, the mean distance is maintained
low (around 3 m, increasing to approximately 5-10 m as expected for the less likely
candidates). Then, the proposed switching solution is able to combine the best per-
formance achieved by both approaches (namely, the good recall percentage of the
LiDAR-based method and the lower mean distance error of the Wi-Fi fingerprint-
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Table 6.1: LTU (w/o added noise) recall score, mean distance error and standard
deviation for the top-1 candidate, as seen on Figure 6.5.

RECALL (%) MEAN (m) STD (m)

LiDAR-based 88.7 6.8 16.2
Wi-Fi-based 79.8 4.2 13.1

LiDAR+Wi-Fi 96.9 3.3 9.5

ing), finally resulting in a 97% recall and a mean error equal to 3.3 m for the best
candidate selection. This performance gain is explained by the nature of the Wi-Fi
fingerprinting, being able to narrow down the search space, compared to LiDAR, that
is prune to perceptual aliases.

In tri-dimensional point clouds, descriptors are used to capture and represent the
unique features of each point. However, it is possible for two descriptors to be similar
despite if originating from different locations, in the case the underlying features of
the point cloud, such as shape or texture, exhibit similarities. This similarity can occur
because the descriptors are designed to extract and encode relevant information about
the point cloud, allowing them to capture similar patterns or characteristics regardless
of their spatial origin. The deterministic nature of the Wi-Fi fingerprinting overcomes
this issue by removing the outlier candidates, and the combination of both yields the
best result.

To further evaluate the performance of the framework, the performance of the
LiDAR are degraded by adding Gaussian Noise at 40% of the samples with σ2

n =
0.015. As shown in Figure 6.6, the performance drop is approximately 20% for the
recall percentage and the mean error distance from 7 m to 16 m. At the opposite, with
the combined method the decrease is only 6%, demonstrating the ability to decide
between the best candidates in the presence of disturbance.

The second experiment took place in a underground mining facility that contains
long featureless tunnels with multiple drifts. As shown in Figure 6.7, the results of the
switching solution further validate the performance of the framework. In detail, the
inclusion of the Wi-Fi can narrow down the search space, and the resulting common
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Figure 6.5: Experimental results in terms of place recognition for an increasing num-
ber N of nearest place candidates (top plot). A candidate is considered correct if it is
within a 3 m radius from the corresponding pose in the database. Bottom plot demon-
strate the mean distance of the predicted pose to the ground truth from the map, for
each candidate, with the addition of the min and max deviations.
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Figure 6.6: Experimental results in terms of place recognition for an increasing num-
ber N of nearest place candidates (top plot). A candidate is considered correct if it is
within a 3 m radius from the corresponding pose in the database. Bottom plot demon-
strate the mean distance of the predicted pose to the ground truth from the map, for
each candidate, with the addition of the min and max deviations.
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Table 6.2: LTU (with added noise) recall score, mean distance error and standard
deviation for the top-1 candidate, as seen on Figure 6.6.

RECALL (%) MEAN (m) STD (m)

LiDAR-based 68.6 16.4 24.9
Wi-Fi-based 79.8 4.2 13.1

LiDAR+Wi-Fi 91.4 3.8 10.2

Table 6.3: Underground mine recall score, mean distance error and standard deviation
for the top-1 candidate, as seen on Figure 6.7.

RECALL (%) MEAN (m) STD (m)

LiDAR-based 86.6 7.9 25.1
Wi-Fi-based 81.0 3.8 4.7

LiDAR+Wi-Fi 93.8 3.4 11.6

candidates yield a 93% recall score and a mean error distance approximately equal
to 3.4 m. The high recall score for the LiDAR-based method is due to the higher
resolution of the LiDAR scanner, which, in this case, was the OS1-32 and had a
number of channels double with regard to the VLP16. Finally, as shown Figure 6.4,
the red mismatched places are corrected, as long as at least one of the components
predicted it right.

6.5 Future Improvements

There might be several options to improve the accuracy of the proposed framework.
For example, in order to increase the amount of Wi-Fi data collected during the offline
phase of the fingerprinting process, multiple scanners based on the same development
board could be used, therefore improving both the update frequency of the RF data—
thus allowing to the robotic platform to move faster—and to detect more networks,
increasing the amount of features used then by the trained model. Moreover, over
the last decade, the Wi-Fi technology has evolved with the aim to improve both the
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Figure 6.7: Experimental results in terms of place recognition for an increasing num-
ber N of nearest place candidates (top plot). A candidate is considered correct if it is
within a 3 m radius from the corresponding pose in the database. Bottom plot demon-
strate the mean distance of the predicted pose to the ground truth from the map, for
each candidate, with the addition of the min and max deviations.
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coverage and throughput of the networks. In order to achieve the latter result, newer
Wi-Fi standards introduced the use of additional bands alongside the most common
2.4 GHz, with the aim to provide more bandwidth and thus significantly improve the
throughput of the network, allowing to achieve data rates of several Gbps. More in
detail, IEEE 802.11n, released in 2009 and known as Wi-Fi 4, introduced the use of
the 5 GHz band. However, only with IEEE 802.11ac, released in 2014 and known
as Wi-Fi 5, the 5 GHz band has become widely used. Furthermore, the last available
IEEE 802.11ax, known as Wi-Fi 6, released in 2019 and extended to the Wi-Fi 6E in
2020, has introduced the new 6 GHz band to the Wi-Fi networks, further pushing the
overall throughput capacity of such networks.

According to these advancements, in an enhanced version of the framework, a
new Wi-Fi scanner able to scan these new Wi-Fi bands, especially the 5 GHz band,
could be featured, thus allowing a more granular measurement of the RF spectrum,
further aiding the 2.4 GHz fingerprinting solution. Besides Wi-Fi networks, even the
new generation of cellular networks, like the 5G, are getting more and more diffuse,
with the deployment of several new ground BTSs of increasingly smaller size be-
coming popular for indoor private 5G networks deployed for industrial applications
in different kind of working environments. Given the different radio technologies
used by the cellular networks and their adoption increase, an enhanced version of
the proposed system could integrate the cellular network fingerprint to further en-
hance the accuracy of the system. Finally, more advanced ML techniques can be
adopted [187,188], allowing a better usage of the gathered data to further increase
the accuracy.

6.6 Final Considerations

The proposed hybrid localization framework combining LiDAR SLAM localiza-
tion together with Wi-Fi fingerprinting showed some promising results, allowing
to overcome some localization challenges of the current technologies. The prelim-
inary experimental evaluations, as shown in Section 6.4, are promising, highlighting
the framework’s potential for localization applications in environments where pure
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LiDAR solutions may encounter technological limitations. Thus, by exploiting the
strengths of both LiDAR SLAM and Wi-Fi fingerprinting, the framework consistently
achieves improved performance, especially in challenging environments, such as the
urban indoor and underground mining scenarios used to validate the effectiveness
of solution, where traditional methods fail or suffer several problems described in
Section 6.2. The proposed framework holds promise for practical implementation in
inspection and monitoring scenarios, empowering mobile robots with accurate global
localization capabilities.





Chapter 7

Conclusion

This doctoral thesis aims at supporting the development of UAVs-related applications
in multiple real scenarios and environments, improving and enabling novel communi-
cations and localization technologies, all adopting lightweight and affordable COTS
components combined together with the novel developed software architectures and
algorithms.

Two critical topics have been covered in this doctoral thesis: UAV-to-X connec-
tivity and GNSS-denied localization techniques.

Regarding the first topic, in order to allow different information flows involving
one or more UAVS, as well as other parties, like IoT nodes, Internet infrastructure,
humans and ground located devices, a MIG has been properly designed and devel-
oped in Chapter 2, taking into account the required scalability and features needed
to allow its applicability to different scenarios, spacing from traditional IoT appli-
cations, as well as more advanced and complex aerial IoT scenario, followed by
multi-link connectivity for UAVs’ related use cases. Moreover, the MIG has been
investigated also in terms of performance capabilities, with the derivation of a novel
Markov chain-based framework together with a Python-based simulator, presented
in Section 2.3, suitable to verify and simulate the performance of the MIG under
different workloads, thus allowing to predict the constraints of the proposed MIG in
different scenarios without the need to perform a real testbed deployment, therefore
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allowing to significantly speedup the development process of new use cases. More-
over, an extended version of the MIG, denoted as aerial MIG, has been developed to
be integrated on a UAV platform.

The developed aerial MIG has been also the starting point of two further research
activities related to UAVs’ connectivity. In detail, based on the protocols integrated in
the MIG, a hybrid opportunistic mesh networking based on a combination of LoRa,
LoRAWAN, and IEEE 802.11s networks layers, allowing to enable complex UAV’s
swarming scenario operating in different condition and with different requirements,
spacing from long-range, low throughput missions, as critical high throughput mis-
sions, operating in smaller areas. The defined hybrid mesh, detailed and discussed in
Chapter 3, has been illustrated, describing the protocols rules and possible network
topologies involving several components of a UAV swarm. Moreover, the experi-
mental performance of a field deployable fully WMN have been investigated in a
high throughput and low latency critical mission involving a UAV and a wheeled
rover exchanging real-time point cloud data gathered from the on-board data, show-
ing promising results for complex BVLOS missions, where a third-party network is
needed to guarantee a reliable communication link. However, despite the achieved
results, according to the use case and its related considerations, the need to rely on
a more structured third-party network infrastructure emerged, opening to the investi-
gation of how to integrate and use cellular connectivity on UAVs, which has been in
deep discussed in Chapter 4.

Regarding cellular connectivity, after performing preliminary in-flight evaluation
on the usage of 4G LTE network in the developed aerial MIG for UAV-to-X con-
nectivity purposes, this doctoral thesis first investigated the behaviour of 4G cellular
networks at different flight altitudes. Then, aiming at improving the cellular connec-
tivity’s reliability, the designed aerial MIG has been exploited as a starting point for
the architectural design and implementation of the novel SSAS solution, discussed
in Chapter 4. In detail, the system’s integration, design and evaluation has been dis-
cussed in this doctoral thesis, in order to validate the benefit of such solution applied
on a UAV to enable BVLOS missions where the reliability of the cellular communi-
cation link is crucial. The achieved results confirmed the overall functioning of the
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SSAS, as well as opening to new research extensions of the proposed SSAS system.
Instead, the second part of this doctoral thesis investigated the critical aspect of

real-time GNSS-denied localization techniques, mainly adopting radio-based solu-
tions as well as LiDAR-based SLAM approaches. In detail, Chapter 5 presented the
exceptional results related to the adoption of a COTS UWB-based localization system
applied to a real UAV, followed by the architectural design of a low cost Wi-Fi-based
solution suitable to provide an approximate position of the flying UAV within the en-
vironment. Despite the well-know limitations of Wi-Fi for localization purposes, the
results achieved by this thesis combined with the low cost nature of the used equip-
ment, confirmed the possibility to approximately localize in real-time the position of
a flying drone, thus allowing the pilot to be ware of the UAV’s position within a few
meters positioning error, as a backup solution to more accurate UWB- and GNSS-
based localization systems.

Moreover, in order to further push the GNSS-denied localization capabilities lim-
its for UAVs, Chapter 6 presented a novel developed hybrid localization framework
allowing to combine Wi-Fi fingerprinting together with LiDAR SLAM-based tech-
nology. The proposed framework managed to efficiently solve both the limitations of
Wi-Fi and LiDAR applied to localization, combining the strengths of both solutions
to compensate their relative weakness, managing to achieve relevant results in harsh
environment, where a redundant and backup solution is needed to perform critical
tasks.

Finally, behind the achieved results, this doctoral thesis also provided several
insights regarding possible further research directions for each topic, with the aim
additionally enrich and optimize the developed systems, thus allowing to exploit them
in real commercial products as well as future prototypes and protocols.
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