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"There is no doubt that it is around the family

and the home that all the greatest virtues

are created, strengthened, and maintained."

Winston Churchill





Abstract

The integration of Artificial Intelligence (AI) in healthcare is rapidly reshaping this

scenario, offering unparalleled opportunities to enhance patient care, improve the

process of medicine, and enable predictive analytics. Recent developments in AI,

mainly through Agent-Based Modeling and Simulation (ABMS) and Cyber-Physical

Systems (CPSs), provide innovative tools that can consider the complexity and scale

of modern challenges faced in healthcare. From diagnostics to treatment planning

and real-time monitoring to predictive modeling, AI-driven systems are helping to

bring much-needed personalization, efficiency, and data-informed decision-making

into medical settings. With the increase in healthcare data volume and complexity,

advanced AI methodologies like ABMS and CPS become instrumental in properly

managing and interpreting such information.

ABMS offers a unique capability in simulating complex, agent-driven environ-

ments where individual agents, patients, medical professionals, or healthcare resources

interact within a digital framework. This is useful in epidemic modeling to forecast

the spread of diseases and assess various intervention strategies. ABMS has proved

instrumental in providing health response intelligence by letting researchers test how

variations in social behaviors and policies might have an impact, most recently in the

COVID-19 pandemic.

On the other hand, CPSs use real-time data integration and AI algorithms to

develop systems that achieve dynamic monitoring and control in medical settings.

Moreover, CPSs can integrate Internet of Things (IoT) devices and Digital Twin (DT)

technology to realize a continuous data flow between the physical and digital environ-



ii

ments. Therefore, health professionals can safely and efficiently monitor patient data

and optimize processes during their activities. Digital Twins, which mimic physical

environments in real-time, further enable CPS applications to perform simulations

that can effectively enhance resource allocation and patient care in hospital settings.

However, implementing AI in healthcare also has some significant challenges.

Some of the problems with its effectiveness include the shortage of access to di-

verse and complete medical data, compatibility with legacy infrastructure, and biases

within AI algorithms. Similarly, data availability will be restricted because of privacy

issues and strict regulations. Next, integrating AI into healthcare facilities could be-

come rather complex due to outdated systems. If not validated with care, AI models

may even perpetuate already existing biases related to race, gender, or socioeconomic

status, which would impact patient outcomes. Those bottlenecks are what ABMS and

CPS can address with very strong strategies in the improvement of data-driven health-

care processes. They allow for simulations and real-time monitoring, making it easy

for healthcare professionals to make informed decisions that improve operational ef-

ficiency while ensuring better patient outcomes.

This research underscores AI’s pivotal role in building more efficient, intelligent

healthcare systems and addressing critical challenges along the way. The work care-

fully discusses the two methodologies, ABMS and CPS. First, it looks into ABMS

to analyze complex agent-driven interactions that could be simulated for better plan-

ning, resource management strategies, or even a response to complex health crises.

In addition, it talks about CPS and how real-time integration of data with digital

twin technology will lead to enhanced patient monitoring and operational control in

a clinical setting. These approaches provide a solid foundation to meet the challenges

regarding data accessibility and compatibility with legacy systems. In this dual anal-

ysis, the work can provide meaningful learning for how AI can be used effectively

and responsibly to bring more adaptability and equity into the healthcare landscape.
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Introduction

The rise of Artificial Intelligence (AI) is revolutionizing several industries, one of the

sectors that is gaining the most from this technology is healthcare. As the healthcare

system becomes more complex, so does the volume and variety of data generated,

requiring advanced tools to efficiently leverage this information. AI has been a part

of healthcare since the 1950s when the first attempts were made to improve diagnoses

using computer-aided programs [1, 2]. Medical AI applications have become popular

lately because of the way modern computers have become much more powerful and

the huge amount of digital data that’s out there for us to collect and use [3]. AI’s

ability to process huge amounts of data and recognize patterns has the potential to

revolutionize patient care by improving diagnostic precision and streamlining treat-

ment methods. AI can be integrated into numerous aspects of medicine, including di-

agnostics, clinical care, rehabilitation, surgery, and predictive analytics. A significant

contribution of AI in healthcare is in aiding clinical decision-making and diagnos-

ing diseases. By analyzing extensive datasets from various sources, AI can identify

illnesses and assist healthcare professionals in making informed clinical choices [4].

Moreover, AI-driven simulations allow healthcare providers to model complex med-

ical scenarios and predict outcomes in a controlled environment. These simulations

can be used for training, planning surgical procedures, and testing treatment plans,

finally enhancing the precision and safety of medical interventions. By incorporat-

ing AI in simulation, healthcare professionals can explore a wide range of potential

scenarios, improving their preparation and the overall quality of patient care.

The historical development of artificial intelligence in the health sector provides a
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foundation for modern research aimed at solving new and upcoming problems. While

early efforts focused mainly on diagnostic systems, advances in computational capa-

bility and data availability enabled the development of more sophisticated applica-

tions: predictive modeling, tailored therapeutics, and autonomous surgical systems.

These advances underline the potential of artificial intelligence in driving the devel-

opment of more responsive and adaptive healthcare systems. This contextual setting

calls for more specific research in artificial intelligence technologies to address unmet

healthcare needs.

This research builds upon many years of progress and discusses how AI is being

used in healthcare. It highlights new developments in using simulation technologies

and cyber-physical systems. This thesis explores how AI can be used in healthcare,

with a particular view toward CPS and ABMS as the main tools for solving some of

the biggest challenges in this field.

Main challenges

Despite its promise, AI implementation in healthcare has to face several challenges.

One of the main issues is the restricted access to comprehensive and various health-

care data. Privacy concerns, severe regulations, and the sensitive nature of medical

data often restrict the availability of high-quality datasets that are essential for train-

ing robust AI models. This limitation also affects the development of accurate pre-

dictive models and raises questions about the generalizability of these models across

different patient populations.

Meeting such challenges will require new data-sharing frameworks that balance

privacy utility and collaboration in building diverse, high-quality datasets. The inte-

gration of AI with existing legacy healthcare infrastructures represents another sig-

nificant challenge. Healthcare systems are often built on legacy platforms incompat-

ible with AI technologies, requiring important upgrades and adaptation to coordi-

nate everything. Moreover, AI systems should work effectively even across various

healthcare settings, from urban hospitals to rural clinics, without compromising per-

formance or accuracy.

Additionally, bias in AI algorithms is another major problem. AI models, if not
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carefully designed and validated, can make existing biases in healthcare even worse,

especially those related to race, gender, and socioeconomic status. This issue is criti-

cal because biased decision-making can seriously affect patient outcomes.

Finally, equipment installation and utilization in clinical environments create a

range of important electromagnetic and regulatory challenges. These include con-

trolling electromagnetic field interference that can render sensitive medical devices

inoperable, maintaining asepsis, and capturing high-quality real-world data essen-

tial to artificial intelligence development and implementation. The above challenges,

in addition to strict regulatory requirements, are essential to guarantee the safety,

reliability, and effectiveness of artificial intelligence technologies in clinical environ-

ments.

Overview of the Thesis

This thesis is structured around two key AI methodologies: CPS and ABMS. These

methodologies have the potential to address challenges in AI-driven healthcare.

• ABMS in Epidemic Simulation

This part delves into the use of ABMS as a powerful tool for epidemic sim-

ulation and healthcare scenario planning. ABMS supports a multi-agent sys-

tem where individual agents, such as patients, healthcare workers, and other

entities, interact in a simulated environment. This particular method enables

researchers to model complex healthcare scenarios, such as the spread of an

infectious disease, and predict the outcomes of various intervention strategies.

Moreover, ABMS is particularly valuable in situations where real-world data is

limited, incomplete, or difficult to obtain, such as during the early stages of an

epidemic or in under-researched areas of healthcare. With ABMS, researchers

can generate synthetic data that compensates for these gaps. By simulating var-

ious scenarios and generating data that mirrors potential real-world conditions,

ABMS provides crucial insights for resource allocation, emergency response

planning, and the optimization of healthcare processes, especially during un-

predictable and dynamic events like epidemics.
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• CPS in Healthcare

As referred to in this thesis, the CPS involves integrating devices and AI algo-

rithms to form a unified system capable of collecting, processing, and analyz-

ing data in real time. This facilitates monitoring and managing patient health

in dynamic environments such as hospitals and surgical theaters.

For instance, sensors can be strategically placed within the CPS framework

to continuously gather patient data, including vital signs, surgical progress,

and other critical health metrics. AI algorithms process and analyze this data,

identifying patterns, predicting outcomes, and generating actionable insights

for healthcare providers.

A key aspect of CPS is its ability to create digital replicas, or digital twins

(DT), of physical environments. These virtual models reflect real-time condi-

tions in healthcare settings, allowing for precise, data-driven decision-making,

improved surgical outcomes, and enhanced patient safety. CPS represents a

versatile approach to advancing healthcare by integrating AI technologies.

In my thesis work, I aim to advance the understanding of AI’s potential in health-

care by providing a detailed analysis of how the CPS and ABMS can be used to

address key challenges in this particular field. By exploring these methodologies, I

offer new insights into the practical applications of AI for developing more effective,

efficient healthcare systems. My research aims to contribute to developing more in-

telligent, data-driven healthcare environments that can better aid patient populations

and improve overall health outcomes.

To summarize, the specific objectives of this study are to:

• Discuss the application of CPS in real-time health monitoring and decision-

making.

• Analyze how ABMS can enhance epidemic modeling and resource allocation.

• Propose strategies for overcoming challenges in integrating AI technologies in

a real scenario with physical constraints and heterogeneous existing devices.
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State of the art

Integrating AI in the healthcare context can revolutionize medical practices, from

diagnosis to treatment planning. However, this integration is full of challenges, such

as privacy concerns, integration with legacy infrastructure, and the need to generalize

across different batches of population. In this section I will report on the current state

of AI in healthcare, focusing on two critical methodologies that are the subjects of

this thesis: ABMS and CPSs.

ABMS has come up to be a powerful tool in healthcare, enabling the detailed

modeling of complex systems by simulating the interactions between individuals rep-

resented as agents, such as people, patients, or healthcare providers. ABMS allows

the simulation of large-scale, high-resolution scenarios, unlike the traditional model-

ing techniques, capturing the complex behaviors and their impact on the simulated

environment. Additionally, ABMS can generate synthetic data mimicking real-world

complexities, useful for training AI models when real data is insufficient or sensitive.

It simulates diverse scenarios to produce datasets reflecting various patient behav-

iors and treatment responses. This ability helps in developing robust, widely appli-

cable AI-driven predictive models, allowing testing and validation across simulated

conditions. This approach has become increasingly relevant in scenarios requiring a

granular understanding of interactions within healthcare systems.

On the other hand, CPSs in healthcare are gaining attention as they integrate phys-
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ical systems with digital technologies, enabling real-time monitoring, simulation, and

decision-making. These approaches leverage AI in combination with digital tools to

create systems that can link the physical to the digital world. For instance, the de-

velopment of DTs within cyber-physical systems has opened new ways to optimize

healthcare scenarios, improving patient outcomes and enhancing medical accuracy.

The integration of Machine learning (ML) and predictive analytics into these frame-

works remains poorly explored, presenting challenges and opportunities for future

research.

In this section, I will explore these methodologies and the challenges they pro-

vide, providing a foundation for the research and the innovation presented in this

thesis.

1.1 Epidemic Simulation

Epidemic simulation plays a pivotal role in understanding and managing the spread

of an infectious disease. The COVID-19 pandemic highlighted how much the global

community is vulnerable and the critical need for advanced modeling techniques to

predict and adopt strategies to control the outbreaks.

Traditional methods of epidemic modeling provided optimal valuable insights

into simulating the dynamics and the potential of strategies in disease simulations.

However, modern pandemics require more complex and detailed approaches that can

account for different variables and individual behaviors. Such needs make AI in-

creasingly important, offering new possibilities for enhancing epidemic simulations’

accuracy and effectiveness.

AI-driven tools allow for integrating huge amounts of data, improving the simula-

tion’s granularity and increasing the predictions’ accuracy. AI is particularly useful in

scenarios when real-time decision-making is required, such as allocating resources or

implementing measures to mitigate the disease spread. Using such tools in epidemic

simulation can help researchers understand the current spread pattern and prepare us

for new outbreaks, refining the ability to anticipate and respond in the right way to

any emerging threats.
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This section will explore the state of the art in epidemic simulation, focusing on

two key methodologies: System Dynamics (SD) and ABMS.

1.2 System Dynamics

SD is a powerful approach to understanding and managing complex systems. It was

originally developed in the mid-1950s by Professor Jay W. Forrester to help corporate

managers improve their understanding of industrial processes [5]. It is widely used

to analyze a range of systems, such as business, ecology, and medicine. Particularly,

when applied to epidemics, SD offers a way to model and simulate a disease spread

within a population.

SD results from creating models of systems. These models set limits on how

operations can be optimized to ensure fairness. When dealing with a specific problem,

the system’s dynamics must be based on the underlying physics. This can often be

shown using differential equations:

ẋ = f (x,u) (1.1)

where f (x,u) represents the SD in terms of a state variable x and the manipulated

variable u. Other dynamical processes are the simple modelling of an integrator of

the following discrete form:

x(k+1) = x(k)+u(k) (1.2)

In many real-world scenarios, the components of a system are not isolated but

are interconnected, forming complex networks. These networks can represent vari-

ous relationships, such as communication links in a social network, interactions be-

tween species in an ecosystem, or even the connections between different depart-

ments within an organization.

When applying SD to such networks, the focus shifts from analyzing individual

elements to understanding how the structure and interconnections within the network

influence the overall system behavior. Each node in the network can represent a sys-

tem state, while the edges denote the interactions or flows between these states. The
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dynamics of the entire network can then be captured by a set of coupled differential

equations, where the state of each node is influenced not only by its own dynamics

but also by the states of its neighboring nodes.

For instance, in the context of disease spread, each node could represent an in-

dividual or a group of individuals, and the edges could represent the potential path-

ways for disease transmission. The dynamics of the disease spread across the network

could be modeled as:

ẋi = f (xi,ui)+ ∑
j∈N(i)

g(x j,u j) (1.3)

Here, ẋi represents the rate of change of the state at node i, which depends on the

internal dynamics f (xi,ui) and the influence of neighboring nodes N(i) through the

interaction term ∑ j∈N(i) g(x j,u j). This approach allows for the study of how localized

changes can propagate through the network, leading to emergent behavior that cannot

be easily predicted by examining individual components in isolation.

Therefore, SD on a network provides a powerful framework for analyzing how

complex systems evolve over time, considering both the internal processes of indi-

vidual elements and their interactions within a broader interconnected structure. This

perspective is crucial in fields like epidemiology, where the spread of disease is heav-

ily influenced by the network of contacts within a population, or in organizational

management, where the flow of information and resources between departments can

determine the success or failure of strategic initiatives.

1.2.1 SEIR Model

When system dynamics are integrated into epidemic modeling, the resulting main

models include the SEIR model. It describes how individuals flow in the course of an

infection by parameters of transmission, incubation, and recovery rates. This model

should be useful as it can handle the simulation of disease spread and the evaluation

of intervention strategies over time. The SEIR model was developed in the early

20th century, with the most notable work by Kermack and McKendrick [6]. In SD,

the use of compartmental models allows us to break down complex systems into
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manageable, interconnected parts. This provides the opportunity for a more detailed

analysis concerning the flows and transitions between various states of the system

and offers deeper insights into how the various drivers influence behavior as a whole.

Moreover one of the most successful implementations of compartment modeling is in

infectious diseases studies where the population is divided into different health states.

The SEIR model is an extension of the basic SIR (Susceptible-Infected-Recovered)

model, which includes an additional compartment for "Exposed" individuals who

have been infected but are not yet infectious. The SEIR model is a common approach

in epidemiology to simulate the spread of infectious diseases. The system consists of

four compartments:

• S (Susceptible): Individuals who are healthy but have not yet contracted the

disease.

• E (Exposed): Individuals who have been infected with the pathogen but are

not yet infectious. These individuals are in the incubation phase of the disease.

• I (Infectious): Individuals who have contracted the disease and can transmit it

to susceptible individuals.

• R (Recovered): Individuals who have recovered from the disease are assumed

to be immune, meaning they cannot be re-infected.

Figure 1.1 shows the flow chart of the SEIR model.

S E I R

Figure 1.1: Flow diagram of SEIR model

In the SEIR model, individuals move from one compartment to another based

on the progression of the disease. The transitions between these compartments are
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governed by several parameters:

• β : The transmission rate, which defines how frequently a susceptible individual

comes into contact with an infectious individual and becomes exposed.

• σ : The rate at which exposed individuals become infectious. The inverse of

this rate, 1
σ , is the average incubation period.

• γ: The recovery rate of infectious individuals, which defines the average dura-

tion of the infectious period. The inverse of this rate, 1
γ , gives the mean time

that an individual remains infectious.

• Susceptible (S): The initial phase where individuals have no immunity and are

susceptible to contracting the disease. Individuals in this compartment become

exposed (E) when they come into contact with infectious individuals (I) at a

rate proportional to β . The number of new exposures per unit time is βSI.

• Exposed (E): Individuals move from the exposed phase to the infectious phase

at a rate σ . The rate σ corresponds to the inverse of the average incubation

period. Therefore, the number of individuals leaving the exposed compartment

per unit time is σE.

• Infectious (I): Once an individual becomes infectious, they stay in this com-

partment for an average time of 1
γ . During this time, they can transmit the

disease to susceptible individuals. The rate at which they recover and move to

the recovered compartment is given by γI.

• Recovered (R): Individuals in the recovered compartment are assumed to have

immunity to the disease, so they no longer participate in the dynamics of the

disease spread.

The transitions between these compartments can be modeled by a system of ordi-

nary differential equations (ODEs). Let S(t), E(t), I(t), and R(t) represent the number

of individuals in each compartment at time t. The equations are:
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dS

dt
=−βSI

dE

dt
= βSI−σE

dI

dt
= σE− γI

dR

dt
= γI

(1.4)

In addition to the standard SIR model, this variation assumes that the total popu-

lation is conserved, i.e., S+E + I +R = 1. As a result, the last differential equation

becomes redundant. The initial conditions for the system are S(0) > 0, I(0) ≥ 0,

E(0) ≥ 0, and R(0) = 0. For the infection to spread, the sum E(0)+ I(0) must be

positive.

The main outcome of this model variation is that including a latent period can

slow down the system’s dynamics, without significantly reducing the overall spread

of the disease. However, in the SEIR model, the growth rate after the pathogen’s

introduction is slower, as the infection must pass through the exposed class (E) before

individuals become infectious.

Demographic factors become relevant if the focus is on the long-term persistence

and dynamics of an infectious disease or on the spread of a scientific idea. A key fac-

tor in these scenarios is the influx of new susceptible individuals into the population,

such as through births of individuals who have not been exposed to the disease.

In epidemiology, one common way to account for demographics in the SEIR

model is to introduce a natural host lifespan, typically denoted as 1
µ years. Here,

µ represents the natural mortality rate, independent of the disease and unrelated to

the pathogen’s virulence. It is also usually assumed that µ represents the birth rate,

keeping the total population size constant over time. This gives us the relation:

dS

dt
+

dI

dt
+

dR

dt
= 0 (1.5)

which ensures population stability.
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• Susceptible Compartment (S):

dS

dt
= µ(1−S)−βSI (1.6)

This equation now includes a birth term, µ(1− S), which represents the in-

flux of new susceptible individuals into the population, countering the natural

mortality rate. The infection term βSI represents the rate at which suscepti-

ble individuals become exposed to the disease through contact with infectious

individuals. As the susceptible population becomes infected, its size decreases.

• Exposed Compartment (E):

dE

dt
= βSI−σE−µE (1.7)

This equation describes the rate of change in the exposed population, taking

into account both the transmission of the disease and the natural mortality. The

first term, βSI, represents the rate at which susceptible individuals become ex-

posed. The second term, σE, accounts for the rate at which exposed individuals

transition to the infectious stage. The new term −µE accounts for the natural

death rate in the exposed compartment.

• Infectious Compartment (I):

dI

dt
= σE− γI−µI (1.8)

This equation models the dynamics of the infectious population. The first term,

σE, represents the rate at which exposed individuals become infectious. The

second term, γI, accounts for the rate at which infectious individuals recover.

The new term −µI models the natural death rate among the infectious popula-

tion.

• Recovered Compartment (R):

dR

dt
= γI−µR (1.9)
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This equation describes the rate of change in the recovered population. The

term γI represents the rate at which infectious individuals recover and gain im-

munity. The new term−µR accounts for the natural death rate in the recovered

population.

Population conservation: In the modified SEIR model with demographics, the to-

tal population size remains constant over time, meaning that the sum of individuals

in all compartments stays at 1:

S(t)+E(t)+ I(t)+R(t) = 1

This is ensured by balancing the birth and death rates through the inclusion of µ

in each equation.

Basic Reproduction Number (R0): The basic reproduction number, R0, remains a

crucial metric for determining whether an infection will spread or die out. It is defined

by:

R0 =
β

γ +µ

This version of R0 reflects both the recovery rate γ and the natural death rate µ ,

as both factors influence the duration of infectiousness.

Initial conditions: As before, the initial conditions specify the starting sizes of

each compartment. Typically, at the start of an epidemic, the population consists

mostly of susceptible individuals, with a small number in the exposed or infectious

compartments. The recovered compartment is often empty at the outset. This can be

expressed mathematically as:

S(0) = S0, E(0) = E0, I(0) = I0, R(0) = 0

By introducing the natural mortality and birth rates via µ , the SEIR model is

better suited to studying the long-term dynamics of disease spread, particularly in
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populations where births and deaths play a significant role. This model variant allows

us to investigate how demographic factors affect the persistence of infection over

extended periods and provides a more realistic framework for evaluating public health

strategies in the context of both short-term outbreaks and long-term endemic diseases.

1.3 Agent-Based Modeling and Simulation

ABMS is a computational approach used to simulate complex phenomena to under-

stand their behavior and underlying mechanisms [7]. This approach leverages multi-

agent systems and simulation models [8]. In ABMS, simulations are built using a

bottom-up, generative process that incorporates three key elements:

• Agents: which can have several behaviors.

• Environment: in which agents operate according to their internal state.

• Mechanism: that manages the interactions between agents, facilitating both di-

rect and indirect information exchange [9].

The generative property of ABMS makes it especially useful for studying phenomena

that are complex and difficult to set up with traditional simulation methods because

it allows for analysis of both the whole system and its individual components [10].

ABMS is applied across numerous research and application domains, and the

models can be different according to their inner characteristics that depend on the

complexity of the phenomena being simulated. Common ABMS models used for

complex systems include cellular automata [11], flocking systems [12], and geo-

graphical information systems [13]. One reason for the widespread adoption of ABMS

is the availability of software platforms that simplify model development, simulation

execution, and result analysis. Well-known platforms include ASCAPE [14], MA-

SON [15], Repast [16], AnyLogic [17], and NetLogo [18]. However, these platforms

often lack the tools needed to create fully intelligent agents, which may require inte-

gration with AI languages like Prolog or ML libraries. For instance, Chumachenko et

al. [19] demonstrated a method for integrating declarative languages, showing how

this can improve decision-making inference efficiency in simulation environments.
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One reason that has facilitated the growth of ABMS applications is the develop-

ment of software platforms to run and handle large-scale and complex scenarios. This

has been further supported by rapid progress in technologies such as computer clus-

tering and GPUs. Nevertheless, it remains challenging to develop large-scale ABMS

applications involving many agents [20]. One problem is that agent actions drive sim-

ulations, and since there is a need for continuous interaction with other agents, the

computational cost increases manifold. This poses problems in simulations exploit-

ing computer clusters where efficiency is achieved based on processors performing

computation tasks rather than communicating. Additionally, establishing result con-

sistency through the maintenance of agent execution order needs synchronization

protocols, which further slows down execution [21]. Finally, designing agents can be

complex if heterogeneous agents need to be developed or if agents are to be config-

ured with different or random data.

1.3.1 Applications

When ABMS is applied to social processes, the agents represent individual people

or groups of people. All other agents in this case simulate the social interactions or

relationships that any single given agent might have. The fundamental assumption

lying behind such modeling is that it is possible to model people and their social

interactions at a reasonable level of abstraction.

Thomas Schelling was the first to develop an agent-based social model. In that

model, agents were interpreted as persons, and the interactions between agents ex-

pressed relevant social processes. Schelling did apply the notions of cellular automata

to study models of residential segregation. The studies showed that ghettos could

spontaneously form. More generally, Schelling showed how patterns may emerge

that could not necessarily be implicit or even consistent with agents’ objectives. This

observation shifted the attention to the ABMS field. Agent-based modeling made it

possible to simulate artificial societies, as was accomplished by Epstein and Axtell in

1996 [22].

Agent-based modeling can be used in multiple fields, as summarized in Table 1.1.
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Industries and Businesses

• Manufacturing

• Markets

• Assembly Lines

• Insurance

Economics

• Artificial Financial Markets

• Trade Networks

Infrastructures

• Electricity Markets

• Hydrogen Economy

• Transportation

Population

• Mass Movements

• Evacuation Models

Culture and Society

• Ancient Civilizations

• Civil Disobedience

Terrorism

• Social Determinants

• Organizational Networks

Military

• Command & Control

Biology

• Ecology

• Animal Group Behavior

• Cellular Behavior

• Sub-molecular Models

Table 1.1: Applications that can be modeled using an agent-based system.

1.3.2 Building an ABMS System

The elaboration of an ABM does not differ in its very foundations from that of any

other model or simulation. First, it identifies for what purpose the model will be

used and what question the model should answer. Then, the system to be analyzed

should be examined step by step: components are identified, interaction among them,

relevant data, and so forth. Such steps are also used when developing an agent-based

model.

An agent-based model has some necessities for being implemented correctly:

• Identify the agents and program their behavior;

• Identify relationships between agents and construct a theoretical model;

• Choose which ABMS platform to use and which modeling strategy to adopt;

• Obtain the data necessary to initialize the agents;
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• Validate the models of agent behavior;

• Run the model and analyze the output from both a micro-simulation and macro-

simulation perspective.

As mentioned earlier, agent identification, programming of their behavior, and

representation interactively within realistic accuracy are a recipe for developing a

functional agent-based model.

After the agents’ definition, one needs to define what their main behaviors are.

Once these are designed, either knowledge engineering or participatory simulation

can be chosen to implement a hypothetic or existing system. Knowledge engineering

is defined as a group of techniques for eliciting and structuring knowledge, given

some reporting errors and situational biases. Information about agent behaviors is

gathered using structured interviews.

ABMS participatory simulation integrates the agent-based modeling paradigm

with ideas borrowed from organization theory to construct goal-driven simulations in

which participants play specific roles. Similar to a game, but much more organized

and structured, participatory simulations are extremely useful for setting up an agent-

based model correctly. With proper structure, instruction, and discipline, participants

in a participatory ABMS can show much information about agent behaviors. Partic-

ipatory simulation may be employed for developing and validating agent behaviour

models, demonstrating concepts to stakeholders, and the testing of ideas in specially

created scenarios.

1.3.3 Agent Based Modeling and Simulation for Epidemic Scenarios

Several different ABMS methodologies have been developed to handle and simu-

late complex real scenarios about epidemic outbreaks, especially those concerning

COVID-19 [23]. According to Dyke Parunak et al. [24], such scenarios can be rep-

resented either by agent-based models (ABMS) or equation-based models (EBM).

They further argue that:

1. ABMS is particularly well-suited for systems marked by strong localization,

distribution, and discreteness in decision-making.
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2. EBM is better applied to centrally modeled systems whose dynamics are dom-

inated by physical processes rather than information processing.

Moreover, they conclude that "ABMS might fare even better than EBM if equivalent

facilities for building and analyzing SD models are made available.". Rahmandad

and Sterman [25] demonstrated stochastic ABMS may outperform differential equa-

tion models when there are several unknown parameters and capturing heterogeneity

across people and their networks of reciprocatory interactions is important. Ajelli

et al. [26] compared ABMS with meta-population approaches in modeling the epi-

demic in Italy; they concluded that the balance between the two depends upon data

availability, supporting the use of hybrid models.

Silva et al. [27] created an individual entity-based simulation to study different

COVID-19-related scenarios where the individuals are modeled as mobile particles.

Infection happens when two particles come into a predefined contact radius. Social

distancing has been modeled by changing the contact radius or adding a momen-

tum term. Hinch et al. [28] developed a model based on household, workplace, and

casual contact networks that enabled the researchers and policy-makers to evaluate

the impact of lockdown, testing policies, quarantine, and digital/manual contact trac-

ing. The model was validated in the case of an urban area with 1 million inhabitants

whose age structure and contact patterns were similar to those of the UK popula-

tion. In addition, many researchers have supported the use of contact networks (e.g.,

[29, 30, 31]). Truszkowska et al. [32] presented a high-resolution approach that in-

corporated individual-level behavior based on real COVID-19 data for New Rochelle,

NY, a town of thousands of residents. This model extended the capabilities of classi-

cal simulations based on employees, healthcare facilities, schools, and elderly living

facilities, among others, and assessed different testing, treatment, and symptomatic

infection policies similar to those of COVID-19. Finally, Chumachenko et al. [33]

developed an ABMS, which classifies people into four categories, susceptible, ex-

posed, infected, and recovered, based on their status in the current epidemic. These

categories enable simulations of epidemic spreading before vaccination is started.

People interact with each other and with their environment, where possible dissem-

ination of the illness and transitions between states takes place based on the proba-
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bilistic coefficients tuned by the official COVID-19 incidence statistics derived from

the Ukraine Health Center. Model simulations demonstrated that self-isolation of pa-

tients and contact tracing are the most effective measures to reduce the spread of

the epidemic while isolating the whole population is unnecessary isolating 80% of

actively infected individuals suffices.

1.3.4 Actor Based Modeling and Simulation

ABMS involves various methods to model simulations that involve independent en-

tities interacting with each other and the environment. Within this broader ABMS

framework, Actor Based Modeling and Simulation provide a special kind of interac-

tion handling within a wider ABMS framework by casting a spotlight on the entities

or "actors" asynchronous communication interactions.

Actors are autonomous computational units that can interact with other actors

by sending and receiving asynchronous messages. Once all responses have been re-

ceived, they can, in parallel, send more messages, create new actors, and alter their

behavior to prepare for the next messages they will receive [34]. Also, actors are suit-

ably endowed with the necessary properties to define and execute the computational

agents deployed in multi-agent systems and agent-based modeling simulations [35].

Indeed, actors and computational agents share some properties: i) they are respon-

sive to external events - that is, they exhibit reactivity, ii) they operate independently

and exercise control over their internal states - that is, they express autonomy and

iii) they communicate by exchanging asynchronous messages with each other, which

makes it possible for them to coordinate and cooperate - that is, they exhibit social

features [36]. As a result, the existence of different actor-oriented software frame-

works may support the development of computational agents in domains where those

agents act dynamically, change their behaviors, and should be coordinated or collab-

orated with through the process of direct interaction. Some other researchers have

also proposed some interesting solutions for large-scale ABMS applications. For ex-

ample, Jang and Agha [37] have proposed an actor-based software infrastructure that

ensures the actor’s adaptive architecture. This infrastructure supports the construc-

tion of large-scale agent-based simulations and exploits some distributed computing
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techniques to optimize the distribution of the agents of an application on a network of

computational nodes. Apart from this, the software infrastructure employs several op-

timization methodologies so that the amount of data to be transferred between nodes

is reduced, while it will support the distribution and searching of dynamic agents.

Scheutz et al. [38] developed a simulation framework called SWAGES that offers

the automated and dynamic distribution of simulations, hence reducing the duration a

simulation takes. In particular, SWAGES allows multiple programming languages to

be used for the specification of agent models and provides large datasets and analysis

methods that can support the automation of results processing. It also features a pow-

erful scheduler that has fault detection and recovery processes built in to make long

simulations more robust. In this regard, the authors of Cicirelli et al. [39], based on

the Repast software platform [40], proposed a simulation distribution by the actors’

implementation. Specifically, they designed a software framework that allowed each

application to be divided into separated subsystems, called theaters, gave each sub-

system the capability to host a set of actors, and was deployable on every node that

composed the application. Wittek and Rubio-Campillo [41] present the ABMS frame-

work called Pandora, which is designed for social scientists using HPC resources and

implemented in the C++ programming language.

In addition, Pandora provides an ABMS Python interface to the framework that

should make possible the development of ABMS to people with minimal program-

ming background. Pandora splits the simulated environment among multiple com-

puter nodes, each possessing a part of the environment and the agents within that

section. Furthermore, data and agents at the boundary between neighboring nodes are

copied and sent to the neighboring nodes at every time step of the execution of a sim-

ulation to keep track of consistency during the process. Pandora served as a platform

for investigating the trade-offs involved in substituting a conventional cluster with a

cloud-based solution. Given that the simulation framework necessitates a high-speed

interconnection, it is anticipated that this approach would yield suboptimal perfor-

mance; nonetheless, a cloud cluster is expected to mitigate losses and demonstrate

that even an economical cloud cluster can offer significant computational capabili-

ties for the simulations. However, the experimental results indicated that employing
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a cloud environment could yield a financially viable alternative. Collier and North

[42] developed an ABMS system called Repast HPC. This system is an extension of

the Repast framework, developed by North and Collier in 2006. It is designed in C++

and utilizes the Message Passing Interface MPI [43] for high-performance distributed

computing on an enormous scale. More specifically, Repast HPC offers a platform

where many processes run simultaneously, enabling the distribution of a considerable

number of agents over those processes. This is possible because each process has its

own scheduler responsible for the processing of local events, while all schedulers are

kept synchronized. In the end, Repast HPC allows the creation a shared context from

each process that can contain both local agents and remote agents replicated from

another process. This solution is bound to enhance simulation efficiency based on the

fact that interactions between the local and remote agents operating within the same

shared context do not require remote communication. Fan et al. [44] introduced an

automated HPC system, called DRAS (Deep Reinforcement Agent for Scheduling),

based on deep reinforcement learning methods. More specifically, DRAS uses a hi-

erarchical neural network that offers several key features related to HPC scheduling,

including resource reservation and backfilling. Each execution of the DRAS is guided

by a different scheduling objective, and during its execution, the system will automat-

ically learn an improved policy via interactions with the scheduling context while it

updates its policy due to changes in the workload. The results of its experiments seem

to outperform state-of-the-art heuristic and optimization techniques up to 45%. Con-

clusion: Santana et al., [45] proposed a multivalent simulator that allows complex

and large-scale smart city scenarios to be simulated, denoted as InterSCSimulator.

Moreover, the proposed simulation paradigm is based on the actor’s principle. Every

actor conveys a car or a bus that moves within the urban area from a starting point

to any other vertex of the city graph. Experimental results showed that the simulator

is scalable and easy to use. Moreover, this simulator allows the testing of simulation

results by building visualizations and dynamic simulations.
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1.3.5 ActoDeS

To efficiently implement an ABMS system using the actor paradigm, the Java frame-

work ActoDeS [46] provides essential tools and structure. ActoDeS is a software

environment based on actor architecture. ActoDeS allows the construction of large

systems capable of supporting the sharing of various threads among a multitude of

actors. An ActoDeS system relies on some set of actors that interact with each other

by performing tasks concurrently. The general structure of an actor follows the one

already described in the previous paragraph.

Figure 1.2: Architecture of a distributed application in ActoDeS

According to the application complexity and the provided communication re-

sources, one or more actor spaces can be used to handle the different actors present

in the system. An actorspace plays the role of a "container" for a set of actors and

offers the required services for their execution. An actorspace encompasses an ex-

ecutor and a service provider. The executor manages the concurrency of the actors’

execution and the actorspace. The service provider enables the actors in an applica-

tion to perform new actions. Figure 1.2 illustrates graphically the architecture of a

distributed application in ActoDeS.

ActoDeS has been implemented using the Java programming language. Java’s
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existing software libraries are used to support concurrency and distribution. In par-

ticular, ActoDeS allows the configuration of an application with different types of

actors and various runtime components to improve performance.

Actor An actor can be viewed as a light thread running an event loop. The event

loop will keep on processing incoming messages. After processing each message,

using the return value of its message handler the actor decides whether it wants to

continue with its existing behavior, switch to a new behavior, or stop its execution.

Figure 1.3: Architecture of an actor in ActoDeS

In ActoDeS it is possible to implement an actor as either passive or active. While

an active actor has his own thread, a passive one shares the same thread with all other

actors in the same execution space.

Reference A reference defines a component that acts as a proxy for a specific actor

with the task of supporting message sending. However, an actor must know the ref-

erence of another actor in order to correctly send a message. Specifically, a reference

can be obtained in two main ways:
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Class Name Description

ActiveActor
Implements active actors. All actions are performed, and then

the actor terminates its execution.

CycleActor
Implements passive actors. Provides a method that processes

messages received from other actors in the last scheduling cycle.

OldActor
Implements passive actors. Provides a method that processes

messages received from other actors before executing the aforementioned method.

OneActor
Implements passive actors. Provides a method that processes the

oldest messages present in its queue.

SavableActor

Implements passive actors. Provides a method that processes

messages received from other actors in the last scheduling cycle. Additionally,

provides a method that gives information about the actor’s inactivity cycles.

SharedActor

Implements passive actors. Uses a mailbox that takes messages

from the queue shared with all other actors in the actor space. Additionally,

provides a method that processes messages received in the last scheduling cycle.

Table 1.2: Types of Actors

• Creating a new actor (in fact, the return of the creation method is a reference).

• Receiving a message from another actor (each message contains the sender’s

reference or might contain references to other actors).

Additionally, an actor knows four references a priori, which are identifiers of

its actor space: the service provider, the executor, the local broadcast service, and

the global broadcast service. Usually, actors do not send or receive messages from

the executor, but its reference is useful because it allows interoperability between

multiple actor spaces.

A reference has an attribute, called the actor address, which allows it to distin-

guish itself from other references. An address consists of three main components:

• A unique identifier that distinguishes an actor from others within its own actor

space;

• A unique identifier indicating its membership in a specific actor space;
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• The IP address of the computing node.

Messages A message defines a set of fields intended to contain all the necessary

information. Furthermore, each message is unique. Messages coming from the same

sender have an identifying code, unique, while messages coming from different senders

have a different reference. The table below summarizes all the various fields that a

message can contain.

Field Name Description

Identifier Message identifier

Sender Reference of the sender

Receiver Reference of the recipient

Content Content of the message

Time Time of sending

Type Type of message

inReplyTo Identifier of the message being replied to

Table 1.3: Message Fields

Actor Space An actor space is responsible for supporting the execution of actions

by its actors. To this end, an actor space relies on three essential runtime components:

the controller, dispatcher, and registry, along with two special actors: the executor and

the service provider.

The controller configures the actor space and controls its activities until the ex-

ecution completes. It initializes other runtime components and special actors within

the actor space.

The dispatch handles the interaction with other actor spaces within this applica-

tion. This includes establishing connections for sending and receiving of messages,

caching remote addresses to outgoing connections, providing an incoming message

handler, and sending messages via outgoing connections.
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The connector works in concert with the dispatcher to keep actor spaces talking

to each other. In addition, the connectors act as brokers for all newly created actor

spaces; organizing and distributing information. Several predefined connector imple-

mentations are briefly described in Table 1.4.

Connector Name Description

ActiveMqConnector Supports communication between actor spaces using ActiveMQ JMS

JeroMqConnector Supports communication between actor spaces using ZeroMQ

MinaConnector Supports communication between actor spaces using the MINA socket library

RmiConnector Supports communication between actor spaces using Java RMI

Table 1.4: Connector Implementations

To develop a distributed application, actors within an actor space need informa-

tion about other actor spaces. A centralized object, the INFO object, provides relevant

data about the current actor space and the components or actors it interacts with. The

following table summarizes some of the key methods available for accessing this

information.

Method Name Description

getConfiguration() Retrieves configuration details for the actor space

getBroadcast(Reference c) Retrieves the broadcast reference for an actor space using an actor’s reference

getBroadcasts() Retrieves broadcast references for connected actor spaces

getBroker() Retrieves the reference for a service provider acting as a communication broker

getPopulation() Retrieves the number of actors currently running in the actor space

getProvider(Reference c) Retrieves the reference for a service provider in an actor space, using an actor’s reference

getProviders() Retrieves references for service providers in other actor spaces

getExecutor(Reference c) Retrieves the executor reference for an actor space, using an actor’s reference

getExecutors() Retrieves the references for executors in connected actor spaces

Table 1.5: Space Information Methods

The registry is the other core runtime element that allows creating actors, Mes-

sage Router management, and naming service. It builds references for new actors

helps in the delivery of messages from remote actors and allows the dispatcher to de-

termine the final destination reference. An actor can send a message to another only

if he knows his reference. A reference from a local actor allows the message to be
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delivered directly, while a reference from a remote actor will delegate the delivery to

the local and remote actor spaces’ dispatchers.

Figure 1.4: Message Delivery Process

Service Provider A service provider is a runtime actor that provides the possibility

to execute new kinds of actions and offers a set of services to the application’s actors.

The actors of an application request the execution of such services by sending a

message to the service provider. Furthermore, every actorspace of an application

can offer another set of services. Some predefined services available in actor spaces

are enumerated in Table 1.6.

Executor An executor is an actor responsible for defining how to execute and man-

age the operation of other actors in the actorspace. The executor is responsible for

creating the initial set of actors and setting up an appropriate actor space. The respon-

sibilities of an executor vary according to the implementation chosen and its actors,

especially concerning thread handling. Actors can have a thread of their own either

exclusively ("active actors") or shared among all actors in the actorspace ("passive

actors").

The schedulers for active actors hand much of the work off to the Java runtime

environment, while for passive actors it performs the complete processing of their
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Service Name Description Mandatory

Broadcaster Transmits messages Yes

Creator Creates new actors No

FileStorer Provides persistent storage based on files Yes

Grouper Manages group communication No

Logger
Records information about the execution of actors

and runtime components
Yes

Mobiler
Creates mobile actors that can move

from one actor space to another
No

Namer
Binds an actor to a name, which can be used

instead of the reference
No

Table 1.6: Services in an actor space

run. That is the initialization of the actors and iteration calling methods that process

messages from their mailbox.

The constructor of an executor takes as an argument either an instance of the

actor’s behavior in case the initial set consists of a single actor responsible for the

creations of the actors and the actor space, or an instance of a class that extends the

class Builder which creates the initial set of actors.

Scheduler Name Description

CycleScheduler
Operates in workspaces containing only instances

of actors of the CycleActor type

OldScheduler
Operates in workspaces containing only instances

of actors of the OldActor type

OneScheduler
Operates in workspaces containing only instances

of actors of a specific type

PersistentScheduler
Works with actors of the SavableActor type. Additionally, it asks a PersistentRegistry

to store actors that are idle and wake them when they receive a new message

PoolCoordinator
Handles execution for actors of the ActiveActor type

by utilizing a Java thread pool

SharedScheduler Operates in workspaces containing only actors of the SharedActor type

TemporaryScheduler
Handles actors of the SavableActor type and requests that a TemporaryRegistry

keeps idle actors in memory, waking them when they receive a message

ThreadCoordinator
Operates with actors of the ActiveActor type, creating

a Java thread for each created actor

Table 1.7: List of Schedulers
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1.4 Cyber-Physical Approaches with AI in Medicine

CPS [47] is a paradigm in which physical processes are tightly integrated with com-

putational elements, often interconnected through networks. In this context, CPS in-

tegrates hardware components like sensors, actuators, and medical equipment with

software that can monitor, analyze, and react to patient data in real-time. These sys-

tems enhance the physical by embedding digital intelligence into them, enabling the

automation of several tasks that used to be highly manual and very labor-intensive or

impossible for conventional medical equipment to reach.

1.4.1 Medical Cyber-Physical Systems

The advent of Medical Cyber-Physical Systems (MPCS) marks a paradigm shift in

how patient care is delivered, with CPS becoming the backbone for innovations such

as real-time monitoring, diagnostic automation, and predictive analytics [48].

MCPS are a specialized subset of CPS and play a crucial role in addressing some

of the most pressing challenges in modern healthcare. MCPS allows real-time inter-

actions between patients’ physical conditions and the cyber world of data analytics,

providing more precise medical interventions on time. For instance, medical devices

such as ventilators and infusion pumps are recently being integrated into MCPS

frameworks to further allow health professionals to remotely monitor and control

such devices with greater precision [49]. The primary advantage of such integration

is the capability for volume data collection, processing, and response in real time to

ensure safety and optimal clinical outcomes for patients.

Moreover, MCPS enables predictive and preventive healthcare due to continu-

ous monitoring. Such systems might find patterns in patients’ data that could precede

some health problems and thus enable early treatment. For instance, wearable med-

ical devices that are part of the MCPS can monitor vital signs and warn a patient

and doctor about a possible problem well in advance of complications arising [50].

This predictive possibility is particularly very valuable in the context of chronic dis-

ease management, in which the timely detection of complications may significantly

improve the patient’s outcomes.
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In surgical environments, MCPS has been instrumental in optimizing operat-

ing room (OR) processes. Real-time data collection from surgical instruments, pa-

tient monitoring devices, and hospital systems ensures that medical teams are bet-

ter equipped to manage the complexities of surgery. MCPS reduces human errors

resulting from human factors by providing continuous feedback and enabling surgi-

cal teams to make informed decisions in any critical moment [51]. MCPS has also

contributed to postoperative care, where patients can monitor their recovery through

devices that connect to physiological changes.

One of the most important aspects of MCPS is its ability to support personal-

ized medicine. By leveraging data analytics and ML algorithms, MCPS can analyze

patient-specific data to create personalized treatment plans [52]. These systems en-

able clinicians to individualize various physiological particularities, including genetic

information, life habits, and previous medical history, to make treatments maximally

adapted to individual needs. This reduces the risk of adverse treatment reactions, im-

proving overall healthcare efficiency.

1.4.2 Internet of Things in Medicine

The Internet of Things (IoT) is a core component of MCPS, enabling the real-time

collection and transmission of data from medical devices and sensors. IoT provides

a technological backbone to connect medical devices to hospitals, clinics, and home-

based patients for continuous health monitoring. It is an essence in the critical care

environment while various data are drawn from multiple sources and need analysis

for immediate decisions [53].

One of the most notable applications of IoT in healthcare is wearable devices,

such as smartwatches, fitness trackers, and specialized medical sensors. These de-

vices automatically collect physiological data about heart rate, blood pressure, glu-

cose levels, and other vital signs. Integrated use of such wearables in MCPS will

enable health care providers to deliver remote patient monitoring and timely inter-

ventions through real-time data access [51]. This provides for efficient management

of chronic diseases, such as diabetes and hypertension, where continuous monitoring

is quite important in preventing complications.
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Furthermore, IoT plays a crucial role in perioperative care, especially in the man-

agement of operating rooms (OR). IoT devices track the patients in the perioperative

setting so that medical teams are assured that a patient’s location, status, and require-

ments are known through the surgical process. Real-time data improves efficiency

in operations, reduces waiting times, and enhances the effectiveness of conducting

surgeries. IoT-based systems support tracking surgical instrument usage, monitor-

ing sterility levels, and performing inventory management for better utilization of

resources in ORs.

IoT also contributes to patient safety through real-time monitoring systems that

alert healthcare providers to potential issues. For instance, in hospital settings, IoT-

enabled devices can detect changes in patient vitals and trigger alarms for immedi-

ate intervention. In intensive care units (ICUs), where patients are critically ill, this

continuous monitoring ensures that any deterioration in patient condition is detected

early, allowing for rapid medical responses [53]. IoT enhances communication be-

tween devices, patients, and healthcare professionals, facilitating a seamless flow of

information that improves the accuracy and speed of medical interventions.

The integration of IoT in MCPS extends beyond the hospitals to the level of pa-

tients’ homes, making health care more proactive than ever. Remote patient monitor-

ing systems enable doctors to monitor the patient’s health conditions without neces-

sarily visiting a healthcare facility, thereby reducing hospital congestion and offering

individualized care. This is very important for aged patients or those who face prob-

lems in mobility, as such patients get quality healthcare from the comfort of their

homes [50]. This shift towards home-based healthcare has the potential to transform

how chronic conditions are managed and reduce healthcare costs on a large scale.

1.4.3 Digital Twin Technology in Healthcare

Digital Twin technology is emerging as a transformative innovation within MCPS.

A DT is a virtual model replicating physical entities, such as human organs or entire

medical systems, allowing real-time monitoring, simulation, and analysis. Integrating

it with IoT allows real-time data from connected sensors to be mirrored in the digital

model. This combination enhances monitoring, analysis, and control, enabling pre-
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dictive maintenance and optimized performance. By continuously syncing the phys-

ical and digital counterparts, it can be possible to simulate scenarios, detect issues

early, and make data-driven decisions. tDT can enable the healthcare professional to

do predictive diagnostics and treatment plan simulations before performing these on

real patients- a factor that dramatically reduces risks during complex medical proce-

dures. [54].

One of the best applications of DT technology is surgical planning and simu-

lations within healthcare. Building a virtual, real-time look-alike of a patient’s body

enables surgeons to simulate situations in advance, anticipating how the particular pa-

tient may react to various interventions. That is particularly important in complicated

surgeries, such as cardiovascular or neurological operations, where minute changes

may drastically affect the treatment outcome [55]. Simulated surgeries allow sur-

geons to discover possible complications, optimize techniques, and enhance patient

safety.

For instance, in the field of cardiology, DT models of the human heart have been

developed to simulate the behavior of the heart under different conditions. These

models allow cardiologists to understand how a patient’s heart might react to a spe-

cific treatment. Such predictive insights help tailor treatments to the patient’s unique

physiology, improving both the efficacy of interventions and overall patient outcomes

[56].

DTs also play a crucial role in rehabilitation and recovery. By continuously mon-

itoring patients and feeding real-time data into the digital model, healthcare providers

can track recovery progress and adjust rehabilitation programs dynamically. For in-

stance, after joint replacement surgery, DTs can simulate the biomechanics of the

new joint, helping physiotherapists design personalized recovery plans based on the

patient’s specific condition [57]. This leads to faster recovery times and improved

functionality for the patient.

Beyond this, however, DTs are used to monitor the efficiency of facilities for

individual patient treatment. For example, they simulate and manage the flow of pa-

tients, medical personnel, and hospital equipment to reduce congestion and enhance

the smoothness of all processes. Hospitals can model their operational activities in
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virtual versions, including allocating resources such as operating rooms and medical

staff and test multiple operational strategies virtually to determine the most efficient

ones. This level of operational optimization guarantees that healthcare institutions

can deliver quality care at better costs with efficient use of resources.

A particular application of this technology is in personalized medicine. By cre-

ating a digital replica of a patient, healthcare providers can better understand how

specific treatments will impact that individual rather than relying on general models

that assess treatment effectiveness. For example, in oncology, using DTs enables on-

cologists to simulate how different cancer treatments might affect a patient’s tumor,

taking into account its genetic characteristics and overall health. [58]. This accuracy

helps choose the most appropriate treatment with minimal side effects.

The future of DT technology in healthcare also interlinks with the fast-growing

field of AI and ML. Combining AI with DTs allows it to develop self-learning sys-

tems that can improve over time by learning from new data. This shall enable con-

tinuous refinement of medical procedures, personalized treatment plans, and hospital

operations toward increasingly precise predictions and better outcomes.

1.4.4 AI-Driven Cyber-Physical Systems (AI-CPS) in Medicine

CPSs, driven by AI, have become increasingly relevant in the medical domain. These

systems integrate computational and physical processes, often in real-time, enabling

innovations in health monitoring, diagnostics, and therapeutic interventions. In this

context, AI-driven CPS enhances capabilities such as robotic surgery, intelligent med-

ical devices, and personalized treatment plans.

CPSs in medicine that are AI-driven combine the ability of AI to process and

analyze vast amounts of data with the capabilities of CPSs to interface with physi-

cal surroundings, hence making necessary adjustments according to data analytics.

These can also operate independently or semi-autonomously, altering their behaviors

based on varying ambient conditions or patient-specific data. For example, medical

diagnostics employ AI algorithms that look for patterns in medical images or ge-

nomic data that would indicate the presence of a disease. Results are then fed back

into the CPS, which adjusts treatment strategies in real-time. Similarly, CPS guides
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robotic systems in surgery to perform precise, less invasive procedures guided by AI

models trained on huge datasets of prior surgeries [59].

The integration of AI in CPS also holds promise in developing smart prosthetics

and rehabilitation devices. For instance, AI can analyze the patient’s movement and

adjust the prosthetic’s behavior in real-time to improve the patient’s comfort and

functionality. Moreover, these systems can be designed to learn and adapt over time,

improving their performance as they gather more data [60].

Shortly, AI-driven CPS will have great potential in health care applications by of-

fering continuous health monitoring with wearable IoT devices that may be integrated

within CPS. Such devices, fitted with AI algorithms, monitor critical parameters such

as vital signs and detect anomalies by providing early warnings of potential health is-

sues. This model would enable proactive healthcare where interventions are based on

predictive analytics rather than reactive treatments [61].



Chapter 2

Proposed Methods for Epidemic

Modeling and Simulation

ABMS has become an essential tool for understanding complex systems, especially

while dealing with epidemic modeling. The essential elements of ABMS are indepen-

dent agents representing people or organizations interacting within an environment.

Since ABMS can capture the heterogeneous behaviors and social dynamics naturally

present in a natural population, it further provides insight into the pattern of the spread

of the disease and how to intervene to reduce its effects.

A critical question arises: what are effective strategies for using ABMS to pre-

vent medical issues during epidemics? My contributions are focused on developing

and enhancing the ActoDemic framework, enabling fine-grained epidemic modeling

for large-scale scenarios. This framework aims to enable complex simulations that

better reflect the complexity of human behavior and social interactions during an epi-

demic. The effectiveness of ActoDemic is underlined by an application presented: the

simulation of COVID-19 diffusion in Lombardy, Italy. This case study validates the

framework and shows its capacity to model diverse epidemic scenarios and evaluate

the effectiveness of public health interventions. Leveraging ActoDemic will enable

me to contribute to improved research in epidemic simulation and better-informed

public health decision-making.
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2.1 ActoDemic Framework

ActoDemic is a cutting-edge framework developed for enhancing the abilities of

ABMS in epidemic scenarios. With the increasing need for complex tools to ana-

lyze dynamics associated with disease spread, ActoDemic addresses some critical

challenges related to simulating large populations and capturing intricate interactions

driving epidemic behavior.

At its core, ActoDemic leverages a distributed architecture that enables the con-

current execution of millions of actors, each representing an individual with unique

characteristics and behaviors. This fine-grained approach allows for a detailed ex-

ploration of how individual actions and social dynamics influence the trajectory of

infectious diseases. By incorporating demographic data, social interaction patterns,

and public health policies, ActoDemic can simulate realistic epidemic scenarios, pro-

viding valuable insights for public health decision-making.

The framework’s modular design allows flexibility, allowing researchers to tailor

different components according to particular modeling needs. From the simulation

of vaccination campaigns and social distancing to the demographic variabilities in

disease transmission, ActoDemic allows for a strong base in researching manifold

epidemic dynamics.

By employing high-performance computing technologies, ActoDemic reaches

scalability in modeling large-scale epidemics, and it is an essential tool for researchers

and public health officials. Moreover, with its application, ActoDemic is a tool used

to reconstruct past outbreaks and part of active solutions to be better prepared against

future public health challenges.

The main reason the actor-based model has been chosen among other approaches

is its intrinsic ability to handle onboard, localized, asynchronous interaction of system

components. While equation-based models simplify the system’s heterogeneity, an

actor-based model makes each entity run independently and react dynamically to

external actions. This autonomy is an analogy to fundamental epidemic dynamics,

where individuals’ decisions and behaviors can influence disease transmission.

The scalability and flexibility of actor-based model implementations are remark-



2.1. ActoDemic Framework 37

able. By supporting distributed computing, they allow parallel computations and

large-scale simulations of millions of entities. This is important in epidemic scenar-

ios where maintaining the granularity of individual interactions will lead to less-more

accurate predictions predictions. These levels of detail tend to make other traditional

methods, such as system dynamics or metapopulation models, which might come out

unable to solve it, or at least one that requires so much simplification that all the

realism would be lost.

The actor model also allows modular developments, enabling new component ad-

ditions with every run without interfering with the whole framework. This flexibility

is highly relevant when exploring many epidemic scenarios, like shifting interven-

tion strategies or the effect of demographic changes. For these reasons, an optimal

trade-off between computational efficiency and the realization of adequate detail in

the simulation has been chosen as the actor model.

2.1.1 Properties

ActoDemic is built upon core principles designed to support scalable and flexible sim-

ulations, providing a foundation for modeling complex systems through customiz-

able and distributed actor-based architectures. Moreover, The ActoDemic framework

is built on top of the ActoDeS system, inheriting its core properties to handle large-

scale, distributed simulations efficiently. By leveraging the actor-based architecture of

ActoDeS, ActoDemic benefits from the autonomous, concurrent execution of agents,

allowing it to model complex epidemic scenarios with high scalability. The actor-

oriented nature of ActoDeS enables ActoDemic to manage interactions between agents

while efficiently maintaining low computational overhead. Additionally, ActoDemic

uses the dynamic communication and flexible agent distribution features of ActoDeS,

ensuring robust and adaptive simulation performance, even in computationally de-

manding environments. This foundation suits ActoDemic for detailed epidemic mod-

eling and real-time simulation tasks.

The base unit in this framework is represented by actors, which correspond to

the entities within the system being modeled and simulated, depending on the target

application. In case the simulation needs to be fine-grained, a large number of con-
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current actors is required. ActoDeS provides the infrastructure for such concurrent

agents to spread their computational load over a set of nodes. Since the implemen-

tation of ActoDeS is in Java, ActoDemic operates on multiple operating systems. At

the same time, quick development and prototyping are enabled by several features:

automatic serialization and a wide range of libraries in Java.

ActoDemic creates at least one actor space in each computation node used in a

simulation. One of the significant problems in designing ABMS systems for large-

scale systems is the issue of fitting the whole set of agents into one cluster node.

When modeling spreading phenomena, behavior must first be defined for entities,

their interactions, and the characteristics of the spread itself by the developer. Acto-

Demic offers a default actor to accommodate diverse spreading phenomena that can

be extended by adding new behaviors implemented by Java class definitions. Such a

default actor for modeling system entities will be referred to as a Base Spreader (BS).

For example, if ActoDemic is used to simulate the spread of a pathogen, every person

is represented and implemented as a BS. A BS has a set of default attributes that can

be refined to suit the particular model being built:

• Identification number: A unique identifier for each individual.

• Community or cluster membership: In spreading simulations, grouping enti-

ties into clusters and adjusting the interaction bias within and between clusters

is often necessary. Entities can be grouped based on geographic location or so-

cial communities. If clustering is unnecessary, all entities can belong to a single

partition.

• Interaction level: Different interaction rates can be defined among entities to

model more complex and detailed scenarios.

• Current phase: An indicator showing the entity’s stage in the contagion pro-

cess.

• Spreading reducer: A mechanism that mitigates the spread, such as a vaccine

or protective equipment.



2.1. ActoDemic Framework 39

2.1.2 A Modular Approach

ActoDemic highlights the modularity of the software for all aspects related to the

execution and management of the simulation. However, a modular structure will be

easier to adapt to whatever epidemic model might be proposed and more accessible

to set up.

Figure 2.1 shows the modular architecture. The modular architecture can be di-

vided into four modules:

• Agents initialization and distribution module (AID)

• Spreading Management (SM)

• Synchronization and Message Passing (SMP)

• Utility to generate reports and evaluate the simulation (RG)

� �
�

�

�

��

Figure 2.1: Framework modules

AID module

The AID module is responsible for the distribution of the simulation on several nodes

and will enable the scalability of large-scale simulations. It deals with the initializa-

tion of all the entities. ActoDeS, gives the possibility to create and manage actors

and to exchange messages between them. The very first action performed by the AID

module is the initialization of the needed actor-spaces. For every actor-space, AID
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assigns a separate thread, shared between agents belonging to the same space. This

means that every entity will be a passive actor that will share its thread with other

actors in the same actor-space.

In addition to initializing actor-spaces, AID creates the BSs (actors) and dis-

tributes them across the available nodes, following specific criteria that can be ad-

justed by the developer to meet the needs of the simulation. These criteria include:

a. Partitioning entities based on their respective cluster or community, if more

than the default single cluster is defined;

b. Dividing the population into equal-sized subsets, depending on the number of

actor-spaces involved in the simulation.

To manage the base spreaders efficiently, the AID module also initializes the Ac-

toDeS schedulers and managers within each actor-space, as discussed in 1.3.5. The

AID module is specifically tailored to each application and is responsible for launch-

ing all distributed components of the system. Within each actor-space, the manager

creates a subset of agents for its computational tasks and synchronizes the execu-

tion of the simulation on that node with others. Additionally, the last manager to be

created assumes the role of the “Master,” overseeing the overall coordination. It is

also possible to define multiple actor-spaces on each computational node for greater

flexibility.

The default population distribution algorithm, outlined in Algorithm 1, assigns

actors to the N available actor-spaces based on their unique identification numbers.

This algorithm, executed by the AID module, ensures an even distribution of actors

across the nodes. Each subset of actors generally includes agents within the range

(n− k) · p− 1 to (n− k+ 1) · p− 1, where n is the total number of partitions, k rep-

resents the current partition, and p = population
N

is a constant that defines the size of

each subset.
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Algorithm 1 Pseudo-code for distributing the whole agents’ set across N actor-spaces
1: N ← GetTotalActorSpaceNumbers()

2: R← GetAllRe f erences()

3: function BUILDPOPULATION(N ,R)

4: master← amIT heMaster()

5: Begin← /0

6: End← /0

7: if master is True then

8: for (i = 0; i < N ; i++) do

9: S ← ((N − i) · p−1)

10: E ← ((N − i+1) · p−1)

11: SendMessage(R[i],(S ,E ))

12: end for

13: end if

14: loop

15: Wait a message from the master Actor-space ▷

16: end loop

17: Begin,End← ProcessMessageFromMaster()

18: CreatePopulation(Begin,End)

19: end function

where:

• N the total number of actor-spaces to be created;

• R is a set that contains all the Actor-Space references (unique system-wide id

that is needed to reach an actor and communicate with it);

• master is a Boolean value that specifies whether an Actor-space acts as a master

or not;

• SendMessage() is a function that communicates to an Actor-space which pop-

ulation subset it has to manage.
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• Begin,End define the range of the actors to be created and managed ;

• CreatePopulation() divides the population into subsets

In ActoDemic, three key entities inherited from ActoDeS play crucial roles: the

Broker, the generic node, and the Initiator. The Broker acts as the middle layer that

receives messages from the producers and guarantees their delivery to the consumers.

On the other hand, the Initiator acts as the master node responsible for managing the

creation of agents in each of the actor-spaces. Finally, the generic node is solely

responsible for managing the actors within its actor-space, without any other duties.

Additionally, AID includes a sub-module that integrates ActoDemic with the

Slurm Workload Manager (SLURM) and the MPI protocol [62]. The MPI protocol

helps distribute and manage actor-spaces across computational nodes. These features

make ActoDemic suitable for High Performance Computing (HPC) environments,

where SLURM and MPI are commonly used standards.

Further details are provided in algorithm 2.

SM Module

ActoDemic applies principles from Network Science to model the interactions be-

tween entities within a system. The SM module is responsible for defining the struc-

ture and nature of these interactions. Each actor-space autonomously manages its

actors, along with the distinct interactions that occur between them.

Within this framework, each actor is conceptualized as a node within a graph,

where outgoing links represent the entities the node interacts with, and incoming links

correspond to entities interacting with the node. Graph theory provides a method to

analyze the distribution of interactions by studying the degree distribution of nodes,

which is a critical factor influencing the dynamics of phenomena such as epidemic

spread. ActoDemic simplifies the process of configuring these interactions by al-

lowing users to select a predefined interaction distribution, offering options such as

power-law, log-normal, exponential, Gaussian, and Poisson distributions.

Moreover, the SM module enables the partitioning of the agent population into

clusters, where interaction probabilities are higher within the same cluster and re-



2.1. ActoDemic Framework 43

Algorithm 2 Pseudo-code to distribute X actor-space across N computational nodes
1: N ← GetNodesNumber()

2: T ← GetTaskPerNodesNumber()

3: function SPREADACTORSPACES(N ,T )

4: N_JOB←N ·T

5: BrokerI p← /0

6: for (i = 0; i < N_JOB; i++) do

7:

8: if i == 0 then

9: BrokerI p← SetBrokerI p()

10: LaunchActoDemic(broker,BrokerI p)

11: else if i == (N_JOB−1) then

12: LaunchActoDemic(initiator,BrokerI p)

13: else

14: LaunchActoDemic(node,BrokerI p)

15: end if

16: end for ▷ The For cycle is managed by MPI on SLURM

17: end function

where:

• N : Number of computational nodes;

• T : Number of tasks using a single CPU on every node;

• N_JOB Number of actor-spaces that will be created;

• LaunchActoDemic() is the function that launches an ActoDemic instance and

it takes two arguments.

duced between different clusters, reflecting real-world social or geographical group-

ings.

When two individuals engage in interaction, a procedure is initiated that simu-

lates the process of infection. A default epidemic diffusion model was implemented
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using the SEIR mathematical framework. The compartments within the model are

fully customizable, allowing for significant flexibility in simulating infection dynam-

ics. Individual compartments can be disabled, thereby altering the progression of the

infection. Additionally, intermediate compartments can be introduced to incorporate

additional stages into the simulation process, and the duration between various phases

can be finely adjusted.

Furthermore, the SM module incorporates a mechanism to regulate the contagion

dynamics through a variable known as "Transmission Probability" (TP). This vari-

able ranges from 0 to 1 and quantifies the likelihood of a successful contagion event

occurring between two entities.

ActoDemic also provides the capability to define and specify behaviors in the

event of a re-infection after an individual has recovered, further enhancing the model’s

realism and adaptability to different epidemiological scenarios.

SMP Module

The SMP module manages message exchange and time synchronization within the

system.

ActoDemic employs a straightforward scheduler known as the “CycleScheduler,”

which is provided by ActoDeS. This versatile scheduler can be used across various

applications, including Agent-Based Modeling and Simulation (ABMS). It oversees

the passive actors within each actor-space and cyclically executes the same actions

until the simulation concludes:

1. It sends a “step” message to all agents and increments the “step” value, trig-

gering the transition from one epoch to the next.

2. It performs an execution step for all agents.

In this architecture, each actor-space is modeled as an actor, meaning that one

actor cannot directly access the internal state of another actor. Consequently, if one

or more Base Spreaders from a particular actor-space interact with Base Spreaders

from a different actor-space, it is essential to communicate this interaction to both

actor-spaces. This is achieved through a message exchange system.
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A pivotal property of the actor model is that message exchanges are asynchronous,

which can create synchronization challenges. An actor-space may advance to the next

epoch without having received all necessary information from the other actor-spaces.

Therefore, an actor-space must gather information from all other actor-spaces before

proceeding to the next epoch. The SMP module addresses this issue by implementing

a “barrier” mechanism that prevents actor-spaces from transitioning to the next epoch

until all message exchanges between actor-spaces are complete.

Information routing and management can vary depending on the specific model

that the user wishes to implement. However, there is a fundamental structure that can

be outlined as follows. Certain information is disseminated across all partition types,

while other information is restricted to the master.

The content of a generic message can be summarized as follows:

1. Information sent to all partitions:

– BS’ Interaction Information: Notifies the actor-space of interactions be-

tween two or more BS.

– Status Change Notifications: specifies which BS must change their sta-

tus due to triggering events.

– Closure Notices: indicates which actors need to terminate their cycles.

– Statistical Data: provides data necessary for generating reports.

– Synchronization Messages: serves as a “barrier.” An actor-space can ad-

vance to the next epoch only after receiving all synchronization messages

from the other involved actor-spaces.

– End Signal: communicates the conclusion of the simulation process.

2. Information sent exclusively to the master:

– Partial Summary Report: contains data required for generating final

reports.

3. Information sent only by the master:
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– Shutdown Commands for Base Spreaders: the master determines which

Base Spreaders should terminate their execution based on specified crite-

ria.

RG Module

The RG module facilitates report generation throughout the simulation process. Users

can enable or disable report generation and specify the frequency of report genera-

tion.

Typically, after each epoch, every actor-space produces a report that refers to

its specific partition and actors, known as “intermediate reports.” Additionally, these

intermediate reports support a “Save&Load” functionality, allowing the simulation

process to be restarted from a specific epoch. To enable this feature, reports must

include specific information for each Base Spreader within the actor-space:

– The Identification Number

– Belonging in any type of social cluster

– The interaction level

– The current epidemic phase

– The duration of the epidemic phases

– The status of any active Spreading reducer

– A record of past interactions with other Base Spreaders

At the end of the simulation, the master node generates a final report summarizing

the most significant and relevant information. Specifically, it provides a summary for

each simulation epoch, detailing the number of individuals in each specific epidemic

compartment.

Moreover, the RG module is responsible for the initial configuration. This capa-

bility allows ActoDemic to support an external configuration file, enabling users to

customize and specify all the properties listed previously.
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2.2 Fine-Grained Modeling of COVID-19 Spread in Lom-

bardy

After building and refining the framework in all its aspects, a practical use case was

required to evaluate its functionality. To validate ActoDemic, the focus was placed on

the spread of COVID-19. The social interactions, which are the primary drivers of

COVID-19 transmission, can be effectively modeled by appropriately adjusting the

parameters used by ActoDemic.

Additionally, one of the main objectives was to assess ActoDemic’s scalability

by testing it in large-scale simulations. Simulating millions of agents on a High-

Performance Computing (HPC) system is critical to demonstrate the framework’s

ability to handle computationally intensive scenarios and ensure efficient perfor-

mance in such environments.

Since late 2019, the rapid spread of COVID-19 has led governments worldwide

to impose restrictive measures like lockdowns and social distancing to mitigate trans-

mission. However, many outbreaks proved challenging to predict and manage due

to the virus’s characteristics, such as asymptomatic carriers, long incubation peri-

ods, and limited early knowledge about SARS-CoV-2 transmission dynamics. This

highlights the importance of accurate models to simulate various outbreak scenarios.

Each agent in the model represents an individual, characterized by daily social

interactions based on factors like age, occupation, and sociability. This fine-grained

approach allows the model to simulate both scenarios with and without lockdowns or

social distancing measures.

In this context, modeling complex and large-scale scenarios becomes essential

for public health and policy-making. COVID-19 transmission is largely driven by

social contact, especially in environments like workplaces, schools, public transport,

and recreational spaces, where physical distancing is harder to maintain. ActoDemic

enables detailed simulations that can guide preventive strategies.

The model was implemented on the University of Parma’s high-performance

computing infrastructure, leveraging the necessary resources for scalable computa-

tion. To validate the model’s robustness in real-world settings, COVID-19 outbreaks
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in Lombardy during the first and second waves were simulated from January to April

2020 and August to December 2020.

2.2.1 Simulation Architecture and Execution Process

In the simulator’s architecture, each actor represents an individual with specific at-

tributes such as age, province of residence, and sociability level. The behavior of

each agent is influenced by probabilistic parameters, which will be explored after-

ward. The simulation unfolds over several phases referred to as "epochs," where each

epoch represents a day in the simulation. Agents can modify their behaviors depend-

ing on the current epoch, for example, shifting between normal periods and lockdown

scenarios.

Agents are distributed based on two criteria:

1. Grouping by their province of residence;

2. Dividing into equal-sized subsets, depending on the number of actor spaces

employed in the simulation.

The simulation runs across a network of computational nodes coordinated by a set

of schedulers and managers, which leverage ActoDeS’s passive actor framework to

handle large-scale simulations. Each manager is responsible for creating a subset of

actors for its node and ensuring synchronization between nodes. One manager takes

the role of "master", tasked with partitioning the agents involved in the simulation

and distributing this information to the other managers to create the necessary actors

under their control.

The simulation process follows these steps:

1. The master manager creates agents and provides the information for other

schedulers to create their respective subsets.

2. Each manager generates the actors assigned to its computational node.

3. The simulation then proceeds in repeated cycles:

(a) Managers exchange synchronization messages and wait for responses
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from all other nodes.

(b) Schedulers execute a step for all actors under their control.

(c) After each step, schedulers send an “end step” message to their actors and

other managers.

In this setup, each actor space operates as a manager, with the last-created actor

space playing the role of the master.

ActoDeS’s “CycleScheduler” manages the simulation, particularly in Agent-Based

Modeling and Simulation (ABMS) scenarios. This scheduler is responsible for con-

trolling passive actors within each actor space, repeatedly performing the same tasks

until the simulation completes:

1. Sending a “step” message to all agents, advancing the epoch and moving the

simulation forward;

2. Performing an execution step for all agents within that epoch.

Since the simulation involves interactions between agents across multiple com-

putational nodes, distributing them over these nodes can introduce communication

overhead. To address this, the frequency of interactions is reduced, and multiple in-

teractions are merged when possible. To ensure efficiency, agents exchange data and

synchronize their state at the end of each epoch, along with the synchronization mes-

sages exchanged between the actor spaces.

2.2.2 Social Behavior Modeling

Data from official sources was collected to model the spread of COVID-19 in Lom-

bardy [63, 64], focusing on daily new cases and fatalities reported over time. In ad-

dition to this, demographic information, such as population size and age distribution

for the region, was incorporated into the analysis [65].

For simulating social interactions, studies conducted by the Italian National In-

stitute of Health were relied upon [66]. These studies considered the average number

of contacts a person should have daily. This information is summarized in Table 2.1,
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aimed to understand how respiratory infections spread. The average number of con-

tacts by age, the value used in this study, refers to the ’total’ column. Meanwhile,

Table 2.2.2 shows the population distribution by age in the Lombardy region; these

data were provided by the National Institute of Statistics (ISTAT) [67].

Age Total Home School Work Transport Free time

0-4 16.54 4.49 5.27 0 0.98 5.81

5-9 20.49 4.61 8.87 0 1.12 5.9

10-14 27.38 4.43 11.98 0.2 1.35 9.42

15-19 29.28 4.59 13.22 0.05 1.74 9.7

20-24 22.15 3.51 1.17 4.49 0.96 12.03

25-29 21 3.47 2.23 5.21 1.13 8.96

30-34 18.03 3.55 0.85 3.92 0.76 8.962

35-39 21.25 4.38 0.68 7.78 1.05 7.37

40-44 22.35 3.88 2.53 7 0.67 8.27

45-49 19.27 2.99 2.61 8.24 0.88 4.57

50-54 22.3 2.75 5.54 8.05 0.52 5.43

55-59 18.27 2.88 1.41 4.6 0.68 8.68

60-64 18.43 3.28 1.07 6.05 0.87 7.16

65-69 12.74 3.1 0.55 0.48 0.95 7.66

70+ 10.55 3.24 0.06 1.04 0.22 5.99

Table 2.1: Average number of interactions by age

To build COVID-19 compartments, early research on the incubation period was

used [68], COVID-19 outbreak characteristics [69], and age-related susceptibility to

the virus [66]. Modeling the lockdown in Italy required data about “essential work-

ers” [70] and the proportion of the population using protective equipment [71], as

well as the effectiveness of these devices [72].

During the initial week of the simulation, a set of regular contacts was established

for each individual. This group represents the people they typically encounter daily:

family members, friends, and colleagues. Essentially, these are the familiar faces that

fill their day-to-day interactions.
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Age Male Female
Total

%

0-4 205.299 194.557 399.856 4,0%

5-9 239.046 224.761 463.807 4,6%

10-14 254.391 238.914 493.305 4,9%

15-19 247.380 230.340 477.720 4,7%

20-24 253.912 229.596 483.508 4,8%

25-29 262.010 250.130 512.140 5,1%

30-34 282.410 275.681 558.091 5,5%

35-39 313.625 306.736 620.361 6,1%

40-44 369.540 359.909 729.449 7,2%

45-49 420.573 409.422 829.995 8,2%

50-54 425.683 420.177 845.860 8,4%

Age Male Female
Total

%

55-59 374.754 381.832 756.586 7,5%

60-64 305.783 324.981 630.764 6,2%

65-69 269.084 295.617 564.701 5,6%

70-74 256.056 292.193 548.249 5,4%

75-79 200.480 250.519 450.999 4,5%

80-84 157.532 222.870 380.402 3,8%

85-89 80.444 149.594 230.038 2,3%

90-94 26.783 73.420 100.203 1,0%

95-99 4.737 20.880 25.617 0,3%

100+ 248 2.070 2.318 0,0%

Totale 4.949.770 5.154.199 10.103.969 100,0%

Table 2.2: Population age distribution in Lombardy

It was found that each person engages with a mix of both familiar and new con-

tacts. According to Table 2.1, about 65% of an individual’s daily interactions happen

with those regular contacts, while the other 35% involve people they don’t usually

see. The regular contacts of focus are based on the Home, School, and Work cate-

gories, tailored for each age group.

2.2.3 Estimating Sociability Levels in Social Networks

Individual interactions can be theoretically mapped and analyzed using network sci-

ence techniques. In this model, each individual is represented as a node within a social

graph, where the outgoing and incoming edges indicate the individual’s contacts and

those of other individuals with whom they interact.

Analyzing the distribution of social interactions is crucial for understanding how

epidemics spread. After evaluating various hypotheses, The analysis was ultimately

focused on a power-law distribution. This model has proven effective in representing

many real-world scenarios, particularly in the context of social interactions.

Modern society features specific locations where individuals gather, such as of-

fices, schools, and parks. These locations form significant points of contact known as

hubs or super-spreaders. A hub is defined as a node with a higher degree of interac-
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tion than other nodes. The degree of a node reflects the number of edges connected

to it. The degree distribution is described using the function pk : N→ [0,1], which

associates a degree k with the probability of a node having that degree:

pk =
Nk

N
(2.1)

where N represents the total number of nodes, and Nk denotes the number of

nodes that have k as their degree.

In a typical power-law distribution, nodes with relatively high degrees are more

likely to exist. This characteristic makes the power-law distribution suitable for mod-

eling our social network. The degree of distribution of the graph created by social

interactions is the focus of the analysis to estimate the sociability rate.

The main goal is to achieve a power-law scale-free distribution [73], which is

distinguished by the presence of numerous hubs that generate a "long tail" in its

graphical representation. A distribution is classified as scale-free if it maintains the

same shape when scaled in size.

To analyze the distribution, the latest methodologies in curve fitting were refer-

enced [74], employing the Likelihood Ratio test and the Kolmogorov-Smirnov dis-

tance to identify the probability distribution that best aligns with our data, specifically

searching for a power-law distribution. The choice was made to proceed with the

Complementary Cumulative Density Function (CCDF) for this analysis, as CCDFs

are often preferred for visualizing heavy-tailed distributions. A CCDF measures the

probability that a node’s degree exceeds a reference value x:

pk =
∞

∑
q=k+1

pq (2.2)

If pk follows a power-law trend, then the cumulative distribution scales according

to the law:

pk ∼ K−γ+1 (2.3)

Individuals in the model are characterized by their degree of social interaction,

which may vary significantly. Each person is identified by their Sociability Rate (SR),
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which can take on four distinct values: high, medium, low, and quarantine. This clas-

sification determines how many people they can meet in a single day of simulation.

Interactions are generated randomly, forming an interaction graph.

Individuals with a high degree of sociability interact with more people than aver-

age, while those with a medium degree meet exactly the average number. Conversely,

individuals with a low degree have fewer interactions than average. In our population,

20% of agents exhibit high or medium degrees of sociability, while the remaining

80% possess a low degree.

Three social interaction multipliers were employed to adjust the number of con-

tacts made each simulation day to achieve this distribution. The multiplier for individ-

uals with a medium degree is 1. A grid search was conducted over the parameters to

identify the optimal multipliers for low and high sociability rates. The objective was

to find the combination that produces a power-law distribution with scale-free char-

acteristics, Table 2.3. The multiplier range for SR = low is [0.1,0.9], while for SR =

high, it is [1.1,1.9]. The unique case of individuals in quarantine will be discussed

later.

The CCDFs obtained from each configuration tested during the grid search were

analyzed. Figure 2.2 presents a selection of these results and a comparison to a power-

law distribution.

To select the optimal configuration, three different parameters were considered:

– LR (Likelihood-Ratio) test: This test compares two candidate distributions. A

positive result indicates that the data are more similar to the first distribution,

while a negative result suggests a closer alignment with the second distribution.

The significance level of the result (p-value) refers to the null hypothesis that

the two distributions are identical.

– KS (Kolmogorov-Smirnov) test: This method measures the distance between a

candidate distribution and the empirical data, allowing us to compare a sample

against our reference distribution, which is the power-law.

Table 2.3 summarizes the results obtained for the selected multipliers.

Based on the findings summarized in Table 2.3, the configuration 0.2 - 1 - 1.8 was
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Figure 2.2: Complementary cumulative density function according to interaction

multipliers: power-law fit in red, empirical data in blue.

selected. This combination of multipliers is optimal as it yields the highest likelihood

ratio and results in a power-law exponent α of 2.64, with xmin set at 4. A distribution

is classified as scale-free when α < 3.

2.2.4 Epidemic Modeling

The model used for simulating the spread of COVID-19 is an adaptation of the widely

recognized SEIR (Susceptible-Exposed-Infectious-Recovered) model [75]. There-

fore, the SEIR compartments were modified by introducing an additional stage: Pos-

itive, which lies between Infectious and Recovered. This new compartment specifi-

cally reflects COVID-19 cases, capturing individuals who have been officially diag-
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Multipliers LR test LR p-value KS test

0.1 1 1.9 1.99 ≃ 0 0.11

0.2 1 1.8 364 ≃ 0 0.21

0.3 1 1.7 -1.46 0.145 0.116

0.4 1 1.6 -150 ≃ 0 0.122

0.5 1 1.5 -403 ≃ 0 0.093

0.6 1 1.4 -465 ≃ 0 0.113

0.7 1 1.3 -205 ≃ 0 0.12

0.8 1 1.2 -301 ≃ 0 0.09

0.9 1 1.1 -803 ≃ 0 0.127

Table 2.3: Grid-search results of the sociability rates considering the most promising

distribution candidates. When computing the Likelihood, the first candidate is always

the Power-law and the second the Log-normal distribution.

nosed with the virus via throat-swab testing.

This distinction affects behavior modeling and assumes that individuals classified

as Positive will isolate themselves to limit further transmission. In contrast, those

in the Infectious state might be unaware of their infection, continuing regular social

interactions and contributing to the virus’s spread. This difference between Infectious

and Positive is particularly significant in modeling the early phases of the pandemic

when testing resources were limited, leading to underestimation of the true number

of infections.

Given that the approach is agent-based, differential equations were avoided to dy-

namically define individual behaviors. In the simulation, individuals transition through

several stages after contracting the virus. Initially, everyone is in a Susceptible state,

capable of being infected by an infectious individual. Upon infection, they move to

an Incubation stage, remaining there for a specific period before becoming infec-

tious. During this infectious period, they can transmit the virus to others. When this

phase concludes, individuals enter the Positive stage, after which they either recover

or die, following Lombardy’s actual death rate trends. Once recovered, individuals
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gain immunity to the virus.

The duration of each phase is modeled based on real-world data: the incubation

period lasts between 7 and 14 days, the infectious period between 3 and 7 days, and

the positive state between 14 and 30 days [68, 69]. A visual representation of the

infection cycle is shown in Figure 2.3.

�
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�

Figure 2.3: Stages of the infection cycle for COVID-19

The susceptibility to infection varies based on age [66]: individuals aged 0-14

have a 31% susceptibility rate, those aged 15-64 have a 47% susceptibility rate, and

those aged 65 and above are fully susceptible to the virus.

2.2.5 Exploiting HPC

To simulate the population of Lombardy, which consists of 10 million virtual agents,

a High-Performance Computing (HPC) system was exploited. Each agent, referred

to as a BS, represents an individual, and the simulation framework distributed these

agents across several computational nodes.

The HPC infrastructure used for the simulation is provided by the University of

Parma. Each simulation involves dividing the 10 million agents into smaller groups,

each managed by a different computational node. The nodes are organized as shown

in Figure 2.4. The system involves 32 computational nodes, each equipped with

two INTEL XEON E5-2683v4 2.1GHz processors (totaling 32 cores) and 1024 GB

of RAM. For the Lombardy region, these 32 nodes handle approximately 137,500
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agents each.

Each computational node is assigned a subset of agents (Base Spreaders) to simu-

late their actions and interactions. The system’s architecture ensures that all computa-

tional nodes operate in parallel but remain synchronized through a master node. The

master node manages the overall coordination and ensures data consistency across

nodes by communicating with the managers on each node.

At the end of each epoch, every computational node reports the current state of its

agents to the master node. This includes updating information such as the number of

active agents, their state changes, and any other necessary synchronization data. The

master node ensures that all nodes stay synchronized for the next epoch, distributing

any global information required for the next stage of the simulation.

The simulation for Lombardy, with its 10 million agents, typically takes 6 hours

and 30 minutes to complete, using around 500 GB of RAM across the entire HPC

system.

During each epoch, computational nodes exchange information to ensure consis-

tent state updates across the simulation. The data exchanged between nodes include:

• Information about agents who have changed states (e.g., from healthy to in-

fected).

• The number of agents expected to move to different health stages (e.g., incu-

bation).

• The total number of active agents remaining in each node.

• A summary report is sent from each node’s manager to the master node at the

end of each epoch.

This communication and synchronization process ensures that the entire simula-

tion remains cohesive and that each node is aware of the global state of the population.

The master node collects the necessary data and redistributes relevant information for

the next epoch. Using 32 nodes and the ActoDeS framework allows the simulation to

scale efficiently while maintaining accuracy and performance.
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Figure 2.4: The simulator’s architecture on the High-Performance Computing (HPC)

system, dividing the population into several actor spaces distributed across different

computational nodes.

Algorithm 3 shows the pseudocode illustrating the message exchange and over-

head reduction mechanism.

For the Lombardy region, this high-performance setup ensures that large-scale

simulations, involving millions of agents, can be conducted efficiently within a rea-

sonable time frame.

2.2.6 Modeling Virus Transmission and Contagion Dynamics

Transmission probability, which represents the likelihood of spreading the virus, de-

pends on several factors, such as proximity to infected individuals and the environ-

ment (e.g., ventilation). For simplicity, a parameter named Covid-19 Transmission

Probability (CTV) was introduced to encapsulate these complexities, which aligns
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Algorithm 3 Pseudo-code to manage agents across different computational nodes

and synchronized through the master node
1: Master←MasterManager() ▷ Creates the master managers

2: for AS ∈ ActorSpaces do

3: Managers←Master.CreateManager() ▷ Create a manager for each actor

space

4: end for

5: for M ∈Managers do

6: M ,CreateBaseSpreaders() ▷ Each Manager instantiates its portion of BSs

7: end for

8: repeat

9: for eachManager do

10: for eachBaseSpreaderinManager do

11: Manager.gatherBSsMessages() ▷ Managers aggregate data from

BSs

12: end for

13: Manager.sendMessage() ▷ Each Manager sends its message to the other

managers

14: Manager.sendSynchMessage() ▷ Each Manager sends a synch message

to the other managers and waits for the response

15: Manager.waitResponses()

16: end for

17: for eachScheduler do

18: Scheduler.executeStep()

19: Scheduler.sendEndStepToAll() ▷ Each scheduler performs an execution

step of all its actors and then sends an "end step" message to all

20: end for

21: this

22: until EndSimulation
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with existing approaches. However, as this parameter is not well-documented in the

literature, it was estimated empirically using data-driven methods (detailed in Section

2.2.8).

In this stochastic model, only actors in the infectious or positive stages can spread

the virus. Each actor has a transmission probability (TP), representing their ability to

pass on the virus. The probability of contagion (CP) when a susceptible individual

encounters an infectious one is a function of both their transmission probability and

the mask protection levels, as shown in Figure 2.5.

Figure 2.5: COVID-19 transmission process between two agents

2.2.7 Impact of Lockdown on Social Interactions

On March 8, 2020, the Italian government implemented strict lockdown measures

to limit the virus’s spread. These measures, collectively referred to as Lockdown,

included the closure of non-essential services, bans on public gatherings, and restric-

tions on movement unless for urgent needs.

Social interactions dropped significantly during this period, as most people were

limited to contact with household members. The average number of daily interactions

for each age group during this phase is summarized in Table 2.1, assuming that most

contacts occurred at home.

A notable exception was essential workers, who were allowed to continue work-
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ing onsite. Their interaction patterns were different, as they were still exposed to

contacts at work and in public transport. Table 2.4 lists the population percentage by

age group who continued working outside the home during the lockdown [76].

Age Group Essential Workers (%)

20-29 14.6%

30-39 25.4%

40-49 28.7%

50-59 22.7%

60+ 8.5%

Table 2.4: Percentage of Italian population, by age, engaged in essential work during

the lockdown

Use of Protective Equipment

During the lockdown, protective equipment, particularly masks, became widespread.

According to [71], 83.81% of the Italian population wore masks during this period,

with a margin of error of 2.23%. In the model, mask usage is assigned to individuals

at the start of the simulation, with mask efficacy determined by the type of mask used.

Data from [72] informs the assumptions about mask effectiveness. The three

mask types considered are cloth, surgical, and N95. Cloth masks offer 20-80% in-

ward protection, while surgical masks range from 70-90%, and N95 masks provide

over 95% protection. Outward protection varies similarly, with cloth masks offering

0-80% protection, surgical masks 50-90%, and N95 masks 70-100%. The overall av-

erage effectiveness of masks reduces transmission probability by 62-90% inwardly

and 40-90% outwardly.

2.2.8 Experimentation in the Lombardy Region

To test the accuracy of the simulation model and its ability to replicate real-world

social dynamics during the COVID-19 pandemic, it was applied to Lombardy, Italy,

which experienced two major outbreaks in 2020. The primary focus was on the first
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wave, which occurred from January to April 2020. The second wave, spanning Au-

gust to December 2020, was later used to validate the model’s robustness and ensure

that its parameters remained reliable.

At the beginning of the simulation, all agents were assumed to be susceptible,

meaning no infections had yet occurred. To mimic real conditions, a portion of the

population was randomly selected to begin in the incubation phase. This selection

was based on the actual number of positive cases reported in Lombardy between

February 20 and February 29, ensuring that the model aligned with the real spread of

the virus at the provincial level.

One of the core elements of the model is the transmission probability, which

reflects the likelihood that an individual can spread the virus. This value needed to be

carefully estimated to match real-world conditions. To achieve this, a random search

was employed through the probability space, using real-world data as a guide. The

focus was on the time period before the national lockdown, implemented on March

8, 2020, when mask-wearing and other protective measures were not yet widespread.

Transmission probability, ranging between 0 and 1, was adjusted to ensure that

the simulation’s output matched the real number of cases as closely as possible up

to the lockdown date. After running several simulations and averaging the outcomes,

the transmission probability 0.3 was determined to best fit the data. The relationship

between transmission probability and the number of positive cases recorded on March

8 is shown in Figure 2.6.

As the pandemic progressed into the summer of 2020, the availability of testing

increased, providing more accurate data. This enabled further validation of the model

during the second wave. Incorporating these new data confirmed that the model could

reliably simulate the spread of COVID-19, even as social behavior and testing capac-

ities evolved.

Different simulation scenarios were also explored, with each scenario run multi-

ple times (an average of 10 runs) to account for the inherent randomness in the pro-

cess. Two key metrics were used in the analysis to assess how closely the simulation

aligned with reality: the Pearson correlation coefficient and the Root Mean Square

Error (RMSE). The Pearson correlation measures how closely two sets of data follow



2.2. Fine-Grained Modeling of COVID-19 Spread in Lombardy 63

real 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Transmission probability

0

2000

4000

6000

8000

10000

12000

In
fe

ct
ed

 C
as

es

2072

3122

4327

5419

6549

7634

8912

9979
10952

12739

4189

Figure 2.6: Distribution of positive cases on March 8, 2020, versus transmission rates.

the same trend, with values ranging from−1 to 1, where 1 indicates a perfect positive

correlation. This case shows how well the simulated contagion curve reflects the real

one. RMSE, on the other hand, measures the average difference between predicted

values and actual observations, helping us gauge the model’s overall accuracy.

The results from the first wave are presented In Figure 2.7, between January and

April 2020, with a COVID-19 Transmission Probability (CTP) set at 0.3. The blue

line represents the real number of positive cases, while the red line shows the sim-

ulation output. Until April 30, 2020, the Pearson correlation coefficient was 0.992,

indicating a strong match between the two datasets. The RMSE was calculated at

38,818, meaning the simulator slightly overestimated the total number of positive

cases by about 53,000 on that date.

These findings suggest that the model is highly able of replicating real-world

contagion dynamics, particularly during the first wave of the pandemic. Although

the simulation slightly overestimated the total number of positive cases, this may

be attributed to early-stage limitations in testing or discrepancies in how cases were

reported.
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Figure 2.7: Simulation results compared to real data with starting assumptions

(CTP=0.3) - Incremental representation of positive cases.

2.2.9 Parameters Fine-Tuning

The first wave of COVID-19 in Italy presented challenges in data accuracy, mainly

due to the country’s lack of preparedness and limited access to contagion tracking

systems and widespread testing. As a result, the initial data collected from the out-

break were incomplete and unreliable. By the time the second wave hit in the autumn

of 2020, better tools and testing mechanisms were available, allowing a more accurate

analysis of the epidemiological data.

The previously developed simulation model was initially applied to the second

wave, using data from September 15th to October 30th, 2020. The model was up-

dated to reflect autumn conditions, but the simulated outcomes significantly underes-

timated the real infection data. As shown in Figure 2.8, the red curve (simulated data)

diverged from the blue curve (actual data). The Pearson correlation coefficient for this
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comparison was 0.988, with a root mean squared error (RMSE) of 27,415. This dis-

crepancy indicated that the transmission probability parameter must be adjusted to fit

the observed data better.
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Figure 2.8: Simulation results with real data using an initial contagion transmission

probability (CTP=0.3) during the autumn phase.

To address the estimation error, the transmission probability parameter was recal-

culated, focusing specifically on the autumn wave data. After an exhaustive search, a

value of 0.53 was found to best capture the real progression of the contagion curve.

This new simulation, shown in Figure 2.9, significantly improved the model’s accu-

racy. The Pearson correlation coefficient increased to 0.996, and the RMSE decreased

to 6,405, confirming a more precise alignment between the model and reality.

Based on these findings, the simulation for the spring 2020 wave was then re-

run using the updated transmission probability, along with a comparison to national



66 Chapter 2. Proposed Methods for Epidemic Modeling and Simulation

09
-1

5

09
-2

2

09
-2

9

10
-0

6

10
-1

3

10
-2

0

10
-2

7
10

-3
0

Date

1000

10000

100000

In
fe

ct
ed

 C
as

es

Real Data
2020-10-30 -  Num: 109653
Simulated Data
2020-10-30 -  Num: 98476

Figure 2.9: Simulation results with real data using a refined transmission probability

(CTP=0.53) during the autumn wave.

serological screening data.

A different scenario was compared with the serological study by Istat [77]. By

July 15, the actual number of COVID-19 cases in Lombardy was about 7.92 times

higher than the cases reported by Civil Protection. The study found that 7.5% of

Lombardy’s population (about 754,500 people) had antibodies. On that same date,

only 95,236 cases were confirmed by swabs, leading to the ratio:

754.500
95.236

≈ 7.92

This suggests that spring data was significantly underestimated. Assuming this

ratio held over time, actual infections can be retrospectively estimated from reported

cases to serve as a benchmark for the mode.
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Figure 2.10 shows this comparison, where the blue curve represents the actual

data, the green curve reflects the serological projection, and the red curve represents

the simulated data with a contagion probability of 0.53. The difference between the

simulated and serological data on April 30th, 2020, was only 82,369 units. This close

match strongly supports the accuracy of our simulation model, as seroprevalence

analysis is much more reliable than case counts alone due to its inclusion of asymp-

tomatic individuals. The Pearson correlation coefficient for comparing simulated and

real data remained high at 0.996, with an RMSE of 249,529. Compared to serological

data, the RMSE was 56,009, further validating the model’s assumptions.
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Figure 2.10: Simulation results with real data, using a transmission probability of

0.53 for the spring case, compared with serological data.

The lockdown measures imposed in Italy during the pandemic led to a dramatic

reduction in social interactions, this was modeled in the simulation by adjusting so-
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cial contact patterns. Essential workers were still allowed to move, but overall, the

frequency of interactions declined significantly. The degree distribution of social con-

tacts was examined at different time points during the lockdown to analyze these

changes. Two candidate distributions, power-law, and log-normal, as well as log-

normal and exponential, were evaluated by comparing the likelihood ratios with em-

pirical data. As shown in Figure 2.11, the Complementary Cumulative Distribution

Function (CCDF) trends during the lockdown predominantly followed a log-normal

distribution, as indicated by consistently low p-values. This shift in the degree distri-

bution highlights how lockdown measures reduced social interactions and gatherings,

curtailing the role of super-spreader individuals and thereby influencing the overall

epidemic dynamics.

1014 5 6 7 8 9 20
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1

Empirical data
Power Law Fit

Figure 2.11: CCDF during the lockdown period, with empirical data in blue and

power-law fit in red, showing changes in social interactions on March 8th, March

31st , and April 30th (left to right).

To further assess the model’s effectiveness in capturing real-world dynamics, it

was compared against a null model that assumed random social interactions instead

of a power-law distribution. In this alternative model, each agent met a fixed number

of contacts (19 on average), regardless of individual social habits. The spring wave

was simulated using various TP values, 0.1, 0.3, and 0.53, the latest equal to the value

used in our primary model. The outcomes were averaged over five tests for each TP.

Figure 2.12 and Table 2.5 summarizes the results, showing that the power-law based

model provided a more reliable representation of COVID-19 spread, with superior

RMSE and Pearson correlation values when compared to both real and serological

data. This reinforces the importance of using a heterogeneous contact network to
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accurately model epidemic dynamics.
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Figure 2.12: Simulation results using the null model (random interactions) for differ-

ent transmission probabilities (0.1, 0.3, 0.53) during the spring case.

RMSE Pearson Correlation

Our model 56009 0.996

Null model with TP = 0.1 346040 0.956

Null model with TP = 0.3 139227 0.990

Null model with TP = 0.53 481493 0.994

Table 2.5: Comparison of our model against the null model in terms of RMSE and

Pearson correlation for different transmission probabilities.
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2.2.10 Comparison with State-of-the-Art SEIR Models

To validate the resulting COVID-19 model, it was compared against several SEIR

models, as shown in Figure 2.13. Data from February 20th to 29th, 2020, were used

in these comparisons. The following SEIR models were considered:

1. A traditional SEIR model that does not account for lockdowns, mask usage, or

other restrictive measures.

2. The model by Riccio et al. [78], tailored for Lombardy, incorporates asymp-

tomatic transmission, a variable R0 during lockdown, and policy impacts.

3. The model by Godio et al. [79] uses a SEIR approach optimized by a Swarm

Intelligence algorithm and incorporates an exponentially decreasing R0 to ac-

count for mask adoption, lockdowns, and deaths.

The results for March-April 2021, Table 2.6, show that the model produces more

accurate predictions of COVID-19 spread in Lombardy (based on serological data),

outperforming the SEIR models in terms of both RMSE and Pearson correlation.

RMSE Pearson Correlation

Our model - Serological 56009 0.996

Riccio et al. - Serological 270060 0.859

Godio et al. - Serological 318034 0.713

SEIR - Serological 269197 0.769

Table 2.6: Comparison with SEIR models in terms of RMSE and Pearson Correlation
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Figure 2.13: Comparison of our model, real, serological, and SEIR models. Spring

case - Incremental positives representation

2.3 Emilia-Romagna Use Case: Refining and Validating the

Contact Network Model

In the continued effort to enhance the accuracy of COVID-19 epidemic simulations,

a more thorough analysis of contact networks was conducted. After applying the

fine-grained model to Lombardy, a different regional context was sought to vali-

date and refine the model further. With its unique demographic and economic fea-

tures, Emilia-Romagna presented an ideal case for this purpose. The previous model

had shown promising results, but the varied urban, rural, and industrial dynamics of

Emilia-Romagna provided an opportunity to validate its robustness across different
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scenarios.

In this section, I explore how the refined simulation framework, ABMs and HPC,

was adapted for the Emilia-Romagna case, and how its results compared with the

Lombardy ones.

2.3.1 Enhancing the Contact Network Model

The contact network model is critical in simulating the spread of an airborne virus

like COVID-19. To capture various social interactions, the existing model used in

Lombardy was built upon for further analysis by introducing more granular distinc-

tions in the types and frequencies of contacts.

Emilia-Romagna, unlike Lombardy, is a mix of urban, industrial, and rural zones,

each with its own patterns of human movement and interaction. Therefore, the social

network structure in this region is more complex. Using mobility data and adjusting

for sociability rates across different population centers, the model was adjusted to

accurately reflect the true nature of social interactions across the region.

The average number of daily contacts was adjusted based on whether individuals

lived in urban or rural settings. This distinction allowed for more precise modeling of

infection spread in less densely populated areas, where social interactions are fewer

but potentially longer.

2.3.2 Commuting Patterns and Mobility Modeling

Emilia-Romagna’s economy is highly industrialized, and many residents commute

daily between cities and rural areas. This created a distinct challenge in modeling the

region’s infection dynamics, as commuting plays a significant role in the spread of

airborne diseases. In order to accurately reflect this, a commuting model based on

gravity models and mobility networks was introduced.

For high school students, university students, and workers, there is the possibility

that the employment place is located in a different town than that of residence, or even

in a different province. Commuting is very common nowadays and plays an important

role in the infection spreading even in the most isolated municipalities. Therefore,
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it is essential to model this phenomenon in a way that is as closely comparable to

reality as possible. Commuting models commonly rely on the effectiveness of two

parameters:

■ The grain: the finer the grain of the model, the more accurate the commuting

model is.

■ The economic quotient: the most effective models take into account the eco-

nomic quotient of every zone. Moreover, a municipality with a high number of

businesses attracts more workers than another with few job opportunities.

Following extensive analysis, the decision was made to use the average results

from the gravitational model outlined in [80] and the radial model presented in [81].

This approach was chosen because the gravitational model offers better commuter

distribution across municipalities near the departure point. On the other hand, the

radial model provides a more accurate estimate of the total number of individuals

moving from a specific municipality. However, it tends to concentrate movement

towards the nearest towns. The gravitational model relates the population of the origin

and destination municipalities with the Euclidean distance between them:

ci, j = θ
N
τ f
i Nτt

j

d
ρ
i, j

(1)

where:

1. ci, j is the probability that an individual living in i works or studies in munici-

pality j

2. Ni,N j number of individuals living in municipality i (or j)

3. θ proportional constant equal to 0.0005

4. τ f inhabitants damping constant of i equal to 0.28

5. τt inhabitants damping constant of j which changes according to the number

of people living in j:

(a) 0.65 if the number of inhabitants is greater than 150,000
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(b) 0.66 if the number of inhabitants is between 5000 and 150,000

(c) 0.78 if the number of inhabitants is less than 5000

6. di, j distance between the municipalities i and j

7. ρ constant amplifying the dependence from distance which changes according

to the number of people living in j:

(a) 3.05 if the number of inhabitants is greater than 150,000

(b) 2.95 if the number of inhabitants is between 5000 and 150,000

(c) 2.5 0.78 if the number of inhabitants is less than 5000

Due to the absence of data on an economic quotient, it was assumed that munic-

ipalities with larger populations also have greater economic attraction. As a result,

the constants were adjusted based on the population size of each municipality. In

contrast, the radial model establishes a relationship between the population of the de-

parture municipality, the population of the destination municipality, and the number

of people residing within a circle whose radius corresponds to the distance between

the two municipalities. Therefore:

pi, j = pi

NiN j

(Ni +Si, j)(Ni +N j +Si, j)
(2)

where:

1. pi, j is the probability that an individual living in i works or studies in munici-

pality j

2. pi initial commuting probability of municipality i. This parameter can assume

three different values according to the number of people who live in i:

(a) if the number of inhabitants is greater than 150,000

(b) 0.3 if the number of inhabitants is between 5000 and 150,000

(c) 0.4 if the number of inhabitants is less than 5000

3. Ni,N j number of individuals living in municipality i (or j)
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4. Si, j population that lives within the circle with radius equal to the distance

between i and j minus the population living in i and j

The values of the constants were determined by applying and comparing the

model to the Italian context. Specifically, the constants were identified using data

from the Emilia Romagna region [82], which was then combined with features ex-

tracted from [80]. Figure 2.14 illustrates the differences between the gravity and ra-

dial models. In the gravity model, the Euclidean distance alone is sufficient to es-

timate the commuting probability between Albinea and Reggio nell’Emilia. In the

radial model, however, it is also necessary to account for the population within the

area defined by the distance between the two municipalities.

Figure 2.14: Image representing the difference between the gravitational model (left)

and the radial model (right). In this example, the municipality of Albinea (departure)

and Reggio nell’Emilia (arrival) are considered.

2.3.3 Socio-Demographic Model for Reggio Emilia Province

To realize a working model for the Reggio Emilia province, data on contagion at

the municipal level was collected [83], along with additional data for the Emilia Ro-
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magna region from [84]. Unfortunately, it was not possible to gather municipality-

level contagion data for the entire Emilia-Romagna region. Therefore, to determine

the initial condition, Reggio Emilia province’s distribution was analyzed, dividing

the municipalities into different classes according to the number of inhabitants. This

class format was then extended to the whole region. The geographical coordinates,

mandatory for calculating the commuting model distance, were retrieved from [85],

and the population size and distribution were provided by ISTAT [86].

To correctly tune the gravitation models and radial models, it was necessary to

take into account the commuting values provided by the region [87]. The use case

considers the second outbreak that affected the entire Italian territory. Therefore, the

simulation period concerns the trend of infections between 1 September 2020 and 15

December 2020. Finally, to validate our model, it was compared with the official data

provided by the Italian Government (Protezione Civile) and the regional government

of Emilia-Romagna.

Family groups and occupations (work or student) were introduced for the individ-

uals involved in the simulation, leading to the definition of a new socio-demographic

model. The municipalities, with their geographical coordinates and the agents repre-

senting the population, were created following the data and probability distributions

provided by the census. In the model, there are nine different family types, character-

ized by a different composition and number of members:

1. Single with children

2. Single without children

3. Single with children plus another adult

4. Couple without children

5. Couple without children plus another adult

6. Couple with children

7. Couple with children plus another adult

8. Adults living together



2.3. Emilia-Romagna Use Case: Refining and Validating the Contact Network
Model 77

9. Family groups (with at least one child)

The term “other adult” refers to a person who is not strictly part of the family

group but lives in the same habitation. Each type of family has a frequency of appear-

ance, and the number of members may vary depending on a distribution probability,

shown in Figure 2.15.

Figure 2.15: Family type distribution chart with the relative number of members.

Three fundamental constraints for building a consistent family group were intro-

duced:

1. Any family group must contain at least one adult.

2. The age of each child must be between 18 and 43 years less than the younger

parent.

3. The age difference between a couple is less than or equal to 15 years, and both

must be adults.
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Each individual was assigned an occupation based on age, and probability dis-

tributions were applied based on the attendance rate. Table 2.7 shows the attendance

rates and class sizes for different school categories, as well as the employment rates

for different age groups and the company sizes in the simulation.

In addition, each type of company exhibits a distinct frequency of appearance, as

illustrated in Figure 2.16.

Category Attendance Rate/Employment Rate Class/Company Size

School Categories

Kindergarten 90% 40 children

Preschool 90% 20 children

Elementary School 100% 19 children

Middle School 100% 21 students

High School 92% 21 students

University 31% 34 students

Employment Rates by Age Group

15–19 years 8% —

20–26 years 30% —

27–34 years 62.5% —

35–54 years 73.5% —

55–70 years 54.3% —

Company Sizes

Very small company — up to 5 employees

Small company — up to 9 employees

Small-medium company — up to 19 employees

Medium company — up to 49 employees

Medium-large company — up to 99 employees

Large company — up to 249 employees

Very large company — over 250 employees

Table 2.7: Occupation, school categories, and employment rates.
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Figure 2.16: Distribution of work classes.

2.3.4 Adaptive Lockdown Strategies

In the Emilia Romagna model, six distinct levels of restrictions were implemented to

accurately reflect the division into zones (or "bands") imposed by the Italian govern-

ment during the simulation period. These restrictions evolved to simulate the changes

in public policy:

1. White (no restrictions): The baseline scenario with no limitations on movement

or social activities.

2. White (10/18 to 10/24): This phase reflects the initial restrictions introduced on

18 October 2020, where no restrictions were placed on work, but high schools

and universities shifted to 50% in-person attendance. Social interactions de-

creased by 40%, with measures like the early closure of bars (9 p.m.) and

restaurants (midnight).

3. White (10/25 to 11/05): Additional restrictions were introduced here, still al-

lowing workplaces to function, but schools and universities remained at 50%

attendance. Activities such as gyms, theaters, and cinemas were closed, and

restaurants shut down after 6 p.m. Citizens were also encouraged to avoid un-
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necessary travel. This resulted in a 50% reduction in social interactions.

4. Yellow: High schools and universities were fully closed (100% distance learn-

ing), and a curfew was introduced at 10 p.m. Cultural sites like museums and

libraries were shut down. These restrictions led to a 60% reduction in social

interactions.

5. Orange: In addition to the yellow zone restrictions, travel between municipal-

ities was prohibited except for work, and dining establishments (except for

take-out) were closed. Smart working was highly encouraged. This level re-

sulted in a 70% reduction in social interactions, which were now limited to

within municipalities.

6. Red: The strictest level, where even movement within municipalities was re-

stricted. Daily interactions were reduced by 80%, with non-essential social in-

teractions essentially eliminated.

To accurately model the spread of infection, it was necessary to fine-tune the

TP in the simulator, a key parameter in the ActoDemic framework. An empirical

method was employed, running ten simulations for each TP value and adjusting it via

a random search through the probability space. The goal was to align the simulation

results with real-world infection data for the Reggio Emilia province, Figure 2.17,

and the broader Emilia Romagna region, Figure 2.18.

For the Reggio Emilia province, the optimal TP value was determined to be 0.285.

However, when applying this value to the entire Emilia Romagna region, it proved too

high. This discrepancy was due to the influence of inter-provincial commuting, which

affected contagion dynamics across neighboring provinces. After further analysis,

0.25 was identified as the most suitable TP value for the entire region.

2.3.5 Results and Model Validation

After determining optimal transmission probabilities (TP) for the two scenarios, the

models were re-simulated to evaluate the impact of the implemented restrictions.

For the Reggio Emilia province, with a TP of 0.285, the daily infection trend was
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Figure 2.17: Graph of daily infected persons with different TP values for Reggio

Emilia province.

Figure 2.18: Graph of daily infected persons with different TP values for the Emilia

Romagna region.
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analyzed, Figure 2.17. This simulation yielded an R² value of 0.854, a Pearson cor-

relation of 0.941, and a root mean square error (RMSE) of 48.32, Figure 2.19. The

simulated curve closely mirrored the actual infection trend, with some discrepancies

attributed to variations in daily COVID-19 testing rates. To address data noise, a cu-

mulative curve was created, resulting in improved metrics: an R² of 0.986, a Pearson

correlation of 0.9988, and an RMSE of 608.88, Figure 2.20.

Figure 2.19: Positives’ daily representation – Reggio Emilia province, Emilia Ro-

magna region.

The analysis was extended to the Emilia Romagna region using a TP of 0.25. Both

daily and cumulative infection trends were assessed. The results for daily infections,

shown in Figure 2.21, produced an R² of 0.881, a Pearson correlation of 0.977, and

an RMSE of 319.08. The cumulative infection data displayed in Figure 2.22 yielded

even stronger results, with an R² of 0.922, a Pearson correlation of 0.9993, and an

RMSE of 10,730.11. These outcomes indicate that our simulator is reliable, success-

fully modeling agent movements in both provincial and regional contexts. Conse-

quently, it can effectively assess the impact of restrictions and predict their efficacy

in curbing the epidemiological curve.
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Figure 2.20: Positives’ incremental representation – Reggio Emilia province, Emilia

Romagna region.

Figure 2.21: Positives’ daily representation – Emilia Romagna region.
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Figure 2.22: Positives’ incremental representation – Emilia Romagna region.

Commuting model in Lombardy region

For the further validation of our model, the use case previously implemented in

the research work was employed. In the case of the Lombardy region, where high-

resolution municipality data was unavailable, validated features from the Emilia Ro-

magna region were scaled and applied across its ten provinces. This approach rein-

forced the robustness of our methodology and ensured that the model could be applied

to a variety of regional contexts in conditions of poor localized data. The analysis fo-

cused on the initial phase of the pandemic, spanning from February 20 to April 30,

2020. The implemented commuting algorithm treated each province as a major urban

center. Notably, real data during this period were likely underestimated due to testing

limitations, with actual cases possibly eight times higher, as confirmed by serolog-

ical analyses conducted by Italian authorities in July 2020 [77]. The simulated in-

cremental contagion curve was compared with a serological projection representing

untracked COVID-19 cases, demonstrating close alignment, Figure 2.23. Qualitative

comparisons of our simulation results, highlighted in Table 2.8, affirm the validity of
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the commuting-based model against serological data projections.

Figure 2.23: Positives’ daily representation – Lombardy region.

RMSE Pearson Correlation

Simulated Data – Real Data 398,042 0.9903

Table 2.8: Pearson correlation and root mean squared error (RMSE) of our model

concerning the serological data projection.

This analysis reveals that the simulation framework, grounded in commuting

mechanisms, produces plausible and robust results, confirming the effectiveness of

the implemented agent-based modeling system (ABMS).
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2.3.6 Futher Analysis

Further tests and simulations were conducted to validate the model. The high-resolution

model integrates various factors and parameters influencing the infection spread pro-

cess. Specifically, the following aspects were examined:

1. Contagion susceptibility by age,

2. The protection offered by wearable protective devices,

3. Quarantine mechanisms.

Additionally, these parameters were assessed to determine their impact on the

spread of the infection. A simplified model was provided that does not consider these

factors; instead, it bases the infection process solely on transmission probability with-

out any additional dampening effects. The results in 2.24 illustrate different infection

trends corresponding to various transmission probability (TP) values. Moreover, the

data in 2.3.6 confirm that the model’s parameters provide sufficient contagion damp-

ening, validating our infection modeling approach.

RMSE Pearson Correlation

Simulated Data – Serological 105,343 0.9903

Null model with TP = 0.2 – Serological 1,301,649 0.8674

Null model with TP = 0.4 – Serological 4,662,723 0.9456

Null model with TP = 0.6 – Serological 5,840,197 0.9805

Null model with TP = 0.8 – Serological 6,422,819 0.9763

Null model with TP = 1 – Serological 6,759,554 0.9616

Table 2.9: Comparison of our model to the null models in terms of root mean squared

error (RMSE) and Pearson correlation.

Moreover, Further studies have been performed to improve analysis. The results

were compared with those from other SEIR models to validate our model, as shown

in 2.25. Three different SEIR models were considered:

• SEIR 1 a basic system dynamics SEIR model,
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Figure 2.24: Simulation results without damping parameters with different transmis-

sion probabilities (0.2, 0.4, 0.6, 0.8, 1) (incremental representation – y-axis scale is

logarithmic).

• SEIR 2 [79], which accounts for the transmission rate of asymptomatic indi-

viduals and a piecewise exponentially decreasing R0,

• SEIR 3 [78], which employs computational swarm intelligence to optimize

model parameters for the early stage of the pandemic in Italy.

A numerical analysis was also provided, comparing these models to the realized

model in Table 2.10. The chart and the analysis demonstrate that the model yields

more accurate predictions of infection spread regarding RMSE and Pearson correla-

tion.
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Figure 2.25: Comparison among our model, the serological data, the real data, and

the SEIR models (incremental representation – y-axis scale is logarithmic).

RMSE Pearson Correlation

Simulated Data – Serological 105,343 0.990

SEIR 1 – Serological 269,197 0.769

SEIR 2 – Serological 270,060 0.859

SEIR 3 – Serological 318,034 0.713

Table 2.10: Comparison of our model to the SEIR models regarding root mean

squared error (RMSE) and Pearson correlation.
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2.4 Final Remarks

I introduced ActoDemic, a robust, modular framework that integrates a fine-grained

simulation model with a large-scale epidemic scenario. The framework leverages an

ABMS that can run efficiently on HPC facilities, which allows for the simulation of

millions of concurrent agents. This capability was validated through the simulation

of the COVID-19 outbreak in Lombardy, Italy, during 2020. The model incorporated

key socio-demographic data, lockdown policies, protective measures, and a social

interaction network. The results of the simulation closely matched real-world data,

including the Italian seroprevalence studies conducted in 2020, demonstrating that

ActoDemic is highly effective in replicating complex epidemiological phenomena.

Notably, it was able to predict the number of infectious individuals, aligning with

real estimates from the population of Lombardy.

During this simulation, ActoDemic successfully managed to handle up to 10 mil-

lion agents, requiring substantial computational resources, specifically 600-800 GB

of RAM and 32 CPUs, with an average execution time of 6 hours per simulation. This

performance was enabled by the HPC facilities at the University of Parma, which

were critical for scaling up the model to a regional level. The framework’s modular

architecture also made it user-friendly and customizable, allowing for the inclusion

of new features as needed.

Building upon the success in Lombardy, the application of ActoDemic was ex-

panded to Emilia-Romagna, another region in Italy. In this case, a novel commut-

ing model was presented to simulate the effects of changing social behaviors on the

spread of COVID-19. This model was essential in accurately reflecting movement

patterns and interactions specific to the region. The simulation results from Emilia-

Romagna were similarly promising, achieving an RMSE (Root Mean Square Error)

of 10,730 during the autumn of 2020, compared to an RMSE of 56,009 for Lom-

bardy in the spring of 2020. These findings indicate that our multi-agent approach,

combined with detailed social modeling, provides significant insight into epidemic

dynamics and highlights how different regions’ behaviors can influence the progres-

sion of a pandemic.
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The experiment further proved that the agent-based model in ActoDemic operates

at a low abstraction level, effectively simulating agents’ behaviors and interactions.

Specifically, agent scheduling is message-driven, ensuring that agent behavior does

not depend on execution order during each simulation step, making the framework

scalable and efficient for large-scale simulations. Using "remote proxy" references

and message aggregation provided by ActoDeS reduced communication costs and

simplified the development process.

Future developments will focus on enhancing the framework’s scalability and

customization, with the goal of supporting even larger agent populations while requir-

ing fewer resources. Additionally, exploring alternative message exchange paradigms

and multi-agent systems could lead to significant performance improvements. There

are plans to further extend the applicability of the model of ActoDemic to other do-

mains, such as financial modeling, troll detection, and temporal graph-based tasks

while continuing to refine the simulation models. This work will not only enhance

the framework’s capabilities for epidemic modeling but also open new opportunities

for tackling complex real-world challenges.



Chapter 3

Proposed Cyber-Physical

Approach in Medicine

The second part of this thesis delves into the application of CPS in the medical do-

main, explaining how CPS can contribute to and build upon advanced digital tech-

nologies for more effective management of a healthcare environment, especially in

a surgical environment. Standing at the intersection of technology and healthcare,

the rate at which things are changing is fast-moving, and the aim of this study is to

show precisely how CPS might be applied to reduce inefficiencies and concurrently

enhance the quality of patient care and improve the utilization of resources within

hospital operating blocks (OBs).

This current research path results from a collaboration between the Department

of Engineering and Architecture and the Department of Medicine and Surgery of

the University of Parma, born out of the mutual need to improve management in

operating theaters. Both departments felt the need to overcome traditional ways of

managing surgical schedules, tracking patient movements, and allocating resources

since these traditional methods were becoming increasingly insufficient for today’s

healthcare environments. This concept emerged upon the recognition that any cyber-

physical solution must leverage the technical expertise of engineers to align with that

of medical professionals.
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In this chapter, DT model is introduced, with a detailed explanation of its compo-

nents and how it functions as a virtual replica of the physical operating environment.

The (Bluetooth Low Energy) BLE [88] IoT tracking system, which serves as a critical

part of the physical layer of the DT, will then be illustrated. This integration allows

for real-time data collection and monitoring, enhancing the operational capabilities

of the OB.

The following sections will outline:

• An overview of the DT architecture and its key components, including the

physical, digital, and communication layers.

• The role of the BLE IoT tracking system as part of the physical layer, high-

lighting its functionality and benefits.

• The integration of the IoT system into the broader DT framework illustrates

how real-time data enhances predictive analytics and operational insights.

• The rationale behind implementing this system in the surgical environment and

the expected improvements in patient care and resource management.

• The results observed from the implementation

• Future directions for expanding the DT model and integrating additional data

sources for further optimization.

By focusing on the interplay between IoT technologies and the DT paradigm, I

aim to demonstrate how this cyber-physical approach can revolutionize the manage-

ment of operating rooms (OR), ultimately leading to improved healthcare outcomes

and more efficient hospital operations.

3.1 The Key Role of Operating Rooms in Hospital Care

ORs play a major role in both hospital profits and expenses [89]. Around 60% of pa-

tients admitted to the hospital undergo procedures in the OR [90]. The efficiency of

surgical scheduling is crucial, as it starts with estimating the duration of daily surg-

eries. When surgeries consistently take longer than expected, OR overuse leads to
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costly overtime pay and dissatisfaction among staff. On the other hand, if surgeries

finish earlier than predicted, it results in OR underuse, causing staff downtime and

increasing costs by up to 60% [91, 92, 93]. Additionally, decisions about how many

surgeries are scheduled in a day or week significantly impact the use of resources

and patient flow. Balancing these decisions with tools like optimization algorithms

and simulation models can help improve efficiency in healthcare settings [94]. Sim-

ulation tools are particularly helpful for evaluating processes, testing their efficiency,

and predicting how revised or optimized processes might perform before implement-

ing them in real life. They can also help plan for unexpected scenarios [95]. In most

cases, the surgeon estimates the duration of a procedure when reserving an OR slot.

Still, studies show that surgeons underestimate case times 42% of the time and over-

estimate them 32% of the time [96]. A common alternative is to use electronic health

records (EHRs) to estimate case durations based on historical data, which tends to be

more accurate [97]. However, EHR data usually only provide general estimates for

the average patient and don’t account for specific patient characteristics, such as age,

BMI, allergies, or existing health conditions [98].

With the rise of big data, new opportunities exist to make patient-specific pre-

dictions using ML and deep learning (DL) techniques. Supervised learning models

can detect patterns in large datasets by training on past data and then generalizing for

new, unseen cases. This capability has sparked a growing interest in ML for clinical

and organizational healthcare uses. However, challenges remain, particularly around

ensuring accurate and clean data inputs, which is crucial for model success [99].

In light of these challenges, the research aims to develop a comprehensive tech-

nological and organizational model that leverages data from ORs to optimize the

management of the entire OB.

3.2 Use Case: Ospedale Maggiore di Parma

3.2.1 Background

The proposed approach was implemented in the OB of the Maggiore Hospital in

Parma. Before adopting the proposed solution, the OB had various challenges and
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problems that impacted its efficiency and effectiveness. These included inefficient re-

source utilization, a lack of real-time tracking, difficulty coordinating medical staff

and procedures, and limited access to historical data for performance analysis and

improvement. As a result, delays, inefficiencies, and poor patient care were possible.

Addressing these issues requires a comprehensive solution that could optimize oper-

ations, enhance communication and coordination, and provide useful information for

ongoing progress. The OB schedule was printed daily on paper, and any rescheduling

had to be done manually. Staff manually logged time-related data such as operation

start times, entry event into the recovery room (RR), and movement in and out of

the compartment. Moreover, anamnestic data for patients was not considered. This

critical patient information, which included medical history, allergies, and previous

procedures, remained separate from the scheduling and treatment processes. Impor-

tant patient characteristics that could affect treatment decisions and outcomes were

frequently overlooked. This manual procedure was susceptible to errors, delays, and

inefficiencies, resulting in suboptimal resource allocation and potential complications

in patient care.

3.2.2 Requirements Analysis

Taking into account the various challenges outlined in the background and the con-

cerns raised by staff, a comprehensive analysis of the functional requirements for the

proposed system was performed. The key functional requirements are:

• Automation of Scheduling Processes: The system should fully automate the

scheduling processes within the OB, replacing the manual paper-based meth-

ods to enhance efficiency and minimize human error.

• Integration of Anamnestic Data: The system must integrate patients’ anamnes-

tic data, including medical history and previous surgeries, ensuring that patient-

specific factors are considered in scheduling and treatment decisions.

• Real-time Tracking: Implement real-time tracking capabilities to monitor pa-

tients’ movements within the OB, improving coordination and minimizing de-
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lays.

In this context, a survey of tracking technologies such as Ultra-Wideband (UWB)

[100], Radio Frequency Identification (RFID) [101], and Bluetooth Low En-

ergy (BLE) was carried out concerning tracking precision, power consumption,

cost, and compatibility with infrastructure.

– UWB: it had highly valuable accuracy but was very power-consuming

and extremely expensive, hence unsuitable for use in a resource-constrained

environment.

– RFID was energy-efficient and cost-effective but lacked the real-time

tracking accuracy required in dynamic settings such as the OB.

– BLE was the most suitable option because it provided a trade-off between

accuracy, energy efficiency, and cost, with easy integration into existing

systems.

This evaluation informed the decision to adopt BLE as the foundation for the

tracking system, aligning with the OB’s requirements for scalability and com-

patibility.

• Compatibility with Legacy Hardware: Ensure smooth integration with ex-

isting legacy hardware systems within the OB, maximizing their functionality

and overall operational efficiency.

• Data Accuracy and Security: Guarantee the accuracy and security of all data

collected and stored, including patient information, scheduling details, and op-

erational metrics, to protect against unauthorized access and ensure reliability.

• Historical Data Analysis: Enable the analysis of historical data to identify

trends, patterns, and areas for improvement within the operational block, thereby

enhancing decision-making processes.

• User-Friendly Interface: Provide an intuitive and user-friendly interface tai-

lored to the needs of various user groups, including administrative, medical,

and support staff, to facilitate ease of use and efficiency.
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• Scalability and Flexibility: Design the system to be scalable and adaptable,

allowing for future developments and changes within the operational block,

including the addition of new features and integration with other systems.

3.2.3 DT Architecture in the Operating Block

With all the above criteria presented in Section 3.2.2, A DT architecture was designed

for the OB and seamlessly integrated into the existing hospital legacy system. The

prototype supplies a certain number of key functionalities for optimization of OB

management in the scope of:

• Real-time Monitoring: The DT allows for continuous tracking of patients and

monitoring of surgical procedures inside the OB.

• Predictive Analytics: The DT will analyze current data and past trends to pro-

vide predictive insights that help identify complications that may arise from

surgery, hence offering a proactive intervention for better patient outcomes.

• Decision Support: The DT allows for decisions supported by analytics that

will help the medical teams make informed choices on patient care.

• Optimization of Resources: The DT works out and improves workflows and

resources in real-time to minimize delays, thereby reducing operational costs

while maximizing overall efficiency in the surgical block.

DTs enable the development of systems that provide OB management, surgical

intervention planning, and control of critical resources. The paradigm of a DT allows

capturing in real time all data from the real scenario, while all the historical infor-

mation is maintained within an appropriate database. All this information enables

the tracking and modeling of evolution regarding conditions of operating and RRs,

enabling the performance of several scenarios to find the most optimal outcomes.

The DT in this project was realized by three main layers, all enablers of a fully

functional integrated system:

• Physical Layer: It depicts the physical elements present in the operational
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block. The components would be everything in physical form, from the pa-

tients to health professionals, medical equipment to rooms, surgical operation

theatres, and RRs. Anything that may affect the workflow in surgery is part of

this layer. Later, the discussion will cover the BLE IoT Tracking System, and it

works primarily at this physical layer, continuously providing information on

patients in terms of location and movement.

• Digital Layer: It models the physical world in real-time through the creation of

a real-world, virtual model. Data continuously flows from the physical into the

digital layer, allowing the DT to display in real-time the state of the OB with a

high degree of fidelity and accuracy. This digital model is dynamic, not static;

it changes along with continuous processes taking place in the real world. This

digital layer keeps not only real-time updates but also the data that has built up

over time, thereby allowing retrospective analysis and long-term planning.

• Communication Layer: It provides an easy flow between the physical and the

digital layers. The communication layer is based on a secure, and efficient com-

munication protocol such as MQTT or Message Queuing Telemetry Transport.

These protocols ensure data from different IoT sensors, devices, and other hos-

pital systems can move to the digital environment in real-time. This layer plays

the most crucial role in keeping both the physical and the digital worlds aligned

with each other; thus, this provides a high degree of efficiency to DTs for op-

eration with minimum latency.

Further integrations of AI algorithms can be applied to reinforce the performance

of the model and to plan effectively all the resources. This approach creates a virtual

environment that mirrors the physical world, where the OB is represented as a DT

containing all essential information. With this DT, it’s possible to simulate real-life

conditions, track staff, and patients, and optimize the management of ORs and RRs.

Figure 3.1 illustrates our DT architecture, which integrates real-world data into the

DT layer. This approach ultimately improves operational efficiency and enhances

patient care.
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Figure 3.1: A graphical illustration of our DT architecture shows real-world data

integration to improve operational efficiency and patient care in operating and RRs.

3.2.4 Physical Layer

It refers to the real-world components within the OB at the hospital. It involves all the

physical or tangible entities: the patients, the medical staff, equipment, and physical

spaces where operations take place, such as ORs and RRs. Central to the physical

layer is the BLE IoT Tracking System, which provides real-time location and status of

the patients and resources of the OB. To collect patient tracking data in the operating

compartment, minimizing human error, such architecture was developed to perform

indoor localization of patients in the operating compartment.

Several key elements of the physical layer can be identified, each playing a critical

role in ensuring the reliable transmission and reception of data across communication

networks:

• Patients: Patient modeling is an integral part of this layer, where individual pa-

tient profiles are created based on their medical history, surgical requirements,

and real-time data. This modeling helps predict patient outcomes and optimize

care pathways.

• BLE Beacons: Each patient is equipped with a BLE beacon embedded in a
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wristband. The lightweight design of the BLE beacon ensures that it does not

interfere with patient comfort or medical procedures. This beacon is a critical

part of the IoT tracking system, transmitting signals that allow for continuous

monitoring of the patient’s location throughout the OB. These send signals in

periodic intervals, which can easily be captured by the sensors in their proxim-

ity to track a patient’s location across the OB.

• Raspberry Pi Detectors: These are at strategic positions within the OB. It acts

like sensors that detect BLE signals. The sensor records entry event time, exit

event time, and further movements in and out between OR and RR whenever

any beacon is detected.

• Central Server: Collected data from the detectors will be pushed to a central

server over an MQTT protocol. It then aggregates the data and stores it in a

MongoDB database to give a full view of patient mobility and utilization of

rooms.

• Operating Rooms and Recovery Rooms: The physical layer also includes the

physical spaces where medical procedures and post-operative care take place.

The ability to track when a patient enters or leaves these spaces provides critical

data for resource management, such as determining when an OR is available

for the next surgery or when a patient is ready to be transferred from the RR.

• Medical Equipment: While patient tracking is central to the BLE IoT system,

the tracking of certain critical equipment within the OB is also possible. For ex-

ample, specialized surgical instruments or monitoring devices can be equipped

with their own BLE tags, allowing staff to quickly locate and allocate these

resources as needed.

Patients who choose to participate in the study are invited to provide informed

consent. If they agree, they receive a personal BLE tag upon entering the OB or hospi-

tal area. The tags are detected by detectors positioned within the area of interest. The

detectors communicate with a private local area network (LAN) to manage the data

flow and provide additional layers of security. Furthermore, the LAN has no Inter-
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net access, making the network immune to external attacks. Access to the server, the

sensor configuration module, and the association interface are password-protected,

and all communication with the server is encrypted. A client-server architecture was

implemented to facilitate communication between the sensor modules and the server

in the system.

To respect patient privacy, each patient is assigned a beacon linked to a numerical,

progressive, and anonymous ID. The beacon is worn as a wristband, representing the

best compromise between comfort and signal efficiency.

As a sensor module, a Raspberry Pi 4 model B [102] device running the 64-bit

Raspbian OS was used. The sensor module continuously scans for advertising-type

BLE packets, verifying them against a list of pre-registered beacons provided by the

central server. The use of a list allows the system to ignore unregistered beacons,

saving bandwidth and processing resources. The sensors self-configure and can be

restarted or powered down at any time. When the sensors receive a signal from a

beacon, they add the received packet and the corresponding timestamp to a JSON file

and forward the information to the central server via Transmission Control Protocol

(TCP).

The patient’s presence within a specific room in the OB is assessed by measuring

the duration of their stay within the sensor’s range. Each sensor has its own dura-

tion and an adjustable signal sensitivity threshold. This parameter can increase or

decrease the sensor’s range. If the beacon remains within the sensor’s range for a

certain period, it is marked as having entered the room. Figure 3.2 shows a graphical

representation of a generic patient’s pathway within the operating area. A generic

patient accesses the operating area from point 1. At point 2, the patient is placed on

another stretcher, and an operator assigns them a wristband and handles the relevant

association; subsequently, the patient enters the assigned OR, for instance, at point 3.

Once the surgical procedure is completed, the patient is transferred to the RR at point

5, where they are monitored post-surgery. The patient can then exit the operating area

at point 6 or return to the OR for additional surgical procedures. Furthermore, during

these activities, the patient may remain inactive at an unspecified point in the corridor,

represented by point 4.
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Figure 3.2: Diagram of the typical patient journey in the OB

The central server indexes and collects data from the sensor modules. Specifi-

cally, it has the following tasks:

• Store records from each detector in a MongoDB (MongoDB Inc) database.

• Coordinate the distributed solution and message exchange using a publish-

subscribe mechanism based on the Message Queuing Telemetry Transport pro-

tocol.

• Expose a web server that serves as a single interface between the software

architecture and the hospital medical staff.

The central server hosts the MQTT broker based on Eclipse Mosquitto (Eclipse Foun-

dation Inc). When it receives packets from the sensors, it determines whether the

beacon is located in the room where the sensor is positioned. The beacon server
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implementation used a Python-based service and leveraged MongoDB to store var-

ious events. The central server also has the task of sending information to the edge

modules regarding the list of pre-registered beacons, the sensor’s identity, and a time

synchronization message.

Signal Loss Tolerance-Based Mechanisms To evaluate the system’s robustness,

an investigation of potential lost beacon signal failures is performed. Among 1,300

patients, 10.5% have beacon signal loss due to external interference, battery deple-

tion, or temporary obstructions, such as medical equipment masking signals. The

constructed system’s interpolation function recovers 10.5% of the lost data. To ac-

curately reconstruct patient flow, the remaining 89.5% of signal losses resulted in a

mean variation of ± 2.1 minutes, well within the allowable error tolerance of ± 5 min-

utes. These data demonstrate that, despite occasional signal loss, the architecture’s

design is reliable in detecting patient movements with low influence on operational

efficiency.

A tolerance-based stationary time method is used to make the system more re-

silient when a beacon signal gets lost. This method is designed to mitigate the impact

of short-term signal losses and provide accurate patient tracking even if a beacon

briefly stopped providing data. For each monitored room, a stationary time limit is

set. The cutoff time for ORs was set to 5 minutes. This means that if a beacon signal is

lost, the system will still consider the patient to remain in the OR for 5 minutes after

the last signal is received. The recovery room (RR) threshold is chosen at 10 min-

utes to account for possible longer delays caused by medical equipment positioning,

patient movements, or other interference sources.

The system base logic ensure to capture the first entry event for each tag (or

user). For leave events, however, the system uses the same stationing-time criterion in

reverse: if beacon signals are not detected within a predefined threshold (either 5 or 10

minutes, depending on the room), the patient is identified as having left the room. This

strategy allows it to miss a considerable amount of beacon signals while maintaining

the integrity of the data acquired. Even when communication is suspended for an

extended period of time, the system continues to detect real-time patient positions
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with great accuracy. Using this tolerance strategy, false exit events are eliminated,

preventing overestimation or underestimation of room occupancy duration.

Furthermore, the technique works best in operating rooms, where transient sig-

nal interruptions can be generated by nearby surgical equipment, anesthetic equip-

ment, or other clinical devices interfering with beacon transmissions. Similarly, for

the RR, where patients are stationary for extended periods of time, the higher 10-

minute threshold prevents premature exit event tagging, allowing for more accurate

and realistic reporting of patient mobility.

Despite up to 10.5% signal loss, the system shows over 90% accuracy in patient

transfer tracking. This demonstrates that our digital twin technology, when combined

with Bluetooth Low Energy tracking and tolerance-based techniques, is resilient and

reliable in dealing with typical issues like intermittent beacon failure

Integrating Anamnestic Data In the preoperative phase, several key patient vari-

ables are critical for thorough assessment and planning. Baseline demographic details

like age, weight, and height can be obtained from historical records. This informa-

tion is vital for calculating anesthesia dosages and assessing patient risks. Electronic

health records (EHRs) also provide insights into comorbidities, such as cardiovas-

cular issues, respiratory problems, and diabetes. Understanding these factors helps

determine the best type of anesthesia and the appropriate perioperative management

strategies.

During surgery, real-time patient monitoring is crucial. It’s important to integrate

anesthetic data with movement tracking to ensure patient safety and optimize surgi-

cal outcomes. By continuously observing vital signs like heart rate, respiratory rate,

and oxygen saturation alongside anesthesia-specific metrics, anesthesiologists can

swiftly identify and respond to any deviations from the desired physiological state.

Improving situational awareness by incorporating historical data on surgical proce-

dures and patient positioning can help healthcare teams foresee and avert potential

complications during surgery.

Post-surgery, anesthetic data can be combined with tracking of patient move-

ments to oversee and manage recovery. Key parameters to monitor include total re-
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covery time, length of hospital stay after surgery, and any complications that may

arise. Analyzing this information alongside previous records of Intensive Care Unit

(ICU) admissions, planned ICU stays, and hospital readmissions allows healthcare

providers to identify trends and implement targeted interventions to enhance post-

operative care and reduce costs. This strategy can optimize recovery pathways and

improve patient outcomes.

Integrating anesthesia data with historical patient movement data in the OR offers

a significant opportunity to enhance management and care delivery. By utilizing ad-

vanced analytics and ML, predictive models can be developed to forecast patient out-

comes, optimize resource use, and streamline perioperative workflows. Furthermore,

real-time data integration supports proactive decision-making, facilitating early inter-

ventions and minimizing the risk of adverse events. Finally, healthcare facilities can

improve operational efficiency, boost patient safety, and enhance surgical outcomes

through effective data integration and analytics.

3.2.5 Digital Twin Layer

The DT layer can do something much more detailed than just collecting data. It acts

as one source of truth about our operational environment, linking the physical to the

virtual and smoothly incorporating information from many sources. It queries a cen-

tral server regularly to stay updated with the real world. Predefined rules are imple-

mented to quickly identify critical issues, automatically alerting relevant stakeholders

who require timely action.

With this capability, the DT gains spatial awareness, whereby it can keep track

of the ongoing surgical procedures and room availability status in a room in near

real-time. This spatial intelligence is enhanced through forecasts of demand that pro-

vide valuable insights for better scheduling and resource allocation. These, in turn,

enhance efficiency in operations.

The proposed model, as shown in Figure 3.1, is made of four interrelated com-

ponents, the DT layer, to support efforts towards better patient care while improving

operational efficiency. First, the physical interface couples the DT system with the

physical environment, allowing for real-time monitoring and control of patient health
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and movement data, as well as equipment performance. Second, the state component

retains the current status and configuration of the system, including significant patient

medical histories and operational data.

The model component analyzes, in turn, the behavior of the physical system with

computational models. This helps us predict patient outcomes, smoothen workflows

in the OR, and recognize potential issues before they grow. The data processing mod-

ule completes this circle by providing aggregation and analysis to continuously im-

prove both operational efficiency and patient outcomes. Even more is achieved with

this module by using a multi-agent system; thus, it provides high-scale data gathering,

processing, and analysis to enable better decision-making.

Data Processing Module A pivotal part of the DT layer is the data processing

module. Such module forms the backbone of the system’s ability to cope with the

management and analysis of data within the framework of the OB. The module is

designed with a distributed architecture, where multiple specialized agents perform

different tasks. This is achieved by splitting the work amongst the agents so that the

system operates more effectively, exploiting its resources optimally and adapting to

real-time needs with minimal delay.

Each of the agents plays a critical role in ensuring the smooth running of the sys-

tem, including data collection, processing, analysis, and triggering necessary actions.

The agents and their responsibilities are described below:

• Data Collection Agent:

– Each Raspberry Pi device within the OB is equipped with a data collec-

tion agent. It collects raw data from the BLE beacons worn by patients.

This agent continuously monitors and fetches data from BLE signals, per-

forms preliminary filtering and organization, and then sends the data to a

central server.

• Data Processing Agent:

– This agent takes over once the data has been collected. It cleans, formats,

and prepares the raw data for further analysis. The agent also performs
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basic analysis, such as noise filtering, thereby reducing the load on the

central system and speeding up the entire data processing pipeline.

• Location Tracking Agent:

– This agent determines the real-time location of patients within the OB.

By processing data from multiple Raspberry Pi devices, it continuously

calculates the precise location of each patient. This information is crucial

for tracking patient movement between ORs, RRs, and other locations in

the OB.

• Alerting and Notification Agent:

– This agent monitors patient movements and triggers alerts under certain

conditions. For example, if a patient remains in a RR for too long, the

system will promptly notify medical staff. This helps ensure timely inter-

ventions and enhances patient safety.

• Communication Agent:

– The communication agent manages all data exchanges between Rasp-

berry Pi devices and the central server. It uses secure protocols like MQTT

to ensure efficient and reliable data transmission across the system. This

agent plays a key role in maintaining synchronization and preventing dis-

ruptions.

• User Interface Agent:

– The user interface agent manages the dashboard that healthcare staff use

to track patient movements. It provides an intuitive interface, displaying

the real-time location of patients and alerts, making it easier for health-

care professionals to monitor the situation in the OB.

• Analytics Agent:

– The analytics agent is responsible for performing deeper data analysis,

generating reports, and identifying patterns in patient flow and room uti-
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lization. By analyzing historical data, this agent helps optimize schedul-

ing and predict trends, improving the overall efficiency of the OB.

• Security Agent:

– The security agent ensures system security by managing encryption, ac-

cess control, and monitoring for suspicious activity. This agent helps pro-

tect patient data and the overall system from security breaches.

The distributed nature of these agents is crucial to the system’s modern design. By

distributing tasks across several specialized agents, the system can efficiently handle

high data volumes, adapt to real-time changes, and maintain resilience in case of

failures. While such an architecture requires careful coordination and robust security

measures, it provides the necessary flexibility and scalability to meet the demands of

an active OB, ultimately ensuring smooth operations and improving patient care.

3.2.6 Dashboard

The proposed architecture encompasses a user-friendly web-based GUI acting as a

control panel to our architectural framework. It is implemented on top of the DT

layer, where it makes difficult data easy for medical staff to understand. A strong se-

curity mechanism is set in place at the level of the GUI to protect the information for

a particular patient. It also provides visualization tools for historical tracking data,

enabling the observation of trends and changes over time. It also provides easy in-

tegration of patient medical history, improving the experience of practitioners using

the system.

This innovative web application can only be accessible after stringent authentica-

tion. This is a major step to address accountability concerns, ensuring that only au-

thorized medical personnel will be able to modify or register new information about

surgeries and patient records. By doing this, a focus on advanced healthcare manage-

ment technology is essential for improving outcomes and processes in the medical

environment.

The client interface, hosted by the central server, offers several functionalities.
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The first is registration. Patient registration is performed by a member of the medical

staff when the patient enters the OB for a surgical procedure. Registration occurs

using a tablet device that communicates with the web application and provides the

necessary information, associating the BLE bangle with the patient. The system also

offers a graphical interface that monitors patients’ movements in real-time, as shown

in Figure 3.3.

Figure 3.3: Interface used by hospital staff to handle all tasks required for proper

patient registration and follow-up

On the other hand, Figures 3.4 and 3.5 give an illustration of our management

dashboard and consequently bring forth the underlying power. Figure 3.4 is the re-

construction of patient histories using anchor points of variable positions in the OB.

Every anchor point records key time instants, which include the time of the patient’s

first detection and the time of his/her departure. This allows the tracking of patients’

routes while in the OB. To represent a patient’s state in real-time, a graphical flag was
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Figure 3.4: Tracking Patient Paths: A visual display of the patient’s journey through

the OB’s layout.

employed beside each patient’s unique ID flag, which is green if the patient is active

and turns red if they are inactive. This visualization gives supplementary operational

insight and supports both room management and patient management.

In Figure 3.5, a set of statistical information is presented, obtained through the

analysis of historical patient data. The system contains a wide variety of information

and metrics, such as the total count of surgeries performed in day-to-day and month-

to-month analysis. Moreover, it gives the ability to comprehend how trends in room

occupation work by showing the average amount of time taken in days, weeks, and
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Figure 3.5: A web app view featuring insightful graphs for analyzing the utilization

of OB spaces.

months. Detailed statistical analysis of this type at this level makes medical staff more

knowledgeable in making decisions, thus helping in effective resource allocation and

overall better operational efficiency.

3.2.7 Results

The implementation of the DT architecture at Ospedale Maggiore di Parma has been

a significant milestone in optimizing OR management. Our method covers a variety

of components that form a coherent framework for scheduling and, therefore, carry

out valid data acquisition, modeling, and storage, allowing valid decision-making.
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After a short testing and tuning period, data from 1,300 patients were collected

and times recorded in the EHRs were compared to those obtained from the BLE

architecture. Three different cases of time spent are considered: totally inside the

OB, in the OR, and in the RR.

It allows us to track patient mobility and operational efficiency because the DT

architecture supplies a virtual representation of the physical environment on time.

The data from the BLE system is considered "ground truth" to effectively review the

accuracy of the records maintained in the EHR.

Table 3.1 reports the root mean squared error (RMSE), the mean absolute per-

centage error (MAPE), and the standard deviation (STD) between the data from the

BLE architecture and the EHR (times are expressed in minutes). Additionally, Figure

3.14 illustrates the differences in recorded times (in minutes) between the BLE data

and the EHR for each patient, providing a visual representation of the discrepancies.

The preliminary results indicate that our architecture significantly reduces the

errors associated with manually acquired EHR records, which are often subject to

human error and approximations. The analysis reveals that the time differences ex-

pressed in MAPE range from 11.48% in the OB to 16.09% in the OR and even

39.79% in the RR. Notably, the EHR data underestimate the occupation of the OB

up to 59.66% of the time and overestimate it by as much as 23.53%. Additionally,

the Mean Bias Error (MBE) metrics show that the EHR system overestimates BLE

data in the OB by -4.46 minutes, while in the OR, it underestimates by 24.62 min-

utes, and in the RR, it overestimates by -13.26 minutes. These findings highlight the

limitations of traditional record-keeping methods and underscore the advantages of

implementing a DT framework enhanced by BLE tracking.

In this context, the MAPE metric reflects the magnitude of errors, which is crit-

ical in the quantification of the variability of the times of record. The percentage is

higher; the larger the deviation, observed in RR, hence the area where improvements

in precision are most needed. On the other hand, MBE provides information on the

systematic biases of the data. For example, the negative MBE in the OB was -4.46

minutes, which means that the EHR system has consistently overestimated BLE data,

leading to underutilization of resources within this setting. In contrast, the positive
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MBE in the OR was 24.62 minutes, reflecting consistent underestimation that may

lead to resource shortages and scheduling conflicts.

Data were considered with an error margin of ±5 minutes in alignment with the

BLE detection capabilities, thus validating the measurements and further confirming

the robustness of the architecture.

BLE - EHR RMSE MAPE STD MBE

Total occupation time - OB (in minutes) 67.672 11.48 % 65.918 -4.46

OR occupation time (in minutes) 30.515 16.09 % 29.405 24.62

RR occupation time (in minutes) 31.248 39.79 % 31.212 -13.26

Table 3.1: Comparison in terms of root mean squared error (RMSE), mean absolute

percentage error (MAPE), standard deviation (STD), and mean bias error (MBE)

between times recorded by the BLE architecture and those in the EHR recorded by

the medical staff (times are expressed in minutes).

Cluster analysis

To further investigate the differences between BLE and EHR data, time differences

in the OB, OR, and RR categories were analyzed using cluster analysis. K-means

segmentation divided the data into three clear clusters.

The Elbow Method [103] was exploited to determine the optimal number of clus-

ters. In this analysis, three was determined to be the best number of clusters that

would yield meaningful groupings without overfitting or underfitting the data.

To better understand the clustering results, data were visualized using two com-

plementary methods: Pair plot and 3D cluster visualization. Figure 3.6 shows a pair

plot that illustrates the relationships between time differences in the OB, OR, and RR

categories. On the other hand, Figure 3.7 provides a 3D scatter plot of the clusters,

illustrating their spatial distribution across the time difference dimension.

The pair plot and 3D cluster visualization give complementary insight into the

clustering results. Indeed, both the visualizations reveal Cluster 0 to closely linked

with low discrepancies, Cluster 1 is moderately dispersed with average discrepancies,



3.2. Use Case: Ospedale Maggiore di Parma 113

0

1000

2000

D
iff

er
en

ce
_B

O

500

0

500

1000

D
iff

er
en

ce
_O

R

0 2000
Difference_BO

0

500

1000

1500

D
iff

er
en

ce
_R

R

0 1000
Difference_OR

1000 0 1000 2000
Difference_RR

Pair Plot of Clusters

Cluster
0
1
2

Figure 3.6: Pair Plot of Clusters showing time differences (BLE - EHR) for OB, OR,

and RR categories. Clusters are color-coded to reflect distinct groupings.

and Cluster 2 is well separated with high discrepancies, especially in the RR category.

While the pair plot shows the relationship among specific features, which are the time

differences of OB, OR, and RR, the 3D scatter adds depth to that insight into the

spatial distribution of the clusters and how well they separate from each other.

The pair plot shows the feature correlations and gives insight into how the clusters

are positioned in relation to one another. On the other hand, the 3D visualization adds

another dimension of spatial relation between the clusters and reaffirms the distinct

separations of these clusters. It gives more clarity about the perception of dispersion

in each cluster and the general placement of each within the time-difference space.

Cluster 0, which has minimal discrepancies, acts like a benchmark for an ideal



114 Chapter 3. Proposed Cyber-Physical Approach in Medicine

Figure 3.7: 3D Visualization of Clusters across time differences (BLE - EHR) for OB,

OR, and RR categories. Cluster separation highlights distinct patterns of discrepan-

cies.

BLE-EHR integration where the systems set and work together. This cluster can act as

a model for best practices, showing where the integration performs optimally. Cluster

1, which had moderate discrepancies, pointed to areas that needed improvements in

refining processes, providing additional training to staff, or fine-tuning workflows.

Lastly, Cluster 2 with high discrepancies indicates critical outliers. The distinct sepa-

ration of this cluster would indicate that it contains cases with serious errors, system

problems, or other unusual events, all of which require further investigation and res-

olution.

These visualizations provide a strong comprehension of the clustering results

through pairwise and spatially enhanced views. They confirm the trends and set

the context for interpreting the data discrepancies, enabling targeted improvements

in system integration, process optimization, and overall hospital operations. The in-
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sights from both these visualizations are key to hospitals for improving operational

efficiency, reducing discrepancies, and ultimately improving patient care.

3.3 Final Remarks

In conclusion, the introduction of DT architecture at "Ospedale Maggiore di Parma"

performed very well and was originally for OR workflow management. The feasi-

bility of a BLE IoT tracking system in developing a virtual environment synchro-

nized with reality has been demonstrated; this not only increases the accuracy of pa-

tient tracking but also reduces the chances of errors in the Electronic Health Records

recorded manually.

Our findings indicate that the DT framework is more reliable in capturing the

dynamics of the OB; hence, it allows for more complex scheduling and resource

allocation. The large discrepancies identified between the BLE data and the EHR

emphasize limitations in traditional manual record keeping and point toward possi-

ble AI-driven insight that might result in higher-quality care and better operational

efficiency.

In the future, the study will refine the data analysis module for efficient support in

surgery scheduling and patient care. The aim is to leverage the data gathered through

the system to develop advanced AI-based functionalities within the DT framework.

In particular, ML algorithms are intended to be adopted to predict surgical durations.,

starting from pre-operative patient data, types of surgical procedures, and optimal

team compositions. Furthermore, diverse patient data will be explored to conduct

risk assessments before, during, and after surgeries. This continuous learning curve

ensures that new patient data keeps getting added to our model at regular intervals,

with increased refinement in scheduling processes and optimization of resources.

With these activities, the goal is to demonstrate that the DT paradigm, supported

by IoT tracking systems, is effective, feasible, and necessary to improve overall OR

management and healthcare.
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Figure 3.8: OR time differences Figure 3.9: OR error distribution
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Figure 3.10: RR time differences Figure 3.11: RR error distribution
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Figure 3.12: OB time differences Figure 3.13: OB error distribution

Figure 3.14: Representation of differences between BLE and EHR data in OR, RR,

and OB (in minutes) for each patient, along with error distribution. Positive values in

(a), (c), and (e) indicate EHR underestimation, while negative values indicate over-

estimation
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Conclusions

In conclusion, this thesis has explored the macro-theme of artificial intelligence in

healthcare, focusing on various aspects ranging from epidemic simulation to cyber-

physical systems in medicine. These topics are very much interlinked, whereby epi-

demic simulation provides essential insights into the spread of disease and resource

distribution. At the same time, CPSs enhance real-time data collection and response

strategies within healthcare environments. These approaches collectively enable the

retrieval and optimization of information that can be used to develop better decision-

making and operational efficiency in healthcare contexts. This research covers sig-

nificant challenges in healthcare systems through developing and applying advanced

computational methodologies, moving toward an integrated and responsive frame-

work for health services.

The first part of the work focused on Agent-Based Modeling and Simulation

(ABMS) for epidemic scenarios, offering detailed insights into how multi-agent sys-

tems can simulate complex social interactions and disease dynamics. The proposed

ActoDemic framework, applied specifically to the COVID-19 pandemic, demon-

strated the ability to model individual behaviors and interactions, yielding fine-grained

simulations that are crucial for predicting disease spread and evaluating containment

strategies. The research highlighted the importance of modular and adaptable ap-

proaches, with further refinement in modeling social behaviors and transmission dy-
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namics, especially for specific regions like Lombardy and Emilia-Romagna. This

work offers a promising foundation for future epidemic modeling, with potential for

integrating more refined behavioral and mobility models to improve predictions and

policy recommendations.

Future research should focus on expanding these models with more specific re-

gional data, such as mobility patterns in Lombardy and Emilia-Romagna. It should

also integrate additional layers of behavioral and environmental factors that could

enhance prediction accuracy and policy recommendations. Future studies may wish

to address how ABMS might be further enhanced by including real-time data from

ongoing epidemics to enable responsive simulations.

The second part of the thesis shifted toward CPSs in healthcare, particularly fo-

cusing on the Digital Twin concept applied to operating rooms. Through detailed

analysis and the use case of Ospedale Maggiore di Parma, the thesis presented a ro-

bust framework that integrates real-time data through IoT devices. The Digital Twin

architecture enhances operational efficiency and patient care, offering a pathway to

more intelligent, data-driven healthcare environments. The use of BLE and other IoT-

based systems for real-time tracking and management of hospital workflows is a no-

table advancement that aligns with the broader trend of smart healthcare systems.

Future research should expand the use of Digital Twins beyond operating rooms

to other life-supporting areas within a hospital, such as emergency departments, in-

tensive care units, and diagnostic labs. Such extension will further enhance healthcare

operations, patient monitoring, resource allocation, and allow personalized treatment

plans. Finally, as data is accrued, further work could be directed toward incorporat-

ing advanced AI models within the architecture of Digital Twins to take real-time

decision-making and operational insight to the next level.

Despite the contributions of this research, several limitations inherent to the pro-

posed methodologies must be acknowledged. First, concerning the ABMS, there is

an inherent limitation in most cases concerning the availability of real-world data. In

many cases, the data on social interaction and behavioral dynamics are incomplete

or too simplified; therefore, any model developed may not capture the full complex-

ity of human behaviors. For example, static representations of social connectivity
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cannot capture the dynamic changes that occur during public health interventions,

such as the shifting levels of compliance with lockdown measures. Such simplifica-

tions might introduce biases in the predictions of epidemic spread and, thus, probably

make the policy recommendations derived from such models less robust. Moreover,

the computational intensiveness of high-fidelity simulations requires trade-offs be-

tween model complexity and execution time, thus limiting the granularity of insights

provided.

Cyber-Physical Systems (CPS) also face unique challenges that impact their prac-

tical deployment and reliability in healthcare settings. Real-time data integration

through IoT devices has potential risks: inaccurate sensors and network latency. These

sensors may eventually give incorrect readings, such as underreporting vital signs of a

patient or environmental conditions, which could lead to a false alarm or the failure to

notify critical events. Additionally, segmentation and loss in communications among

sensors can also degrade decision making such as over operation theaters or criti-

cal care units-their effectiveness essentially binds to real-time responses. All these

potential inefficiencies require solid mechanisms in the CPS architecture for robust

validation, calibration, and fault tolerance if these need to obtain reliable applications

in healthcare in real environments.

Future work to address these limitations will require interdisciplinary efforts to

improve data collection methodologies, refine behavioral models for ABMS, and en-

hance IoT infrastructure to reduce errors and ensure seamless data flow. Overcoming

these challenges will improve the robustness and reliability of these systems, lead-

ing to more accurate and actionable insights in epidemic modeling and healthcare

operations.

Looking forward, this thesis opens several avenues for future research. For ABMS,

further exploration into integrating various datasets and refining social interaction

models can enhance the accuracy of simulations in epidemic contexts. For CPS in

healthcare, expanding the Digital Twin concept beyond operating rooms to other

hospital functions, coupled with continuous advancements in IoT and AI integra-

tion, promises to transform healthcare operations. In the future, Digital Twins will

integrate AI capabilities once a certain volume of data is available, enabling more
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sophisticated analysis and decision-making processes that enhance operational ef-

ficiency and patient care. Both lines of research emphasize the need for interdisci-

plinary collaboration, combining expertise from AI, medicine, and engineering to

achieve the full potential of these technologies in improving both public health and

healthcare systems. Moreover, the creation of synthetic data is also a significant area

for further study, as it might be essential for both ABMS and CPS applications. To

improve model training, validation, and robustness, synthetic data generation can be a

good substitute for real-world healthcare data, which is difficult to get due to privacy

and availability issues. While CPS designs, especially Digital Twins, can employ syn-

thetic datasets to improve decision-making and develop predictive algorithms, ABMS

techniques can be used to generate realistic synthetic populations and model differ-

ent scenarios. Without sacrificing patient privacy, using synthetic data techniques will

not only increase the simulations’ dependability but also make it easier for AI-driven

healthcare solutions to be adopted more widely.

This thesis has laid the groundwork for ongoing advancements in epidemic mod-

eling and healthcare systems, with the potential to significantly impact predictions,

management, and responses to future challenges in both domains.
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Publications related to this thesis

Further information related to the works presented in this thesis, can be found in the

following publications:

• Pellegrino, M., Lombardo, G., Mordonini, M., Tomaiuolo, M., Cagnoni, S.,

& Poggi, A. (2021). ActoDemic: A Distributed Framework for Fine-Grained

Spreading Modeling and Simulation in Large Scale Scenarios. In WOA (pp.

194–209).

• Pellegrino, M., Lombardo, G., Cagnoni, S., & Poggi, A. (2022). High-performance

computing and ABMS for high-resolution COVID-19 spreading simulation. Fu-

ture Internet, 14(3), 83.

• Lombardo, G., Pellegrino, M., Tomaiuolo, M., Cagnoni, S., Mordonini, M.,

Giacobini, M., & Poggi, A. (2022). Fine-grained agent-based modeling to pre-

dict COVID-19 spreading and effect of policies in large-scale scenarios. IEEE

Journal of Biomedical and Health Informatics, 26(5), 2052–2062.

• Pellegrino, M., Lombardo, G., & Poggi A. (2024). Towards Digital Twins in

Healthcare: Optimizing Operating Room and Recovery Room Dynamics. In

KES (International Conference on Knowledge-Based and Intelligent Informa-

tion & Engineering Systems) 2024.



122 Chapter 5. Publications related to this thesis

• Bottani, E., Bellini, V., Mordonini, M., Pellegrino, M., Lombardo, G., Franchi,

B., Craca, M., Bignami, E., & others (2023). Internet of Things and New Tech-

nologies for Tracking Perioperative Patients With an Innovative Model for Op-

erating Room Scheduling: Protocol for a Development and Feasibility Study.

JMIR Research Protocols, 12(1), e45477.

• Pellegrino, M., Lombardo, G., Mordonini, M., Cagnoni, S., Bottani, E., Bellini,

V., Bignami, E., & Poggi, A. (2023). A System for Tracking Patients in the

Operating Room—A Pilot Study. In WOA (pp. 181–190).

• Bottani, E., Franchi, B., Monferdini, L., Bigliardi, B., Mordonini, M., Pelle-

grino, M., Lombardo, G., Collini, L., Bellini, V., & Bignami, E. (2022). Op-

portunities for Simulation-Based Optimization in a Hospital Environment: Re-

sults and Perspectives From a Review of the Literature. International Journal

of Practical Healthcare Innovation and Management Techniques (IJPHIMT),

9(2), 1–21.
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