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Introduction

During recent years, we have witnessed a large diffusion of wirelegsabk with
sensing capabilities, especially due to the improvements in manufacturing teesniq
which have lead to the production of cost-effective and energy-effc@mmponents.
For these reasons, there is an increasing interest for both civilian andryréipli-
cations based on wireless sensing devices. Even if the first monitoridigatmms
were related to surveillance in military applications, nowadays a large nunfiber o
applications concern industrial or environmental monitoring in civilian sgesa
Usually, wireless sensor networks (WSNs) are supposed to be ddpiolarsh
environments, where the human intervention of external operators iuttifhic in
extreme cases, impossible. It is therefore of paramount importance th&N\adah
operate properly for a sufficiently long period of time, e.g., on the orderarfths. On
the other side, the maximization of the lifetime should not affect largely the nlketwor
performance, which should remain above a minimum required Quality of ®ervic
(QoS), depending on the specific application at hand. In order to gyogeal with
this unavoidable trade-off, an optimization strategy must be adopted.
In this thesis, we investigate some strategies for the configuration of W8Ns, a
based on the optimal tuning of key node parameters. After an accurateulieesar-
vey (Chapter 1), this thesis will be structured in the following way.

« Chapter 2 is dedicated to the description of the Zigbee standard, whicked ba
for the first two layers of the ISO/OSI stack on the IEEE 802.15.4 standard
We first introduce an overall view of the standard, followed by a desonf
the characteristics of the physical layer of the ISO/OSI stack. In partj¢hiza



2 Introduction

main emphasis is on the Medium Access Control (MAC) layer, which regulates
the policy for the accesses to the channel. Finally, we quickly provide some
details on the network and application layers of the Zigbee standard.

« Chapter 3 introduces some analytical frameworks for the derivatiorpf o
mization strategies. Three main scenarios are considered: (i) targetiaietec
in the presence of random node deployment and duty cycles of senging a
communication interfaces; (ii) power optimization in star/tree networks for the
minimization of the probability of error at the Access Point (AP); (iii) data
fusion and QoS evaluation in the presence and in the absence of clustering

» Chapter 4 focuses on performance evaluation of the three consilanedrios.
In this case, for each scenario we provide insights for possible optimization
strategies which allow to maximize the required performance indicators and/or
satisfy the given performance constraints.

« Chapter 5 is dedicated to the integration of the Zigbee and RFID technalogies
We present a possible approach in which the network in charge of mgictua
data (formed by Zigbee devices) is controlled by a logical controlling nétwor
(formed by RFID devices). The latter selects which Zigbee nodes must-be a
tivated in the former network and which can remain in sleep mode in order to
save energy.

In all cases, we shed light on the aspects which characterize the exugrglymption

of WSNs and, consequently, their lifetime. Moreover, the presented simulkatio

experimental results tend to validate analytical frameworks and, therefiate the

proposed optimization strategies reliable. Finally, Chapter 6 is dedicateddtuden
ing remarks and future works.



Chapter 1

Literature Analysis and
Motivations

1.1 Introduction

Wireless sensor networks (WSNs) are an interesting research topiicjromili-
tary [1-3] and civilian scenarios [4]. In particular, remote/environniemianitor-
ing [5], surveillance of reserved areas, etc., are important fields mfcagtion of
WSNSs. These applications often require very low power consumption anddst
hardware [6]. One of the most common standards for wireless netwonkthdow
transmission rate and high energy efficiency has been proposed bygtheeZAl-
liance [7]. The increasing interest for sensor networks has, thergfoshed a sig-
nificant research activity on the design of efficient fault-tolerant neksvavith the
longest possible lifetime [8]. In particular, since the WSNs are genericaby in
harsh environments, optimization strategies are getting more and more importance in
order to extend the lifetime of the WSNs and, at the same time, increase the other
performance indicators, such as network transmission rate, delay, airdizeithe
probability of transmission errors.

This chapter is structured as follows. In Section 1.2, we introduce thdegonob
of incoming target detection in a given monitored surface. In Section 1.present
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the possible power allocation strategies present in the literature. In Secfiowel
focus on the problems of clustered networks, wither in the presence @ abence

of data fusion at the intermediate nodes. Finally, in Section 1.5, we review the lite
ature concerning optimization strategies which aim at the minimization of the power
consumption of IEEE 802.15.4 networks. In addition, we also provide satzélsl

for the RFID technology and for proposed integration strategies betiigbee and
RFID devices.

1.2 Detection of Incoming Targets

WSNs are formed by battery-powered devices commonly used for envinatal
monitoring, military surveillance, and industrial automation. These deviceygire
cally composed of an embedded microcontroller with some memory, a radioghegrsc
physical transducers that sense the environment, and a battery.t Rdeances in
hardware miniaturization, low-power radio communications, and battery lifetone,
gether with the increasing affordability of such devices, are paving the for a
widespread usage of WSNSs in a vast array of applications.

In particular, WSNs are expected to create a major shift in future publéatysaf
and military surveillance systems. When integrated to heterogeneous saceilla
systems in complement to traditional high-power and bulky observationystibrss
(e.g., mounted optronic systems and radars), hundreds of tiny sertes can help
secure and protect people and assets in remote or inaccessible dneagyhTthe
use of embedded transducers such as acoustic, seismic or infrasedssehney can
perform local or collaborative target signature detection and cladgificas well
as trigger actuators (e.g., flash lights, sirens). These nodes canilyedeatoyed
and recovered, are lightweight, and provide cost-effective complenemssting
surveillance systems. A WSN can be exposed as a sub-system to théthesiro
formation system through gateway nodes which can offer backhankctimity and
have more capabilities in terms of storage and processing. Most of therseme
inherently resource-constrained because of their size and cost, veisighin limits
in terms of energy, computational speed, storage capacity, and commumizatid-
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width.

In the literature, a few papers address in detail the problem of targetidetand
decision reporting. In [9], the authors present the design and the implatioernof a
monitoring system, referred to as VigilNet, based on a WSN. The authave der
energy-efficient adaptable surveillance strategy and validate it threxggrimental
tests. In [10], under the assumptions that the road network map is knathertar-
get movement is confined into roads, the authors describe an algoritlemerkfo as
Virtual Scanning Algorithm, which ensures that the incoming target will bectiede
before reaching a given protection point. However, the above agpesalo not pro-
vide a global analytical framework for the optimal tuning of system paramsetach
as sensing and communication duty cycles. In [11], the authors deriemalnti-
cal model for the probability of detection and the average detection detsr time
assumption that the deployment of sensors guarantees a complete eovkthg
monitored area. In their models, the authors take into account tunable pearsioie
the system such as node density and overall duty cycle. In [12], theradtrmulate
the target detection problem as a line-set intersection problem and usaligegm-
etry to analytically characterize the probability of target detection for botthaktic
and deterministic deployments. Compared to [11], they analyze WSNs wdresers
have heterogeneous sensing capabilities.

1.3 Power Allocation Strategies

An interesting research direction for WSNs is the design of network aothies that
can guarantee high energy efficiency. In particular, since the owsrathy available
in a WSN is typically limited (all nodes are battery-equipped), the reseamimen
nity has focused on the derivation of transmit power allocation strategiemtha-
mize a specific performance indicator yet still guarantee high energygsavin

In [13], the authors compare three power control schemes by analimnige-
ceived signal-to-noise ratio in dense relay networks. In particularobtigese op-

portunistic schemes aims at extending the lifetime of the relays, in order to maximize

the lifetime of the entire network. In [14], the authors introduce a power atiloc
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scheme that minimizes the estimation mean-square error at the fusion centext-of a
work where sensors transmit to the fusion center over noisy wireless Imks5],
the authors jointly optimize the data source quantization at each sensorutimg ro
scheme and the power control strategy in a WSN in order to derive arepffsn-
lution for the problem of overall network optimization. Finally, in [16] the autho
present an opportunistic power allocation strategy based on local aedtdsized
estimation of the links’ quality. In this scenario, only the nodes that expezienan-
nel conditions above a specific quality threshold are allowed to transmit ér twd
avoid waste of energy. In [17], the authors introduce a dynamic poliarasion
scheme for WSNs which relates the received signal strength indicat@R&the
received signal-to-interference plus noise ratio (SINR). In partictitey propose
two possible approaches: (i) a first approach based on a Markovsystem charac-
terization and (ii) a second approach based on the minimization of the ayrelget
error rate (PER).

1.4 Data Fusion and Clustered Networks

In several applicative scenarios, the nodes are not able to communiesttiydvith
the AP. In such a case, the sensors are grouped in small subsetsesf neférred
to as clusters, depending on how they are placed and the environmesmtatteh-
istics (some sensors might not communicate directly with the AP) or in order to
reduce their transmission range (and, consequently, to save battegy)ergeveral
approaches have been proposed in order to evaluate the perforofacicstered
WSNs. In [18], the authors present a system level design methodadogiustered
wireless sensor networks based on a semi-random communication prandd®],
the authors analyze the impact of energy consumption in wireless sensmrke
and provide a model for describing the energy consumption behavicdenat the
optimal transmission range. In [20], the authors investigate how the eatfigjgncy
of a clustered wireless sensor network is affected by the transmit pastgbadtion,
the total number of sensors in a cluster, the required end-to-end paoketate, and
the relative magnitudes of intra-cluster and inter-cluster distances.
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Another important research topic in the field of wireless sensor netwoiking
the embedded data decision strategy, often involdig fusion In [21], the authors
present theoretical results on the optimal decision rule and its applicatiortao da
fusion. In [22], the authors follow a Bayesian approach for the minimizaifathe
probability of decision error at the access point (AP). The data fusiaihamésm has
also a strong impact on practical applications. In [23], the authors analywzeral
methods of multi-sensor data fusion, such as Bayesian estimation, Kalmandilterin
and Dempster-Shafer evidence theoretical methods, in order to designeaimo
mud robot. In [24], the impact of source-destination placement and comatiamc
network density on the energy costs and delay associated with data aimnesye
evaluated.

The problem of extending the sensor network lifetime has been studied exten
sively. In particular, the derivation of upper bounds for the senstwark lifetime has
been exploited. In [25—-33], various analyses are carried outdiogcpto the particu-
lar sensor network architecture and the definition of sensor network lifetimfig4],

a simple formula, independent of these parameters, is provided for theutatiop

of the sensor network lifetime and a medium access control (MAC) protsqub-
posed to maximize the sensor network lifetime. In [35], a distributed MAC pobtoc
is designed in order to maximize the network lifetime. In [36], network lifetime max-
imization is considered as the main criterion for the design of sensor netwittks
data gathering. In [37], the authors consider a realistic sensor netmititknodes
equipped with TinyOS, an event-based operating system for netwogkedismotes.

In this scenario, the network lifetime is evaluated as a function of the avdistgace

of the sensors from the central data collector. In [38], an analytiaaiéwork, based
on the Chen-Stein method of Poisson approximation, is proposed in orded thé
critical time at which isolated nodes, i.e., nodes without neighbors in the networ
begin to appear, due to the deaths of other nodes. Although this methodvisdder
for generic networks where nodes are randomly deployed and can dieaimdom
manner, this can also be applied to sensor networks. Finally, an imporembar
application of wireless sensor networking is the medical field. In [39] retysis of
network lifetime using IEEE 802.15.4 sensor networks [40] is derivedHhigrkind
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of applications.

1.5 Integrated Networks

One of the newest standards for wireless networking with low transmisaferand

high energy efficiency has been proposed by the Zigbee Alliance [7Ailex-
perimental analysis of Zighee WSNs, taking into account the impact of the most
important system parameters (e.g., the Received Signal Strength Indi(RE&1),
throughput, network transmission rate, and delay) is presented in [}1048 of

the most interesting research directions for WSNs is the design of netwarites-
tures with high energy efficiency. In [44], the authors analyze diffeegproaches
and possible optimization strategies in order to reduce the power consumption o
IEEE 802.15.4 networks. In [45], instead, a mechanism for shutting doevnadio
frequency interface of wireless sensors, in order to reduce poweumption, is
presented.

On the other side, Radio Frequency IDentification (RFID) devices acerals
ceiving more and more attention, by both industrial and scientific communities. In
particular, they can be used for luggage identification in airports, biolbgiaterials
identification in hospitals, monitoring of post parcels, tracking of livestpeKiient
monitoring of objects in supply chains, etc. [46—49]. One of the neweasaif inter-
est for the RFID technology is pervasive computing, typically carriedrdagrating
different technologies, such as RFID devices and WSNs [50]. Iyb1the authors
propose and evaluate three different system architectures in ordemtuiree WSNs
with RFID systems.



Chapter 2

The Zighee Standard

2.1 Introduction

In this chapter, we introduce the Zigbee standard which has been ladmbhyea
in both the analytical and the simulation frameworks. The increasing requiteme
of monitoring applications, in both civil and military scenarios, yielded, in 2004
the creation of a standard able to guarantee wireless data communicatioretogeth
with high energy efficiency. The Zigbee standard is based, for thevicstayers of
the ISO/OSI stack, on the IEEE 802.15.4 standard, which is expressigsigned
for low power consumption, at the price of a reduced transmission ra®e-0250
kbps. The remaining levels of the ISO/OSI stack, instead, are desigrbd Bjgbee
consortium. More precisely, two versions of the IEEE 802.15.4 standarel been
released: the first in 2003 and the second in 2006. The latter introduseesen-
tary specifications, especially for the PHYsical (PHY) addium Access Control
(MAC). However, since the IEEE 802.15.4 implementation included in the Opnet
simulator and used in the larger part of this work refers to the 2003 modelgin th
following of this chapter we will present the 2003 version of this standard.

The structure of the chapter is the following: in Section 2.2 is a functional de-
scription of the Zigbee standard, whereas in Section 2.3 we introduce yiseah
layer of the Zigbee standard; in Section 2.4 we present the MAC layer 8@ SI
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Application layer

Network layer

IEEE 802.2
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Figure 2.1: ISO/OSI stack of the Zighee standard.

stack; in Section 2.5 we describe the network layer, whereas in Section 2wy
present the application layer of the Zigbee standard. Finally, Section 2ciuces
this chapter.

2.2 Functional Description of the Zigbee Standard

The logical subdivision of the layers in the Zigbee protocol, shown in Ei@ut, is
perfectly compliant with that of the ISO/OSI stack [53]. Since the Zigbeedstah

is based on the IEEE 802.15.4, the following description will hold for both tlee tw
standards.

The data link layer is composed by some subcomponents such as: (i) a MAC
sublayer, (ii) a Logical Link Control (LLC) sublayer, and (iii) a Servigpecific
Convergence Sublayer (SSCS). The roles of LLC sublayer are fimival, data re-
transmission in case of collisions, and data aggregation and disaggregfatioper
layers packets. The adopted LLC, described by the IEEE 802.2 sthfs#gr pro-
vides for an unreliable service. The allowed communication paradigms betiéx
entities are “one-to-one,” “one-to-many,” and “one-to-all.” This stmolds not con-
nected oriented, therefore the arrival sequence of the packets ndiffdsent from
the transmission one. In addition, the LLC does not provide for erroflawdontrol.

The SSCS plays an intermediate role between the IEEE 802.15.4 and the LLC
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sublayers and allows to separate them, making them independent onafrowtleer.
The use of a SSCS is not mandatory in the Zigbee standard.

The main functionalities of the IEEE 802.15.4 sublayer, which will be predente
in details in Section 2.4, are the following [40]:

» channel access management, through the Carrier Sense Multiple Adtess
Collision Avoidance (CSMA/CA) technique;

* reliable communication between two distinct MAC entities;

 security management through a 128-bit symmetrical Advanced Encryition
dard (AES) key [55];

 generation of synchronization packets, referred to as beacons;
« synchronization between the nodes through the beacon messages;

» support of association and disassociation of nodes from a PeramaNet-
work (PAN);

* management of Guaranteed Time Slot (GTS) management.

The nodes can operate in either beacon or beaconless modality. O€ dhese
modalities are mutually exclusive.

In beacon mode, the use of specific beacon packets allows to syn@hitbeiz
nodes in the network. The time is discretized in intervals referred to asfeupes,
which are, in their turns, divided into shorter time intervals. This fact intcedwa
higher complexity of the devices but, on the other side, allows a better duky cyc
and channel access management, including the priority reservation of @Tthe
contrary, the use of a beaconless modality allows to simplify the structuredesno
since there is no synchronization between the nodes and the superfractare
is not used. However, the performance of beaconless networks is thame that
of beacon enabled networks. Obviously, the MAC protocol used bydhedn and
beaconless networks are different, especially in the way they manage theg, titren
eventual synchronization, and the retransmission of packets.
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The IEEE 802.15.4 devices are grouped in PAN networks, which differfiamm
each other for their identification number (PAN ID). Each PAN is composedtb
least one node, which has the role of the PAN coordinator. In addition tayjhés
of node, there exist nodes with other roles in the network: coordinatoread de-
vices. The PAN coordinator has additional tasks than standard comndinsuch as
network initialization through the determination of the configuration paramesers,
ternal nodes association, and periodical beacon transmission. Thdinadors are
not allowed to set up the PAN ID and to configure the network parametbeseiid
devices, instead, do not have functionalities. They are only respotisitdéentrol-
ling eventual sensors/actuators connected with them. The devices caalljodie
vided into two main classes: Remote Function Devices (RFDs) and Full Function
Devices (FFDs). The difference among these classes is that the FFDsiemplall
the functionalities provided by the Zigbee standard, whereas the RFDs imgleme
only a subset of them. In addition, the FFDs are able to communicate with all the
other nodes in the network, if in the transmission range, whereas the RERbla
to communicate only with a FFD.

Focusing on the network topology, the MAC layer provides for two difiere
network configurations: (i) star topology and (ii) peer-to-peer topolbythe former
case all the nodes transmit directly to the PAN coordinator, which is rekperisr
eventually forwarding the packets to the destination. This configurationitesbé
for small networks where no relay of packets is required. In the latter, tastead,
if the nodes are FFDs, they allowed to communicate directly one with each other if
in the transmission range. On the other hand, the RFDs are required to carataun
with an associated FFD. In the peer-to-peer mode, it is possible to craaterke
with a complex structure. The layer which is in charge of managing the netwrk
the routing of the packets is the NetWorK (NWK) layer.

The NWK layer provides for the multihop functionalities but is not responsible
for inter-PAN communications. Since it differs at logical level from the Mi€el,

a different node nomenclature is adopted. In particular, three clagsexdes are
considered:

* Zigbee router: it is an optional node in the network, it acts as a coordiaato
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Figure 2.2: Network topologies allowed by the Zighee standard.

MAC layer, it supports the association of other nodes in the network and it is
able to relay the packets in the network according to a routing protocol;

* Zigbee coordinator: it acts as the PAN coordinator at MAC layer, it has th
same functionalities of Zigbee routers but it is also able to set up the network
by configuring the network parameters;

» Zighee End Device: it corresponds to the End Device at MAC layer. st ha
neither routing nor association management capabilities.

A group of Zigbee nodes associated with and connected, either diredtigior
rectly, to a Zigbee coordinator forms a Zigbee network. These nodesspand to
those which form the underlying PAN network. The NWK layer defines thvaéng
strategies: (i) neighborhood routing, (ii) tree routing, and (iii) ad-hating, as will
be presented in Section 2.5. According to these routing strategies, it iblpass
define three networks topologies, based on the two presented for theldWACand
shown in Figure 2.2: (i) star, (ii) cluster tree. and (iii)) mesh topology.

The star topology corresponds exactly to the star topology defined at A M
layer, since only direct communications from remote nodes to the Zigbedinator
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Table 2.1: Channel frequencies of the Zigbee standard.

Channel number Frequency (MHz)
k=0 868.3
k=1,...,10 906+ 2(k—1)
k=11...,26 | 2405+5(k—11)

are allowed. The other two topologies, instead, rely on the peer-to-peabty at

MAC layer and support multi-hop communications. The mesh topologies uses the
ad-hoc routing strategy based on dynamic routing tables and does ruatristhe
beacon modality. On the other side, the cluster tree topology does not utgggro
table since packets are relayed according to tree routing.

2.3 Physical Layer of the Zigbee Standard

The 2003 version of the IEEE 802.15.4 standard defines three opdiratpgncies:
the first is around 2.4 GHz, the second is around 916 MHz, and the thirdusa
868 MHz. In particular, the frequencies around 868 MHz are used ikthehose
centered at 916 MHz are used in the U.S.A., whereas those around 2.416Hz
worldwide available. The frequency allocation of the 27 channels avaifabline
Zigbee standard are presented in Table 2.1.

The transmission rates at physical level are 20 and 40 kbps for theefney
bands at 868 and 916 MHz, respectively, whereas at 2.4 GHz thertissign rate
is 250 kbps. These values are low if compared with the performance adbthine
other IEEE 802.1x standards. In particular, it is possible to range frduiibds for
the Bluetooth and Wibree standards to 250 Mbps for the IEEE 802.11nastand
For sake of completeness, some modulation changes in the 2006 versier BEH
802.15.4 protocol allow the data rate of each frequency band to reacfaltine of
250 kbps.

All the frequency bands used by the Zigbee standard are unlicensgds they
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Figure 2.3: Scheme of the modulator for the Zigbee standard at the freiqaeof
868 and 916 MHz.

don’t require Government authorization for their exploitation. Neglectinfpa ben-
efits that this choice can bring, the negative aspect is that Zigbee netvayrkuffer
from co-channel interference from other devices operating at the s@quency. In
particular, in addition to Bluetooth, IEEE 802.11b, and IEEE 802.11g, akeésc-
tronic devices exploit the 2.4 GHz band, making critical the coexistencevidete
operating in this interval of the spectrum [56]. According to simulation daisiged
in [40], the most critical coexistence is between the IEEE 802.15.4 and &€ |IE
802.11b standards; a transmission of an IEEE 802.11b device, withuefrey shift
of 3 MHz and at a distance of 80 m from an IEEE 802.15.4 device, is abletept
the transmission of the latter (the impact of a shift of 47 MHz is perceptible only
at a few meters). On the contrary, the impact of IEEE 802.15.4 on IEEEL802
transmissions is scaled by a factor of 4. Concluding, Zigbee and IEEE BO&tan-
dards can coexist in the same frequency band only if the IEEE 802.1ddastis
have a low utilization factor. Otherwise, the two standards must operatejineiney
bands sufficiently separated (at least 7 MHz) one from the other, &r ¢todreduce
the impact of the interference and guarantee the coexistence. The sitgdtistter
concerning the Bluetooth standard, because the mutual interferene® liapact
when the distance between two devices is larger then 10 m.

The modulation scheme adopted by the Zigbee standard depends on the cho-
sen frequency band. Concerning the bands at 868 and 916 MHz dgilsallecheme
of the modulator is shown in Figure 2.3. The modulator can be split in three sep-
arated blocks. The first block makes a differential encoding of thenmdtion bit,
the second makes a spectral expansion by associating to each bittgefena the
previous block, a 16-chips pseudo-random (PN) sequence, im trdealize a di-
rect sequence spread spectrum (DSSS) modulation [57]. Finally, therigtated by
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Figure 2.4: Scheme of the modulator for the Zigbee standard at the fregogd.4
GHz.

the second block are modulated according to a Binary Phase Shift KeBigk)
modulation and sent to the transmitter. The main difference between the 868 &nd
MHz frequency bands is the chip rate which is 20 and 40 Kchips/s, rixsglgc

Similarly to the modulator for the bands at 868 and 916 MHz, also the modulator
for the 2.4 GHz, shown in Figure 2.4, can be split into three blocks. Hawevthis
case in the first block 4 information bits are encoded with one of the 16 aledgin-
bols with whom, in the second block, one of the 16 32-chips PN expansipesee
is associated, in order to realize the DSSS expansion. Finally, in the thirkl &toc
Offset-Quadrature Phase Shift Keying (O-QPSK) modulation is applieddier do
transmit the signal. On the in-phase component of the modulator the odd snolexe
the bits of the expansion sequence are used, whereas on the gqueapiase the
even indexes of the bits of the expansion sequence are used. Due tetbaqe of
the offset, this modulation can be seen as a Minimum Shift Keying (MSK) with half
sine shaping pulse. According to the chosen solution, it is possible to leaeh
Bit Error Rate (BER) compared with the other IEEE 802.1x standards. Saries
have proved that under the assumption of low signal-to-noise (SNR) tfatioEEE
802.15.4 modulations have better performance than that of IEEE 802.1[ER&d
802.15.1 [58].

From a protocol point of view, the PHY layer defines a Physical Protbata
Unit (PPDU) which is formed by the following fields:

« Synchronization Header (SHR): it has a fixed dimension of 5 bytes aald it
lows the receiver the synchronization with incoming bit stream;

» Physical Header (PHR): it has a fixed dimension of 1 byte and it contiaéns
information about the frame length;
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Figure 2.5: Structure of a superframe.

» Physical Service Data Unit (PSDU): since it contains the payload ddyi¢he
packet, it has a variable length. The maximum length allowed by the Zigbee
standard is 127 byte, therefore this is the maximum length also for the MPDU
(MAC Protocol Data Unit).

2.4 Access and Medium Control Layer of Zigbee Standard

2.4.1 Structure of the Superframe

As introduced in Section 2.2, in the beacon modality, the time axis is discretized in
time intervals referred to as superframes, which are set by the beaceagaesThe
structure of a superframe is shown in Figure 2.5. A superframe is madeoltiple
of the length of a physical modulation symbol, denotedsgs = 1.6us for the fre-
quency band around 2.4 GHz. The duration of the superframe, incldaénigngth
of the beacon and denoted as Beacon Inte®Hl {s decided by the coordinator and
it is equal to

Bl = dsg- 28°

where the constarBBO (Beacon Order) ranges between 0 and 15. The case with
BO = 15 corresponds to beaconless modality; the meaning of the comtsiawill

be shortly introduced. The superframe is composed by an active zarieg dvhich

the communications between remote nodes and coordinator are allowedpasd a
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sive zone, during which, instead, data communications are forbiddés sfrategy
allows the nodes to use a low-power consumption modality for a part of ther-sup
frame, reducing their duty cycle and, consequently, their energy ogstsan. The
duration of the active zone, referred to as Superframe Durg8ib) {s lower therBl
and is defined as:

SD= dgf- 25°

where the constar8O (Superframe Order) ranges in values between OB@dIn-
tuitively, when SO= BO, there is no passive zone. The active zone is divided in
aNumSuperframeSlots slots, that is 16 in the standard configuration. Eddb s
made of a given number of physical symbalg)which depends on the value 80

In particular, we have that:

ds; = aBaseSlotDuratior25°

where aBaseSlotDuration represents the length of a slot in the c&®-6f0. At
this point it is possible to introduce the constdat, which represents the number
of symbols in the active zone wh&0= 0 and which corresponds to the constant
aBaseSuperframeDuration defined by the standard:

dse = aBaseSuperframeDuratienaNumSuperframeSlotaBaseSlotDuratian

Finally, the active zone is divided into two temporal intervals. In the forneéerred
to as Contention Access Period (CAP), the access to the channel isteelghia
the CSMAJ/CA protocol; in the latter, instead, referred to as Contention Feged®
(CFP), the access to the channel is deterministic, therefore there istemton. The
CFP is made of a given number of GTS, which may differ from one node tothes.
Obviously, a deterministic protocol does not fully exploit the capacity of ttenoel
but, on the other side, it allows to guarantee a required Quality of Serviz8)(&t
each node. In some applications, this requirement is more important thartitialop
channel exploitation.
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Figure 2.6: General structure of a MAC layer data packet.

2.4.2 Structure of the MAC Layer Packets

A generic MAC layer packet, in the following referred to as frame, is calle&’CM
Protocol Data Unit (MPDU). As shown in Figure 2.6, the frame is compogdtree
fields: (i) MAC header (MHR), (ii) Service Data Unit (MSDU), and (iii) MAiGoter
(MFR). Depending on the type of MSDU, itis possible to identify 4 classémofes:

« beacon, used by the PAN coordinators to send the homonym packets;
« data, used by the higher levels for data transfer;
« acknowledgment, used to confirm the correct reception of a frame;

« MAC Command, used to manage all the control information between the de-
vices.

In the simplest case, that is in the case of a data frame, the MSDU is the Frotoco
Data Unit received by the higher level and corresponds to the payfod drans-
mitted message. The MFR is formed by a single field referred to as Frame Check
Sequence (FCS), which contains a 16-bit Cyclic Redundancy Che&Rk),C:om-
puted according to the MHR and MSDU fields. Finally, the MHR is formed by 3
fields:

« Frame control, which has a fixed size of 2 bytes, defines the frame typolog
and contains information about the addressing type and other specitiolcon
flags.
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» Sequence Number, which contains an 8-bit unambiguous frame ideMtifiether
the frame is a beacon, this field contains the Beacon Sequence Number (BSN
randomly initialized by the coordinator and incremented at each beacon trans
mission. In all the other cases, this field contains the Data Sequence Num-
ber (DSN), which is randomly initialized by the source node and incremented
at each new packet transmission. In the case of a retransmission, thesDSN
not incremented. The ACK frame contains the same DSN of the packet which
needs for reception confirmation.

« Addressing Fields, which is formed, at its turn, by four sub-fieldstaiomg
the source and destination nodes addresses and the relative PAN identifie
The latter are optional and have a fixed dimension of 2 bytes. The former,
instead, even if still optional, may have two different formats, that is a 16-bit
short format and a 64-bit long format. Depending on the selected coatign,
the Addressing Fields size may range between 0 and 20 bytes.

The maximum size of a MPDU corresponds to the maximum size of the Service
Data Unit at the PHY layer, that is 127 bytes. Considering the presence MR
and FHR fields, the maximum size of the MSDU is related to the addressing type
and ranges between 102 and 122 bytes. The ACK frame, instead, eites nthe
Addressing Fields nor the MSDU and has a size of 5 bytes.

2.4.3 Data Transfer Modality

The IEEE 802.15.4 standard allows for several way to transmit a data.flBme
sically, it is possible to classify these modalities in two families: (i) direct and (ii)
indirect transmissions. In the former family, the source node transmits directly
the destination node without any preventive request. In the latter familyahstiee
effective data frame transmission begins after that the source nodéhated the
destination node of the incoming transmission.

Indirect transmissions are useful in two cases:

* in star topologies, in communications from the PAN coordinator to a generic
node in the network;
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Figure 2.7: Data transfer from an end device to a PAN coordinator.

« in tree topologies (at the NWK layer), in communications from the parents to
the children, when the children are end devices.

It is not possible to perform indirect transmissions during GTS perioks.riiodal-

ity of transmissions between to generic nodes, in a peer-to-peer netwbdagon
mode, has not been defined by the MAC layer, with the exception of theeabeu-
tioned tree topology. In all the other cases, direct transmissions argasgastially

in communications to the PAN coordinator (uplink) and beaconless peayeiodata
exchange.

In the case of direct data frame transmission, the frame exchange seguen

shown in Figure 2.7, is composed by the following operations:

 optional transmission of the beacon;

* medium access;

data frame transmission;

* transmission of the optional ACK by the destination node;
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« processing of the received packet

In beaconless modality, a node can access the communication channelroabhth

an unslotted CSMA/CA. On the other side, in beacon modality, there are two dis-
tinct methodologies to access the communication channel: (i) the slotted CSMA/CA
mechanism inside the CAP and (ii) the use of a guaranteed access meclsamism,

as the GTS, which may happen only during the CFP. In beacon modality, tise tran
mission procedure begins only in the correspondence of the boundargdn two
consecutive slots, referred to as backoff boundary and after énaethcon which de-
termines the beginning of the superframe has been received andtlyoprecessed.

An additional constraint is due to the fact the whether the remaining time in the
current superframe is not sufficient to complete the data exchangerssxjihe trans-
mission and the medium access procedure are delayed to the followindraopeer
Once that the medium access has been completed, the status of the radiceénterf
(RF) of the device must be switched from reception to transmission in a timeahterv
strictly lower than the constant aTurnAroundTime, referred t&as and set by the
standard equal to 1By, Once concluded the operation, the data frame transmission
may begin. In beacon modality, the transmission must begin in the correspEnde
of a backoff boundary, whereas in the beaconless modality it can begivoa as the
transmitting node has changed the status of its RF, that is aftgf a

Once that the data frame transmission is correctly concluded, the recaiieg
transmits the ACK packet, whether required by the single packet. The USEKOf
packets allows to maximize the reliability of the transmitted packets but, on the other
side, it largely degrades the network performance, especially in termeooigtput,
delay, and lifetime. However, while in classic data networks, the conterstabf @ata
frame is important since it is normally unique, in physical phenomena monitoring
applications, which are typical of WSNs, the content of a data frame is oftén
unique. Therefore, in such scenarios maximizing the reliability of a singlkepac
may not necessarily lead to the maximizing the overall network reliability and it
may also be counterproductive. For this reason, the use of ACK is totadlicafion

1in transmissions without the ACK, this phase is immediately subsequent tedbgtion of the
data frame and the ACK frame transmission does not require the medieasastrategy.
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dependent.

If the source node does not receive the ACK message in a given timeahterv
the packet is declared collided and retransmitted reinitializing the parametires of
CSMA/CA mechanism. This procedure can be repeated a maximum number qf times
whose maximum is determined by the parameter MaxCSMARetry. When this value
is exceeded, the packet is definitively discarded. The limit time interval orgbep-
tion of the first bit of an ACK frame is set by the constant AckWaitDuratiohiclv
can be defined as:

Tuat = Trat + Tou+ Tack

doveTack is the number of symbols necessary for the transmission of an ACK frame,
whereasly, is the duration of a backoff unit of the CSMA/CA mechanism, as will
be shown in Subsection 2.4.4. This duration is referred to as aUnitB&ekadtl

and it is equal to ZQym. Since the dimension of an ACK frame is 11 bytes, in the
case of the 2.4 GHz transmissioffack = 2Z2Tsym. From this it can be derived that
ToaeX = 54Tsym. In the case of transmissions without the acknowledgment, the source
node cannot be detect if the packet is lost or correctly deliveredftirereach packet

is sent only once.

Finally, the reception of an eventual ACK message or the end of the date fra
reception is followed by a period referred to as InterFrame Space, (NF®)h is nec-
essary for the receiving node to process the exchanged framditioadduring the
IFS the source node cannot transmit another packet to the same destirakinut
it has to wait for the end of the IFS in order to begin the transmission of thenfioigp
data frame. The value of the IFS depends on the length of the transmittest. gJeak
packets whose dimension is lower than the threshold value aMaxSIFSHeameS
18 bytes, the IFS is referred to as Short InterFrame Spacing (SlES)saturation
must be larger than aMinSIFSPeriedl 2Tsym, vice versa for longer data frames the
IFS, referred to as Long InterFrame Spacing (LIFS) and its duration beurger
than aMinSIFSPerioe: 40Tsym. In the following, we will denote the length of the
IFS with Tis.

In the case of indirect data transfer, that is downlink communication, theagess
exchange scheme is slightly more complex, as shown in Figure 2.8, and is s®inpo
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Figure 2.8: Data transfer from a PAN coordinator to an end device.

by the following steps:

» the destination node accesses the communication channel;

* the destination node sends a data request command frame to the PAN coordi-
nator;

the coordinator replies with an ACK frame;

the coordinator sends the data frame;
« eventually, the destination node sends the ACK message;

« the received frame is processed.

In beacon modality, a node become aware of having a pending data fréuag, w
needs to be received, through the beacon packets sent by the eborditthe begin-
ning of each superframe. Therefore, a node will send the data tezplgsvhen there

2In transmissions without ACK, this phase is immediately subsequent tordata feception phase.
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are data pending which are directed to that node. Vice versa, in beasom@ivorks,
the nodes, which do no have information about pending packets, negdlitatty
poll the coordinator through data request frames. In both cases, stivatimn node
will need to obtain the access to the channel before sending the datatretes
sage. The coordinator, once received the data request, will reply wilC& frame
containing information about the eventual presence of pending pacldisssed to
the node which is sending the data request. If there are the conditions tdetemp
the data exchange procedure in the current CAP, the coordinator willtbe data
frame immediately after the ACK without performing the medium access operations
This strategy is referred to as piggybacking. Vice versa, the coordiwdtdransmit
the data frame in the following CAP according to the CSMA/CA strategy. After the
reception of the data frame, the destination node will eventually reply with the AC
frame, if required, without performing the medium access strategy. Firaly-S
time interval, necessary for data processing, follows the packet reception

The remaining types of frame, that is those different from the data framee, a
transmitted according to the following procedure:

» acommand frame is transmitted in the way of a data frame; the only difference
is that the command frame can be transmitted only during the CAP and not
during the CFP;

« the beacon frames are transmitted outside both the CAP and CFP, require ne
ther the confirmation through the ACK nor the use of CSMA/CA strategy and
are followed by an IFS interval;

» the ACK frame are transmitted only after the reception of a data frame or a
command frame. They are followed by an IFS time interval and are transmitted
without performing the CSMA/CA strategy.

2.4.4 The CSMA/CA Protocol

In random medium access mechanism, like the CSMA, there is no authorities or
controlling nodes which are able to determine which node has the right tesacce
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the channel in a certain instant. In fact, the nodes manage the chanass$ aca
distributed fashion. The peculiarity of the CSMA/CA is given by the fact dwath
node, before the channel access, sense the channel in orderrtoideterhether the
channel is busy or idle Given the result of the sensing operation, thevioelof the
node is not univocally defined. This characteristic allows to classify thHd AEA-
based protocols according to the concept of “persistence” which widxpéained
in the following. During the normal CSMA/CA operations, the time is discretized in
time slots, referred to as backoff units, of constant duration equig|,to

The parameters, which characterize the CSMA/CA protocol and areededis
multiple of a backoff unit, are the following:

* Number of Backoffs \IB): it is the number of backoff cycles elapsed for the
transmission of the current packet.

* m: it corresponds to the macMaxCSMABackoffs and it is the maximum num-
ber of backoff cycles, referred to as backoff stage, allowed fotrimsmission
of the current packet;

« Backoff ExponentBE): it is the exponent used in the computation of the wait-
ing time which elapses between two channel access attempts iithtoycle
of backoff;

* BEqn: it corresponds to macMinBE and it is the minimum value to wiséh
can be set, that is the default value used in the initialization phase;

* BEnax it corresponds to aMaxBE and it is the maximum value to wtséh
can be set;

* CW: itis the dimension of the contention window and it is equal to 1 slot in the
unslotted case and 2 slots in the slotted case.

The differences between the slotted and the unslotted versions arecutsd-
erable to justify a separate treatment, therefore in the following we will ptesdyn
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the simplest version, that is the unslotted case, highlighting when requiredftre
ences between the two versions. In order to help the comprehension uie i,
the flow charts of both the versions of the CSMA/CA protocol are predente

The operations of the unslotted CSMA/CA protocol can be presentednsthe
cally in the following way.

1. The source node selects a discrete random number uniformly distribubed

interval [0,285 — 1] and waits for a number of slots equal to the previously
generated value. This waiting is elapsed also at the beginning of the backof
cycle, that is when th&lB andBE are equal to the default values. This fact,
which could be interpreted as an inefficiency, belongs to the collision avoid-
ance characteristic of the IEEE 802.15.4 protocol and it is useful edlyec

in periodical monitoring applications in which may happen that several nodes
transmit at the same instant.

. Once elapsed the waiting interval, the node verifies the status of theethann
through a Clear Channel Assessment (CCA) operation, which allows te mea
sure the energy level received by the RF interface over a time interual eq
to 8Tsym. If the result of this measurement is lower than the energy detection
threshold, the channel is assumed idle and the CCA is successful. Vs ver
the channel is assumed busy and the CCA fails.

. If the channel is idle, a node can immediately transmit the packet which is
stored in the transmission queue. Instead, if the CCA fails, it is hecessary to
comparanandNB. If NB=m, the CSMA/CA is declared failed and the packet

is discarded; vice versa, the node increments of one the vaBE,afiven that

BE is lower than the maximum allowed valB&,,x, and the procedure is re-
peated from point 1. Incrementir§E allows to double the time interval in
which it is possible to chose the number of slots to be waited for and, conse-
qguently, to double the average waiting time; for such a reason, this protocol
is referred to as binary exponential backoff. This behavior is a peityliaf

the collision avoidance mechanism of the IEEE 802.15.4 protocol, since it de-
creases the probability that two nodes perform their following transmission
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Figure 2.9: CSMA/CA mechanism in the IEEE 802.15.4 protocol.



2.4. Access and Medium Control Layer of Zigbee Standard 29

attempts in the same slot.

The main difference between the slotted and the unslotted versions is thét the a
the CSMA/CA operations and the frame transmissions must be performed irrthe co
respondence of a backoff boundary. Therefore, a node céegat the transmission
as soon as a packet is put in the transmission queue, but it must wait fiotltve-
ing backoff unit or for the following beacon if still not synchronizedrfoe same
reason, the ACK frame cannot be sent at the end of the transition of ths sfahe
RF interface (radio switching), but it has to wait for the beginning of tHieiong
slot. Due to this behavior, depending on the transmission time of the currekgtpa
and the time elapsed to perform the radio switching, in same circumstancesahere
be an unused time slot between the reception of a packet and the transrofgsien
related ACK. Therefore, an eventual CCA operation performed in thme sdot by
another node would not be successful, determining a collision betweerctiraimy
packet and the ACK frame to be transmitted.

In order to solve this problem, the standard states that, in the slotted version, a
node must perform two successful CCA operations in a row, that is thiemtion
window has a duration equal to 2 slotSW = 2), differently from the unslotted
version in which theCW is equal to 1 slot. This expedient prevents from possible
collisions but, on the other side, leads to a performance degradation duerorth
optimal channel utilization. In particular, this phenomenon is really stresstkin
presence of communications without the ACK. [45, 59]

Finally, in the slotted scenario it is foreseen a low energy consumption modality,
which can be activated by setting the parameter macBattLifeExt. In this modality,
independently of the duration of the active zone, the activity period ofdbedinator
in the CAP is reduced to a number of slot between 6 and 8. In this case, the initia
value of BE is decreased, in order to increase the probability of transmitting during
the active zone of the node supposed to receive a message from timatmw.

Although the efforts to prevent this problem, frame collisions are possilde du
to several causes. First of all, when two or more nodes are not in rasihlity,
the status of the channel inside the PAN is no longer the same for all the, tdes
groups of nodes see channel states slightly correlated or, at mostrelated. The
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fact that the nodes do not have a global view of the channel unhingds#tis of the
CSMA/CA protocol and makes the channel sensing operations useless.

The classical example for this phenomenon is when two nodes, that is A,and B
which are not in radio visibility, want to transmit to the same node C. In this tase,
node B is not able to detect whether A is transmitting to the node C but, vice, versa
is able to detect when the node C is transmitting to the node A. Consequently, it may
happen that when the node A is transmitting to the node C, the node B starts trans
mitting to C, leading to a packet collision. This problem is known as hidden terminal
problem and afflicts both the CSMA/CA versions of the IEEE 802.15.4 stdnda
There are some particular expedients which allow to overcome this problem, su
as the use of RTS/CTS in the IEEE 802.11 standard or the use of a dedibated
nel, as for the protocols based on the principle of the Busy Tone Multiplegscc
(BTMA). [60]

Also in an ideal scenario with perfect synchronization between the ntiaeab-
sence of hidden terminal problem, idle channel and without propagatiay, diee
collisions are anyway possible. In fact, it is sufficient that two or moreeaqebrform
the CCA operations at the same instant to incur in a packet collision. Also ttis pr
lem affect both the versions of the CSMA/CA. The only difference is mithat in
the slotted case, the vulnerability interval is equal to the duration of a sloteate
in the unslotted version the vulnerability interval corresponds to the durafitre
CCA, that is 8Tsym. In the slotted version the problem is worsened by the fact that
the standard requires that all the transmissions, which cannot be comipletesl
current superframe, must be delayed to the following superframe. Ehigvior is
problematic; in fact, as proved by [61], when two or more nodes aredoi@ delay
the transmission in the same superframe, inevitably all the nodes involved will pe
form the CCA in the first useful slot, inducing a collision. In the above-meaetio
ideal scenario, the contemporaneous CCA is the only cause of collisidre&mon
configuration. In the beaconless case, instead, the lower dimensionwfitiezabil-
ity interval and the absence of following superframe transmission deldyceethe
probability of having contemporaneous CCA. On the other side, there axisteer
situation that may generate collisions: the standard defines that the maximum time in-
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terval during which the device must perform the radio switching is equakt®ity
constant and is set to T2y, whereas the CCA operation has a duration GE&,.
Therefore, if a node performs the CCA in the time interval between thetieney a
packet and the transmission of the corresponding ACK frame, the nadd s&e the
channel idle and this would lead to a collision between the ACK and the data frame
sent by the node.

2.5 Network Layer of Zigbee Standard

The NWK layer performs the following tasks:
« creation and management of a network;
« choice of the network topology;

« routing of the packet both in unicast (from one source to one destinatiah
in multicast modalities;

* security management;

* management of the logical associations between the applications resient o
different nodes in the network.

The last point is referred to as binding by the Zigbee standard and willrde p
sented in details in Section 2.6. Considering the categories of the nodesiteks
in Section 2.2, only the Zigbee coordinators and the routers have an eavin
network maintenance, whereas the end devices do not perform amtiopeand,
consequently, they will have lower requirements and a lower set of furatiies.
The main difference is that a router and a coordinator must belong to thelaEg)
whereas an end device can also belong to the RFD class. In additiodjraior and
router nodes can create routing tables, necessary for the corseotamhcket routing
provided by the Zigbee standard. On the other side, end devices daveoamouting
table, therefore they can communicate only with the parent node to which tbey a
connected. There is also another table, different from the routing tatleeéerred to
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as neighborhood table, which contains information about all the suriogimbdes
which are in the transmission range of a given ndde

2.5.1 Network Creation and Management

The Zigbee coordinator is the node which initializes the network setting thefund
mental parameters, both and MAC and NWK layer and notifying the associaties

of the selected parameters. In addition, the Zigbee coordinator is résiecios the
periodical beacon transmission to associated nodes. The mentioned {easarne-
cern the creation and the assignment of network addresses, the binsioiption,
the choice of the network topology and the choice of the routing strategyinsbe
network.

The choice of which node will become the network coordinator either caaz be
priori defined by opportunely programming the higher levels of the stacdaoibe
random. The default Zigbee policy is that each FFD device, which is netalsso-
ciate itself to any existing network, starts the creation of a new network, sétaif
as the network coordinator. Once that the network is working, the catatinan re-
ceive association requests from other nodes, both router and eicdsldf/there are
available addresses and the compatibility and security requirements aredatiefi
coordinator allows the applying node to access the network. The cotodimd be-
come the “parent” of the associated node which, at its turn, will become thlel"c
The children of the coordinator can receive association requestsofiften nodes in
the network, becoming parents of other nodes. Iterating this procesppoissible to
create very complex network topologies. We remark that end devicestda@eome
parents of other nodes, therefore they cannot accept incomingatgsocequests.

As soon as the association process ends, the children receive fropariet
node an address which is unambiguous in the network; in the case ofs;ailiey
will implicitly receive a group of addresses which could be assigned to theitteal
children. The coordinator can assign the addresses in two differgst pdelegat-
ing to the higher levels the choice of the address assigned to each nodsin(j)a

3This table could be created also in the end devices, but the standard Isaralmout this point.
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distributed (tree-based) addressing mechanism, which allows to automatieally g
erate the addresses to be assigned to the nodes in the network. Thealtasseu)
mode is efficient since it allows to use a hierarchical routing algorithm whies d
not require touring tables.

2.5.2 Routing Algorithm

In the Zigbee standard, the routing is presented from a global point of [@2],
without distinguishing between the different implementation of the algorithms. In
order to help the reader in better understanding, it is better to interpretttieg
through a classification of the several routing algorithms. At this propesakan
state that the Zigbee standard provides for three different routingithligor(i) an
hierarchical algorithm, (ii) an ad-hoc routing algorithm based on Ad hoD@mnand
Distance Vector (AODV, [63]), and (iii)) an algorithm referred to as negimood
routing. In the following, the ad-hoc routing will be indicated through theagm
AODYV, even if there exists a slight difference among the two.

The neighborhood routing is the simplest routing strategy, It consistgibying
whether the destination address is in the routing tables of the neighborieg;rinod
such a case, the source node transmits directly to the node which this infoarmatio
using the direct data transfer mechanism. The standard does not spleether this
approach can be implemented also by the end devices or only by the rodés. no

The hierarchical routing algorithm is based on the fact that each Zigbée n
has a direct parent-child degree of kinship with at least another node imetivork,
therefore exploiting in a recursive way these links, it is possible to commienigth
all the other nodes in the network through multi-hop paths. This algorithm, when
used jointly to the distributed addressing mechanism, does not require rtalilag,
therefore its implementation in the nodes is really simple. In fact, starting from the
destination address of a frame, through a simple equation it is possible tstamter
in which direction the packet must be forwarded, that is towards eitheratenp
or the child node. At the same time, this approach has two problems: first of all,
due to its nature, it exploits only sub-optimal paths (which in exceptionakazese
be optimal) increasing the delay; the second problem is that, due to the alifenc
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routing tables, it is not possible to dynamically modify the paths, thereforduada
in a path may harm the communication.

The AODV routing algorithm allows to obtain unicast paths, especially in sce-
narios characterized by dynamic links such those for mobile ad-hoc W&igy a
limited amount of computational resources. Differently from the tree roui@V
is a routing algorithm based on routing tables which must be stored in thesaiiter
the network. The correct functioning of AODV is based on the transmisgi®oute
Request (RREQ) packets in broadcast. These packets are foddardgtermediate
nodes in order to reach either the destination node or an intermediate nimthehak
a valid and updated route for the destination node. The nodes which Hexmation
will reply through the transmission of Route Response (RREP) unicast{zashich
will be forwarded till the source node. The route discovery procegsbavith the
transmission of a RREQ packet from the source node and ends with eighrercty-
tion of a RREP packet or the expiration of a timer in the source node, whidaies
that the route discovery process has failed. The information necessaing correct
routing of the packet are distributed among the network, in the routing acoveis/
tables of each routing with forwarding capabilities.

2.5.3 Network Topologies

One of the tasks of the Zigbee coordinator is the choice of the network wpolo
As described in Section 2.2, the NWK layer networks may present thresyetiff
topologies: (i) star, (ii) tree, and (iii) mesh. Also in this case, the standaed dot
provide a clear distinction between the different network topologies.

The star topology is characterized by the fact that there are no routirs net-
work, since the communications are only between the end devices and theeZigb
coordinator, that is there is only a parent-child communication type and the maxi-
mum number of hops traversed by a packet is two, one from the end devibe
coordinator and one from the coordinator to the destination node belotwitig
same PAN. In this configuration, no NWK routing functionalities are exploibace
to this simple structure, the star topology gives the following advantages:
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« synchronization between the nodes;

control on the latency in the network;

 low-power operation support due to the use of active zones;

» QoS support due to the use of GTS defined by the IEEE 802.15.4.
On the other side, there are also the following contraindications:

* at most two-hops communications are possible;

* the absence of redundancy between the paths yields a lack of rotsistme
requires that all the links towards the coordinator are reliable.

The tree topology is formed in the following way: the PAN coordinator is thé roo
of the tree; starting from this node, it unravels a branch structure whimimigposed
by routers, which are used to create the branches of the tree, and hpaes, which
act as the leaves of the tree and which do not have any role at NWK lagt&srnote
that whether a RFD is connected to the branch of the tree, this node autdipatica
becomes a leaf, since no additional hode can be connected through Ehe/iRE
versa, if a FFD is connected to a branch, it will behave like a leaf, till amatbde
will be connected to it and it will start behaving like a branch. The tree tapolo
can be seen as an extension of the star topology. The standard cammdiguof a
tree topology requires the use of the distributed addressing mechanistheatnde
routing algorithm. The peculiar tree structure, the possibility of using thedmeac
packets, together with the tree routing algorithm, make this topology energigeffi
In fact, by opportunely shifting the active zones of the branches ateddo the
same router, it is possible to use really short duty cycles, allowing only soizdbss
of nodes to be active at the same time, with all the other nodes are in low-power
consumption state. Obviously, this expedient allows to significantly reducsénall
energy consumption and to increase the lifetime of the nodes, especially iaghe c
of symmetrical trees. Finally, the advantages of tree topology are the fogowin

« for each path it is possible to evaluate the latency with a required acguracy
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« in beacon modality, it is possible to operate in low-power mode, making pos-
sible the use of battery powered routers;

» multi-hop communications are feasible.
On the other side, the main disadvantages of the tree topology are the following
* the maximum network diameter is fixed;
« the latency, even if predictable, is high;
* due to the absence of redundancy, the path must be reliable to avoidgailur

Finally, the mesh topology is characterized by the fact that a node can cammun
cate with all the other nodes in the network, under the limitation given by its transmis
sion range and its routing capability (an end device can transmit only to itatpare
The advantages and disadvantage of mesh networks are the oppostisesobthree
networks. In fact, mesh networks are, usually, quite energy consuriniog they do
not support the beacon modality, therefore the nodes cannot be jhelogd power
mode. On the other side, the strength of mesh networks is the resistancefinkod
failures. In fact, the capability of communicating with all the nodes in the network
allows to implicitly introduce redundancy in the paths, introducing the possibility of
exploiting alternative paths in the case of failures. The advantages oftoyadbgy
are the following:

« the network diameter is not necessarily fixed;
« the latency can be lower than in the case of tree topology;

« the network is robust due to the presence of multiple paths between a sourc
and a destination node.

On the other hand, the disadvantages are the following:
« itis hard to predict the latency;

« the router must be always on, therefore battery powered routemstdam used,;
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« the presence of routing tables requires higher memory capacity insidauiiees;

 network discovery capabilities are required.

2.6 Application Layer

Each node, according to the Zigbee nomenclature, is referred to as dekis defi-
nition includes not only the hardware characteristics of the node, buitelS0O/OSI
stack. On each Zigbee device it is possible to configure up to 240 Applicatien
ject, that is software applications which exploit the underlying hardware timpn
some tasks. As for TCP/IP-based networks, where the applicationsaecally
identified through the used port, each Application Object is associated toaamn-u
biguous numerical identifier, referred to as end-point. A set of Applinabbjects
implementing a Zigbee profile, even if operating on distinct peripherals,asresf to
as Zigbee Application. A profile is a set of guidelines which allow the intedmkr
ity between Application Objects respecting these guidelines. A profile is shiitpu
if the specifications are public available, allowing to have interoperability Ewe
devices built by different producers. For example, the Zigbee alliaasedefined
profiles for the nowadays most common applications, such as domotic automation
light control, etc. Vice versa, it is also possible to define private profil@siwdo not
have the interoperability property.

Data exchanged in the network are defined by the attributes, that is thaysare
ciated with a couple (identifier, numerical format): for example, the identifean*
perature” is associated with the data type “16-bit integer number,” or thtifige
“switch” is associated with the boolean data “on/off.” The input and oudftubutes
of an Application Object are denoted with the term Device Descriptor. Sirecdeh
scriptor is associated with the applications, depending on the consideptchépn
field, the same device may present different characteristics. In additiset, of at-
tributes associated with a given Application Object are identified univocaligéna
profile by a Cluster ID because they form a cluster. We point out that #fisitlon
of cluster is different from the one that will be presented in Chapter 3.
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Figure 2.10: Logical scheme of the application layer of the Zigbee protocol.

The operation of mutual association between two or more couple of values (e
point, cluster ID), belonging to two or more different Application Objectsefenred
to as binding and allows the involved nodes to communicate one with the other. Let’
note that the introduction of this cluster-based communication mechanism is the main
moadification in 2006 version of the Zigbee standard with respect to the pievio
version which was based on two specific services: (i) Message (M&&Gjiia Key
Value Pair (KVP). Not only the Application Layer (APL) but also the NWKIdMAC
layers take part into the binding creation. The associations can be okdiffiypes:
(i) one-to-one, (i) one-to-many, (iii) many-to-one, and (iv) many-to-mdhat is
one or more end-points can be associated with one or more end-pointsremibie
peripherals. All the existing bindings in the network are stored by the owatat in
a binding table.

Finally, referring to Figure 2.10, we present the protocol structuree¥igbee
APL. There are three main sub-levels: (i) Application Support Laye!S}[i) Ap-
plication Framework (AF), and (iii) Zigbee Device Object (ZDO). The ARSBlayer
provides a data transfer service to the higher sublayers, taking céne ofeation
of APL level packets, referred to as Application Protocol Data Units (ABDcom-
pliant with the requirements of the lower layers, since they do not suppokiep
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fragmentation; in addition, the APS takes part in the binding operations. FrsaiB-
layer, instead, is responsible for the preparation of the APDU frame jwdaic be of
either KVP or MSG type and which will be forwarded to the lower layers. Ikina
the ZDO sublayer is a special application which is associated with the entd€poin
and which manages the automatic operations of the network. The useretafin
plications notify the ZDO the parameters that settle their behavior. In partitéar
specified parameters concern the input and output clusters whicheatéousansmit
from and to each end-point. If an output cluster of a local end-poinesponds to
the input cluster of a remote end-point, the devices are said to be “condisg.”
The ZDO provides also for an automatic corresponding-nodes résteagrctionality.
Once the nodes have been identified, the ZDO automatically contacts theratand s
up the connection.

2.7 Conclusions

In this chapter we have presented the Zigbee standard. We have poihtexhathis
standard looks for the highest possible energy saving, while trying t data at
a sufficiently high transmission rate. Another evident aspect is the simplicttyiof
standard at the APL. The goal of this standard is to allow a programmer bé&ig
based applications to easily manage the required operations. The neteatiorc
and management, in fact, are automatic operations which must be “trarSgaren
the APL. Finally, a lot of attention has been given to the MAC layer, beckuge
part of the work presented in the following will involve MAC characteristics.






Chapter 3

Theoretical Performance
Evaluation Framework

3.1 Introduction

In this chapter, we present the analytical tools which allow to evaluate airdiog
the performance of WSNs. One of the most common applications of WSNs isithe b
der surveillance, especially for military purposes. In such a scenasiet, @ nodes,
equipped with sensors with detection capabilities, can be placed in ordestacipr
and monitor the accesses to a given area. Since the nodes of a WSNldianady
equipped with batteries, the energy consumption becomes an important ferome
optimal network configuration. However, maximizing the network energingasan

be sometimes counterproductive, because the use of a limited amount of tiiasmis
power at the nodes may cause an increment of the number of packetstlostd
due to collisions. In addition, in order to structure the network and destbasum-
ber of exchanged packets, a clustered approach can be usedhlaway, the nodes
in charge of the management of the clusters (cluster-heads) can fuaéotineation
transmitted by the nodes belonging to each cluster. This operation allows $er¢lu
heads to retransmit only a subset of the received packets, represtrdiresult of
the local decision carried out on the basis of the received information.
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The structure of the chapter is the following: in Section 3.2, we introduce an
analytical model for the derivation of the probability of missing a target, adin
Section 3.3, we provide for a power allocation strategy based on the minimization
of the collisions between the packets received by the AP. In Section 3.gresent
the analytical model for the data fusion at the cluster-heads and at therrsiy, in
Section 3.5, we draw some conclusions about the analytical models pksente

3.2 Target Detection Model

In this section, we introduce the problem of target detection in sparselpydeh
WSNs [64]. In particular, we focus on random node deployment in timsidered
monitored area. After presenting the problem that we are facing, weilbiesbe
physical model for the sensing interface of the nodes in the presemtgyotycles.

In addition, we also provide for a simplified model for the latency of the trarsamis

of an alert message to the AP of the network and for the energy consumptien
goal of this section is the derivation of a framework which allows to evaluae th
performance of the systems in terms of (i) probability of detecting a targetimgte
the monitored areaP}) or, conversely, probability of missing iBgg), (ii) latency
after detection, and (ii) energy consumption.

3.2.1 Problem Statement

The surveillance of a given area is a sensible aspect in many military aitidrciv
applications. In particular, it is often required that a set of nodes dedecitscom-
ing target which crosses the monitored area. The simplest solution wouldplactn
the sensors in the proximity of all the entrance points of the area. Howevagny
realistic scenarios it is not possible to cover all the possible entrance psimde a
number of sensors, large enough to ensure the required detectioterisof avail-
able. Therefore, it is necessary to set an appropriate node deplbyraeguarantees
the highesPy of any incoming target.

In addition, due to the physical morphology of the monitored area, it is often
not possible to deal with cables placement, so that a wireless solution is thiagvinn
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choice for ensuring the requirdy. In a WSN there is a node which acts as the access
point (AP), for the other nodes, to reach control centers outside afiehgork. A
generic node can also relay messages for the others.

In these networks, battery energy is a precious resource and nedegchcally
“switched off,” according to proper duty cycles, generally at bothssgnand the
communication levels. However, these operations can affect both thakplipbof
detection, since a nhode may be off when the target crosses its senagdratehe
transmission latency of an “alert” message form the detecting node to then&ReO
opposite, in this way it is possible to extend the network lifetime.

3.2.2 Physical Description of the Sensor

A wireless sensor devices embeds two main sub-units, i.e., (i) the sensiumisub
and (ii) the communication sub-unit. The former is equipped with a seismic sensor
whose sensing rangg is maximum over a rocky surface, in which the vibrations
due to an incoming target propagate with low attenuation. Since the seismicsenso
can be placed also over different surfaces, such as sandy oy d¢kxyains, where
the propagation model is different and the attenuation is higher, we couifigeent
values ofrs. In order to reduce the energy consumption of the system, the sensing par
can be periodically switched off, according to a normalized duty cfedgs< [0, 1]
over a periodTgens (dimension: [s]). More precisely, nodes sense the surrounding
environment for the interval of lengiBsendsensand sleep for the interval of duration
(1 — Bsend Tsens The power consumption associated with the sensing operations is
denoted afsens We assume that all the sensors have the sanfizens andTsens

The communication interface of the nodes has a transmission rangémen-
sion: [m]), under the constrain that > rs. Generallyyt ranges between 100 m and
1000 m (in line-of-sight scenarios).

We have assumed that only the node detecting the target transmits an alert mes-
sage to the AP and that there can be only one target in the monitored argmat a
As aresult of these assumptions, there are no collisions between thégtaakemit-
ted by the wireless devices. In such a scenario, the Medium AccesoC&C)
protocol must guarantee the lowest energy consumption and the lowestiatehe
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network. In order to keep the MAC layer as simple as possible, we hawegtibe
X-MAC protocol [65], since it does not require synchronization betwéhe nodes
(reducing energy consumption) and it keeps the latency low, at the ibppbsched-
uled MAC protocols, especially for multi-hop networks. The X-MAC protoaid
the corresponding parameters, i&., S, Sa, Qr,, Qr,, andQs, will be described in
Subsection 3.2.5. Since it is likely that a packet has to be relayed in ordeadb r
the AP, the average number of hops that a packet has to traverse wihbted with
Nhop-

To make the derivation d® (or, equivalently, of the probability of missed de-
tection Pyg) feasible, we assume the monitored area to be a square with sides of
lengthds (dimension: [m]). In this ared sensors are identically and independently
deployed in a random fashion under the constrain that their sensingsraugnot
overlap. We also assume that the potential targets penetrate the monitoréal-area
lowing a linear and uniform trajectory. Trajectories are characterizeghlgngle of
arrival 8 and a target constant speeftlimension: [m/s]). Since there is no informa-
tion about the entrance point, we also assume that the target enters the etbaita
from a random point along the perimeter of the monitored surface.

3.2.3 Preliminary Works on Random Deployment

Our analytical framework for the evaluation of the probability of target noisse
tection, considering moving targets, extends the results presented imHi2h we
rapidly recall in the following. For more details about the following derivatithe
interested reader is referred to [12, 66, 67].

In order to detect a target in a squared area with perimefeN sensors are
randomly placed over the field of interest. Sensars= 1, ...,N have a sensing area
of perimeterL;. Assuming that there is no priori knowledge about the direction and
the entrance point of the target, the probabifyk) that at leask > 1 sensors detect
the target crossing the field of interest is

k—11Znwl 7] 1z

Pa(k) =1— Zo zl _rqu,-(i) |_|I(1—CIz—j(v)) (3.1)
w=0 J=1 I= V=
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where|Zy w| denotes the possible-tuplesz; of vector(1,...,N], i.e., the possi-
ble groups ofw sensors that can detect the target at a timelenotes the comple-
ment (N — w)-tuple of zj, G = o i) = 0z = Li/Lo, andg; can be interpreted as
P{Sensoronthetrajectofy

Assuming that; = L Vi € {1,-,N}, equation (3.1) can be rewritten as

o (g

Eq. (3.1) can also be used to derive the probablllty of missed detectionrgied. ta
In this case, observing th&g = P(Zn,0), i.€., the probability of not detecting any
target, andz; = 0,z; = {1,---,N}, the probabilityPnq of missing a target can be
written as

N L;
o= ] (1_ LO) (3.2)

According to the model introduced in Subsection 3.2.2 and recalling that all the
sensors have the same sensing range, Eqg. (3.2) can be rewritten\as follo

B 2mrs\ "
pmd_<1_ ; ds> | (3.3)

3.2.4 Integration of Duty Cycles for Random Deployment

To integrate sleeping duty cycles at sensing level, we extend the previaled tbo
expressPy or, equivalently, P4, as a function of both the duty cycf&ensand the
geometrical configuration of the WSN. The probability of detecting a targtsteis
probability that there is a sensor on the target’s trajectory (event deastdr) and
the sensor is active when the target is crossing the sensed aread@vetsid agyey).
Therefore, the probability that a single sensor detects a target is

Pi—1 = P{&soT, bdet} = P{Eded Esot}P{ 50T} - (3.4)
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(a) (b)

Figure 3.1: (a) Logical scheme of the sensing duty cycle and (b) modild@ensing
range of a node.

According to [12],P{&5se1} can be expressed asnz/ (4ds).

In order to evaluat®{&yel£sot}, We consider the scheme for the sleeping duty
cycle presented in Fig. 3.1 (a). Since the target arrives with a finite spéselcross-
ing time isT¢ross= L/V, WhereL is a random variable which expresses the length of
the intersection between the target's trajectory and the area sensed hyoa s&
shown in Fig. 3.1 (b). Since there is no information about the arrival ofatiget, its
arrival has been assumed uniformly distributed over the pdiigd

When the sensor is on, any incoming target will be detected. In the cagbehat
sensor is off, i.e., during the interval of duratifgenslsens the analysis has to be
refined. Letéiarget be the even{The sensor is on at the instant at which the target
enters the sensed atea\pplying the total probability theorem [68R{&yel Es0T}
can then be expressed as

P{éadet| éaSoT} = P{ éadet| Cg{arges éaSoT} P{ Cgatarged gSoT}
+ P{ @@det| gtarges @ﬁSoT} P{@@targed éaSoT} (3-5)

whereP{&yed Starget Esot} = 1. Sincediargetand &sot are independent—in fact, the
activity cycle of a sensor does not depend on the target—one can write,

BsensTsens 1

P{@@targeﬂ éaSoT} = P{gtarget} = /0 dt= Bsens

TSEI’]S

and
P{g{argel{ CgaSOT} =1- Bsens
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A Integration domain o

(1 = Bsens)Tiens

OO
CGGEREHKHK
(AR

RS

R ]

(1 — Bsens)Tsens 2ry/v

Figure 3.2: Integration domain for the evaluatiorP§51, &%}.

We are now going to evaluate the last term of Eq. (3.5). According to thaitbaming
on éjtarget and &sor, the target arrival time, denoted &g is a uniformly distributed
random variable over an interval of length— Bseng Tsens TO have successful dete-
ction, the target must remain in the sensed area until the sensor turns amsitgyse
device in the following active period. In this case as well, one must distindugish
ween two cases: (iJeross> (1 — Bseng Tsens@nd (ii) Teross < (1 — Bseng Tsens IN the
former case, each target will be detected, since it remains in the sersetbaa
time interval longer than the sleep period. Therefore, in this Base P{&s7}. In
the latter case, instead, the target will be detected if it enters the senseith dne
last part of the sleep period, so that it will be detected in the following aptviod.

Letting &1 = {Ta+L/v> (1— Bsend Tseng andés = {L/v < (1— Bseng Tseng , the
probability that the target is detected, given that the sensor is in the sléepvbien
the target enters the sensed area, can be expressed as

P{gdedé;targeb édSoT} = P{ngl,@(dz} = //Q f (Ta, I—) dTadI—-

where the integration domai® is shown in Fig. 3.2. Sinc&, andL are independent,
the joint probability density function (pdf) can be expressed as the ptaxfithe
marginal pdfs, i.e.f (Ta,L) = f (Ta) f (L). SinceT,is a uniformly distributed random
variable, it follows thatf (Ty) = 1/[(1— Bseng Tsend. In order to express (L), it is
necessary to make some further considerations. In particular, the phé @ngle
@, shown in Fig. 3.1 (b), is needed. The lengtbf the chord, i.e., of a particular
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realization ofL, can be expressed as the following functiorpof

—orain( ?
I _2rssm<2>

with @ € [0, 2.
According to the fundamental theorem at page 93 of [68],) becomes
% ifO<L<2rg
fL)=1{ m/rz—(5) (3.6)
0 else.

Finally, taking into account that one needs to evallatein order to correctly
computeP{&1, &2}, the following joint pdf can be used as

V. fo<y< s
2 VY2 v
f(TaY)={ my\/rz— (%) O<T.<cC (3.7)
0 else.

whereY = L/vandc = (1 — Bsend Tsens

Considering the integration domain, two possible cases can be distinguighed:
Zs < (1— Boeng Tsensand (ii) 2= > (1— Bseng Tsens In the former case, the integration
domain, referring to Fig. 3.2, reduces to the triangle on the R§f£1, &2} can thus

be expressed as

T e 4r
P&, &) — /O /C f(TaY)dTady = -2 (3.8)
-y

In the latter case, i.e., whemgZv > (1— Bseng Tsens the integration domain is that
shown in Fig. 3.2, therefore the expressioP&1, &>} can be rewritten as

C C
P(&, &) — /O / f (Ta,Y) dTadY
cy

Zs ¢
n / / f (Ta,Y) dTadY
c 0

[ cv
Arg—2./4r2 — A2 2asm<2rs>
- L +1- (3.9)

n



3.2. Target Detection Model 49

Combining equations (3.8) and (3.9) into equation (3.5), the expression for
P{&4el Esot} Can be obtained

P{Cgadet| éaSoT} = Bsens+ (1 - Bsen§ P{gla Cg’Z}- (3-10)

Finally, extending the model in order to take into account thahdependent
sensors can detect the target, the probability of missed detection becomes

2\ N
Pnd=(1-Py-1)V = (1— P{fdetlfsm}ﬂs) : (3.11)

In the case of heterogeneous sensing model, the derivation is almost itiéftiea
only difference is that we should start the derivation from Eq. (3.2) &ust# from
Eq. (3.3).

3.2.5 Latency after Detection

In this section, we propose an analytical model for the alert transmissiocyatee.,

the delay between the detection instant of the presence of an intruderdngiag
node and its notification to the sink. In the following, we first derive the pgr h
latency, denoted &3 hop, and then the latency over a multi-hop path. We then verify
the validity of this model through experimental measurements on a Crossbh@i Mic
testbed.

As mentioned in Subsection 3.2.2, we use X-MAC [65], a low-power asyn-
chronous MAC-layer protocol for duty-cycled WSNs. X-MAC usesv-Bower Lis-
tening (LPL), or preamble sampling, to enable low-power communications batwe
a sender and a receiver which do not synchronize their wake-uglegp schedules.
Indeed, a sender with data sends a preamble at least as long as the teleg o
the receiver. This guarantees that the receiver will wake up, deeprdamble, and
stay awake for the reception of the data. X-MAC usefr@bed preamblingpproach
in which the sender quickly alternates between sending the packet destiadtio
dress and a short wait time so that the receiver could potentially abortrduegs to
receive data. This approach allows to further reduce energy consumaypiicthe per-
hop latency in comparison to protocols using long-preambles such as B{EBIC
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The average per hop transmission latency can be expressed as

(1 - Bcomm) 2Tcomm
2

Dihop= +SH+Su+S (3.12)
where Beomm is the (normalized) communication duty cycle over the pefigghm,
andS,, S, & durations (dimension: [s]) of the strobed preamble, the acknowledge-
ment of the preamble, and the alert packet, respectively. Consideristatins of the
receiving node, i.e., if the communication subsystem is either turned on,aheff
probability that a node begins its transmission when the receiving node i8giis
and the associated latenc\8s+ Sy + . On the opposite, the probability that a node
is off is 1— Bcomm We evaluatéd; hop Simply as the average between worst and best
cases. The best case is when the a node starts transmitting exactly whesseitiag
node starts its LPL operations, so that the packet is transmitted3fte®, + . In
the worst case, the transmitting node waits for the entire duration of the steegin
In addition, since the receiving node must receive an entire preamiaestsgfnding
the acknowledgment message, the worst case takes into account thedremis-
sions of the preamble may be required in order to start the communication. In this
case, the latency introduced by the transmissi¢ isfcomm) Teomm=+ (S + Sa) + S
Scaling this term by the probability that the receiver is off, averaging tbedral the
worst cases and adding the latency, related to the case with the reagigeated by
its probability of being on, equation (3.12) is obtained.

Considering a multi-hop path, the average global latency can be exgrasse
follows

D= Dl hopNhop (3-13)

whereNyop denotes the average number of nodes that the alert message traverses to
reach the sink.

Note that the model relies on a collision-free transmission of the alert as-we as
sume a single target detection scenario with low arrival rate. Therdfaes is only
one sending node at a time that does not experience packet lossestrangmis-
sions. We also neglect the processing time of the packets.
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3.2.6 Energy Model

As nodes operate on batteries, the way they consume energy directly irtipealifes-
time of the surveillance system. To take this into account, we now propose a simple
energy model for the engineering toolbox.

The energy consumption of nodes can be roughly given by the sumenhérgies
consumed by its hardware components. For the sake of simplicity, we onlyadtdgeg
in the energy model contributions from the sensing sub-unit and the radisceiver.
We also define the network lifetime as the time needed for the average resieugy
E; to be lower then a threshold val&sg,.

To derive an expression for the network lifetime, we evaluate the enengy c
sumed after a given interval The average residual enerfy at a generic instarit
can be expressed as

E/(t) = NE — NQut (3.14)

wherek; is the initial energy of a node arf; is the power consumption given by
sensing and communication operations.

According to the description of the X-MAC protocol in Subsection 3.2.5,&her
are four possible states for a node: (i) transmission, (ii) reception, (igpsknd (iv)
LPL, with corresponding power consumptions denote@as Qg , Qs, andQp,
respectively.

Qiot can then be computed as follows

Qtot = Qsensing+ QLPL + (QR + QT)PdNtarget (3-15)

where:Qsensingis the power consumption associated with the sensing device in the
activity period of durationlseng QLp is the power required when performing the
LPL operations (over a period of durati@gemm); Qr is the power used by a node

to receive a packef)r is the power used to transmit an alert paclgtis the target
detection probability; antliargetis the number of times that a target appears during a
reference period. The expected power to send a packet can lEssagras

(1 - BCOmm)TCOmm
2S5+ Sw)

Nho
(1,5 + QR Sul) | 2 (3.16)

Qr= Q.S+ NT
comm
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where the first additive term, i.eQr, &, is the energy spent to transmit a packet,
whereas the last additive term expresses the energy consumption degaritidic
preamble transmission in order to notify the receiving node of a packetlaws in
Subsection 3.2.5, since node are not synchronized, we assume thgeamember
of preamble transmissions to be the mean between best and worst casesrrith
Nhop/N is introduced owing to the fact that only a set of tieensors is used to relay
the alert message to the AP.

The expected power to receive a packet can be expressed as

[Qr, S+ (RS + Q7,Sat) INnop

Qr = 3.17
R N Teomm (3.17)

whereQg, S is the energy spent to receive a packet @pdS, + Qr, S, is the energy
spent for the reception of the preamble and the transmission of the ackigmadat
message. Since in the considered scenario there is no information abpositien
of the AP, the average number of hops has been determined by calcutlatoggh
the Dijkstra algorithm, the shortest path for each node to reach any ottlerimthe
network. Given thaty is around 250 m, the value &, is around 2.7. However,
since it is reasonable to consider a integer valuligf, the value has been rounded
to 3.

The power associated with the LPL operations can be expressed as

QLPL = QRXBcomm+ Qs(l - Bcomm) - rTx - rRx (3-18)

wherel 't andlg, are two corrective terms. In particular, equations (3.16), (3.17),
and (3.18) are evaluated over a perigghm However, during normal operations the
node either performs LPL operations or transmits/receives a pdckeandl'g, _ are
used to refine the power consumption due to LPL operations. In fact, thamhdPthe
transmission and reception intervals overlap for short intervals, so ttlaiwthese
two terms the power consumption budget would be higher than the correctron
particular,[ 1, can be expressed as

1— T PN
rTx _ [Qs [( Bcomm) comm+ Sj + Sal} + QRXSp] d targeNhop (3.19)
2 N Teomm
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wheread r, can be expressed as

) F)d NtargeNhop

o= (S0 n ] e

(3.20)

Thel 1, term must take into account the fact that, during the transmission operations,
such as periodical preamble sending over an interval of durétierBeomm) Tcomm/2,
packet transmission and acknowledgment reception, the node wouldIhyoben
the sleep state, whereas during the transmission of the preamble, that vekitmsnd:
edged by the receiving node, the node would normally be in the receptien Btés
is basically a correction factor, since otherwise the energy consumed hpde with
this model would be higher than the real value because the reception aswhisaion
operations overlap over a period with normal LPL operations. Similar cerations
can be carried out for thér, term. In fact, when the node is waiting for the acknowl-
edgment window to transmit the acknowledgment message, receiving traldee
and transmitting a packet, according to the LPL operations, it would normaity be
the sleep state. The same considerations can be carried out when thenecee/ing
the preamble, since it would normally be in the receiving state for the LPlatipes.
Finally, the power consumed during sensing operations can be expaesse

Qsensing: Bsenf2sens (3.21)

Introducing the expressions in (3.19) and (3.20) into (3.18) and theessjons
in (3.16), (3.17), (3.18), and (3.21) into (3.14), it is possible to denvexpression
for the energy consumption which depends on both sensing and commumigatio
rameters.

In order to derive an explicit expression for the network lifetilne equa-
tion (3.14) can be rewritten as

_ NE —Eun

L= 3.22
NQiot ( )

whereEg is a given residual energy threshold, which can be used to model tise phy
ical behavior of a node.
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3.3 Adjacency Matrix-based Transmit Power Allocation
Strategy

One of the main constraints of the WSNs is the limited amount of energy available
at the nodes. In order to maximize the lifetime and minimize the collisions between
transmitted packets, a power allocation strategy can be used [70]. Inlibwiifg,

we first introduce some key parameters of a Zigbee WSN. Then, wernprasim-
plified version of its MAC protocol and under the assumption of low traffid|oee
propose a simplified analytical model for the estimation of the following main net-
work performance indicators: (i) the Packet Error Rate (PER) at thé@Pthe ratio
between the number of packets lost at the AP and the total number of transmitted
packets in the network, and (ii) the average delay. Finally, we descrilymother al-
location strategy which allows to minimize the PER and, at the same time, to extend
the lifetime of the network.

3.3.1 Definition of a Simplified Model for Zighee WSNs

Each sensor node is characterized by two main parameters: (i) its positaotwan
dimensional plane and (ii) its transmit power, as stated in the following definftion (
the sake of simplicity, we will simply use the term “sensor” to refer to a wirelesien
with sensing capabilities).

Definition 1 A sensoris represented by a couple=s (x,P), where xc R? is the
sensor position and B R is its transmit power.

We remark that the previous definition is based on the assumption that the p®sitio
of the nodes are known. This is realistic in several practical applicatiut as
industrial or home monitoring, where the spatial distribution of the nodagr$ori
determined. In more general scenarios, the positions of the nodes eouitkbown.

In such case, one should also consider proper localization algorithmsudqg once
the positions of the nodes are estimated, our framework for optimized trarsnét p
control can be directly applied.
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We assume that the detection operation is described by an ideal threshat] mod
as stated in the following assumption.

Assumption 1 (Threshold reception) Given two sensors;s= (xi,P1) and $ =
(x2,P,), there exists aninimum power functioril(x1, x2) such that sensorseceives
the transmission of sensor & and only if

P> (X17X2).

This assumption holds because of propagation loss (according to thedfsiis f
mula) and assumes that a threshold detector is used at the receivan[f&Lt, in
this case the powd, received by sens@ can be expressed as:

A a
P = PGG, <4nr> (3.23)
whereG; andG; are the gains of the transmit and receive antermiasthe distance,

A is the wavelength, and is the path loss exponent. According to the ideal threshold
detector model, sensss receives a transmission from senspif and only if P >
Prmin, WherePy,in is the (pre-defined) receiver reception threshold. In this case,

Pmin [ 41\ “
)= g ()

A sensor network can be introduced as a set of sensors, charadteyitheir po-
sitions and their transmit powers, together with an associated minimum poveer fun
tion.

Definition 2 Asensor networkf N elements is an ordered set= (c,,s1,S,...,),
where 3., ...,y are sensors, € R? is the position of the AP, arfd : R? x R2 — R
is the associated minimum power function.

Definition 3 (Adjacency matrix) Given a sensor netwotk’ = (c,I1,51,S,...,SN),
with § = (x,R), i=1,...,N, its associate@djacency matrixs given by

A(7) e RNN



56 Chapter 3. Theoretical Performance Evaluation Framework

where

1if B >1(x,x)
G =A(S) =
al ()i {Ootherwise

The complement of(&”) corresponds to
— 1ifA;=0
Ay=4 "=
0 otherwise

The number of ones in the adjacency matrix is given byathacencyof sensor

network.” and denoted byA(.#)|. The complementary adjacency is given by the

number of zeros in the adjacency matrix and denoteghby”)|.
Foreachi=1,...,N ,we define the following two sets:
% = {j=1... ,NA;j =1}
Z £ {j=1,...NAj=1}
which represent the sets of indices of the sensors tltainsreceive from and transmit

to, respectively. We denote b§ and.7; the complements of these two sets.

In order to make the theoretical analysis feasible, a Zighee WSN is dedtnjbe
the following simplified model.

Assumption 2 (Simplified model)

1. Poisson generation: the traffic generated by each sensor in the rieisvmo-
deled as a homogeneous Poisson process [72]. The processesatsgd with
different sensors are independent of each other and have intendityngr{-
sion: [pck/s]) [73].

2. Limited CCA: before transmission, the i-th sensor waits for a randomdffack
time, with averaged, (dimension: [s]), and then checks if the channel is clear.
This clear channel assessment (CCA) is limited only to those sensose who
indices lie in the set;. In other words, the sensing is limited only to those
sensors that can effectively (i.e., with sufficiently high received powergrmé
to the i-th sensor. The CCA has a duration equal ¢ggal
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3. Infinite number of backoffs: if the channel is found busy, the ctigensor
transmission is delayed by a random backoff time with averggédimension:
[s]). During the backoff period the traffic generation at the transmittiegsor
does not stop. There is no limit on the total number of subsequentffmtiat
a single packet transmission can incur.

4. Constant transmission length: each transmission has the same lepgth=-T
L/R, where L is the packet length (dimension: [b/pck]) and R is the transmis-
sion data rate (dimension: [b/s]).

5. Transmission turnaround time: after sensing, if the channel is foundaekh
sensor waits a turnaround time, denoted agr{dimension: [s]), before start-
ing its transmission.

For each sensa (i = 1,...,N) the following counting processes can be defined.

* Gj(t): the number of times that sens®ihas checked if the channel is clear in
the time interval0,t].

* Bi(t): the number of times that a packet transmission of segsbas been
delayed, through the backoff mechanism|Qrt].

* Ti(t): the number of times that a sensprhas transmitted in0,t] (counting
both successful and unsuccessful transmissions).

* Ei(t): the number of transmission errors incurred by sesor [0,t].

For a counting proced®(t), define the steady state intensity as follows:

E[P(t+T1)—P(t)]

t—o0,7—0 T

(3.24)

whereE[-] denotes expectation. We recall that for the stationary Poisson traffic gen
eration processes, the steady state intensity is constant and denajelt biye fol-
lowing, we assume that the limit at the righthand side of Equation 3.24 exist8 for a
previously defined counting processes: this is equivalent to assumirtereetwork
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reaches a “steady state.” Under this hypothesis, the following equilibrandittons
must be satisfied:

F[T] = ¢ (3.25)
FIG] = g+F[Bi. (3.26)

Equation 3.25 states that, at steady state, the intensity of transmissions must be
equal to the intensity of traffic generation. Equation 3.26 states that, ay stsd,
the intensity of channel sensing has to be equal to the sum of the intenspiacket
generations and backoffs.

The backoff traffic intensity can be expressed as follows:

F[B] =F[Gi]X

wherex; represents the ratio between the numbers of backoffs and transmission at-
tempts. In this way, the processgg(t)} and{B;(t)} satisfy the following relations:

__9
1-Xi

= X
[Bi] = 1—x g (3.28)

F[Gi] = F[Bi] + F[Ti]

(3.27)

The termy; can be equivalently interpreted as the probability, forithesensor,
to assess that the channel is busy during the CCA. In order to derivepdesex-
pression foryj, it is assumed that the procesgdgt)} are uncorrelated and Poisson.
This simplification is appropriate under low traffic conditions. In fact, in thiseca
F[Bi] << g and the processgdi(t)} are statistically very similar to Poisson traffic
generation processes. However, as it will be shown in Chapter 4, iheatsd PER
obtained with these simplifications is close to that predicted by (realistic) simulations
also under relatively high traffic conditions.

Under the above simplificationg; equals the probability of finding at least one
packet transmission event, during a time interval equal to the transmissiath leng
Tirans in the set of independent Poisson proceqsggt)}c4 . In other words, one
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can write:
Xi = lim & {EE%X{TJ' [t + Trand — Tj[Trand} > O} '

In order to computey;, it is worth remarking that the probability of finding no
packet transmissions from thith sensor in a time interval of lengihyans is given
by e F[lTwans: Since the proces§ is assumed to be Poisson and uncorrelated from
the other{T; } i, the probability of finding no transmission events from the sensors
belonging ta%; (i.e., those sensors that can be received byttheensor) inliyansis
given by

(e F[Tj ]Ttrans) )
€%

In conclusion, the probability of finding at least one packet transmissiemnt én

a time interval equal tdyans from any of the sensors that can be received byitthe

sensor is given by
1— Il (e*F[Tj]Ttrans)_
i€

Therefore; can finally be expressed as follows:

Xi — 1 _ (1 _ e*F [Tj ]Ttrans)
j@i

= Z OTirans
I

= g|e@i ‘Ttrans (3-29)

where we have used Equation 3.25 and approximgiigd, (1 — g 9Tans) with
Yjc# 9Trans The latter simplification holds under low traffic conditions, where
gTrans<< 1. The notation,;| stands for the number of elements of thegetFrom
Equation 3.29, using the approximationg1— xi) ~ 1+ xi andx;/(1— xi) ~ xi, that
hold for small values of;, the following simplified expressions for network sensing
and backoff intensities can then be obtained:

FIG] ~ (1+ Yie%, OTirans)9
F[Bi] ~ (Zje”i gTrans)O-
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In general, the number of transmission errors accumulated by sgnsam be
written in the following form:

F[E] = ¥F[G] +AF[Ti] + niF [Ti] + kiF[Ti] (3.30)

where the four terms at the righthand side can be characterized as follbevgerm

¥.F [Gi] represents the intensity of transmission errors occurred due to theaticoup

of channel by a packet transmission that could not be detected iy #ensor during

a CCA interval. The term\iF[T;] represents the intensity of transmission errors due
to interference from other sensors that cannot recgivehe termn;F [T;] represents

the intensity of transmission errors resulted from another sensor begitmirans-

mit whens is waiting the turnaround time between the CCA and the transmission
act. Finally, the ternx;F [T;] represents the intensity of transmission errors due to the
fact that other sensors can begin transmission in the first subintervahgih Tyar,

of a transmission act from sensrin fact, if some other sensor begins transmission
during the turnaround time, it cannot detect the previous starting instantrahs-
mission bys. The last two terms appearing in Equation 3.48 take into account the
transmission errors independent of the network connectivity and aréicamt in the
overall network error analysis.

Under the assumption of low traffic load and with the simplification that all rel-
evant processes are Poisson and independent, the coeffjdie@quation 3.48 can
be approximated as follows:

v o= lim @{m%x{Tj [t + Tirand — Tj[Ttrand } > O}
—00 ic%

= 1-— |_| (1_e*F[Tj}Ttrans)
12
= Z F [T} Tirans > | %1 | Tirang.
€%
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Similarly, the coefficien\; in Equation 3.48 can be approximated as

Al = I|m ﬂ{max{G [t + Tirand — Gj[Tirand } > O}
j€eTi
- 1— |—| (1_ *F[Gj]Ttrans)
je?j
o~ Z F[Gj] Trans~ ’?j‘-rtrané}
€7

The coefficienty; in Equation 3.48 can be approximated as

I|m 9”{ max {T,[ + Trar] = Tj[t]} > O}

7777

= 1- l‘| (1—e FlGITr) ~ NgTrar.
j=1,...N

ni

Finally, the coefficienk; in Equation 3.48 is given by

Ki = lim 9’{ max {T,[ + Trar] —Tjt]} > O}

t—o0

= 1- [l (1—67F[T]TTAT):NQ-F|'AT.
j=1...N

Using the expressions found above for the coefficignta;, n; andk; in Equa-
tion 3.48, the transmission error intensity can be approximated as

F [Ei] = [(’?I ’ + ‘gl DTtrans‘f‘ ZNTTAT} gz~

Therefore, the overall network error intensity can be estimated as follows

21 FIE 2’A )| Tirans+ 2N2TTAT ) 92

and the error probability, i.e., the ratio between the overall network ertensity
and the generation intensity (given by, becomes

N FE
Per — ZIl]iIg[ |]

A
~ <2| (N )|Ttrans+2TTAT) Ng (331)
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Equation 3.31 shows that, under the considered simplifying assumptiongyraohe e
probability grows linearly with the network complementary adjacq&;;ﬁﬂ)\.

In the following, we find an estimate of the average network delay. Firsh,of a
we remark that if, after the first backoff, the channel is found idle, tke ttelay is
given by

Dmin = TBl + TCCA+ TTAT + Ttrans

This is the minimum average delay that a packet incurs if the channel is found
idle at the first transmission attempt. If the channel is found busy, therseags for
a backoff time with averaggs,, then senses the channel again. If, taking into account
the second transmission attempt, the channel is found idle for the second tme, th
overall delay can be expressedgin + Dgo, where

Dgo = Tg, + Tcca.

This delay model is slightly different from that presented in Section 3.2.5 since
this case, we are considering higher packet generation rate and un€IStA/CA.

Under the low traffic load assumption, the probability of having more than one
backoff during a single transmission act is negligible. Therefore, theagedrans-
mission delay becomes

Di = Dmin+ DgoY = Dmin+Dso z F [Tj] Tirans

JEX;
~ Dmin+ DBo\gi |9 Tirans

whereDgo is the average backoff time. The average network delay can then be ex-
pressed as

D = ZIN:l Di
N

~ Dmin+Dgo

A g (3.32)

Equation 3.32 for the delay shows that the network delay depends linestieo
network adjacency. We remark that, since we considered star topologeBER
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and delay statistics collected at each node are less significant than thasdated at
the AP, which instead provide a better description of the network beh&howuld
more complicated topologies be considered, the proper metrics need to béntake
account.

In conclusion, under the low traffic load assumption, the PER and the ddlay a
AP of a WSN can be estimated as follows:

Por = (22 Ty s+ 2Trar )Ng , (3.33)
D = Tg, + Tcca+ Trar + (Te, + Teca) (TtranS|A(f\5|f lg).

3.3.2 Network Lifetime

An important parameter for a WSN is the network lifetime. This performance indi-
cator can be interpreted in several ways. For example, in [17] the netifeime is
defined as the time interval at the end of which the probability of outage fdtie/lze
maximum value than can be tolerated, on average, over the transmissiongfokes b
the network is declared dead. In particular, the network degradatioritfeencrease

of the probability of outage) is assumed to be caused by fading and badglstidn.

In [74], the network lifetime is related to the minimum number of sensors that need
to be active before declaring the network dead. More precisely, whenumber

of active nodes drops to below this minimum number due to battery depletion, the
network dies.

In this section, the network lifetime is defined similarly to that proposed in [74].
More precisely, since we are focusing on power control, i.e. minimizationeatttal
transmit power for a given PER, we consider a definition of network lifetiased
on the overall residual energy in the network. If the overall residnaigy at time,
denoted ages net(t) is higher than a pre-defined threshold, which may depend on a
required network operational quality of service (QoS), then the netigadkclared
alive. On the other hand, if the residual energy becomes lower than thightiid,
then the network is declared dead. We point out that this definition of ralsidergy
is slightly different from that presented in Section 3.2.6 since here webafegusing
on the impact of the communication and sensing duty cycles. In this sectiomgewe a
interested only in the impact of the transmit power on the network residuegyene
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The network residual energy at tirhean be expressed as:

Eres—net(t) =N El—node— Econs—net(t)

whereE,_noqe is the initial per-node energy arfons net(t) is the average energy
consumed, at network level, up to tirheln order to evaluat&gons net(t), ONe can
write:

Econs—net(t) = F’(:ons—nett = NPcon&nodet (3-34)

whereP.ons net IS the average network-level consumed power Bds node iS the
average consumed power at each node. When the proposed powatiafictrategy
is used, the consumed power at each sensor is different. Howevedginto simplify
the analytical model, we consider the average network-wide power catsithen
we derive the average power consumed at each node. At this point,ahmtion
of the average network residual energy at any instant reduces tovdheton of
Peons-node

In order to evaluatéons noge ONE can observe that it depends on the average
powers consumed by the nodes in each of the following possible statean@jrtis-
sion (tx), (i) reception (rx), (i) CCA, (iv) BO, and (v) idle. We denoteethverage
percentages of time, in 1 s, spent by the nodes in each of the previous asta(i®
Tix_state () Trx_state (1) Tcca_state (IV) Toff state @Nd (V) Tigle_state respectively. The
average power consumed at each node can then be evaluated as. follows

Peons-node = Tix_statdx_statet Trx_statdx_statet TCCA_statd’CCA_state

+TBoff_statdBoff_statet Tidle_statdldle_state (3.35)

At this point, we simply need to evaluate (i) the percentages of time and (ii) the
powers appearing at the right-hand side of Equation 3.35. We start witietbent-
ages of time. As stated, we refer to the percentages of time spent in thesvstates
within a 1 s interval. We remark that the assumption of a reference time equal to 1
s holds sinc@Tyans << 1. In fact, if gTyans > 1, each node would always be in the
transmission state, and the network would not function. Likewise, the oéreempt-
ages of times are all lower than 1 under the assumed low traffic load condifioas
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percentage of time spent by a node in the tx state can be computed as

Tx_state= J Ttrans

The percentage of time spent in the rx state for a generic ncale be computed
as the sum of the transmission time percentages of the nodes which are within the
transmission range of nodei.e., from the nodes belonging t@;. Owing to the
previous derivations, this percentage of time does not depend on tieufzarnode
and, exploiting the results in Equations 3.27 and 3.28, can be expresisdid\as:

N
Trx_state_i— OTrans= g-rtranéﬁi‘ = thransz ‘Aji |.
=1

€%

The percentage of time spent in the CCA phase can be evaluated as

N
Tcea state= F[Gi]Teca > <1+ ; thrans) OTcca = <1+9Ttransz |Aji ‘) gTcca.
JEX =1
The fraction of time spent in the BO state by a generic ripdader the assump-
tion that the node experiences only a single BO before transmitting a paakeigec
written as

N
TBoff_state™= F[Bi}TBl ~ ( Z thrans) glg, = (thransZ ‘Aji |> gTg,.
€%

=1

Finally, since the previous percentages of time have been evaluated vagdtres
to a reference interval that equals to 1 s, the percentage of time spenbllg & the
idle state can be expressed as

Tidle_state— 1 — (Ttx_state‘|‘ Trx_statet TCCA_statet TBoff_state)-

In order to evaluate the average power consumption in each state, wearefe
the results presented in [44], where the authors evaluate the powemgpiien of
a generic node equipped with a CC2420 radio. In particular, the curcgrsump-
tion in the tx state depends linearly on the transmit power. The power consmmptio
in each state is shown in Table 3.1. These terms have been obtained as &linear
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lidie_state 396 UA

Irx_state 19.6 mA
lcca_state 19.6 mA
IBoff_state 396 UA
ltx_statei | 7-886P 4-0.009711 mA

Table 3.1: Current consumption in each state for a generic CC2420 radialeno

terpolation of the values presented in [44]. We point out that the dimengitreo
coefficientR is 1/V. The voltage reference for the evaluation of the consumed power
is Vpp = 3 V. Given the current consumption, it is possible to derive the associated
power consumption by simply multiplying the current consumption by the rederen
voltage. In this way, the values of the powers in the various states (exgltientx
state) become:

Pdie_state = Voplidie_state= 1.188mW (3.36)
Px_state = Vbplrx_state= 58.8 MW (3.37)
Peca_state = Vbblcca state= 58.8mW (3.38)
Pooft state = VbpIBoff _state=1.188mW. (3.39)

The power consumed in the tx state can be expressed as the arithmetieaiferag
the specific transmit powers used by all nodes in the network:

SN 1 lix_stateiVoD _ yN (23.598R 4 0.029133

. . (3.40)

Ptx_state:

Note that the values dfR } will be determined by the proposed power allocation
strategy. Obviously, if a uniform power allocation strategy is used{Rg. are all
equal, the proposed derivation still holds.

3.3.3 Optimal Transmit Power Allocation

In this subsection, we discuss the following problem:
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Problem 1 (Transmission error optimization) Upon the assignment of a total
available transmit power R for the sensor networl¢, distribute it among the sen-
sors in the network in order to minimize the PER at the AP.

This problem is equivalent to minimizing the overall transmit power to guarantee
desired PER at the AP.

Under low traffic load assumption, using Equation 3.33 on the PER, the solution
of Problem 1 is equivalent to the maximization of the adjaceig¢y”)| of sensor
network.s. This fact allows to recast Problem 1 in the following form.

Problem 2 (Network adjacency maximization) Upon the assignment of a total
available transmit power R for the sensor networl¢, distribute it among the sen-
sors in the network in order to maximize the network adjaceAty”)|.

Assign to each sensar a transmission powdrR > 0,i = 1,...,N. Then, the
network adjacency is given by the following function:

|A(S)| = Quot(P1, Py, ..., RAN) = g H(R —M(x,Xj)) (3.41)
i=1...,N,J=

where

H(X):{ 1ifx>0

0 otherwise

is the Heaviside function. We remark that the Heaviside fundtdR — M(x;,X;))
appearing in Equation 3.41 is 1 if tlih sensor transmits with a power sufficient to
reach thejth sensor, and 0 if otherwise.

For each sens, defineZ; as the following set of transmit power values:

P2 {N(x,%;), j=1,...,N, with j #i:T1(X,Xj) > Pmini} U{Pmin;j} (3.42)

wherell(x;,X;) is the transmit power with which sensgrcan reach sensas; and

Pmini is the minimum power that allows thth sensor to reach the AP. According to
this definition, the se#”; contains the value of the minimum transmit power required
by theith sensor to reach the AP, together with the values of the transmit powers that
allow s to reach the other sensors of the network and are higheRhan
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The following property leads to the possibility of limiting the search of possible
transmit powers for a sensgrto the set%,.

Proposition 1 For any set of transmit powers B 0, i = 1,...,N, there exists a set
of values?, € #, such that

Qi(P17P27"'7P_N) :Qi(P17P27"'aH\|)7 (343)
R<PR,Vi=1,...N. (3.44)
Proof.
Define
R2maq{Pec Z :P<R}. (3.45)

Equation 3.44 follows immediately from Equation 3.45. Moreover, the functitimea
righthand side of Equation 3.41 is piecewise constant with respect to gngnant
R, discontinuous on those values in whigh=I1(x;,x;) forany j = 1,...,N. From
Equations 3.42 and 3.45 it follows that functi@nis continuous in the séPy, P;] x
[P, Py] - - [Py, Pv] and therefore constant in this set. Hence, Equation 3.43 Hdlds.
Proposition 1 simply means that, in the ideal threshold detection hypothesis, it
is not convenient to allocate to senspra transmit power that does not belong to
the set#;, since it would employ extra power without gaining extra connectivity.
For instance, in a network composed of 4 sensors, suppose that 4ereso reach
the AP using a transmit power of 0.5 mW, whereas it needs 1 mW to reachrsenso
2, 2 mW to reach sensor 3, and 0.2 mW to reach sensor 4, respectividlis tase,
Z; ={0.5mW, 1mW,2mW} contains the transmit powers that allow to reach the AP
and sensors 2 and 3. The optimal transmit power for the first sensaddt®chosen
in this set. In fact, for example, it would be inconvenient to choose a trampswier
of 1.5 mW instead of 1 mW, because the connectivity would be the same despite the
increased transmit power (sensor 1 would still reach the AP and sehaars4).
The power allocation problem may be written in the following form.

Problem 3 (Discrete optimization problem) For each sensor+ 1,...,N choose a
transmit power P< &7 such that the function P, P,...,Ry) (defined by Equa-
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Number of sensors Mean [s] | Std. Dev. [s]
10 0.040829| 0.0064042
20 0.053216| 0.00795104
50 0.17279 | 0.0730227
100 0.80042 | 0.336531
200 4.38015 1.46177

Table 3.2: Computation times for networks of different sizes. Results obitaiita
Mosek 5 (64-bit version) with a Core 2 Duo CPU at 3.16 GHz and with 4 GB/IRA

tion 3.41) is maximized while satisfying the constraint

N
-lel < Rot.

This problem corresponds tavaultiple choice knapsack problemhich has been
extensively studied in the literature [75] and can be solved by standarputational
libraries, such as MOSEK [76]. It is well known that this problem is Nifptete and
the computation time increases very quickly as the number of sensors in tharketw
grows. However, this is a standard optimization problem and some recénatioov
finding the exact solution in a reasonable time, in many cases of practicasnter
Table 3.2 shows the computation time (namely the mean value and the standard devi-
ation), in relation to the size of the sensor network, obtained with MOSEK bi{64
version) running over a Core 2 Duo CPU with a clock frequency of 3.Ha @nd
a 4 GB RAM. Furthermore, it is worth noting that accurate suboptimal solutimns
problems of larger size (i.e. considering larger networks) could be @uataihmough
heuristic methods.

An illustration of how the proposed approach works is depicted in Figure 3.3
whose legend is shown in Figure 3.4. When the transmit power budget & larg
enough to allow each node to communicate with any other node (Figure 3lI3a), a
bidirectional connections are active (solid lines, as shown in Figure.3\32dn the
power budget is not large enough (Figure 3.3b), the proposed optirtriaesimit
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Figure 3.3: Pairwise connections in a scenario With- 10 nodes. Two values for
the total network transmit power are considered:Rg)=5-10"> W and (b)Po =
2.5-10° W. In both cases, the proposed optimized power allocation strategy is used.

A B A B

() (b)

Figure 3.4: Graphical notation for communication links: (a) A and B communicate
with each other (bidirectional communication); (b) only A can transmit to B (rdéno
rectional communication).

power allocation strategy allocates the transmit power to the nodes in a wdki¢hat
number of 1's in the adjacency matrix is maximized. This means that some connec-
tions may be missing (absence of connecting lines between the nodes)oonebec
monodirectional (half solid and half dashed lines, as shown in Figure.3.3b)

3.3.4 Extension to Multi-hop Scenarios

In this subsection, we will extend the results obtained for the single-hegcasena-
rios with multi-hop communications. We assume that the network has a tree topology
and the root corresponds to the AP. The leaves of the tree are sermscissend the
generated packets to their respective parent nodes. The (intermeuides which
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are not leaves may originate their own packets and send them to theirtiespec
parent nodes together with the data received from their children nétigsackets
generated by the nodes are transmitted towards the AP.

Let N be the total number of sensors in the network (including the access point,
which is denoted bgy). For each sensay (i =1,...,N — 1), denote byd; the index
of the sensor to whichk sends its packets.

Define the routing matriR € R" x R" = (r;;) as follows:

[ aifi=g,
"1 0 otherwise.

Define also recursively, starting from the leaves, the following quantigaah

node:
a=1+ > ¢
il1=d;

where the termy represents the number of nodes (including njde the sub-tree
which has nodé as root.

For each sensa, define, as in the single-hop case, the counting proc€s$es
Bi(t), Ti(t), andE;(t). We also assume that the packets are generated at each node as
a Poisson process with intensgy

Under the above assumptions, the following equilibrium conditions must be sat-
isfied:

FITl = 9+ > (k—E) (3.46)
kes
F[G] = F[Ti]+F[Bi|. (3.47)

Condition (3.46) states that, at steady state, the intensity of transmission must be
equal to the sum of the intensities of generated and propagated traffidi-Co
tion (3.47) states that at steady state the intensity of channel sensing igethe
sum of intensities of traffic and backoffs.

As in the single-hop case, all proces&gét), Bi(t), Ti(t) andE;(t) are assumed
to be uncorrelated and Poisson. This simplification is clearly plausible only in low
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traffic conditions. In the following, we will denote witly, b, ti,  the corresponding
intensities of these processes.

As in the single-hop case, the number of transmission errors of sgnsam be
written in the following form:

F[Ei] = ¥F[Gi] + AiF[Ti] + niF [Ti] + kiF [Ti). (3.48)

However, in this casgF[G;] represents the intensity of transmission errors due to
the fact then, when transmits, a sensor, which can reaghbut nots;, begins trans-
mitting, thus generating a collision. The tefqk[T;], instead, represents the intensity
of transmission errors due to interference from other sensors thatocamunicate
with sensoid; but cannot receive frorg. The termn;F [T;] represents the intensity of
transmission errors made because any sensor which can reach thatabestansor
di begins any transmission whenis waiting the TAT between CCA and transmis-
sion. Finally, the ternk;F[T;] represents the intensity of transmission errors due to
the fact that any sensor which can reach the destination didaolegins transmitting
in the first subinterval of lengthrar of a transmission of sensar. In fact, due to
the TAT, if some sensor begins transmitting in this time intervals, it cannot detect
the preceding starting instant of a transmissiorsbyhe last two terms appearing
in (3.48) take into account transmission errors which “penalize” the usehigh
transmit power.

Under the assumption of low traffic load and with the simplification that all rele-
vant processes are Poisson and independent, thestern8.48) can be computed as
follows:

v = lim @{ max {Tj[t+ Tirand — Tj[Tirand } > 0}
t—oo jéﬁiﬁ%di

that is
M= 1=z, (1)

= Z F [Tj ]Ttrans’l’ Z tj Ttrans -
j €@i ﬁ%di j E@i ﬂ%di
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Similarly, the termj; in (3.48) can be expressed as

A= tIim P { max {Gj[t+ Tiyand — Gj[Tirand } > 0}

—® je?iﬂ%di
that is
—F [Gj] Tirans
)\i = 1—|_|j6?jm%di(l—e [ J]I )
~ z F[Gj]Tirans~ z 9j Ttrans (3.49)
J€T N €T NZq;

The error due to other transmissions that can reach segdoeginning during the
turnaround timd&+ar can be estimated as

ni = tlim P { ax{T,- [t + Trar] =T, t]} > 0}
—00 Je%di

so that
Ni=1-Mjeg, (1—e TOT) ~ St Trar
j€Xy;
Finally, the error contribution due to other transmitters that begin transmitting in the
first subinterval of lengtAar is given by

K = lim 2 {jegx{Tj [t + Trar] = Ty[t]} > 0}
—00 O/di

and, therefore,

Ki :1—ﬂje%di(l—e_F[ﬂ]TTAT) ~ tj Tyar -
|eHg;
Remark that termg; andn; penalize the use of high transmission power, since they
grow when the network adjacency increases.
Under the low traffic load hypothesis, the number of backoffs and trasi&mis
errors is low and); ~ tj ~ @.
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Using these approximations, together with the expressions for the casfficie
¥, Ai, i, andk; in (3.48), we obtain the following estimate for transmission errors
intensity:

FIE] ~ Z @ + z @ | Tirans
jé%ﬁ%@ j€Tin %ﬁ

+2 §0jTTAT] @ .

JSZ20

Therefore, the overall network error intensity can be estimated as follows

N-1 N-1
Zl FIE] ~ ZI Z o+ Z @ | Trans
i= i= j€#iINRy, jeTin%y

+ 2_ (pjTTAT] Q. (3.50)
|eq;
Finally, the error probability is given by the ratio between the error intensitythe
generation intensity (given by g).

In the multi-hop case, the expression of the error probability is more complicate
than the single-hop counterpart (3.31). Let

li(pi) = Z @@ Tirans
K¢ ke

The terml; depends only on se%;, which is a function of the transmission powgr
Moreover, define:

J(pi,pj) = @@ Tar if i # |, j € Jf andd; € J]
Ji(pi, pj) =0 otherwise

In this way, minimizing the error probability is equivalent to finding the minimum of
function

Zlh pi) + ZlJ| Pi, Pj) -

|
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This becomes a quadratic optimization problem with discrete variables, since the
transmit powers can assume only discrete values and the quadratic teositive

(see Subsection 3.3.3, where a linear programming problem with discrédblear

has similarly been obtained in the single-hop case). This means that the otimal s
tion can be always found my means of branch-and-bound techniqedsaV¥ solved

this problem using the Matlab toolbox Yalmip [77], together with Mosek [76].

3.4 Clustered Networks Performance Analysis

In this section, we present a model for the performance analysis of rddstet-
works. In particular, we focus on the impact on network transmission ratelaay
of the required Quality of Service (Qo0S), expressed here as thenpaegecof RFDs’
deaths which can be tolerated by the network before being declared t&jatiVe
consider for the analysis both clustered and unclustered topologiedditioa, we
introduce an analytical model for the derivation of the probability of decigiwor
P: in the presence of data fusion. In Chapter 4, this model will be confirmeddghr
the use of the Opnet simulator.

3.4.1 Network Tolerable Death Level

A critical issue in wireless sensor networking is the network lifetime, sincesiade
typically equipped with a limited-energy battery and may be subject to failumss, F
one has to define when the network has to be considered “alive,” &adhsdefini-
tions have been proposed in the literature. In general, the network camblered
alive until a proper QoS condition is satisfied. Obviously, the more strirthen@oS,
the shorter the network lifetime. In this section, we consider, as network lif€iog
the percentage of RFDs’ deaths at which the overall network is assunbeddead.
This percentage is defined astwork tolerable death levelnd we denote it with
Xnet This choice is motivated by the fact thgte; quantifies the intuitive idea that
a minimum number of observations (or a minimum spatial density of observations)
may be required for proper network operations. In other words, if teérie QoS
condition is stringent, the network is considered dead just after few R&&xhs.
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According to results in the field of reliability theory [79], we model the lifetime of
a single RFD as an exponentially distributed random variable with mean valhaé eq
to 300 s. We point out that our approach can be extended to accausmyfdRFD
lifetime distribution. In [80] the authors show the same results, considerbityaay
instead of specific time units, e.g., seconds, hours or days. In particalacdmfirm

that the analysis, carried out here for a mean value equal to 300 s, isalsdidor
different values of average lifetime. We also point out that this definitionngatiant

with the lifetime definitions presented in Section 3.2.6 and Section 3.3.2. In fact, in
this section we are dealing with arbitrary time units and exponential distribution of
the lifetime of each RFD, but we could remove these assumptions and coasider
energy depletion model the above presented lifetime analytical models.

3.4.2 Possible Network Configurations

In order to allow the deployment of large-scale networks, the sensorbengipuped
into clusters i.e., they transmit their data to intermediate nodes (denotetuater-
head$, which may properly modify these data and relay them to the coordinatpr [80
An illustrative representation of some of the network configurations ofaster
with N = 16 RFDs is given in Fig. 3.5. In particular, the presented schemes can be
grouped into two main classes: (i) networks withiform clusters (all clusters have
the same number of sensors, as in Fig. 3.5 (a)) and (ii) networksneithuniform
clusters (the dimensions of the clusters may vary, as in the cases in Figs),3d,(
and (d)). In the scenarios with uniform clustering, the considered mkteanfigu-
rations include: (i) one 16-node cluster and no relay (i.e., direct transmif®m
each RFD to the AP); (ii) one 16-node cluster with one relay (i.e., transmifsion
each RFD to the AP through a relay); (iii) two 8-node clusters with two relage (
relay per cluster); (iv) 4 4-node clusters with 4 relays (one relay hester); and
(v) 8 2-node clusters with 8 relays (one relay per cluster). In the simutatiotin
non-uniform clustering, instead, the adopted network configuratiangiaB-2-2-2-
2 with 5 relays (i.e., the network is divided into 5 clusters, one formed by 84RFD
and each of the other four formed by 2 RFDs, and each cluster is dedntecthe
AP through a relay); (ii) 10-2-2-2 with 4 relays (i.e., the network is divided 4
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(d)

Figure 3.5: lllustrative clustered topologies: (a) uniform with 4 clustetsarelays,
(b) non-uniform with a 10-2-2-2 configuration with 4 relays, (c) nornifarm with a

14-1-1 configuration and 3 relays, and (d) non-uniform with a 14ebiifiguration
and 1 relay. The nodes denoted with “R” are only dedicated to relay safrioen

the RFDs to the AP, whereas the nodes denoted with “FC” are also usesktddta
received from the RFDs.

clusters, one formed by 10 RFDs and other formed by 2 RFDs eacheciauhto
the AP through a relay), as shown in Fig. 3.5 (b); (iii) 14-1-1 with 3 relas, (one
cluster is composed by 14 RFDs and two clusters are composed by oneawije
as shown in Fig. 3.5 (c); and (iv) 14-1-1 with 1 relay (i.e., only one clustenposed
by 14 nodes and connected to the AP through a relay, while the other twe &
municate directly to the AP), as shown in Fig. 3.5 (d). The network configums
adopted in the scenarios with 64 RFDs are similar to those in the case with 16 RFDs
except for the fact that the number of nodes in each cluster is quadtigali¢e.g.,
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the configuration 14-1-1 with 3 relays is replaced by the configuration-8%&vith 3
relays).

The delay in the presence of relays is given by the sum of two terms: (i) the
averagé transmission delay between the RFDs and the relay and (ii) the average
transmission delay between the relay and the AP. In particular, the firstidedal-
culated as the arithmetic average of the delays introduced by all relaysx&oiple,
in the 14-1-1 scenario with only one relay node (shown in Fig. 3.5 (d))détey is
computed as follows:

1 1 _ _ 14 _
D~ Ei;Di = TG[DAP-F Dap+14- (Dap + Drelay)] = Dap+ —= - Drelay  (3.51)

16
whereDpp is the average delay of a direct transmission to the AP (either from an
RFD or the relay) an@®elay is the delay introduced by the communication from an
RFD to the relay.

3.4.3 Sensing and Data Fusion

In this subsection, we summarize the data fusion mechanism proposed,iwfid}
will be used in our simulator. The reader is referred to [81] for more detailge-
neral,N remote sensors (hamely, the RFDs) observe (imiaymanner) a&common
binary phenomenoHl, defined as

o { Ho with probability po (3.52)

Hi with probability (1— po)

wherepy £ P(H = Ho). Throughout this section, we will consider equally distribu-
ted phenomena, i.epp = 1/2. As previously introduced, the RFDs may be clustered
into nc < N groups, and each RFD communicates only with its corresponding re-
lay, which acts as a fusion center (FC). The FCs collect data from thes RFDeir
corresponding clusters and make local decisions on the status of the jpirearome-
non. Then, each local FC transmits over an ideal wireless channel toahdirtator,

1in the following, the expectation is computed over the simulation time.
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which makes the final decision. Being the observed signal the same #wedREDs

and assuming that the observation noises are Gaussian and indepetiddrdg same
distribution.#"(0, ), the common signal-to-noise ratio (SNR) at the sensors can be
defined as follows [81]:

SNR= ;22 (3.53)
wheres is the intensity of the observed signal. Each sensor makes a decision com-
paring its observatiom; with a threshold valug; and computes a local decision
u =U(r; — 1), whereU(-) is the unit step function. In order to optimize the sy-
stem performance, the thresholds} need to be optimized. Even though, in general,

a common value of the decision threshold for all sensors might not be thehmése,
in the following we assume a fixed (optimized) threshold valegual tos/2 [81].

Uniform Clustering

In a scenario withuniformclustering, the sensors are grouped into identical clusters,
i.e., each of the, clusters containd. sensors, wit - d. = N. An illustrative exam-
ple, in a scenario wittN = 16 andn; = 4, is given in Fig. 3.5 (a).

The fusion rules at both the FCs and the AP are majority-like fusion rules with
the fusion thresholds set, respectivelyktandks. Using a combinatorial approach
(based on the repeated trials formula [68]) and taking into account theitpdike
fusion rules, the probability of decision error at the coordinator carxpeessed as
follows [81]:

P. = P(H = Ha|Ho)P(Ho) + P(H = Ho|H1)P(H1)
= pobin(ks, n¢, e, bin(k,dc,dc, 1 — ®(1)))
+<1 - pO) bln(07 kf - 17 Ne, bln(k7 dC7 de 1- CD(T - S))) (354)

whered(x) £ [mﬁexp( —y?/2)dy and

bin(a,b,n, z) éz<> (1—2),

I=a
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Non-Uniform Clustering

In this case, the RFDs do not aggregate regularly In particulaii-ttheluster has
sizedéi) (i=1,...,n)) and it hods tha‘g dC = N. Since the RFDs are not equally
distributed among the clusters, the optimized decision thresholds at the REIds co
depend on the considered cluster. We remark that the fusion rules afthard the
AP are majority-like fusion rules with proper values of the fusion threshaldsn
Subsection 3.4.3.

Let us definep,™ (p,", respectively) as the probability that theh FC decides
for Hy whenH; (Hop, respectively). After a few manipulations, it can be shown that
the probability of decision error can be expressed as follows [81]:

101 , 10

P = DOZ,ZLH{Str|ng('Jf pr %+ (1 string(i, j,))(1— p; )}

+(1— po) % . ﬂ{strlng(l 1.0, uty + (1—string(i, j,£))(1— p[|f3}55)

where stringi, j,¢) = 1 if there is a “success” (corresponding to a decision, at an FC
or at the coordinator, in favor dfl;), whereas it is O if there is a “failure” (corre-
sponding to a decision, at an FC or at the coordinator, in favbiphfin other words,
string(i, j,¢) is an auxiliary binary function used to distinguish, in the repeated trials
formula [68], between a success and a failure. It can be shown t&&) (2duces to
(3.54) in the presence of uniform clustering [81].

3.5 Concluding Remarks

In this chapter, we have presented a global analytical framework wilimsato
optimally tune the node parameters in order to: (i) reduce the probability of dnisse
detection of an incoming target and minimize the latency of alert notification after
a target detection, (ii) minimize the collisions between the packets at the AP of the
network, and (iif) maximize the lifetime of the network according to a given QoS. |



3.5. Concluding Remarks 81

the following, we will confirm the validity of our models, showing some perfanoe
results obtained applying the analytical models presented in this section.






Chapter 4

Performance Evaluation

4.1 Introduction

In this chapter, we will present the performance results of the analytaaeivork
presented in Chapter 3. Whenever possible, the theoretical results wibinneared

to those obtained through either the simulator or the experimental testbedein ord
to effectively check the validity of the described framework. In particutes use of

a simulator is useful to simplify the analysis of the performance of a WSN kecau
it is possible to (i) simulate the behavior of the network even in the presenae of
large number of nodes (which may not be available in the reality) and (ii}ceedu
the duration of the analysis since it is possible to “virtualize” the time. The analytic
framework allows also to derive a strategy to improve the performance cédjéred
indicators according to some given constraints.

The structure of this chapter is the following. In Section 4.2 we introduce the
structure of the simulator and we will introduce the main characteristics of the im-
plemented models. In Section 4.3, we present the performance of thedatgetion
model, together with an approach for optimally tuning the node’s physicahmar
ters. In Section 4.4, we show the performance of the adjacency-bagsext plloca-
tion strategy. In Section 4.5, we describe the results of both the data fusabranism
and the cluster approach. Finally, Section 4.6 concludes this chapter.
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4.2 The Opnet Simulator

Since the experimental validation of the analytical results sometimes requirgea la
number of nodes, which often are not available, a possible solution is ¢hefis
simulator, which models the implementation of the layers of the ISO/OSI standard.
The simulator that we have used is the Opnet Modeler [82], since it poiaddoth

the slotted and the unslotted models of a IEEE 802.15.4 device.

The Opnet model has a hierarchical structure. In particular, it is pedsitulis-
tinguish between three different tiers: (i) network, (ii) node, and (iiigess tier. The
node model specifies object in network domain, whereas the processspeddies
objectin node domain. In particular, in the network domain it is possible toigdiiys
place the nodes, setting the distances between them, their speed and the mammun
tion links. In the node model, instead, it is possible to configure the interealeguof
the node and the transceivers interfaces, whereas in the process dibreee is the
C implementation of the algorithms which govern the layers of the ISO/OSI stack.
This third layer is modeled as a finite state machine, whose transitions are due to the
occurrence of events, that is particular activities which occur at aicdntae. For
example, an event can be associated to the reception of a packet fesnote mode
or from a different layer of the ISO/OSI stack, or to the expiration of &riral timer.

The Opnet modeler is a discrete event simulator. This means that simulation time
progresses only when an event occurs. We point out that the simulatiorstdiife-
rent from the real time. Since the simulation time is not continuous, when ahaen
curs, the simulator , after executing the instructions associated to the guemps”
to the following event or, more precisely, to the time instant associated to the nex
scheduled event. Therefore, the real time interval between two sudrgegpents is
skipped by the simulator. Conversely, when no events are schedulesinmthlation
time does not progress.

The Opnet simulator allows to manage different types of packets. Normadly, th
packets carry unformatted data, that is no information is transmitted within the pac
ets. However, it is also possible to transmit formatted data, which will be psecde
by the destination node.
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In this chapter, we introduce only the model which refers to the unslotted im-
plementation of the IEEE 802.15.4 standard, since the performance resskn{ed
here refers to the unslotted version of the CSMA/CA protocol. Converadyinte-
grated RFID-controlled model is based on the slotted version of the IEEELB@
standard, which is presented in Chapter 5.

The basic unslotted model of the IEEE 802.15.4 is a built-in Opnet model dreate
at the National Institute of Standardization and Technologies (NIST) |88 main
characteristics of the unslotted version of the IEEE 802.15.4 implementatioe of th
protocol are the following:

* no difference between FFD and RFD nodes;
* no implementation of router nodes;

« standard implementation of the CSMA/CA protocol, as described in Sec-
tion 2.4;

« optional transmission of acknowledgment (ACK) messages;

« there is no attenuation on the transmission of the packet, that is two paakets ar
lost only in the case of collisions;

« the channel is modeled as an infinite buffer;
* no modelization of the energy consumption of the node.

Since no router nodes are implemented in the basic model of the IEEE 802.15.4
standard, we have developed a node which “relays” the receivé@tsaowards the
AP node. As soon as the relay node receives the packet, it tries toamitértowards
the AP using the CSMA/CA MAC algorithm. When required, this nodes can also a
as cluster-heads of the cluster. In addition, this node can also fuse thmation
received by the RFDs associated to it.
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4.3 Target Detection Performance

In this section, we present the performance related to the theoretical predehted

in Section 3.2. We first validate, through simulations, the analytical model ér th
determination of th@nq of a target crossing the monitored ateghen, we compare
the latency performance of the proposed model with the results carrigtirough

an experimental testbed. Finally, after providing some results related to thé-simp
fied energy model, we introduce the optimization framework, which allows to tune
the node’s parameters in order to maximize/minimize the required performarice ind
cators.

4.3.1 Validation

In order to validate the analytical framework, we analyze the probability ofedis
detectionPyg through simulations. The reference model for the simulation set-up
has been described in Sec. 3.2.2. In order to reduce possible statistitahfions
due to random node placement and random trajectory of the target, the tidmsila
have been repeated 1000 times over 1000 different scenarios. 14.Ejgve show
Pmng as a function of3sens considering different values of. The number of nodes is
N = 50 and the speed of the targetvis= 15 m/s. As the intuition may suggest, the
longer the sensing range, the higher the probability of detecting any incdarey.
When the value o0fBsensbecomes small, the target can cross the sensed area during
the sleep period of the sensor without being detected, thus increasingtiabijiity
of missed detection. In Fig. 4.1, the simulation results (solid lines) are comyitted
the theoretical ones (dashed lines). The results show a good agrdssheaen the
two models, especially for large valuesrgfconfirming the validity of the analytical
model.

In Fig. 4.2, we evaluatByq as a function oBsens In all cases, the target speeis
setto 15 m/s. In this case as well, the same considerations carried out.fériHigpld.
WhenTsensis sufficiently small Bsenshas a limited impact oRy,g. On the opposite,

1Wwe point out that the simulations carried out in this section are obtainedgihratspecifically
designed simulator and not through the use of the Opnet simulator.



4.3. Target Detection Performance 87

Figure 4.1: Simulation (solid lines) and analytical (dashed lifgg)esults as func-
tions of the duty cycl€Bsensconsidering different sensing ranges. The target enters
with speedv = 15 m/s a monitored area df = 1000 m side, wherdl = 50 sensors
are randomly deployed.

the largerTgens the larger the impact @Bsens WhenBsens= 1, the sensing period has

no impact on the performance on the system. Instead, \Bhgp< 1, a largerTsens
leads to a largePyq, because it is more likely that the target cross the sensed area
during the sleep phase of the sensor, without being detected. Also inskighare is

a good agreement between the simulation (solid lines) and theoretical ddas®
curves.

4.3.2 Latency after Detection

In order to verify the analytical model of the multi-hop alert transmission Igtenc
we have run a set of experimental tests with a testbed of 4 Crossbow Mazies n
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Figure 4.2: Simulation (solid lines) and analytical (dashed lifgg)results as func-
tions of the duty cyclésens considering different period lengtfigns The size of the
area isds = 1000 m, in whichN = 50 sensors, with sensing range equakte 50 m,
are randomly placed. The speed of the targetisl5 m/s.

deployed in chain topology. The first node injects a packet every Z$. &tdbsequent
node forwards the packet to its neighbor until the packet reaches thebes which
reverses the transmission’s direction. We have measured the round tripatigiag

Nhop from 2 to 6, andB.omm to either 0.067, 0.1 and 0%For each pair of values, we
compute the average latency as the mean round-trip time of 100 samples, #long w
the 95% confidence interval. In Fig. 4.3, a comparison between the thabatid
experimental results is shown. The curves are quite close, even thaaghegpears
whenB:ommbecomes lower and the duration of the sleep interval increases. This may

2These values gBcomm correspond to a static active period of 8ms @pghm respectively equal to
120ms, 80ms and 40ms.
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Figure 4.3: Latency as a function of the number of hops traversed bglkap@&oth
(i) experimental (dashed lines) and (ii) theoretical results (solid lineg)rasented.

come from the unavoidable alignment of sleep schedules on the packgtlsaci,
which tends to reduce the latency for large values of sleep interval dusaiie.,
small values oBcomm. In the context of the reference scenario, the experiments show
the validity of the analytical model, so that the latency can be roughly appreedma
asD ~ Nhop(l — Beomm) Teomm/ 2.

4.3.3 System Engineering

This subsection illustrates the use of an engineering toolbox for optimallygcwinfg

the network. First, we investigate the space of optimum configuration solwtiahes
the perspective of the trade-offs faced by the kind of WSN underideraion. Then,
we present an application case in which a given surveillance system is tptima
configured to maximize the sustainability of the network, i.e., it lifetimeinder
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certain quality of service requirements in terms of probability of missed detection
(Pmg) and latency for alert transmission to the AP)(

The engineering toolbox consists of the three expressions derivedwops
sections forPyg, L, andD. As equations (3.11) and (3.22) are not linear, standard
optimization techniques for linear programming cannot be used. Howeeeththe
equations identify a convex set, which makes gradient-based optimizationigeeh
feasible [84]. When two or more functions need to be optimized, we used multi-
objective optimization techniques, which allow to simultaneously optimize conflict-
ing objective functions subject to certain (if any) constraints. Througtids section,
the target arrival ratBlargetis fixed to 10 targets per day.

System Trade-offs

This subsection investigates the space of optimum configuration paranmetersef
of nodesN, duty cyclesB.omm andfsend, Using unconstrained optimization, to high-
light the trade-offs faced by the considered WSN. In order to solve gliemzzation
problem, we choose a Pareto-compliant ranking method based on evaiytiecia-
niques, namely the Non-dominated Sorting Genetic Algorithm-11 (NSGA-I5).[8
Fig. 4.4 shows the result of the joint optimization of the three objective furgtion
namely latency, lifetime, and probability of missed detection. These resultstahow
the longer the latency or the higher the probability of missed detection, therlttrege
lifetime. In particular, when the latency is short, i.e., the nodes must havetimago
nication interfaces on for a large portion of the inteMial,m, the lifetime is affected
mainly by the duty cyclé.omm, SO that the impact @Bsensis negligible. On the other
hand, for long latency values the nodes can kBgpslow, and, consequently the
impact ofPyq is far more pronounced.

The important outcome of the results in Fig. 4.4 is that it provides details about
the optimal network configuration, since tuning the network with the paramggers
rived from the execution of the NSGA-II algorithm guarantees that ttheaork per-
formance is not biased toward one of the performance indicators.

3TheD axis ends at 0.2 s because the maximum latency value, which is assdoitttedsmallest
value of Beomm (i.€., 0.0025) allowed by the X-MAC protocol, is 0.15 s over the considi@verage
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Figure 4.4: Joint optimization dd, Pyg, andL. No constraints are imposed.

An Application Case

This subsection investigates a realistic use case where one wants to maximize the
lifetime of a given WSN according to given constrained maximum valud3 and

Pma, denoted a®y;; andD*, respectively. This case consists of the optimization of a
single-objective function, given constraints on the two other functiohs. dptimal
parameters can be evaluated using single-objective convex programchimipiges.

The f mi ncon Matlab toolbox or the optimization approach presented in Subsec-
tion 4.3.3 can be used. In Fig. 4.5, the lifetime of the network has been maximized
under the constrain8,q < B4y andD < D*. The optimization has been carried out
considering several values Bf ; andD*. In particular, for each considered pair of
values, we have evaluated the maximum allowed lifetime that can be obtained. Of
course, the more stringent the requirementdoand Pg, the shorter the longest
achievable lifetime. In fact, in the case of small value®pf andD*, a sensor must
keep on its sensing interface (to minimiBgy andD) and its communication inter-
face (to minimizeD) for a large portion of the period, so that the energy consumption
increases and the lifetime reduces. On the other hand, when the requseareiess

3-hop path.
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Figure 4.5: Lifetime maximization under probability of missed detectkipX and
latency D*) constraints.

stringent, the sensing and communication interfaces can be switched affdioger
portion of the period and, consequently, the lifetime increases.

Focusing on the shape of the surface, generated by interpolation afihlatson
results, it is possible to understand the contribution of both sensing and agmmu
cation operations. For a given value f,, one can observe that the shape of the
projection of the network lifetime over tHe* — Lhax plane remains the same. In the
case of the joint optimization of the three metrics, the maximum latency is limited
to 0.15 s, and this is why thB axis ranges between 0 s and 0.2 s. In this case, in-
stead, theD* andP;4 axes refer to the constraints required by a given application
and, therefore, they can range in a wider interval. When the latencireetgnts are
stringent, the lifetime is short. Obviously, if if the latency requirements areedlax
the lifetime increases till saturation to a value which dependg;gnA short latency
corresponds to a short network lifetime, since (i) the power consuméacecep-
tion is several orders of magnitude larger than the power consumed in dipgxiase
and (ii) the communication interface of each node must be on for a large paoitio
the communication periotdomm in order to ensure that a packet is delivered to the
AP in a short time. The impact of the latency bpax becomes negligible, i.e., the
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lifetime saturates, with respect @*, whenD* ~ 0.15 s. In fact, this value corre-
sponds to the minimum allowed value Bf,mm that guarantees that a preamble is
correctly received in order for a communication to start. Thereforegtarglues of
D* has no impact on the latency, since lower valueBgf,m cannot be selected.

Focusing on th&;,, — Lmax plane, it turns out that the power consumption due to
sensing operations is basically negligible when the latency requirements arellimite
In fact, the power consumption associated with the sensing interface igdereod
maghnitude lower than that related to the reception operations. When the maximum
tolerable latency becomes longer than 0.15 s, the power consumption reldted to
communication interface remains constant and the lifetime is affected only by the
sensing power consumption. In this case, the loRjgy(i.e., the more stringent the
constraint on the probability of missed detection), the higher the energuogation,
since a seismic sensor must be on for a longer interval.

Unlike the case with joint optimization (with three objective functions) conside-
red in Fig. 4.4, in this case the parameters associated with the given vallgs of
andPR;,, may not lead to optimum network configuration, even if the lifetime is max-
imized. In fact, the solution obtained with a single objective minimization may lead
to a “dominated” network configuration, i.e., a solution where one performan
dicator is dominating over the others. This approach, however, guastitat the
network parameters are correctly configured and that no energy iedvhg the
nodes during their communication/sensing operations.

4.4 Adjacency Matrix-based Transmit Power Allocation
Strategy

In this section, we present the results of the power allocation strateggrnpeesin
Section 3.3. We first present the Opnet model that we have consideredrfsim-
ulations. Then, we show the performance of the Zigbee networks, in tdrRiER,
delay, and network lifetime, focusing on the impact of the adjacency matriststey
the traffic load, and the used power allocation strategy.
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Figure 4.6: Considered network topologies with= 20 nodes.

4.4.1 Considered Opnet Model

The simulations have been carried out with the Modeler package of the €8ipne
lator [82] and a built-in Zigbee network model designed at the National Itestiti
Standards and Technologies (NIST) [83]. We have consideredrascavhereN

nodes transmit directly to the AP. In particular, the considered topologiés$ 620
are shown in Figure 4.6, whereas thoseMos 10 are shown in Figure 4.7.

More precisely:

« in Figure 4.6 (a)N = 20 nodes are randomly deployed over a 130square
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Figure 4.7: Considered network topologies with= 10 nodes.

area (the width of the side of the surface will become meaningful for the typ-
ical values of the transmit power considered in the following. Moreover, the
maximum transmission range allowed by the Zigbee standard is 100 m) and
are approximately concentrated towards the external perimeter of tleesurf
(we point out that the considered surface fbe 10 sensors is smaller than
that forN = 20 sensors);

in Figure 4.6 (b)N = 20 nodes are deployed over the same surface as before,
but present a few cluster and isolated nodes;

in Figure 4.6 (c)N = 20 nodes are placed in order to form four small groups
and only one node is isolated from the others;

in Figure 4.6 (d)N = 20 nodes are placed over a regular grid and form two
“triangular” grids which converge at the AP;

in Figure 4.7 (a)N = 10 nodes are approximately at the same distance from
the AP and form small groups isolated from each other;

in Figure 4.7 (b) N = 10 nodes are clustered in groups of two. In particular,
four pairs of nodes are placed near the AP, whereas the remaining feir is
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from the AP.

We believe that the considered topologies are representative of a ¢dofep®s-
sible WSN topologies. However, we remark that the proposed framevarkoe
applied to a WSN with a generic topology.

Since the proposed power allocation strategy aims at PER minimization, we have
considered the network topology presented in Figure 4.8 (a) to highlightettierp
mance gain given by the proposed adjacency-based power allocdtemec

In order to highlight the impact of the proposed power allocation stratedieon
network lifetime, we have considered two scenarios Witk 10 nodes randomly de-
ployed over a 10 rsquare surface and over 5¢ sguare surface. These topologies
are shown in Figure 4.8 (b) and Figure 4.8 (c), respectively.

Since the NIST Zigbee network Opnet model was developed to analyzedke c
istence between IEEE 802.15.4 and IEEE 802.11 standards in small enemts) it
did not take into account signal attenuation [86]. In our simulations, insteatiave
neglected the impact of co-existing IEEE 802.11 networks and we haveliuced
the channel attenuation according to the Friis propagation model. In partithda
Friis formula is given by Equation 3.23 and we assuBie- G; = 1 (omnidirectional
antennas)) = 0.125 m (fo = 2.4 GHz), anda = 2.1. In all casest is shorter than
100 m, which is the maximum transmission range allowed by the Zigbee standard.
If the received power is higher than a pre-defined threshold, fixeebtd dBm, the
nodes can exchange packets.

For each of the considered topologies, the distance between the natlesran
sequently the power attenuation is computed offline on the basis of the cateslin
of the nodes. These values are then used to fill the adjacency matrixtticufz,
consider a pair of node;, sj) with i # j: if 5 is sufficiently close to transmit to
sj, we insert a “1” in the corresponding entry of the adjacency matrix (i.eitthe
row and thejth column); otherwise, we mark the absence of communication with
a “0”. We remark that the communication links may be asymmetric: evencién
communicate wittsj, the opposite may not hold. The distances between the nodes
are also used to determine (i) the minimum (per-node) transmit power whichsallow
each node to reach the AP and (ii) the maximum transmit power which gussantee
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Figure 4.8: Network topologies withl = 10 nodes randomly deployed over a 10
m? square surface, used for (a) PER comparison and (b) evaluatioe otivork
lifetime. (c) Network topology witiN = 10 nodes randomly deployed over a 58 m
square surface, used for the evaluation of the network lifetime.

that each node can reach any other node in the network.

The Zigbee standard provides indications about the values of the mainrketwo
parameters introduced in Chapter 2. The values of the relevant pararfeateur
simulations are shown in Table 4.1. We remark that the Opnet simulator expiabs
time-related parameters as multiples of the fundamental time unit, which cordsspon
to the inverse of the transmission data iat& he simulations have been repeated sev-
eral times with different seed initialization parameters in order to ensuredbsiije
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Table 4.1: Parameters of the Zigbee standard.

Fundamental time unit 4us
LIFS 640us
Tcea 128us
ACK window duration 864us
Trar 192us
Ts 320us
L (packet length) | 512 (payload) + 120 (header) bits

statistical fluctuations are avoided. The Opnet simulator also stores into leghide
values of important metrics related to (i) packet transmission, such as theersiafb
correctly received packets and noisy packets, and (ii) packet gm&rsuch as the
numbers of sent packets and dropped packets.

We remark that the simplified theoretical model presented in Section 3.3.1 is
compliant with the simulation model just described.

4.4.2 Performance Analysis

In this subsection, we present the performance results in the presttemsmit
power control. In particular, we focus on the following key performainckcators:
() PER, (ii) delayD (dimension: s), and (iii) network transmission r&¢dimen-
sion: bit/s). The delay is defined as the average time interval between traimsmis
and correct reception instants of a data packet. The network transmiateas de-
fined as the number of bits correctly received by the AP per unit of timedditian,
we present the performance results, in terms of residual energy, mfdpesed power
allocation strategy by comparing them with those obtained by the power allocation
strategy proposed in [17].

The simulations have been carried out using different values of thalbweit-
work transmit power and, consequently, different values of the trammmiérs allo-
cated to the sensors. In particular, we have considered two possitdenttgoower



4.4, Adjacency Matrix-based Transmit Power Allocation Strategy 9

allocation strategies: (i) each node has the same transmit power (unifever pb
location); (ii) the transmit power varies from node to node and is allocated tise
strategy presented in Subsection 3.3.3; (iii) the transmit powers are allGated
ding to the strategy proposed in [17]. In all cases, the obtained simulasoitse
are directly compared with the results predicted by the theoretical modelctin fa
referring to the scenarios shown in Figure 4.6 and Figure 4.7, we havedir the
same transmission power at each node in order to allow (a) each coupteled n
to communicate with each other (the used transmit power is denotBfi*sand
(b) each node to reach at most the AP (the per-node transmit powerdtedess
P™n). In the following, we will denote agR}, i = 1,...,N the transmit powers as-
signed to the nodes using the proposed power allocation strategies, rzotd thee
overall available power aBq. In particular, we will denote aBj?* = Bgi?*/N the
overall transmit power that guarantees that each node, using the sasmitiaower
of M — pTin /N, can transmit to any other node. Similarly, we will denotd®g8'
the overall power that guarantees that each node, using a transmit @icR@", can
reach at most the AP. We also remark that, in any case, the following condition

hold:
N

i;H < Pot.

4.4.3 Validation of the Analytical Model

Through simulations, we first validate the assumptions, behind the analyticglmo
of neglecting the impact of the backoff exponents on the network perfarena\e
have compared the PER in a scenario with= 20 nodes, different values of the
backoff exponent and without the use of ACK messages. The resaltshawn in
Figure 4.9. The solid lines refer to scenarios where each node can cocateun
with any other node in the network (the common per-node transmit poviRgt4s,
whereas the dashed lines refer to scenarios where minimum common fectravosk
mit power (equal t&™") is used. In both cases, the line with circles and the line with
squares, which refer to scenarios with default and modified backpérents, basi-
cally overlap. This fact confirms the analytical assumption that the baekptinent
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Figure 4.9: PER as a function of the total offered traffic load. The simulaéisults
are obtained considering (i) default backoff exponentBEyin, = 3 andBEyax= 5,
and (ii) modified backoff exponent, i.BEyin = BEnax = 7. Different values of per-
node transmit powers are considered. The allocated transmit power iarttee &
each node.

has a very limited impact on the network performance and it can be negléduted,
simplifying the theoretical model. A larger backoff exponent does necathe per-
formance in terms of PER, because the default value of the backoffierps large
enough to decorrelate the backoff intervals of two nodes that could armrtrit. In

fact, according to the CSMA/CA MAC protocol described in Chapter 2,germust
double the range of the backoff interval and retry to transmit the patieetsnsing

the channel and finding it busy. If another node performs the samatapes at the

same time, some sort of correlation between the two transmitting nodes may emerge.
However, the use of the random backoff interval guarantees that thaddes will

not collide at the subsequent transmission attempt.

The validity of the analytical model has also been verified in terms of delay and
network transmission rate. The corresponding results are shown ireHgLo. As
for the PER results in Figure 4.9, the network transmission rate is not affegtie
use of different backoff exponent values. In fact, this perforreandicator is strictly
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Figure 4.10: (a) Network transmission rate and (b) delay, as functiotizedtotal
offered traffic load K g), in the presence of (i) default backoff exponent, BEqin = 3

andBEnhax= 5, and (ii) modified backoff exponent, i BEyin = BEnwax= 7. Different
values of transmit powers are considered. The allocated transmit potiher same
at each node.

related to the PER, therefore, recalling the results shown in Figure 4.9¢etivenk
transmission rate remains basically the same for different valuB&gfx. Consid-
ering Figure 4.10 (a), the solid lines, which refer to the case with defaukdffa
exponent, and the dashed lines, which refer to the case with modifiedfbagko
ponent, basically overlap. On the other hand, the use of differenblakponents
affects the delay performance. Since the backoff window is larger inake with
BEmin = BEmax= 7, @ node may wait for a longer period before sending the packet
on the channel. Considering Figure 4.10 (b), it can be observed thatethg is
longer in the case with the modified backoff exponent. In fact, in this casela n
has to wait, on average, for a longer period before transmitting a paokaddition,
using the transmit powd?™?*, the delay is higher because a node is more likely to
sense other transmitting nodes during its CCA and, in this case, waits for @rlong
period before transmitting. On the other hand, if the common transmit powet is se
to P™" and no ACK mechanism is used, it is less likely that a transmitting node will
sense another simultaneously transmitting (and thus colliding) node.
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Figure 4.11: PER as a function of the sparsity index of the adjacency miattixe
simulations, for scenarios witN = 20 nodes, the packet generation rate is set to
g= 0.1 pck/s, whereas for scenarios whth= 10 nodes, the packet generation rate is
set tog = 0.2 pck/s.

4.4.4 Impact of the Adjacency

According to the analytical results in Section 3.3.1, the performance, in téftsRy
depends only on the adjacency, regardless of their specific positibisseferges
clearly from the results shown in Figure 4.11, where the PER is shownuasctdn

of |A(”)|/N?, i.e. the sparsity index of the adjacency matrix. In this figure, the per-
formance with the network topologies in Figure 4.6 and Figure 4.7 is evaluabed.
the simulation results, in the scenarios with= 20 nodes, the packet generation rate
is set tog = 0.1 pck/s, whereas in scenarios wkh= 10 nodes, the packet genera-
tion rate is set tg = 0.2 pck/s, in order to keep the produdy (i.e. the overall traffic
load) constant and make the comparison between different topologiesngiedn

In the same figure, the PER predicted by the analytical model, given by presex
sion in Equation 3.31, is also shown. As one can see, the simulation cuevesrgr
close to the corresponding analytical curves and this is more pronotorcealues

of |A(.#)| /N2 in the proximity of 1. In fact, when the value g&(.#)|/N? is close to

1, the network is strongly connected and a node can sense any otleeQtisgrving
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the Opnet log files (not reported here for lack of space) stored bydtesnduring
the simulations, whetA(.#)|/N? approaches 1 (i.e. the network is fully connected
and during a CCA operation each sensor can detect the transmissidirstioéasen-
sors), the packets are dropped only during the TAT, when a nod@taense other
active nodes in the network during the transmission of its packets. On thehating,
when the value ofA(.%)|/N? decreases, some nodes may become isolated from the
other nodes (except for the AP) and may no longer be able to sense thehats
those packets may collide at the AP, leading to a PER increase.

Referring to Figure 4.11, the topology of the nodes in the the network hasya v

limited impact on the PER wheli\(.#)|/N? is close to 1 (the curves basically over-
lap). When|A(.#)| /N2 becomes lower, instead, the PER is higher in the scenarios
relative to the topologies in Figure 4.6 (b) and Figure 4.7 (a). For instanosjder-

ing node 12 in Figure 4.6 (b), when the transmit power is set to the minimum allowed
valueP™" (equal at each node) to reach the AP, this node is isolated from most of
the remaining nodes in the network. The packets transmitted by this node dye like
to collide with those transmitted by nodes that are out of its transmission range, th
degrading the performance in terms of PER.

Similar considerations can be carried out for the scenarios where thegadeg
traffic is set toNg = 20 pck/s. The performance of these scenarios is shown in Fi-
gure 4.12. In this case, the statistical fluctuations are reduced since rtiteenof
packets transmitted by each node during the simulation is larger. Howevdrethe
havior in this case is also similar to that presented in Figure 4.11. There is a little de
pendence on the topology of the network, especially for valu¢/§(cﬁ”)|/N2 close
to 1. When the number of ones in the adjacency matrix reduces, the PERSesre
and the impact of isolated nodes heavily affects the network performance.

4.4.5 Impact of Traffic

As shown in Section 3.3.1, the performance of a WSN, under the assumption o
low traffic load, depends only on the number of ones in the adjacency miatfx-

gure 4.13, the sparsity indgR(.)|/N? is set to 0.87 and the PER is shown as a
function of the aggregated offered traffitg. For all scenarios, we have considered
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Figure 4.12: PER as a function of the sparsity index of the adjacency miattixe

simulations, for scenarios witN = 20 nodes, the packet generation rate is set to

g = 1 pck/s, whereas for scenarios wkh= 10 nodes, the packet generation rate is

set tog = 2 pck/s.

at mostg = 10 pck/s, since for larger values gfthe assumption of low traffic load
is no longer satisfied. The considered topologies are those in Figurerdr.dur
analysis it turns out that, for small valuesig, all lines basically overlap, regardless
of the network dimension and the number of nodes. In the inset of Figugs 4.1
closeup of the curves for low valuesMfyis shown. The overlap of the curves is due
to the proposed transmit power allocation strategy, which minimizes the number of
collisions between the nodes. On the other hand, vithgimcreases, the number of
collisions increases as well, and the approximations behind the analytical node
longer hold. In this figure, the curve relative to the PER predicted by thbytical
model and given by Equation 3.31 is shown. The PER predicted by thetiaahly
model, for a given sparsity index, is lower than that obtained through simugats-
pecially for low offered traffic load. In our analytical model, in fact, wedassumed
that under the assumption of low traffic load, the number of retransmissiongge
due to the backoff algorithm is negligible. Through this transmit power allagatio
scheme it is then possible to set the transmit power at each node, in ordackoa
desired sparsity index and consequently improve the performance.
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Figure 4.13: PER as a function of the aggregated offered traffic Ngpdifferent
topologies for scenarios with = 20 nodes are considered. In all cases, the sparsity
index is set to 0.87.

The same network configurations have been used in order to verify thetimpa
of the sparsity index on the network transmission rate and delay. In Figl4ead,
these performance indicators are presented as functions of the dvaffal load.
Considering Figure 4.14 (a), all presented curves basically overtdap.fact under-
lines once more that the number of ones in the adjacency matrix does raitthéfe
performance. In particular, for small valuesid§ the overlap is almost perfect and
one can say that the performance depends only on the adjacency madittixeare-
lated sparsity index. On the other hand, these results suggest that pgif@mance
can be obtained with any network, provided that the transmit power isatlyregdlo-
cated among the nodes.

Similar considerations can be carried out for the delay performancéjzada
in Figure 4.14 (b). In this case, there is also a good overlap between thiagonu
curves relative to different topologies and scenarios with differemtiyers of remote
nodes. In particular, the number of ones in the adjacency matrix, i.e. theemwhb
active connections, is the only characteristic that affects, for smallvalfube aggre-
gated offered traffic load, the network performance. When the trafiid iocreases,
however, the assumptions made in Section 3.3.1 do not hold anymore. In thes fig
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Figure 4.14: (a) Network transmission rate and (b) delay as functionseadbre-
gated offered traffic loatllg. Various topologies wittN = 20 nodes are considered.
The sparsity index is set at 0.87.

the analytical curve given by the expression in Equation 3.32 is also showimis
case as well, the delay predicted by the analytical model is lower than thatexbta
with simulations. As in the previous case, the impact of the backoff proeedue
to the packet retransmission, has not been taken into account, thus thgeaselay
predicted by our analytical model is lower.

4.4.6 Impact of the Power Allocation Strategy

In this subsection, we present the impact of the proposed transmit pbacaten
strategy on the performance of WSNSs. In particular, as anticipated atthiering
of Subsection 4.4.2, we consider three possible transmit power allocatibegss.

1. In the former case, the transmit power is set in order to allow eachrsenso
either to communicate with any other sensor in the network or to communicate
at most with the AP.

2. In the proposed adjacency matrix-based power allocation strategypiver
is different at each sensor and is set according to optimization strategy pr
sented in Section 3.3.1, where the total amount of available transmit power
is assigned to each sensor in order to minimize the PER at the AP. This rule
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Figure 4.15: PER as a function of the aggregated offered traffic N@different
transmit power allocation strategies are considered for the topologyNvith20
nodes presented in Figure 4.6 (b): (i) fixed per-node transmit powsf) @nd (ii)
optimized transmit power (opt). Both simulation (solid lines) and analytical @thsh
lines) results are presented. The dotted lines refer to scenarios wherimized
power allocation strategy is used.

leads to allocate small transmit powers to nodes which are isolated and large
transmit powers to nodes which can be connected with a large number of re-
mote nodes. In this way, it is possible to minimize the collisions at the AP.
Of course, there will still be nodes which cannot sense each otheir{tgt
possible collisions), but this is due to the limited amount of overall network
transmit power.

3. The power allocation strategy proposed in [17], which will be disaisséhe
following.

In Figure 4.15, the PER is shown as a function of the offered traffic Mgth
the network, for the topology presented in Figure 4.6 (b). Differentaskf over-
all network transmit power, with the corresponding sparsity indexes afdfeecency
matrix shown in Table 4.2, are considered. Under the transmit power allocsta
tegy presented in Section 3.3.1, in Figure 4.15, a performance compa&soedn
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Table 4.2: Sparsity indexes of the adjacency matrix for the scenarionpeelse
Figure 4.6 (b). Different values of overall network transmit powercanesidered.

Available power Bqt) | Sparsity index
6.83-103 W (PRI 1
5.10°%W 1
3.103wW 0.85
29.-103W 0.8325
2-1073 W (Ppin 0.605

scenarios with and without the use of the proposed transmission poweatatoc
strategy is presented. The overall transmission power available in therkesiad-
located either assigning a common transmit power to all nodes or using thesprbp
transmit power allocation strategy. Of course, in the latter case, the spadstyof
the adjacency matrix is maximized according to the available power and jmgfasr
the results presented in Figure 4.11 and Figure 4.12, the higher is théysjpatsx,
the lower is the PER.

Fixing the sparsity index to 1, from the results in Figure 4.15 it can be obderv
that the performance is almost the same, regardless of the chosen tramsatigfio-
cation strategy. This confirms that the PER performance depends onlg onrtiber
of ones in the adjacency matrix. In the other cases, when the numberrdatmns
between the nodes decreases, the probability of collisions at the APdasraince it
is likely that one transmitting node cannot sense another transmitting nodéitsut o
transmission range. However, the curves have the same trend for &é\alaffered
traffic load. In particular, whehgis low, it is likely that the number of collisions at
the AP is low. Instead, when the traffic load is larger, the probability that wdes
transmit at the same time increases and the PER increases as well. In Figuyre 4.1
the analytical results are shown as dashed lines. These curves ar¢octhese as-
sociated with simulation results, especially for scenarios in which the spardéy in
is small. Once more, the good agreement between the analytical results aimd-the
ulation results is confirmed, thus further validating the analytical model. Foattee s
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Figure 4.16:P,, as a function of the aggregated offered traffic loBld))( Different
power allocation configurations are considered for the topology With 10 nodes
presented in Figure 4.7 (a). Both simulative (solid lines) and analyticahéddmes)
results are presented. The dotted lines refer to scenarios where no eptipower
allocation strategy is used.

of comparison, in Figure 4.15 we also show the PER in scenarios wheransurtit
power allocation strategy is used (dotted lines). In these cases, thenpanfe is
worse than in the case with the optimized transmit power allocation strateggt)n fa
given a value of overall network available power, the proposed palliaration stra-
tegy allows to maximize the sparsity index of the adjacency matrix and, therefore
reduce the PER.

In Figure 4.16 the PER is shown as a function of the offered traffichogfbr the
scenario witiN = 10 nodes presented in Figure 4.7 (a). The corresponding values of
the sparsity indexes of the adjacency matrix are shown in Table 4.3. In Hgissiace
the offered traffic load is lower, there is a better agreement betweentiaabbnd
simulation models. In fact, the assumption of low traffic holds almost for allidens
red values oNg. For small values oNg, the curves are almost overlapped. Instead,
whenNgincreases, the backoff procedure leads to a gap between the simulation an
the analytical curves. This gap, however, remains smaller than that ineHgiis.

This confirms that the proposed analytical model can predict almost pertee
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Table 4.3: Sparsity indexes of the adjacency matrix for the scenarionpeelse
Figure 4.7 (a). Different values of overall network transmit powercaresidered.

Available power Bqt) | Sparsity index
5.10°W 1
3-10°wW 0.94

1.26-10°5 W (RZ{m 0.53

@—® Adjacency-based power allocation scheme
m --m RSSI-based power allocation scheme

20 40 60 80 100

Ng
Figure 4.17P., comparison between the proposed power allocation scheme and the
RSSI-based power allocation strategy.

performance of WSNs, especially for low valuesNd. Similarly to Figure 4.15, a
comparison between the scenarios with (solid lines) and without (dotted times)
use of the transmission power allocation strategy is also shown in Figureld.16.
particular, given a pre-defined value of overall network availablestrainpower, the
proposed approach maximizes the number of ones in the adjacency matrcoand
sequently, improves the network performance.

For the sake of completeness, a performance comparison between tlgu&ER
anteed by the proposed power allocation scheme and that guarantees gaynibr
allocation scheme derived in [17] is considered in Figure 4.17. In [1@é]atithors
aim at dynamically allocating the power at each node, in order to minimize the PER,
under the assumption of additive white Gaussian noise (AWGN) channelaen
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@—@ Optimized adjacency-based power allocation
4 - ¢ Uniform power allocation

107 20 0 60 80 100
Ng
Figure 4.18F,; comparison between the proposed power allocation scheme and the
uniform transmit power allocation scheme.

glecting the impact of interference due to other transmitting nodes. In partithés
assume that the packet generation rate is low enough to prevent pallikaires. The
power is allocated to each node according to the quality of the link that it iexpers
in order to reach the AP. The link quality is measured in terms of RSSI. It tode
make the comparison fair, we have applied the power allocation strategyoh[1
a scenario without channel noise but in the presence of multiple accedsrenee,
which has been modeled as a Gaussian random variable [87]. As oseedrom
the results in Figure 4.17, our approach, based on the maximization of tfséppé
the adjacency matrix, tends to reduce as much as possible the number of®llisio
at the AP. Therefore, it is more efficient, especially for networks whiegeoffered
traffic load starts to become significant.

In order to highlight the performance gain, in terms of PER, due to the peapo
transmit power allocation scheme, with respect to a uniform power allocdtian s
tegy, the simulations have been carried out for a fixed overall netwankrivission
power, considering the network topology presented in Figure 4.8 (a)cdtiespond-
ing results, shown in Figure 4.18, underline that the proposed poweaadincstra-
tegy effectively lowers the PER. The results in Figure 4.18 also suggastfth a
fixed target PER, the proposed power allocation scheme allows to suppalinost
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Figure 4.19: Residual energy per node. Both RSSI-based and acyabased trans-
mit power allocation schemes are considered. The given PBR4s5-1072.

double aggregated offered traffic load, with respect to that suppbyteduniform
power allocation strategy. In fact, through the proposed approacbde, tefore
transmitting, can sense a larger number of neighboring nodes (in a rglatemse
partition of the network), and therefore prevent packet collisions.

4.4.7 Network Lifetime Performance

We now evaluate the network lifetime in the scenario vith- 10 nodes shown in
Figure 4.8 (b), setting the average packet generation rage=td pck/s, and con-
sidering both the proposed adjacency matrix-based power contraagipand the
RSSI-based power control strategy presented in [17]. Since noattlels are
provided in Opnet, the residual energy performance analysis hascaeeed out
through Matlab. In particular, the battery depletion model refers to Equea8@36—

3.40. Each node is equipped with a 3 V battery with an initial energy of 32.lhkJ.
Figure 4.19, the residual energy per node is shown considering & REgeequal to
P.r=5-1072. Since the distances between the nodes are small, the transmission pow-
ers of the nodes is low (between 0.37wW and 2.2uW). Since the current consumed
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during the transmission phaselig statej = 7.886R + 0.009711, the second term of
the right-hand side of the current expression dominates|y.&atei ~ 0.009711. In
other words, the effect of the transmit power on the energy consumee ix $tate is
negligible. In fact, this is confirmed by the fact that the two families of cumefsy-
ring to adjacency-based (solid lines) and RSSI-based (dotted linejuée close.
On the other hand, since the proposed approach aims at maximizing thetonse
between nodes, the power consumption is slightly higher in our approactmtHz/].

In order to highlight the energy saving improvement introduced by ourepow
allocation technique, we have considered the network, shown in Figu(e)4w8ith
N = 10 nodes randomly deployed over a 56 sguare surface, where, unlike all
previous scenarios, the path loss exporeerns 3 — recall that all previous results
refer to scenarios witlr = 2.1. In this case, the transmit power at each node is larger,
so that the impact of the transmit power on the energy consumed in the tx stateis mo
evident. In Figure 4.20, the residual energy in each node is showsidesimg both
the adjacency matrix-based transmit power allocation strategy proposedritethe
RSSI-based power allocation scheme presented in [17]. Considerimgydpesed
power allocation strategy (solid lines), the use of lower transmit powers saflow
drastically reduce the nodes’ deaths. In particular, excluding the dasepecific
node which is far from the AP and uses a high transmit power, the othesraid
later than in the case with RSSI-based power allocation scheme (dottedliinfas},
according to the proposed model, a node delays its packet transmissiornbédss
that other neighboring nodes are transmitting. In this way, since a largaperuof
nodes can sense each other, the number of transmissions (sucoessft)lreduce
and the nodes waste less power to process incoming packets. In the sammgetliig
average residual energy for both proposed power allocation schsrals® shown.
These curves confirm that the adjacency-based power allocatiomediéows to
extend the network lifetime because it increases the network residuglyener

Since each node transmits with a different power and receives a diffanenber
of packets from neighboring nodes, it will experience different pavesumptions
according to its spatial position and the number of surrounding nodegune=4.21,
the energy distribution in the network considering the use of the propossdrp
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Figure 4.20: (i) Per-node (solid and dotted lines) and (ii) average nkt@ashed
with symbols) residual energies as functions of time. Both RSSI-baségddmes
and dashed with squares) and adjacency matrix-based (solid lines simetidaith
circles) transmit power allocation schemes are considered. The tareisig =

5.10°2

allocation strategy is shown. The reference topology is the same as thséd e
in Figure 4.20 (i.e. the network topology of Figure 4.8 (c)). In Figure 4.2la
initial energy in the network, i.e. at all nodes, is shown. As one can ge all
nodes have the same battery energy (3.24 kJ), the initial “surface” liespbane.
In Figure 4.21 (b), a snapshot of the residual energy in the netwoek 45 days
is presented. The residual energy in the node far from the AP is lowertltiza in
the other nodes, because this node transmits with much higher power. Fimally,
Figure 4.21 (c), the residual energy in the network is presented affeddys. The
farthest node from the AP has run out of battery, but the other nodestith able to
communicate, since the use of low (on average) transmission powers{sreapid
battery depletion.

In Figure 4.22, the residual energy performance is shown considiaengSSI-
based power allocation scheme presented in [17]. As in the previousinase
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Figure 4.21: Residual energy with adjacency matrix-based transmissigar jpdio-
cation strategy proposed here, in a scenario With 10 nodes after (a) 0 days, (b)
45 days, and (c) 90 days.

gure 4.22 (a) the initial energy in the network is shown (as for the previguse, in
this case as well all nodes have the same initial energy). In Figure 4.2Bélesid-
ual energy after 45 days is shown. As observed in Figure 4.21 (bjattiest node
from the AP has the lowest residual energy. However, in this case ttesmear the
AP also have low residual energies. According to the RSSI-basedr@ilweation
scheme, in fact, these nodes experience low attenuation and are thexrs$ayned
high values of transmit power. In this way, they consume a significant angiun
energy to transmit a packet. Finally, in Figure 4.22 (c), the residual giretge net-
work after 100 days is shown. In this case, only one node is still alivereds the
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Figure 4.22: Residual energy with RSSI-based power allocation strategycenario
with N = 10 nodes after (a) 0 days, (b) 45 days, and (c) 90 days.

batteries of the remaining nodes have run out of energy.

4.5 Clustered Networks Performance

In this section, we introduce the results related to clustered networksticytar, we
show the impact of the transmission rate and of the tolerable network deaktloheve
network transmission rate, delay, and throughput. In addition, we gréseimpact

of the data fusion mechanism, focusing on the impact of the MAC protocolen th
probability of error at the AP. Then, we provide some design guidelinefsiLte con-
figure network parameters (such as clustering configuration, toleratierk death
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level, and packet generation rate) in order to meet given performamstraints.

4.5.1 Simulation Setup

The simulations have been carried out with the Opnet Modeler simulator arilt-a bu
in Zigbee network model designed at the National Institute of Standardsextd T
nologies (NIST). Since this model refers only to the first two layers of 8@/OSI
stack, we have extended it by deriving an Opnet model for a FC, wimilldition to
providing relay functionalities, implements the intermediate data fusion mechanisms
described in Subsection 3.4.3. We assume (ideal) wireless communicatiorebetw
the RFDs and the FCs, and between the FCs and the coordinator.

Each simulation result is obtained by averaging over ten consecutivararder
to make possible statistical fluctuations negligible. The duration of each simulation
has been chosen so that the simulation ends as soon as the condition retaged to
minimum number of alive RFDs in the network (i.e., the percentage of RFDs which
are still operative) is no longer respected. The packet length, irefdo the network
tolerable death level performance analysis, is 632 bits (i.e., 512 bits of dglzep
and 120 bits introduced by MAC and physical layers).

The RFDs carry out noisy observations of a randomly generated kpharyome-
nonH and make local decisions on the status of this phenomenon. The observation
noise is modeled as an Additive White Gaussian Noise (AWGN). Subseqgutietly
RFDs embed their decisions into data packets, which are sent either to tideneeo
tor (in the absence of clustering) or to the FCs (in the presence of cluptefine
decisions are assumed to be either 0 (no phenomenon) or 1 (preseheegbeno-
menon).

« In the absence of clustering, the coordinator makes its final decisiongh
majority-like rule directly on the messages received from the RFDs. Ollyjous
if some packets are lost due to medium access collisions, decisions are made
only on the received packets (this leads to a reduced reliability of the faal d
sion). If all the packets related to a set of observations of the same iplesion
are lost, the coordinator decides randomly (i.e., with probability 0.5) for one
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of the two possible values. Finally, if half of the decisions are in favor @ on
phenomenon status and the other half are in favor of the other, the catandin
decides for the presence of the phenomenon.

* In the presence of clustering, each FC makes an intermediate decisioa on th
basis of the messages received from the RFDs associated with its clubter an
forwards this decision to the coordinator, which makes the final decisitimeon
basis of the received messages (from either an FC or an RFD). Tisodec
rule used by the FCs is the same of that used by the coordinator (i.e., majority
decision).

In both scenarios, it is possible to evaluate, by simulation, the probability af de
sion error of the coordinator, by comparing, in each simulation run, thiediaesion
made by the coordinator with the true status of the phenomenon. Together &ith th
probability of decision error, the simulator allows to evaluate: the networlsiinésa

sion rateS, defined as the ratio between the number of bits correctly received by
the coordinator in the simulation time; the through@ut defined as the ratio bet-
ween the number of packets correctly delivered at the coordinator amtuthber of
packets sent by the RFDs; and the ddlafdimension: [s]), defined as the time inter-
val between the transmission and the reception instants of a generic petokéast
performance indicator of interest is the aggregate throughput (dimerjpickis]),
defined as5,gg= N-g- Sh, whereN is the number of transmitting RFDs agdss the
packet generation rate (dimension: [pck/s]).

In each simulation run, the status of the phenomenon (either O or 1) is chosen
randomly in consecutive phenomenon realizations. In the case of daia pesfor-
mance analysis, the local decisions are then inserted into data packetsane @b
bit long. In order to estimate a probability of decision error at the AP of tieror
of 1078, approximately 115200 local decisions on the phenomenon status need to be
transmitted. Since in the Opnet implementation each decision must be coded into a
char, the memory occupation is therefore equal to 8 bits per observatiaddition,
in each packet a null char terminator (8 bits) and a 32-bit sensor idemtitist be
added. Considering a packet length of 96 bits, therefore each peaketontain 7
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local decisions. From this simple analysis, it follows that 16458 packets tociee
transmitted. Since the packet generation gateequal to 2 pck/s, the simulation du-
ration is set to 8229 s, in order to guarantee that all required local desiaie sent
to the coordinator. We have chosen this value as a compromise between simulatio
duration and achievable probability of decision error at the AP. Thetafiepacket
length is equal to 216 bits, since, besides a payload of 96 bits containingctde lo
decisions, a header of 120 bits is introduced by physical and MAC laykesRFDs
send the packets over an ideal wireless channel which introducesrragitrguation
nor fading. At the end of the simulation, the probability of decision error ismated

by a direct comparison between the sequence of decisions at the AReasstjtience
of true phenomenon realizations.

4.5.2 Performance Analysis

In the first two subsections, we evaluate the performance from a netgopler-
spective, considering scenarios both with and without clustering. Me@sely, in
Subsection 4.5.3, the impact of the network tolerable death level on the Hpoug
and delay is analyzed; in Subsection 4.5.4, the same network performaiaagtadns
are evaluated, for a fixed value gfe, considering various values of the packet gen-
eration rate. In Subsection 4.5.5, instead, we consider the preseraa ddision and
its impact on the probability of decision error, the throughput, the aggrédyategh-
put, and the delay is analyzed. In the figures in Subsection 4.5.3 andcBahgk5.4,
we indicate, for each performance curve, the confidence intecvalvbereo is the
standard deviation, over consecutive simulation runs, with respect toavesiage
value.

4.5.3 Impact of Tolerable Network Death Level
N = 64 RFDs

In this case, we consider scenarios with no cluster (no relay), and aamnaidiusters
ranging from 1 to 8 (with a relay per cluster). In Fig. 4.23, (a) the netw@iksmis-
sion rate and (b) the delay are shown, as functions of the required nketivlerable
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death levelner in scenarios wittN = 64 RFDs. In Fig. 4.23 (c), instead, the curves in
the previous two subfigures are combined, obtaining transmission ratealsises
(parameterized with respect to the network tolerable death jgug!

4
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Figure 4.23: Performance evaluation in a scenario Wta 64 RFDs and various
uniform clustering configurations: (a) network transmission rate andi€lgy as
functions of xne; (€) delay as a function (parameterized wijths) of the network
transmission rate. The packet generation rate is equpH@ pck/s.

Looking at Fig. 4.23 (a), the network transmission rate is first slightly deorga
for small values of the network tolerable death level, and then suddenps dino
correspondence tghet~ 90 %. In the scenario with many small clusters, the network
transmission rate remains low since there is a larger number of transmitting, nodes
and this increases the number of collisions.
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Considering the results in Fig. 4.23 (b), unlike what the intuition may suggest,
the delay in the scenario with one large cluster (With= 64 RFDs) and a single
relay is higher than the delay in the scenario with 8 relays (8-8-8-8-88-8he
delay reduces when the number of clusters increases, since in this eastaghof
each cluster has to manage a smaller number of packets. As expectedathes de
lowest in the absence of clustering, i.e., when all RFDs transmit directly to Fhe A
Obviously, in all cases the delay decreases for increasing valuesadrpage of
nodes’ deaths required to kill the network (i.e., for increasing valugg&f In fact,
the more RFDs die, the more efficiently the surviving RFDs can be seneaftine,
the time-averaged delay reduces. Comparing Fig. 4.23 (a) with Fig. 4.28d@) be
noted that the network configuration which guarantees the best perfoemanerms
of network transmission rate and delay, is the one without relays (lines witleg)r

Finally, in Fig. 4.23 (c) the delay is shown as a function of the network transmis
sion rate (the points of each curve correspond to different valuestabnk tolerable
death level). These curves give a concise (instantaneous) picturereétivork oper-
ating status: the best operating conditions would correspond, obvitwghg bottom
right (low delay and high transmission rate).

We now analyze the network performance in the presenoemfuniformcluste-
ring. In Fig. 4.24 (a), the network transmission rate is shown as a functigqep
for various clustering configurations. As in the case with uniform clugjethe net-
work transmission rate is first slightly decreasing (for small valueg,gf and then
decreases rapidly (for values @fe: higher than 90%). In fact, for small values of
Xnet the RFDs’ deaths are balanced by the reduced number of collisions inrthe co
mon wireless channel, so that the network transmission rate remains high.tiiéhe
number of RFDs’ deaths becomes large, instead, the overall trafficajeddy the
RFDs reduces and, consequently, the network transmission rate avéigessiuces.
The best performance is obtained in the 56-4-4 clustering configuratibriwelay.

In this case, in fact, the presence of the eight directly-connected R&®a bene-
ficial impact on the network transmission rate, since the packets can bmiitaals
without the need of being relayed. The worst performance, insteabtdgied in the
scenario with 32-8-8-8-8 clustering configuration and 5 relays: in ttgs,dae num-
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Figure 4.24: Performance evaluation in a scenario Wits 64 RFDs and various
non-uniform clustering configurations: (a) network transmission rate(apdelay

as functions ofynet; (€) delay as a function (parameterized with,) of the network

transmission rate.

ber of transmitted packets is larger due to the larger number of relays asdttie
higher probability of finding the channel busy. In Fig. 4.24 (b), the dpkxjormance
is shown. The performance, in the presence of non-uniform clustasirsimilar in

all cases where the RFDs are connected to the AP through a relay. éncidmess, in
fact, when the number of RFDs’deaths increases, it is more likely that & finwas

the channel free and, therefore, can transmit its data. The netwddkipance in the
scenario with 56-4-4 clustering configuration and 1 relay, instead, shatifferent
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behavior; in this case, both throughput and delay (the latter is obtainetaagto
equation (3.51)) are affected by the 8 RFDs directly connected to thelinator,
which transmit more frequently, since they are not affected by the pres#ma relay
node acting as a bottle-neck. In Fig. 4.24 (c), the delay is shown as &diuiot the
network transmission rate. Similarly to Fig. 4.23 (c), this figure provides aisen
characterization of the network operating point.

N =16 RFDs

We first consider a scenario witlmiform clustering. The performance results, in
terms of network transmission rate and delay, are shown in Fig. 4.25, where
ious network configurations are compared. Looking at the results in F2§. (4),
where the network transmission rate is shown as a function of the network-tole
ble death level, one can observe that the best performance is obtariedha case
with 64 RFDs, in the absence of clustering. Similarly to the case with 64 RFDs, the
transmission rate is monotonically decreasing andkizgeof the curves is the same
regardless of the number of clusters. From the results in Fig. 4.25 (l&revthe
delay is shown as a function gf.e;, One can notice that there is a substantial agree-
ment with the delay performance in the presence of 64 RFDs (comparasfance,
Fig. 4.25 (b) with Fig. 4.23 (b)). As in the case with 64 RFDs, the lowestiblass
delay is obtained without clustering. In the presence of clustering, insteadest
performance is obtained in the case with 8 2-sensor clusters. This carveijuiie
explained considering that when a relay is connected to a large numbEDsS (Re.,
a large cluster), it is likely that the RFDs find the channel “busy” andgfioee, have
to wait longer in order to transmit their packets. In the case with only a fewsRFD
connected to a relay, instead, the latter has to manage a limited number of packets
Let us now turn our attention to a scenario witbn-uniformclustering. The
performance results, in terms of network transmission rate and delayh@se $n
Fig. 4.26.
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Figure 4.25: Performance evaluation in a scenario Wtk 16 RFDs and various

uniform clustering configurations: (a) network transmission rate and (b) delay as

functions of xnet; (€) delay as a function (parameterized wjth) of the network
transmission rate. The packet generation rate is equpH@ pcki/s.
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Figure 4.26: Performance evaluation in a scenario Wtk 16 RFDs and various
non-uniformclustering configurations: (a) network transmission rate and (b) delay
as functions ofxne;; (C) delay as a function (parameterized wighy) of the network
transmission rate. The packet generation rate is equpH@ pck/s.

Considering the performance results in Fig. 4.26 (a), where the netvamg-tr
mission rate is shown as a function yfer, One can observe that the highest network
transmission rate is obtained, regardless of the valyg,&f with the configuration
14-1-1 (with 1 relay), formed by one big cluster (connected to the AP tirawrelay)
and two single RFDs connected directly to the AP. This can be explainetieang
that, unlike the scenarios where an RFD is connected to the AP througlydn¢has
case the two RFDs connected to the AP can send their data packets dixedtliyyg
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a “bottle-neck” relay. For all the other non-uniform clustered con#tjans, one can
observe that there is no significant difference. In particular, thisrdiffiee becomes
negligible at large values gf.et. Observing the delay performance in Fig. 4.26 (b),
the lowest delay is guaranteed almost everywhere by the 8-2-2-2{Rjaxation.
However, the delay associated with 14-1-1 (with 1 relay) configurationthe one
which guarantees highest network transmission rate, has a peculiaidreNore
precisely, the delay curve of the 14-1-1 (with 1 relay) configuration isgpsfunction
of xnet for small values ofxnet, the delay is approximately equal to that associated
with the 10-2-2-2 clustering configuration; wh&pe: becomes 100 %, however, the
corresponding delay becomes lowest. Finally, in Fig. 4.26 (c) the delapvwersas a
function of the network transmission rate, for various values of the nkttetarable
death levelynet AS One can see, the curves are closer to each other than in a scena-
rio with uniform clustering. In this case as well, the choice of the networkaijrgy
point depends on the specific user needs.

In Fig. 4.27 and Fig. 4.28, the performance of the networking schemsgierad
in Fig. 4.25 and Fig. 4.26 is analyzed by increasing the packet generatieg r
from 2 pck/s to 10 pck/s, considering both uniform and non-uniformtetigy. The
network transmission rate in the case with= 10 pck/s has the same shape than
in the case withg = 2 pck/s, the only difference being the fact that it is five times
higher. In fact, even if the traffic load is 5 times higher, this load is not critszathat
the number of collisions is limited and each generated packet can be immediately
transmitted.

4.5.4 Impact of the Packet Generation Rate

In this subsection, we investigate the impact of the packet generation rgténon
scenarios witiN = 16 RFDs. In particular, we consider the same network topologies
described in Subsection 3.4.2, i.e., with both uniform and non-uniform cingte
The network tolerable death level is set to 50%, i.e., the simulation stops when ha
of the nodes die. This analysis can be straightforwardly extended tarsegmvith
64 RFDs.

We first analyze the network performance in the case with the following umifo
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Figure 4.27: Performance evaluation in a scenario Wta 16 RFDs and various
uniform clustering configurations: (a) network transmission rate and (b) delay as
functions of xne; (€) delay as a function (parameterized wijths) of the network
transmission rate. The packet generation rate is equpHa0 pck/s.

clustering configurations: (i) no cluster (i.e., direct transmission from fRBRto
the AP), (ii) 1 16-node cluster and 1 relay, (iii) 2 8-node clusters ande®se(iv) 4
4-node clusters and 4 relays, and (v) 8 2-node clusters and 2 rhidyig. 4.29 (@)
and Fig. 4.29 (b), we present performance results in terms of netwarsntiasion
rate and delay, respectively. The network transmission rate has a sinfiiibein
all considered network scenarios, except for variations of the acamdiglinterval due
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Figure 4.28: Performance evaluation in a scenario Wts 16 RFDs and various
non-uniformclustering configurations: (a) network transmission rate and (b) delay
as functions ofynet; (€) delay as a function (parameterized wigh) of the network
transmission rate. The packet generation rate is equgHa0 pck/s.

to the limited duration of simulatiorfSAll curves shown in Fig. 4.29 (a) first increase
till a maximum value, after which they slowly decrease. In this case, as in tiee oth

4The Opnet simulator is based on a pseudo-random value generair,cah be initialized through
a user-defined seed. In our simulations, we have experienced thatetkist some values (not pre-
dictable) of this seed, which lead to a worse performance. If a largebauof simulations were consi-
dered, i.e., a larger number of seeds (e.g., 100 different sestdsd of 10) were used, the confidence
interval would shrink significantly.
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Figure 4.29: Performance evaluation in a scenario With 16 RFDs and variousni-
form clustering configurations: (a) network transmission rate and (b) delaynas
tions of the packet generation rate. The network tolerable death}emés fixed to
50%.

previously described cases, the best network performance is obtaittelabsence
of the relay node. In the presence of clustering, instead, the netwaosntission rate
curves change their behavior, approximately in correspondence tketggeneration
rate equal to 20 pck/s, due to the increasing traffic load. In a scenaridowitinaffic
load, the best clustered configuration is that with one 16-node clustesremcklay,
because the relay node can efficiently manage all packets sent by tbe Mdden
the traffic load increases, instead, the best network configuration isithe® 2-node
clusters and 8 relays. In fact, in this case it is more likely to find the relay, lsasy
that the probability of finding a relay idle increases in the presence oferlamnber
of relay increases.

In Fig.4.29 (b), the delay is investigated as a function of the packet gerera
rate. All curves present a floor for small values of the packet génanate, then the
delay quickly increases and reaches a maximum value which dependsspetiic
clustering configuration. Considering clustered scenarios, the beSgemtion is
that with 8 2-node clusters and 8 relays, whereas the worst perfoenisubtained



130 Chapter 4. Performance Evaluation

in the scenario with one 16-node cluster and one relay. Intuitively, in theepce
of a few small clusters, it is likely that the relays are ready to receive neaming
packets. On the opposite, when there is only one 16-node cluster witkelayeit is
likely that a node, in need of sending a data packet, finds the relay nodpied by
another transmitting node.

In Fig. 4.30 (a) and Fig. 4.30 (b), instead, we present the same perfoemasults
(i.e., network transmission rate and delay) obtained in the presence afnifonm
clustering. The considered network configurations are the following-@)2-2-2
with 5 relays (i.e., the network is divided into 5 clusters, one formed by 8 RFDs
and the other four formed by 2 RFDs each, and each cluster is conrtectked
AP through a relay); (ii) 10-2-2-2 with 4 relays (i.e., the network is divid®d 4
clusters, one formed by 10 RFDs and other formed by 2 RFDs eacheciohto
the AP through a relay), as shown in Fig. 3.5 (b); (iii) 14-1-1 with 3 relays, (one
cluster is composed by 14 RFDs and two clusters are composed by oneatige
as shown in Fig. 3.5 (¢); and (iv) 14-1-1 with 1 relay (i.e., only one clustenposed
by 14 nodes and connected to the AP through a relay, while the other twa@ RFD
communicate directly to the AP), as shown in Fig. 3.5 (d).

In Fig. 4.30 (a), the network transmission rate is shown as a function oatiep
generation rate. As one can see, all curves present a very similaridvetar low
values of the packet generation rate, the network transmission rate guicidases,
then reaches a maximum, and finally decreases to a saturation value whictdslep
on the network configuration. When the packet generation rate is highe8iger-
formance is obtained in the scenario with 14-1-1 clustering configurationomi¢h
relay. On the opposite, the worst performance is obtained with the 14ehfiga-
ration with 3 relays. The presence of two RFDs connected directly to thea&Rih
beneficial effect on the network transmission rate, since it is likely thaettves di-
rectly connected RFDs transmit without waiting. If we consider scenariwsevall
RFDs are connected to the AP through arelay, according to the results hZqa)
the best performance is obtained in the scenario with many small clusters.

In Fig. 4.30 (b), the delay is shown as a function of the packet genenatien
Unlike the case with uniform clustering (see Fig. 4.29 (b)), in this case thesare
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Figure 4.30: Performance evaluation in a scenario Wta 16 RFDs and various
non-uniformclustering configurations: (a) network transmission rate and (b) delay as
functions of the packet generation rate. The network tolerable deathyayes fixed

to 50%.

close to each other. For small values of the packet generation rate tlyeisitda,
but it rapidly increases for values of the packet generation rate bet?@&pck/s and
30 pck/s. Finally, when the packet generation rate is high, the delay w&stuca
maximum value, which is approximately the same for all network configurations.
this case as well, the best performance, in terms of delay, is obtained iretharisc
with many small clusters. In the scenario with 14-1-1 clustering configuratidrone
relay, unlike the scenarios where all RFDs are connected to the AP thomagelay,
the overall delay is affected by the presence of the two directly conn&fteis,
which are likely to reserve communications with the AP.

4.5.5 Impact of Data Fusion Mechanisms

In non-clusteredscenarios (i.e., star topology), various values for the nurhbef
RFDs are considered. Moreover, the impact of the presence/absEAGK mes-
sages is taken into account. d¢tusteredscenarios, instead, the number of RFDs is
set toN = 16, and various clustering configurations are investigated: (i) 8-8 (i&., 2



132 Chapter 4. Performance Evaluation

SNR [dB]

Figure 4.31: Performance analysis in a scenario without clusteringapildalp of
decision error performance as a function of the SNR at the RFDs. BotHations
(solid lines) and theoretical (dashed lines) results are shown.

RFD clusters with 2 FCs), (ii) 4-4-4-4 (i.e., 4 4-RFD clusters with 4 FCs, (#i111
with 3 FCs (i.e., one cluster is composed by 14 RFDs and two clusters are sedpo
by one RFD each), and (iv) 10-2-2-2 with 4 FCs (i.e., the network is dilidto 4
clusters, one formed by 10 RFDs and others formed by 2 RFDs eachjyp8-2-
2-2-2 with 5 FCs (i.e., the network is divided into 5 clusters, one formed biFBSR
and others formed by 2 RFDs each).

In Fig. 4.31, the performance in scenarios without clustering is analyrece
precisely, the probability of decision error at the AP is shown as a funcfidhe
observation SNR. In the configuration with= 1 RFD (solid line with circles), i.e.,
point-to-point communication between an RFD and the coordinator, the lglibpa
of decision error has the typical trend of On Off Keying (OOK)—this is artisy
check” for our simulatot. The coordinator, in fact, may decide only for either O or 1
using the (possibly erroneous) decisions received from the RFDsnésan see, the
probability of decision error reduces for increasing numbers of RFFBis.can be ex-
plained recalling the data fusion mechanism described in Section 3.4.3t,|Isifa®
communication links are modeled as ideal, for a fixed observation SNR, ther larg

5Note that the modulation schemes foreseen by the Zigbee standarcoheféeat on the probability
of decision error, since the channel is considered ideal.
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Figure 4.32: Performance analysis in a scenario without clusteringrgbabpility of
decision error at the AP as a function of the SNR at the RFDs, and (l)ghpmut
and delay as functions of the numb¢iof transmitting RFDs.

the number of received decisions, the lower the probability of decisiam @ith a
majority decision rule. Note that for increasing numbers of RFDs, the relegiiuc-
tion of the probability of decision error is negligible (e.g., the improvement isdrigh
when the number of RFDs increases from 1 to 10 than when the numberld RF
increases from 20 to 30). In the same figure, we also show theoretcdtsédashed
lines) obtained with the analytical framework summarized in Subsection 3.4 Sin
this analytical framework does not take into account the medium accesepglite
predicted performance is in agreement with the simulation results only in argcena
with N = 1 RFD. In the other scenarios, the probability of decision error predicted
by the analytical framework is better than that obtained through simulatiofsisTh
due to the fact that our simulator takes also into account the presenc#isibne.

In this case, since some packets may be lost or dropped, the probabiliggisfah
error worsens. The negative impact of the collisions exacerbatestwa@umber of
transmitting nodes increases.

In Fig. 4.32, the performance in scenarios without clustering is analyaete
precisely, (a) the probability of decision error is shown as function ofitiraber of
transmitting RFDs, and (b) the throughput and the delay are shown asofusi0f
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the number of nodes. In Fig. 4.32 (a), the probability of decision erronismoton-
ically decreasing function dfl for all considered values of the observation SNR at
the RFDs. For each network configuration, the probability of decisiar ezaches a
floor which is strictly related to the collisions and, therefore, to the maximumwachie
able throughput in each scenario—in the cases with high SNR (12 dB ad&)14
instead, the floor is not visible since it appears for very low (out of jcalkies of
the probability of decision error.

In Fig. 4.32 (b), the throughput and the delay are shown as functicthe ofum-
ber of transmitting RFDs. These curves are obtained by considering ch SIN&
(equal to 0 dB) at the RFDs. Our results, however, show that the thpaigind the
delay are not affected by the value of the observation SNR at the RF®sokgider,
in fact, ideal communication channels, so that the noise affects only thevabieas
at the RFDs and not the packets transmitted from either the RFDs or the &@se-C
quently, throughput and delay do not depend on the observation SiRhioughput
curve (solid line with circles) decreases monotonically. In particular,rfalkvalues
of N, it remains close to 1. When the number of transmitting nodes increasesdinstea
the number of collisions in the channel increases as well and the througliuces.
Comparing the results in Fig. 4.32 (a) with those in Fig. 4.32 (b), the negative im-
pact that a larger number of RFDs has on the throughput is compenisatieans of
probability of decision error, by the data fusion mechanism. In Fig. 4.32v@Rlso
show the delay (dotted line with diamonds). As the intuition may suggest, the delay is
small for small values oN. When the traffic increases, instead, due to a larger num-
ber of collisions, the delay is higher, since the channel is busy for a tqreged of
time and the probability of finding the channel idle reduces. Finally, for laahiges
of N, the delay seems to start saturating to a maximum value. In this case, in fact, due
to the increased offered traffic, it is likely that there is at least an RFByreasend
its packet as soon as the channel is idle.

In Table 4.4, we show the aggregate throughput predicted by previtalgsés.
When the number of transmitting nodes is small, the aggregate throughput is high
(close to the maximum possible for each network configuration). When tmbdeu
of transmitting RFDs increases, instead, the aggregate throughput tesatsitate.
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Table 4.4: Aggregate throughput, in a scenario without clustering, asciida of
the numbeN of transmitting RFDs.
N | Sigglpck/s]

1 2
3 | 5.35156158
5 | 8.1906672

10 | 13.4860858
20 | 20.1639324
30 | 22.1357394

Once the saturation is reached, the number of collisions is so large thanreas@ac
of the traffic load has no longer effect on the aggregate throughput.

In Fig. 4.33, we present a comparison, in terms of probability of decisiar er
in no-clustered scenarios, between scenarios with and without the ¥&ekomes-
sages. As expected, the presence of ACK messages guaranteepdréttenance,
because each message sent by a RFD to the coordinator is confirmed ase¢hef ¢
correct reception. In particular, the presence of ACK messages alevesordinator
to make its final decision on the basis of a larger number of observatigrec{ally
in the case wittN = 30 RFDs, where the gain introduced by the presence of ACK
messages is higher), increasing the reliability of the decisions. On theitgphs
use of ACK messages, in the presence of a larger nuib=rtransmitting RFDs,
increases the traffic, so that the performance, in terms of throughprgeng

In Fig. 4.34, we analyze the impact of non-uniform clustering on the fmititya
of decision error—as a performance reference, the probability afidecerror in the
case with uniform clustering is also shown. We consider scenarios\witli6 RFDs
and the following network configurations: (i) no clustering, (ii) 2 8-RFDstduis with
2 FCs, (iii) 4 4-RFD clusters with 4 FCs, (iv) 14-1-1 with 3 FCs, (v) 1@-2-with
4 FCs, and (vi) 8-2-2-2-2 with 5 FCs. According to the analytical resukisgnted
in [81] and the previously shown simulation results, the best network qpesicce
is obtained in the absence of clustering. The worst performance, ingedgtained
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Figure 4.33: Probability of decision error in scenarios wWitk= 5 andN = 30 RFDs,
respectively, in the absence of clustering. Both the presence (solid hnesthe
absence (dotted lines) of ACK messages are considered.

in the 14-1-1 scenario, i.e., with 3 FCs and non-uniform clustering. In tsg,dn
fact, the information collected by the RFDs associated with the largest cluseayis
reliable. On the other hand, the information collected by the other two clustasés
likely to be noisy, and the final decision is thus likely to be wrong. Observirg th
results in Fig. 4.34, one can conclude that, in the presence of non+urgfastering,

the best performance is obtained in the case of less unbalanced clumstkis case,

in fact, decisions made by intermediate FCs are more reliable, so that it is madye like
that the final decision made by the coordinator is correct. In the caseifofmn
clustering, instead, the probability of decision erronat affected by the number of
clusters in the network, as long as the number of RFDs remains the same. In this
case, in fact, observing Fig. 4.34 one can note that the curves congisg to the
scenarios with 4 4-RFD clusters and 2 8-RFD clusters are almost ovedapbis is
due to the fact that a smaller number of clusters is compensated by a higttigy qu
of the intermediate decisions. This result is in agreement with the theoretalgban
presented in [81].
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Figure 4.34: Probability of decision error at the AP in scenarios With 16 RFDs
both in uniform and non-uniform clustering configurations. The comsiti¢opolo-
gies are the following: (i) no clustering, (ii) 2 8-RFD clusters and 2 FCs A#i)RFD
clusters and 4 FCs, (iv) 14-1-1 clustering configuration with 3 FCs1@v2-2-2 clu-
stering configuration with 4 FCs, and (vi) 8-2-2-2-2 clustering conéiian with 5
FCs.

4.5.6 Design Guidelines

On the basis of the performance analysis carried out in Section 4.5.2, wéryo
to derive useful guidelines for the design of Zigbee networks with a eldgierfor-
mance level. In Fig. 4.35, we present combined results of network tranemisge,
delay and network tolerable death level in different (both uniform andumaform
clustering) clustering configurations with = 16 RFDs. The purpose of this figure
is to show the unavoidable trade-offs to deal with in order to guaranteedfisp
performance level. All network configurations considered in Subse&idr? are
considered as well in Fig. 4.35.

In Fig. 4.35 (a), the delay is shown as a function of both network toleradzéhd
level and network transmission rate. In addition, on (g — S plane the contour
curves are shown. The shape of the 3D surface is similar to a skewetlibaifin
fact, there is a peak (in terms of delay), with maximum value in correspoedenc
to Xnet= 20 % andS= 6000 b/s. This means that the 1-cluster configuration leads
to the highest delay. In an application where a low delay is required, tlepedie
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Figure 4.35: Performance evaluation in a scenario Wits 16 RFDs and various
uniform and non-uniform clustering configurations; (a) delay as etfon of network
transmission rate anghey, (D) network transmission rate as a function of delay and
Xnet @nd (C)xnet@s a function of network transmission rate and delay. The considered
packet generation rate §s= 2 pck/s.

configurations are either the ones with no relay or the ones with many relayhigh
clustering level). In the former case the network transmission rate is higinoam
in Fig. 4.25 (a) and Fig. 4.25 (b); in the latter case, instead, the netwosatiasion
rate is limited by the presence of the relays.

In Fig. 4.35 (b), the network transmission rate is shown as a functiox,&f
andD. From the results in this figure it is evident that the network transmission rate
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reduces as the number of relays in the network increases. In partfoulaach con-
figuration and for specific values af,e; andD, there exists a maximum achievable
network transmission rate and a suitable network configuration whichmjeasathe

best performance. For a specific value of the network transmissiorthiate, exists

at least a pair of values d and xne—and, therefore, a specific pair of network
configurations—in correspondence to which the required networlopeance is
met. In Fig. 4.35 (C)Xnet IS Shown as a function of the network transmission rate
and the delay. As in the previous figures as well, in this figure, it can betbet,

for a fixed value ofyner, there exists a configuration that guarantees the best trade-off
between network transmission rate and delay.

Summarizing, one can conclude that:

* the best network configuration is always without any intermediate relay;

« in clustering configurations where there is at least one RFD directlyemiad
to the AP, the network transmission rate is higher than in fully clustered con-
figurations; the previous conclusion does not hold in terms of delay, iéven
acceptable values of delay are obtained;

 both the network transmission rate and the delay are decreasing furafttbes
number of relays in the network: therefore, in the presence of a higtediug
level both the network transmission rate and the delay are low, whereas in the
presence of a low clustering level the opposite holds.

In Fig. 4.36, the same results of Fig. 4.35 are presented in scenariol witb4
RFDs. The considerations, carried out for scenarios With16 RFDs, are still valid,
the only difference between the two network configurations being thetHatthe
network transmission rate and the delay in the scenarioWith64 RFDs are higher
than in the scenario witN = 16 RFDs. As before, the most important observation is
that the network performance trend is strictly related to the number of relahe in
network.
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Figure 4.36: Performance evaluation in a scenario Wts 64 RFDs and various
uniform and non-uniform clustering configurations; (a) delay as etfon of network
transmission rate anghey, (D) network transmission rate as a function of delay and
Xnet @nd (C)xnet@s a function of network transmission rate and delay. The considered
packet generation rate §s= 2 pck/s.

4.5.7 A Simple Analytical Model for the Zigbee Performance Suiace

In this subsection, we provide a simple approach for deriving a clos®ad-dpprox-
imation of the multidimensional network performance surface introduced isegub
tion 4.5.6. The derivation of an analytical expression for this surfacerig wseful,
since simulation results may be difficult to obtain, especially in the case of saae-
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Figure 4.37: Performance evaluation in a scenario withNa} 16 RFDs and (b)
N = 64 RFDs. Both the realistic surface (transparent) and its approximationl)fille
are shown.

Zigbee WSNSs.

We propose a simple fitting model of the simulation results with a pre-determined
function of two variable® = [3(3 Xnet)- IN particular, the considered fitting function
can be expressed as

D = a1 f1(S Xnet) + 02 (4.1)

where the values ofi; and a» are obtained through the minimization of the mean
square error (MSE) between simulation and analytical data. An expnefssid, is
provided in Subsection 4.5.8, where the details of its derivation are algivare

In Fig. 4.37, the “true” Zigbee performance surface (the transparejtand its
analytical approximation (the filled one) are compared in scenarios with €ajL6
RFDs and (bN = 64 RFDs, respectively. As one can observe, for both considered
scenarios the heuristically derived surfaces approximate well theudates. Ho-
wever, some differences between the true surfaces and their apptioxisnean be
observed, and this is due to the non-Gaussian shape of the true swvfack is
instead more irregular. In Table 4.5, the optimized values;cdnda», and the cor-
responding delay minimum mean square error (MMSE) are shown, inrsaemath
N = 16 andN = 64 sensors, respectively. More precisely, the normalized MMSE is



142 Chapter 4. Performance Evaluation

Table 4.5: Coefficients of the linear combination in (4.1) and correspomtingal-

ized MMSEs in the cases with = 16 andN = 64, respectively.

N=16 | N=64
o 0.154 | 0.128
as 0.015 | 0.0028

MMSE | 1.53% | 39%

computed as
[D-DJ?
D[?

MMSE =

where the notationx| stands for the norm of. From the results in Table 4.5, the
reader should observe that the normalized MMSE is small in scenariod\a#th
16, whereas it becomes larger in scenarios Wth- 64. Therefore, the proposed
approximation needs to be refined for large-scale WSNSs.

The derivation of an accurate approximation for the Zighee surfacesttmaim-
plify the analysis and design of WSNSs. In particular, we are currentlkivgron the
derivation of a general analytical model for the coefficients in (4.1)rdeoto have
an accurate approximation of the performance surface for a genduie @BN. Our
simple analytical model could also help in analyzing the network behavior iardyn
ical scenarios, where the network configuration (e.g., the clusterinctste) may
change due to sensors’ failures or in order to prolong the WSN lifetime [864lly,
through a better understanding of the properties of the multidimensional tketwo
performance surface, one could design the WSN in order to maintain a gere
formance level, and this goal could be achieved by properly “moving” pgegaiing
point on the surface.

4.5.8 Analytical Approximation of the Performance Surfaces

In order to derive an analytical model of the three-dimensional swsfdepicted in
Fig. 4.35, we first extract an equation which describes the “peak” (ngef delay)
of the half tube. Since the maximum of each surface corresponds to tfiguration



4.5. Clustered Networks Performance 143

with 1 cluster and 1 relay, we first obtain an expression for the 1-clustée®
tion curve on thés— xnet plane. The approximating curve, for the case wWith- 64
RFDs? is

S=az- XnaitC2 £ 9(Xned (4.2)

whereay, by, ¢1, andd; are proper constants whose values are obtained by minimiz-
ing the MSE with respect to simulation-based points.

The same procedure has been repeated to approximate the shape ojettigoor
of the “peak” on theD — xnet plane. The fitting expression is similar to (4.2) and has
the following form:

D= ap- ebl'Xnet+ - edl'Xnet L g(Xnet) (43)

whereay, by, andc, are other suitable constants obtained with the MMSE-based
approach used for (4.2).

Finally, we have approximated tli2— S curve obtained over the section of the
surface by fixing the value of the tolerable network death level. Frommalysis, it
comes out that the best approximating function, for each valuge«fis a Gaussian
function with varying (optimized) variance. Therefore, the final exgigasfor f1 is

S— g(Xnet)} ?
f =/ “expy — | ————
1(S Xnet) (Xnet) p{ [ S Xned
where/( xnet) andg(Xnet) are, respectively, given by (4.2) and (4.3), aighet) is a
proper function which characterizes the standard deviation of the @asgsproxi-

mation and can be expressed as

C(Xnet) = P1Xder+ P2Xnet+ Ps. (4.4)

By using the Curve Fitting Toolbox of Matlab, all the coefficients involved in
(4.2), (4.3), and (4.4) have been computed with a confidence interual &595%.
The obtained values are shown in Table 4.6.

8Similar considerations can be carried out also for the caseNvithl6 RFDs.



144

Chapter 4. Performance Evaluation

Table 4.6: Coefficients used for the computation of the approximating furictite

case withN = 16 andN = 64, respectively.

N =16 N =64
a; | -0.002132| -0.004571
by | 0.03209 0.03423
ci | 0.1355 0.1585
di | -0.001969 0.002149
ap | -0.001302| —2.943x 10 12
b, 3.187 7.579
Co 6256 8887

py | -0.03429 -0.09405
P2 -7.48 6.577
P3 1576 1119

4.6 Concluding Remarks

In this chapter, we have first provided a quick overview of the Opnetlaiim Then,

we have presented the performance results for (i) the WSN-based tetgetion
system, (ii) the adjacency-based power allocation strategy, and (iii) thedaet-
works with and without data fusion. In each case, we have highlighted thartiamze

of the use of an “smartly” configured network. For such a reasongh ease we have
provided for some insights which helps in the optimal tuning of the nodes/nietwor
parameters, especially according to given performance requirements.
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RFID-Controlled Zigbee Networks

5.1 Introduction

In this chapter, we focus on the integration between two different tecbieslan or-
der to obtain a two layers network [88]. One of the two layers will act asitfod’
of the other layer, which will be used to exchange data. Since nodes mpgsbe
tioned in non-easily accessible places, a high energy efficiency is eelgoiorder to
maximize the network lifetime and minimize the maintenance costs.

A simple and straightforward solution to maximize the network lifetime consists
in turning off all nodes which are not needed, e.g., when the node sgatialty is
higher than that required to satisfy the sensing requirements. In suceasedec-
tive (and cyclic) use of the sensing nodes allows to extend the network lifesitie
guaranteeing an acceptable performance level. A possible solution id bagbe
use an RFID network to control a Zigbee data network, in order to dyn#ynarad
cyclically put into a “deep sleep” state nodes with low battery energies.

The structure of this chapter is the following. In Section 5.2, we providefor
overview of the RFID technology. In Section 5.3, we introduce the coresiidgystem
model and the slotted model of the IEEE 802.15.4 Opnet model. Then, wezanaly
the proposed approaches to extend the network lifetime. In Section 5.4esenp
the performance results related to the use of integrated networks. Firedtioi$5.5
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concludes this paper.

5.2 RFID Technology

The RFID technology specifies two different devices: (i) thader and (ii) the
transponderor tag. The tag is an electronic device that stores data useful for identifi-
cation and is placed on the object to be tracked. On the opposite, the iztuede-
vice used to interrogate the tags. The tags can be classified into three mgorieste
according to the power source they are equipped withctiye (ii) semi-passiveand
(iii) passivd46]. The active tags, in order to respond to the interrogation of theeread
use their own internal batteries for processing operations and signsrtission. The
semi-passive tags, instead, use their batteries only to power the intevoespor and
not to broadcast the return signal. Finally, the passive tags, beingjoiped with
batteries, exploit the energy of the received signal to respond to therrgackscat-
tering technique). Obviously, the tags with longer lifetime (virtually infinite) are the
passive ones, whereas the active tags have the longest transmisgjen@ace the
reader has interrogated a tag and this has replied correctly withoutiimginto col-
lisions with other tags (proper anti-collision mechanisms are used [89])eHuer
sends amcknowledgmennessage to the tag to confirm correct message reception.

The functionalities provided by the RFID technology are mainly related ta-erro
free communication between reader and tags (bidirectional), identificattbocamn-
munication with multiple tags, selection of a target set of tags, lock of data stored
in the tags, and writing and overwriting operations in the tags. The communication
from the reader to the tags, according to the backscattering techniquslized
through amplitude modulation of the interrogation signal. On the other hand, afte
the transmission of the interrogation signal, the reader emits a constant-pigwer
nal which allows the tags to respond to the former signal through a load ntimtula
technique [46]. The reader receives data from the tags as a variatiom i@flection
of the constant-power signal.

When the reader interrogates a set of tags, these may respond immediatkly, le
ing to a collision. One of the most important standards for the RFID technaddabg
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ISO/IEC 18000-6 standard [90]. This standard defines a referandel for identifi-
cation systems which operate in the range of Ultra High Frequencies (UitHpau-
ticular, this standard regulates RFID systems in the frequency bande868rMHz

in Europe. The 18000-6 standard defines two different transmissios:t{ipéype

A and (ii) type B Both transmission types make use of a rate equal to 40 kbps and
use a binary phase modulation. The difference between these two traosnyges
resides in the medium access control (MAC) protocol. If a collision is datdntehe
reader, the Type A tags retransmit the interrogation request accordihg £&doha

MAC protocol [91]. According to this protocol, a tag transmits as soon ackdt is
generated and it assumes that a collision has happened if an acknowhtdgese
sage is not received after a given period of time. Type B tags, insteadha Binary
Tree Protocol (BTP) [89] as anti-collision mechanism. The idea of the BTRais
upon a collision, the set of tags is divided into two subsets: one set trieganse

mit their messages immediately, whereas the other set waits till a new interrogation
request is generated by the reader. Eventually, only one tag will retigarand its
identity (or any other stored information) will be successfully acquired bydader.

This recursive procedure is then repeated, under the constraitti¢telteady censed
tags do not respond to the interrogation signal.

5.3 Hybrid Zigbee-RFID Networks

5.3.1 System Model

Our system model consists of a network whérenodes are deployed to monitor

a particular phenomenon of interest. Under the assumption that a minimum spatial
density of observations is required, i.e., a minimum nuniygr of RFDs needs to

be used to monitor a given surface (with afgaf interest, and that the numbirof
deployed RFDs is larger tha,;n, our approach consists in implementingedective
wake-upof the RFDs. More precisely, our strategy consists in selectively turmng o
and off the RFDs in order to equalize the energy consumption of the nodhe in
network. In order to maximize the network lifetime, as soon as the residuajyene

of an active RFD becomes lower than a fixed threslgldthe RFD is switched into
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o Node ON

() (O Node OFF

Integrated Access Point

Figure 5.1: Network scenario witN = 14 nodes, out of which anty,, = 9 are
active andN — Niwin, = 5 have been turned off by the deep sleep algorithm.

the sleep state. At the same time, one of the remaiNirgNnhin RFDs (previously
switched off) is woken up, so that an overall minimum spatial density ofrebse
tions of the phenomenon of interest is guaranteed. This procedureeisegto as
deep sleep algorithmAn illustrative example of the status, at a given time, of a net-
work where the deep sleep algorithm is used, is shown in Figure 5.1. Weqdin
that the RFDs are only switched into the sleep state, instead of being tufpéd of
order to prevent them from losing synchronization with the coordinattize other
RFDs in the network. In fact, according to the Zigbee standard, the nefwaioing
operations performed when an RFD is turned on introduce a delay lorayettb
length of the wake up operations, since the RFD must wait for a new bé&aocoter

to synchronize with the network before starting its transmission. On the ibppibe
RFDs in the sleep state switch to the active state only when a beacon transngission
scheduled and subsequently, if not required, return into the sleep sthteiinos-

ing their synchronization with the network. The goal of the deep sleepitidgois
energy equalization among the RFDs, so that the residual energies oF b dRe
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balanced. When an RFD is in the sleep state, in fact, its energy consumptiam is f
orders of magnitude lower than in the active state [92,93].

5.3.2 Integrated Opnet Structure

Our hybrid Zigbee-RFID model is based on an IEEE 802.15.4 Opnet nuadel-
oped at the University of Porto, Portugal [94] and on an RFID Opnelaideveloped

at the University of Parma, Italy [95]. The IEEE 802.15.4 model is beadam or-

der to synchronize the nodes in the network and save energy. In addhiti®model
contains a battery module which is used to evaluate the energy consumptian of th
devicest On the other side, the Opnet RFID model implements the ISO/IEC 18000-
6 standard, considering faded wireless channels. Since the Zigbé&g=#ndnodels

are disjoint, we have developed a hybrid Opnet Zigbee-RFID modeleathersub-
components communicate and coopefa@bviously, the beaconing mechanism is
modified in order to take into account also the RFDs which are not transmitting du
ing a frame. Note that in our system the BTP (embedded in the ISO/IEC 1B000-
standard) is not used, since the RFID tags are used only as switchi f(£ig-
bee) RFDs and do not need to be identified. In Figure 5.2 (a), the logihehse

of the integrated Zigbee-RFID network is shown. More precisely, théRletwork
lays on top of the Zighee network. In our hybrid system, the information istran
ferred through the IEEE 802.15.4 (logical) network which is, in turn, ailed by

the RFID network. In Figure 5.2 (b), instead, we show the integrated elevised

in our network: theintegrated AR which is obtained from the combination of an
RFID reader and a Zighee coordinator; antégrated nodewhich is obtained from
the combination of an RFID tag and a Zigbee RFD. We point out that the inéegra
node is battery powered, whereas the integrated AP is supposed torectamhto

the electrical system, so that battery exhaustion is not an issue for theldattenly

for the former.

Iwe remark that the energy consumption values considered in this malgfmcal of MICAz
devices [92].

2\We point out that the realization of an experimental prototype physicatiperting a Zighee RFD
with an RFID tag is currently under study.
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Figure 5.2: Logical scheme of the integrated network: (a) the Zigbee &ild Ret-
works are combined together; (b) the integrated nodes and AP are abtainmethe
integration of Zigbee and RFID devices.

5.3.3 Deep Sleep Algorithm

We now describe the basic functionalities of an hybrid Zigbee-RFID né&tWihen
an RFD is in the sleep state and is selected by the coordinator, the asso&ildaddR
receives the signaling message from the reader (through the logical ifevork)
and switches on its RFD, which enters into the active state and starts communicat-
ing (through the logical Zigbee network). Similarly, when an RFD is actiwt is
residual energy becomes lower than a threshold value, the RFD commasritdate
the Zigbee coordinator. The coordinator informs its associated RFIzreabich,
by sending a proper message to the tag, forces the selected RFD into thstatee
Since the deep sleep algorithm is managed by the coordinator of the Zighewke
the active RFDs embed their residual energies inside the data packets tento-
ordinator. In this way, the coordinator is constantly aware of the resgheigy of
each active RFD. On the other hand, since an RFD in the sleep state dtesamit
any packet, the coordinator also uses an estimation algorithm to predictdtgyen
consumed by an RFD during the sleep state.
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Integrated node #3

Figure 5.3: Initial steps of the deep sleep algorithm for selective waka-tgmote
nodes: (A)Nmin out of N RFDs are selected by the AP; (B) the selected RFDs are no-
tified through the associated RFID tags; (C) the activated RFDs start coicatiog.

We now describe the main steps of the deep sleep algorithm through illustrative
diagrams. Figure 5.3 refers to the operations involved when the netwotdrisds
All the RFDs are equipped with identical batteries and we refer to the initiaggne
level as 100%. At the network start-up, o, RFDs are turned on, whereas the
remainingN — Nmin Nodes are turned into the sleep state. The integrated AP creates a
census tablewhere information about the position, the residual energy, and the status
of each RFD is stored. In our simulations, we assume that the position oR#dgh
is preliminarily available at the integrated AP, whereas the entry of the céaiskes
relative to the residual energy of an RFD is updated as soon as a fjeckitining
this information) is received from the node. If an RFD is in the sleep statesidual
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Integrated Node #3

Figure 5.4: Steps of the replacement of an active node with residuayenader
threshold and a sleeping node with higher residual energy: (A) the ARifids an
RFD with low residual energy; (B) a sleeping node with high residualgnristturned
on and (C) the selected active RFD with low residual energy is turne@@fthe set
of active nodes communicate.

energy value is estimated by the AP before scheduling the transmission @f a ne
beacon.

As soon as an RFD is turned on, its residual en&gyduces and, consequently,
its value in the census table is updated. The evolution of the network acgdadin
the deep sleep algorithm is illustrated in Figure 5.4. When the energy of an RFD
becomes lower than an initial threshtﬂéf), the integrated AP forces the RFD into
the sleep state through its associated RFID tag. At the same time, the integrated AP
forces one of the sleeping nodes with higher residual energy to wakehigoproce-
dure is repeated until there are no more RFDs with residual energies th'ghEé?.
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Figure 5.5: Network scenario witN = 27 nodes, out of which andnj, = 19 are
active andN — Niin = 8 have been turned off by the deep sleep algorithm. The mon-
itored surface is not divided into cells..

At this point, the threshold value of the residual energy is decreasegdrefdefined
energy stefks. More precisely, the new energy threshold is s&tﬁﬂ = Et(r?) — Es.
This procedure is repeated until the energy threshold is so low that datawaica-
tions in the Zigbee logical network are no longer posstbid.this point, as soon as
the minimum spatial density of observations is no longer guaranteed, therké$wo
declared dead and the simulation stops. More details on the energy consuatptio
the nodes will be given in Subsection 5.4.1.

In generalN integrated nodes could be deployed randomly over a given surface.
As an illustrative scenario, in Figure 5= 27 nodes are deployed randomly over
a square surface. The integrated AP is placed in the center of the monitofaces
whereas th&l = 27 integrated nodes are deployed according to a 2-D Poisson distri-
bution.

3Denoting bynyy, the final updating stepEt(,?““) = (? — Nfin - Es IS too low to support communica-
tion in the Zigbee network. The value of, depends on the specific parameters of the Zigbee network.
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5.3.4 Deep Sleep Algorithm with Virtual Spatial Grid

While the deep sleep algorithm takes into accounbtrerall observation spatial den-
sity (considering the total number of nodes deployed over the entire rieswdace),
in several applications it might be of interest to montomogeneouslithe network
surface, i.e., to guarantee an approximately constaat observation spatial density
across the surface. In order to do this, we follow an approach bas#taise of a
virtual spatial grid over the network.

If the monitored area is virtually partitioned into observation cells (with a local
minimum required node spatial density per cell), then the “standard” deep ale
gorithm can no longer be applied, since it could lead to turn off all noddsesame
cell. However, there might be scenarios where particularly critical phena need
to be observed with high accuracy over the entire monitored surfacégimes.6,
an illustrative example of the network in Figure 5.5 with an overlaid virtual spatia
grid is shown. As one can see, different cells may contain different etsydd nodes.

In the following, we will denote the cells where there is only one integratee asd
secondarywhereas the cells with more than one integrated node will be denoted as
primary. In the presence of a virtual spatial grid, the deep sleep algorithm is dpplie
in each primary cell, where the observations are redundant. In thedsegasells, no
deep sleep algorithm is applied, since the integrated nodes cannot ke offtriehe

cells with no node are not relevant for monitoring purposes.

The network is declared dead as soon as all the RFDs of one of the primary
cells die. This criterion comes from the assumption that primary cells are ad¢ame
be associated with critical zones of the phenomenon under observatiergag the
secondary cells may be associated with less critical zones. Thus, whiemsaypcell
contains no more RFD, we assume that the observations are no longelerahab
the network is declared dead. We remark that our approach is valid alseriarsos
whereN > Npin, but it is more effective in scenarios wheXes> Npin.
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Figure 5.6: Network scenario witN = 27 nodes, out of which andp,j, = 19 are
active andN — Npin = 8 have been turned off by the deep sleep algorithm. The mon-
itored surface is divided into cells and only one node per cell is actigarding to

the spatial grid procedure.

5.4 Performance Analysis

The simulations have been carried out considering networksNvith40 nodes de-
ployed over a square surface with 6 m long sides. In all cases, the &¥fldpackets
directly to the integrated AP, i.e., all network realizations have star topolobines.
packet interarrival timd;; is either fixed to 0.25 s or Poisson-distributed with ave-
rage value equal to 0.25 s. The considered packet length=200 bit/pck. We
assume that the network is dead when the energy level of all RFDs be 808tesf
the initial value. Each performance simulation result is the average of thitsreb-
tained considering 6 realizations of the network topology (according tb #gisson
distribution).

Before starting the simulation-based performance analysis of hybrid &igbe
RFID networks using the deep sleep algorithm, we provide the reader witke so
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details about the energy consumed by each integrated node. The eavesatpal
energy at a generic instaritcan be expressed as follows:

E(t) = i — Eo(t) (5.1)

wherek; is the initial energy of a node ariti(t) is the energy consumed at the instant
t. In particular,

Ec(t) = Ec_TX(t) + Ec_RX(t) + Ec_idle<t) + Ec_sleer{t)

where:
Ec tx(t) = A-Ec 1x_1 pokt=Krx-t
Ec rx(t) = A-(N—1)-Ec rx 1 pckt =Krx-t
At i
Ec_slee[{t) = Ec_sleep_l_s we_t = Ksleep‘t
Atsuperframe
Atactivezone
Ec ide(t) ~ Ecide 1s TR
tsuperframe
[t—Dtrx 1 pok At —Dtrx 1 poke A - (N—1)-t]

= Kige-t

A is the packet transmission ré;teEC_Tx_l_pck and E; rx_1_pck are the energies
consumed per packet transmission and reception acts, respediyelys, 1 sand

Ec igle_1_sare the energies consumed during one second of persistence in the sleep
and idle states, respectively; alictivezone Alpassivezone@NJAtsyperramedre the dura-

tions of the active zone, the passive zone, and the superframe;tiesjye Therefore,

we can approximatEc(t) as

Ec(t) ~ [Krx + Krx + Ksieept Kidie] -t = Kot - t (5.2)

4The residual energl; (t) is the exact, not only the average, residual energy in the case of Roisso
distributed packet generation.

5In the case of constant packet interarrival tifyg, A = 1/Tin; = 4 pck/s, whereas in the case of
Poisson-distributed packet generatian= 4 pck/s is theaveragepacket transmission rate.
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Using (5.2) into (5.1), the residual energy at titrean be rewritten as
Ei(t) ~E — K-t . (5.3)

The final expression (5.3) for the residual energy is obtained undassumption
of no use of the deep sleep algorithm. However, if the deep sleep algoritheeds
only the values oKgeepandKige change, but the linear dependencé&pfromtt still
holds, as will be shown in the following.

5.4.1 Deep Sleep Algorithm

In Figure 5.7, we evaluate the impact of the energy &gepn the average (over the
integrated nodes) residual energy in three different scenariosjdasmgN = 40
nodes in all cases: (i) withlm,in = 40 (i.e., the deep sleep algorithm is not used),
(i) with Nmin = 30, and (iii) withNmin = 25. The packet generation rate is constant
where packet interarrival time equal to 0.25 s is used. Observing threstelated

to the scenarios with the deep sleep algorithm, it can be noted that the peréerma
for a given value ofNp, does not depend oBs. This is to be expected, provided
that the energy step is sufficiently smaller than the initial energy. In factniline
deep sleep algorithm is uselqin nodes are active at a time, and the valueegf
determines only the rate at which nodes get activated and deactivajeatticular,
the following considerations can be carried out.

« If Egis very small, then the energy levels of the nodes are equalized in a very
fine way. However, this implies that nodes will cycle between on and offsstate
very often, i.e., the integrated AP will spend energy in sending control mes-
sages and in the processing required to track the network topology change

« On the other hand, i is not too small, then energy equalization is “rougher”
but the integrated AP will spend less energy in network management opera-
tions. Since energy consumption is typically not an issue for the integrated AP
“finer” energy equalization should be chosen.
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Figure 5.7: Average residual energy as a function of the days of simuilaticce-
nario withN = 40 nodes. Various values (25, 30, 40)Nfin are considered for the
application of the deep sleep algorithm. In the case With, < N, various values of
the energy step are used.

To summarize, the network behavior of a hybrid Zigbee-RFID networkgugie
deep sleep algorithm is very similar to a “standard” Zigbee network M RFDs,
regardless of the value &.

In Figure 5.8, the average residual energy is shown as a function atutheer
of days of simulation, for various values of the numbgy, of active RFDs. We
have considered onlgs = 1% because, as shown in Figure 5.7, the average residual

energy is independent &;. Observing the curves in Figure 5.8, one can conclude
that:

« the smallerNqin, the higher the energy saving, regardless of the simulation
duration;

« the performance of the network without the deep sleep algorithm (i.e., ¢he sc
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Figure 5.8: Average residual energy, as a functioN.gf,, considering various values
for the number of days of simulation. In all cashis+= 40.

nario with Ny, = 40) is the worst.

According to the deep sleep algorithm, in fact, whéq, is small, there is a large
number of RFDs in the sleep state, and the energy consumption (avensgeallo
RFDs in the network) is, therefore, low. On the opposite, WRgp is large or, as a
limiting case, the deep sleep algorithm is not us¢e=(Nin), there is a large number
of RFDs active in the network, and the energy consumption is high.

In Figure 5.9, the average residual energy is shown as a function olthber
of days of simulations, considering constant and Poisson packetagienedistribu-
tions. As mentioned at the beginning of this section, the packet generat®rsra
A = 4 pck/s—this is theaveragepacket generation rate with Poisson distribution.
As one can see from results in Figure 5.9, the average residual esadinearly
decreasing function of the timegardlessof the packet generation distribution. Ho-
wever, for a given value dfimin, it can be observed that a Poisson distributed packet



160

Chapter 5. RFID-Controlled Zigbee Networks

101
95
90
85
80

15

.
QO

Constant

so

s0

Poisson
70

65

Average residual energy [%]

@—@ Constant, Zigbee, Nmin =40
60 o ) Co.nstant, Zigbee +RFID,N . =25
@—@ Poisson, Zigbee, Nmin =40

55 2 i -
@ - -@ Poisson, Zigbee + RFID, N_. =25

500 1 2 3 4 5 6 7 8 9 10

Days of simulation

Figure 5.9: Average residual energy, as a function of the numberysf @fasimula-
tion, for various packet generation distributions: (i) constant and (i§deo. In all
casesN = 40, wheread\n, is set to either 25 or 40.

generation leads to a performance degradation with respect to the cas®mgtant
packet generation, and this degradation is more pronounced the laiygr.ighis
is due to the higher traffic generated with the Poisson distribution. Eacle axide
receives all the packets transmitted in the network and processes orgyiitbsa
destination address equal to its own address. On the other hand, wbée i im the
sleep state, no packet is received and energy is preserved.
Finally, we point out that, also with Poisson-distributed packet generatifie;

rent values of the energy st&g do not influence the observed performance.

5.4.2 Impact of the Virtual Spatial Grid

In this section, we present performance results in scenarios wheraal #patial
grid is considered and the deep sleep algorithm is applied locally, as debanib
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Figure 5.10: Average cells coverage with and without the virtual spaticl by all
cases, the deep sleep algorithm is uség{= 25) andN = 40.

Subsection 5.3.4. The same network topology of Subsection 5.4.1 is causatwt
the monitored surface is divided into 36 2 rells. We remark that, according to our
algorithm, in the secondary cells the nodes are turned on according todhmmal
superframe structure. In the primary cells, where the deep sleep algdsitpplied
cell by cell, instead, there is at least one active node per cell, wherathttr nodes
of the cell are cyclically switched into the sleep state.

We have considered different network configurations and we hawpaced the
results in the presence of the virtual spatial grid with those of scenarioswtith
For different types of networks, we have considered the same netamology real-
izations, in order to make the comparison fair.

In Figure 5.10, we present the average number of active cells guaddnyethe
two different node management mechanisms. On average, using therditigpolo-
gies considered in our simulation framework, the virtual spatial grid prreegua-
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Figure 5.11: Average energy consumption with energy step equal to 196 ofitial
energy level. The number of nodesNs= 40. The deep sleep algorithm is applied
consideringNmin = 20, Nmin = 25, respectively. The performance with the virtual
spatial grid is also shown.

rantees the coverage of 24 cells, whereas a scenario without viratalsgrid pro-
cedure leads to an average of 17 active cells. As one can see, thgeaveimmber of
active cells remains constant over the simulation: this is due to the fact thathin bo
cases the battery energy is not depleted.

In Figure 5.11 the average energy consumption performance is shaafuas-
tion of the number of simulation days, considering scenarios without thegleep
algorithm (Nmin = 40), with the deep sleep algorithm without virtual spatial grid
(Nmin = 20, or Nmin = 25), and with the virtual spatial grid. The curves presented
in this figure are obtained in a scenario with= 1%, because we have experienced
that, as in the case with deep sleep algorithm, the energy step has no impagt on th
performance of networks with the virtual spatial grid. The energy copsion of a
traditional Zighbee network is larger than that of networks with deep sleepitim
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both with and without virtual spatial grid. In particular, in scenarios wileeevirtual
spatial grid is applied, on average there are 24 active nodes, andetagavesidual
energy trend is similar to that of the network with deep sleep algorithm and withou
virtual spatial grid withNp,, = 25.

5.5 Conclusions

We have shown an approach to integrate Zigbee and RFID networksentordre-
ate an energy-efficient network which allows to selectively turn on afttiefemote
nodes. Therefore, we have considered a deep sleep algorithm wlectsthe nodes
to be activated according to their residual energy, so that the enengymption of
the nodes in the network is equalized. Finally, we have introduced a prezedhich
selects the integrated nodes to be activated according not only to theuakesid
ergy, but also to their spatial positions. This selection is based on the intraualu
of a virtual spatial grid over the network surface, dadal application of the deep
sleep algorithm. For the configurations without virtual spatial grid, we kaskiated
through the Opnet simulator the average residual energy performaciiastion
of Nmin, Es, highlighting the energy saving guaranteed by the hybrid Zigbee-RFID
network. For the configurations with virtual spatial grid, instead, we lzaadyzed
both the area effectively monitored by the sensor network and the ecengump-
tion. In this case, the virtual spatial grid not only provides the same aneamge
than traditional Zigbee networks, but also allows to extend the network lifefitis.
solution, which should be applied in scenarios where local observatiiakgensity
is relevant, could be adopted in order to create a very energy-effigieiess sensor
network based on totally passive components with addressing capabilities.






Chapter 6

Concluding Remarks and Future
Work

In this thesis, we have investigated how to optimally tune the parameters of tee nod
of a Wireless Sensor Network (WSN) in order to maximize its performancs|liply
satisfying some given constraints. In particular, four different optiminadicections
have been considered.

First, we have addressed the problem of engineering energy-efftaiget de-
tection applications using WSNs. In particular, we have proposed anesrgig
toolbox which consists of a set of models for describing the probability ofediss
detection, the alert transmission latency, and the energy consumptionthedzs-
sumption of random node deployment. By leveraging on this toolbox, wethave
characterized the trade-offs faced by the WSNs with respect to energgumption
and quality of service, in terms of detection capabilities and latency. Finallpawe
illustrated the use of the toolbox to optimally configure a given WSN underiatyar
of quality of service requirements. As such, the engineered toolkit ghepossi-
bility to an operator to set up efficiently an unattended WSN for a wide rafge o
scenarios like counting applications with poor latency requirements (e.qticgu
animals in a given area using passive infra-red sensing), as welleambwitoring
applications with a strong latency and mediBgy requirements (e.g., tracking emer-
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gency or panic situations in public subway, using audio sensing).

We have presented an optimized transmit power allocation strategy which allows
to minimize the Packet Error Rate (PER) at the Access Point (AP) of a Wigt of
all, we have derived a simplified analytical model which describes the mpeaftce
of a Zighee WSN, in terms of PER and delay, under the assumption of lovedffe
traffic load. Then, we have presented the proposed transmit powgenkctame-
work, developed under the assumption of finite overall network transmiepdn
particular, we have shown that the performance basically depends onrtiieer of
ones in the adjacency matrix: this number represents the active conndiioreen
the nodes and is thus an index of the network connectedness. Our ailatytidel
has been validated through the use of the Opnet simulator, underlying thetjropa
relevant network performance indicators (PER, network transmissiendaay, and
network lifetime), of the sparsity index of the adjacency matrix, the offeraffidr
load, and the transmit power allocation strategy. In particular, we havieedethat
the proposed transmit power control approach, by maximizing the spargiy of
the adjacency matrix, allows to minimize the PER for a given total network transmit
power, without reducing the lifetime of the network.

We have then analyzed, first through Opnet-based simulations, themparfce
of Zighee WSNSs, using physical (probability of decision error at the &®R)network
layer (network transmission ra& throughput, aggregate throughput, and déiy
performance indicators. In non-clustered scenarios, the presémackamge number
of transmitting RFDs has a positive effect on the probability of decision pedor-
mance, at the price of throughput and delay performance degradéktierprobabi-
lity of decision error can be improved by using ACK messages: in fact, thebau
of packet losses reduces (i.e., the throughput increases) and thenARake a final
decision on the basis of a larger number of observations. This furtheousipent
is obtained at the expense of a higher delay. We have also analyzedfibrenaace
of Zigbee networks in clustered configurations with and without data fusnotie
presence of uniform clustering, our simulation-based results confirrthéoeetical
predictions (valid for generic distributed detection schemes) obtained inff813
given number of RFDs, the probability of decision error remains the sagzede
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less of the clusters’ common dimension. On the other hand, the more unlzhthace
clustering configuration (e.g., one large cluster and remaining smaller clydtes
higher the probability of decision error. In addition, through a simulaticsedanal-
ysis of the impact of the network tolerable death leyg!, it appears that the best
network configuration is always the one without any relay node. Finallyhave
drawn a few simple guidelines for the design of clustered Zigbee wirelassiseet-
works. A three-dimensional analytical characterization of the networfopeance
in terms ofD, S, andxnet, Shows that the network operating point lays over a charac-
teristic surface. Given the number of nodes and the required perfoemevel, one
can identify, over this surface, the network configuration which guaesnthe best
trade-off.

Finally, we have proposed an approach to integrate Zighee and Radjodficy
IDentification (RFID) networks in order to create an energy-efficiadia-controlled
WSN for selectively turning on and off the remote nodes. In particulahave pro-
posed a deep sleep algorithm which selects the nodes to be activatedimgdor
their residual energies, so that the energy consumption of the nodesiettherk is
equalized. Then, we have introduced a procedure which selects theatetégodes
to be activated according not only to their residual energy, but also togpatial
positions. This selection is based on the introduction of a virtual spatial geidtbe
network surface, anldcal application of the deep sleep algorithm. For the configura-
tions without virtual spatial grid, we have evaluated, through the Opnetaionthe
average residual energy performance as a function of the minimum nwinbedes
which remain activeNmin) and the energy stefif) used for the equalization, high-
lighting the energy saving guaranteed by the hybrid Zigbee-RFID netvrankthe
configurations with virtual spatial grid, instead, we have analyzed botirdaeeffec-
tively monitored by the sensor network and the energy consumption. Inabeés the
virtual spatial grid not only provides the same area coverage than tradifiggbee
networks, but also allows to extend the network lifetime. This solution, whiohldh
be applied in scenarios where local observation spatial density is releeatd be
adopted in order to create a very energy-efficient WSN based on toéesime com-
ponents with addressing capabilities.
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